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The Industrial Internet of Things (IIoT) is being interconnected with many critical industrial activities, creating major cyber
security concerns. The key concern lies with edge systems of brownfield IIoT, where new devices and technologies are
deployed to interoperate with legacy industrial control systems and leverage the benefits of the Internet of Things (IoT).
These edge devices, such as edge gateways, have opened the way to advanced attacks, such as targeted ransomware.
Various existing security solutions can detect and mitigate such attacks, yet are often ineffective because of the
heterogeneous and distributed nature of the IIoT devices and their interoperability demands. Consequently, developing
new detection solutions is essential. The key challenges in developing detection solutions for targeted ransomware
attacks in IIoT systems include: (1) understanding attacks and identifying their potential activities, (2) designing accurate
IIoT system models to test attacks, (3) obtaining realistic data representing IIoT systems’ activities and connectivities and
the attacks’ behaviour, and (4) identifying attack behaviour.
This thesis provides important contributions to the literature by focusing on investigating targeted ransomware attacks
against IIoT edge systems and developing a new detection framework. The first contribution is developing the world’s
first example of ransomware, specifically targeting IIoT edge gateways. The experiment results demonstrate that such an
attack is now possible on edge gateways. In addition, the kernel-related activity parameters appear to be significant
indicators of the crypto-ransomware attacks’ behaviour, much more so than for similar attacks in workstations. The
second contribution is developing a new holistic end-to-end IIoT security testbed (i.e., Brown-IIoTbed) that can be easily
reproduced and reconfigured to support new processes and security scenarios. The results demonstrate that BrownIIoTbed operates efficiently in terms of its functions and security testing.
The third contribution is creating a first-of-its-kind intrusion dataset tailored for IIoT systems covering targeted
ransomware attacks and their activities, called X-IIoTID. The dataset includes connectivity and device-agnostic features
collected from various data sources. Extensive experiments are conducted using seven machine learning techniques that
demonstrate X-IIoTID’s applicability in the intrusion detection field. The final contribution is the development of a novel
targeted ransomware detection framework tailored for IIoT edge gateways. The framework employs asynchronous peerto-peer federated and deep learning techniques, and its effectiveness is evaluated against existing datasets and the newly
developed X-IIoTID dataset.
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Abstract

The Industrial Internet of Things (IIoT) is being interconnected with many critical
industrial activities, creating major cyber security concerns. The key concern lies
with edge systems of brownfield IIoT, where new devices and technologies are
deployed to interoperate with legacy industrial control systems and leverage the
benefits of the Internet of Things (IoT). These edge devices, such as edge gateways,
have opened the way to advanced attacks, such as targeted ransomware. Various
existing security solutions can detect and mitigate such attacks, yet are often
ineffective because of the heterogeneous and distributed nature of the IIoT devices
and their interoperability demands. Consequently, developing new detection
solutions is essential. The key challenges in developing detection solutions for
targeted ransomware attacks in IIoT systems include: (1) understanding attacks
and identifying their potential activities, (2) designing accurate IIoT system
models to test attacks, (3) obtaining realistic data representing IIoT systems’
activities and connectivities and the attacks’ behaviour, and (4) identifying attack
behaviour.
This thesis provides important contributions to the literature by focusing
on investigating targeted ransomware attacks against IIoT edge systems and
developing a new detection framework. The first contribution is developing the
world’s first example of ransomware, specifically targeting IIoT edge gateways.
The experiment results demonstrate that such an attack is now possible on
edge gateways. In addition, the kernel-related activity parameters appear to be
significant indicators of the crypto-ransomware attacks’ behaviour, much more so
than for similar attacks in workstations. The second contribution is developing
a new holistic end-to-end IIoT security testbed (i.e., Brown-IIoTbed) that can
be easily reproduced and reconfigured to support new processes and security
scenarios. The results demonstrate that Brown-IIoTbed operates efficiently in
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terms of its functions and security testing.
The third contribution is creating a first-of-its-kind intrusion dataset tailored
for IIoT systems covering targeted ransomware attacks and their activities,
called X-IIoTID. The dataset includes connectivity and device-agnostic features
collected from various data sources. Extensive experiments are conducted using
seven machine learning techniques that demonstrate X-IIoTID’s applicability
in the intrusion detection field. The final contribution is the development of a
novel targeted ransomware detection framework tailored for IIoT edge gateways.
The framework employs asynchronous peer-to-peer federated and deep learning
techniques, and its effectiveness is evaluated against existing datasets and the
newly developed X-IIoTID dataset.
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CHAPTER

1

Introduction

1.1

Security in Industrial Internet of Things

In recent years, there has been an enormous increase in the prevalence of digital
transformations across business, industry and government sectors. Mobile, wireless
and cellular connectivity, cloud and edge computing, and other innovations,
combined with a proliferation of smart devices, have contributed to a previously
unseen degree of convergence between the cyber and physical worlds. This tight
integration of new Information Technology (IT) (e.g., mobile, edge and cloud)
and Operational Technology (OT) (e.g., industrial devices and systems) has
created what is known as the Industrial Internet of Things (IIoT) [1]. The IIoT
focuses on Machine-to-Machine (M2M) communications, big data and predictive
analytics, which enables unprecedented levels of automation, efficiency, reliability
and productivity, with implementations extending to multiple industrial sectors,
such as healthcare, energy, water, transportation and manufacturing [2, 3, 4].
Given the extremely positive benefits of the IIoT, the number of autonomous
devices in operation is projected to be 75 billion in 2025, and the IIoT market to
be worth more than US$751.3 billion by 2023 [5].
However, bringing industrial and critical infrastructure systems broadly online to leverage the advantages of automation, big data analytics and remote
control features has also engendered a significantly increased threat of malicious
cyberattacks [1, 3].As these new IT technologies (i.e., new connectivity protocols,
edge computing devices, cloud and mobile) become increasingly connected and
coexist with legacy OT devices and systems in brownfield scenarios, such as
1

Supervisory Control and Data Acquisition (SCADA) systems and Programmable
Logic Controllers (PLCs) [1], the security gaps and threat landscapes have become
even more intense, complex and extensive. Recent threat reports document a
range of hacking campaigns targeting critical Industrial Control Systems (ICSs)
and other components in an IIoT environment [6, 7]. For instance, Ekans and
LockerGoga ransomware attacks were explicitly designed to jeopardise multiple
Windows machines running industrial applications [6], while Triton malware
prevented an industrial safety system from performing its intended functions,
with destructive consequences [1]. More recent attacks involved Distributed
Denial of Service (DDoS) over Constrained Application Protocol (CoAP) [7],
and COVID-19 pandemic-based malware, which was injected into several smart
healthcare systems to breach the intellectual property of vaccines [8]. Moreover,
millions of IIoT/Internet of Things (IoT) devices were affected by two groups
of vulnerabilities called Ripple-20 and Urgent-11 [9], which can be exploited by
attackers in a Transmission Control Protocol/Internet Protocol (TCP/IP) stack
to control critical devices and affect their functionalities remotely. Consequently,
given that any vulnerability in these systems can immediately pose a threat to
public safety, the security postures of both IT and OT (i.e., IIoT) systems must
be modified and improved.
According to the 19th anniversary of the global follow-up report by IBM
Institute for Business Value (IBV), 36% of IBM’s managers surveyed stated
that securing an IIoT platform and its devices is a large challenge for their
organisations [10]. The major concern is with brownfield IIoT systems, as
reported by the Cyber Emergency Response Team (CERT) of the Australian
Cyber Security Centre [11]. This concern exists because of the tight integration
between IT and OT technologies, fragmented implementations, heterogeneity of
IIoT devices, and interoperability challenges. Further, as security postures are
currently predominantly IT centric [1, 3], they are unsuitable for IIoT systems,
particularly brownfield ones, in which the safety, resiliency and reliability of OT
systems are not the same as those of IT ones [12]. An IT system’s structures
are highly dynamic, with multiple moving parts and a significant number of
vulnerabilities and attack vectors that can be easily exploited. This compels an
IT security team to activate various security mechanisms on different stack layers
to safeguard its system from increasingly malicious variants. If an IT system is
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affected by an attack that temporarily closes and disables it, restoring it afterwards
can be a reasonable solution. This is completely different for mission-critical OT
systems, as they are designed to be restricted to performing control tasks on time
(24/7). Given a specific input, they will always produce the same output, which
means that the nature of an attack is not dynamic [13, 14]. However, controlling
an OT system on time is of primary concern, and disabling and switching it off
when an attack occurs is not a possible solution.
Further, the fundamental security tenets for IT systems of Confidentiality,
Integrity and Availability (CIA) are different for OT systems (i.e., AIC) [13]. This
is because crossing attacks on critical systems, which are against availability or
integrity, not only have economic and reputational effects and close down physical
systems, but can also threaten human life [3]. OT security depends significantly
on ‘security by obscurity’, which relies on the secrecy of a system’s design and
implementation to protect legacy control systems. However, as the failure of
this security approach has been proven using many attacks, such as Stuxnet,
Slammer worm and Duqu malware, it is no longer appropriate for protecting
critical infrastructures and OT systems against many malicious activities [1, 15].
The above discussion makes clear that the current security posture for IIoT
systems, particularly brownfield ones, is highly fragmented, and there is a gap
between IT and OT security. Security approaches must be developed and optimised
as much as possible to provide a holistic security posture and mitigate any
significant portion of the systemic risks present in IIoT systems—particularly
brownfield ones. Therefore, the relevance of developing new and highly accurate
security solutions tailored to IIoT systems to protect these systems and leverage
the full benefits of new technologies is critical and a strong motivator for this
research study.

1.1.1

Targeted Ransomware Attacks

The current IIoT deployments include new devices manufactured with various
vulnerabilities and deployed without adequate security testing, new connectivity
protocols used without appropriate configurations and implementations, and
integration of these devices and protocols with legacy devices and systems in
the brownfield scenarios; thus, it is almost inevitable that advanced attacks will
target IIoT systems in the near future. Considering the vital role of operating
3

infrastructure systems and running critical services, ransomware attacks have
great profit when targeting such systems. A successful targeted ransomware attack
on IIoT systems may have a serious effect on public safety, and cause catastrophic
incidents and significant financial loss [16]. Tripwire [17] reported that ransomware
attack is one of the most damaging threats for an IIoT system, based on a survey
of IT security specialists conducted in industry organisations. A recent security
report by Telstra [17] showed ransomware attacks to be an increasing problem in
the OT domain. The proliferation and success of targeted ransomware against
manufacturing, hospitals and other industries in recent years have highlighted the
risk of more critical devices of brownfield IIoT systems being compromised in the
future.
Apart from being a significant factor that can affect an organisation’s capability
to be regarded credible and reliable, a ransomware attack can cause financial
losses, as most organisations targeted by ransomware attacks shut down their
operations, either because of the attack or to mitigate its effects, and sometimes
pay a ransom to obtain encryption keys or prevent exposure of their critical data
[18, 19]. However, considering the critical nature of brownfield IIoT systems,
targeted ransomware attacks can be designed to change the functionalities of
these systems, inject false data into them, and conduct more disruptive activities
that may affect human safety [20]. With the number of such destructive extortion
attacks (i.e., ransomware attacks) increasing, it is clear that understanding and
investigating those attacks against IIoT systems and devices should become a
research priority. A focus on IIoT edge systems is required, as much value in a
brownfield IIoT implementation resides at its edge tier. New types of devices and
technologies are deployed at this tier to interoperate the legacy industrial systems
and devices with servers and systems in the cloud and leverage the benefits of the
IoT technologies. A particular focus on IIoT edge gateways is needed because
of their functions and architectures. They act as bridges between the cyber and
physical worlds (i.e., IT and OT) and support the interoperability of legacy OT
and new IT technologies in brownfield systems. They are critical parts of a closed
control loop, and they collect, analyse, store and act on vital sensor data. The
possibility of targeting IIoT edge gateways by ransomware attacks is a strong
argument that forms the basis of this PhD thesis’s research.
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1.1.2

Countering Targeted Ransomware Attacks

To combat targeted ransomware attacks and their related activities in IIoT systems,
various security methods and countermeasures—from reactive to proactive, detection, preventive, remedial, forensic and even intelligence techniques—can be used to
provide a holistic and robust security posture. The National Institute of Standards
and Technology published the ’Framework for Improving Critical Infrastructure
Cybersecurity’ [16] as a plan for securing critical ICS. It has been adopted across
many industrial sectors and includes the following five essential security program
activities applicable to IIoT systems. First, defenders identify and assess the assets,
systems and data at risk in the organisation and, second, make efforts to safeguard
them. This can be achieved by deploying countermeasures from conventional
network protections, such as firewalls, to specialised staff cyber-awareness training.
Third, attack detection mechanisms are used to reveal the occurrence of an attack,
and, once the attack is identified and detected, a defender must respond. Fourth,
a successful response plan should include containing attacks, mitigating their
effects, and preventing them from causing additional damage to the network.
Finally, recovery and a return to the normal runtime state is implemented. Such a
security program strongly reinforces the concept of ‘Defence in Depth’ (DiD) [21],
which involves a multi-level or multi-layered approach and the use of mechanisms
such as firewalls, intrusion detection systems (IDSs), antivirus (AV), encryption
and Intrusion Prevention Systems (IPSs).
One of the best elements of DiD is observing, monitoring and detecting targeted
ransomware attacks early in their lifecycles [22]. Detecting them involves the
process of monitoring and analysing the events occurring in a system and network
to reveal signs of an attack. The key contribution that detection systems or
models offer to the DiD principle is that they can handle highly skilled and
sophisticated attacks that can typically overtake a perimeter’s security (e.g.,
firewall and encryption) [23, 24]. Further, they can reveal zero-day and new
patterns of attacks, as well as contribute significantly to detecting non-essential
traffic in IIoT systems, thereby enhancing the efficiency of sensitive industrial
systems and their safety and security management operations [25, 26]. Creating
targeted ransomware detection frameworks tailored to IIoT systems is contingent
on understanding and modelling such attacks in IIoT systems; creating rich data
sources; and implementing a core algorithm suitable for IIoT systems that fits their
5

interoperability requirements and distributed nature, and provides robustness
against targeted ransomware (known and unknown) deliberately crafted to affect
IIoT edge gateways. This challenging task forms the basis of the research questions
underpinning this PhD research.

1.2

Ransomware Detection and Artificial
Intelligence-based Methods

Targeted ransomware attacks are often difficult to detect because of the obfuscating
techniques with which ransomware executable files are usually equipped and the
continuous evolution of ransomware actors’ tactics, techniques and procedures for
performing their attacks. Although the field of intrusion detection and particularly
ransomware attack detection has been a focus of research, with many solutions for
detecting and analysing ransomware attacks on different platforms (e.g., Windows,
mobile and Linux) developed in the past, many are not suited to detecting the
current trend of targeted ransomware attacks against IIoT systems [27, 28, 29, 30,
31].
Current ransomware detection methods, such as signature and heuristic
antivirus and entropy- and honeypot-based methods, are highly dependent on
the ransomware’s behaviour regarding encrypting files and a predefined threshold
for detecting ransomware. The nature of these methods means that a high
detection date is often accompanied by an unacceptably large false alarm rate
and the difficulty of recognising new ransomware patterns. These methods,
which are discussed in more detail in Chapter 2, are widely acknowledged as
suboptimal solutions compared with Artificial Intelligence (AI)-based methods.
AI-based methods (e.g., machine and deep learning) have been used to detect
ransomware attacks and are generally accepted as the superior option for detecting
ransomware attacks when appropriate data sources are available. They have
favourable characteristics, such as flexibility, adaptability, high level of pattern
recognition, fast and high-level computing, ability to deal with a large volume
of data, high-level reasoning for extracting useful information from collected
data, and learning capabilities to gain more experience over time [32, 33, 34,
31]. Therefore, this PhD thesis focuses on AI-based methods, particularly deep
learning techniques, as they can be used efficiently to detect targeted ransomware
6

attacks in IIoT systems.
Current deep learning (DL)-based ransomware detection models were designed
for Windows, Android and Linux operating systems. They can be employed to
detect ransomware attacks in the same IT devices deployed in IIoT systems [35,
31]; however, they cannot be applied to other OT or IIoT devices with specific
software and hardware, such as edge gateways. They also do not handle the IIoT
heterogeneity and satisfy the interoperability demand. They focus on handling
traditional ransomware attacks’ behaviour (i.e., crypto-ransomware), while not
addressing the current trends of ransomware attacks and their activities and the
recent IIoT traffic and systems’ behaviour [22, 31]. Most models were developed on
the solid assumption that ransomware or any intrusion is only a piece of executed
malicious code. However, this differs completely from real-world scenarios, as the
new generation of targeted ransomware attacks has multiple stages and vectors
and spreads through a system’s layers. This provides significant evidence that
new solutions are needed.

1.3

Federated Learning Implementation of
Intrusion Detection

A standard or pooling DL-based detection model is not easily applicable to
large-scale IIoT systems and cannot suit their distributed edge devices [36, 37].
This demonstrates the importance of developing new solutions to fit such systems.
Integrating Federated Learning (FL) with DL plays a critical role in enabling
DL algorithms to scale their learning capabilities over time, using extensive
volume data collected from their peers. FL-based models leave the training data
distributed across multiple connected IIoT devices, instead of collecting in a
centralised server, to preserve data privacy [38, 39]. In the field of targeted
ransomware detection, such models enable the early detection of attacks, with
each detection model in each device having self-adjusting capabilities to learn
other malicious activities occurring in different devices and simultaneously [40].
Motivated by these advantages, using FL with DL is becoming popular, yet
its capability to detect intrusion, in particular ransomware attacks, in IIoT
systems appears to be an understudied topic. A few research studies that
depended highly on a client-server FL approach in their models and a synchronised
7

protocol for communicating among connected devices were conducted to detect
intrusion in various environments [38, 41]. However, their models have limitations
and challenges that hinder applying them to IIoT edge gateways, given that
edge gateways in brownfield IIoT systems are designed to operate time-sensitive
processes and provide less communication with cloud servers to reduce bandwidth
and network latency. In addition, these models were not designed to detect
targeted ransomware attacks in IIoT systems. While they are more thoroughly
explored in Chapters 2 and 6, it is evident that developing FL models for detecting
targeted ransomware in IIoT systems (particularly brownfield ones) will be a
significant contribution to the field.

1.4

Problem Formulation and Research
Questions

This PhD thesis tackles the research problem of investigating and detecting
targeted ransomware attacks in IIoT systems, particularly brownfield ones. The
expected detection framework must be able to identify targeted ransomware stages
and distinguish them from normal behaviour in a timely manner. Given the above
discussion and the technical background in Chapter 2, the following research
questions are formulated and investigated by this research to attempt to safeguard
IIoT systems against targeted ransomware threats:
• How will ransomware attacks most likely target brownfield IIoT systems?
1. What is the most attractive target for ransomware in brownfield IIoT?
2. What are the possible scenarios and activities for such attacks?
3. How can targeted ransomware attacks behave in brownfield IIoT edge
devices compared with traditional ransomware in IT workstations?
• How can a holistic end-to-end IIoT testbed for security testing be built with
high fidelity?
1. Which architecture is required for a high fidelity testbed?
2. How can this testbed be developed and implemented?
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3. To what extent is the proposed testbed effective in terms of functioning
operations and security testing?
• How can a holistic dataset that includes the complete targeted ransomware
cyber chain be generated to develop an appropriate detection models?
1. How can a real-life dataset generation framework for brownfield IIoT
systems be designed?
2. What types of features can collect from performing targeted ransomware
in the IIoT system and contribute to detecting it?
3. How can the designed dataset successfully address the brownfield IIoT
system’s interoperability and heterogeneity challenges?
4. To what extent does the final generated dataset have the required
fidelity for evaluating the credibility of AI (e.g., machine learning)-based
detection models?
• How can a targeted ransomware detection framework for brownfield IIoT
systems be designed?
1. What are the key components of the detection framework ?
2. How can DL techniques be used to build an efficient detection model
to protect IIoT edge gateway against targeted ransomware?
3. How can the FL technique be applied to build a collaborative targeted
ransomware detection model between distributed IIoT edge gateways?

1.5

Contributions to the Field

The following contributions are made in this thesis:
• Development of proof of concept for targeted ransomware attack
against edge systems of brownfield IIoT: The world’s first example
of targeted ransomware attack against edge gateways of a brownfield IIoT
system is presented. The probability of an IIoT edge gateway being infected
by ransomware is demonstrated based on a higher-order Markov chain model,
and a customised targeted ransomware attack is initially executed in a small
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prototype of the brownfield IIoT system to understand its technical and
behavioural properties. Then, different attack scenarios are investigated,
showing the potential activities and lateral movement in IIoT systems
and the possible negotiation techniques used by the attack actors. A
crypto-ransomware attack scenario is designed based on the static analysis
of ‘Erebus’ ransomware and tested. The system’s performance during both
ransomware execution is monitored and analysed to explore their effects and
behaviours. The results indicate that the kernel-activity parameters,such as
Central Processing Unit (CPU) load, Input/Output (I/O) activities, system
load and context switch, are significant features for discovering the abnormal
behaviour of crypto-ransomware in IIoT edge gateway, even more than the
Erebus ransomware in the IT workstation.
• Development and design of new holistic end-to-end IIoT security
testbed: The testbed, named Brown-IIoTbed, is designed based on the Industrial Internet Reference Architecture (IIRA) to provide a high-fidelity testing platform and is developed using free open-source software and affordable
hardware that can be easily reproduced and reconfigured. Brown-IIoTbed
consists of various communication patterns, heterogeneous devices and
physical assets, different connectivity protocols, various access media (i.e.,
wired and wireless), physical states and user interfaces. Statistical data
analysis is conducted by analysing system and network performance factors
based on the standard recommendations to ensure that the testbed’s data are
as accurate as possible. The results show sufficient confidence in the testbed
and its data. Further, Brown-IIoTbed is evaluated using various security
threats based on the STRIDE model and security evasion/reverse shell
backdoor against router/firewall to demonstrate its feasibility. In addition,
an example of malicious payload hunting and intelligence as a proactive
defence approach is provided. Compared with existing IIoT/IoT testbeds,
Brown-IIoTbed obtains 13 critical features required for IIoT security testbed,
demonstrating its superiority.
• Creation of new publicly available intrusion dataset tailored for
IIoT systems: A novel framework for creating an appropriate IIoT intrusion
dataset is proposed. It defines standard means for establishing, developing
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and evaluating intrusion datasets that can satisfy the key requirements of
IIoT systems. As a result, a new intrusion dataset called X-IIoTID is created.
X-IIoTID includes a targeted ransomware attack cyber chain and possible
activities against edge gateways, including new malicious activities related
to new IIoT connectivity protocols. Moreover, it has new features obtained
from different sources, including network traffic, logs, alerts and system
resources, which are connectivity- and device-agnostic features that support
an IIoT system’s interoperability. The dataset is evaluated using machine
learning and compared with the other four datasets, demonstrating its
suitability for intrusion detection applications. A comparison with existing
datasets shows that the X-IIoTID dataset has the most critical traits required
for an appropriate IIoT intrusion dataset.
• Development first-of-its-kind targeted ransomware detection framework tailored for IIoT edge gateways- The proposed framework incorporates multiple units that include monitoring and data collection, analysis,
pre-processing, detection and response. The detection unit is built based
on the FL and DL techniques, whereby asynchronous Peer-to-Peer (P2P)
communications among connected IIoT edge gateways are used to create
a shared detection model. The detection model consists of two modules:
a Data Purifying Module (DPM), which aims to refine and reconstruct a
valuable and robust representation of data based on a Contractive Denoising
Auto-Encoder (CDAE), and a Diagnosis and Decision module (DDM),
which is used to identify targeted ransomware and its stages based on
Deep Neural Network (DNN) and Batch Normalisation (BN). Validating
the proposed model’s performance using many datasets yields significant
accuracy, precision and recall, and an F1-score with Identically Independent
Distribution (IID; i.e., homogeneous) data and non-IID (i.e., heterogeneous)
data, while maintaining robust performance under evasion attacks.

1.6

Thesis Structure

This thesis consists of seven chapters, systematically organised as follows.
Chapter 2 provides the background to the research detailed in this thesis and
situates it within the existing literature. Many topics are investigated, including
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IIoT systems, ransomware attacks, ransomware detection methods and FL for IIoT
systems. Several current gaps and challenges are presented, with their solutions
discussed and expanded on.
Chapter 3 introduces the world’s first example of targeted ransomware against
IIoT edge gateways. Targeted ransomware attack’s anatomy and the results of
a static analysis of the well-known Linux ransomware ‘Erebus’ are provided as
a foundation for building customised ransomware. Different malicious activities
and deep analyses of the system’s performance during two ransomware attacks
are presented.
Chapter 4 provides a detailed description of the proposed IIoT security
testbed. This begins by reviewing existing IIoT/IoT testbeds and then presenting
a new holistic end-to-end IIoT security testbed called Brown-IIoTbed. Its design
and architecture, software and hardware used, performance, and security testing
based on the STRIDE model and threat hunting, which demonstrate its feasibility,
are described.
Chapter 5 details the creation of an intrusion dataset. First, existing intrusion
datasets and their weaknesses are reviewed. A framework for producing and
generating a new IIoT dataset is provided. Then, the details of developing,
creating and evaluating the new intrusion dataset (i.e., X-IIoTID) that satisfies
the key requirements of IIoT systems are explained.
Chapter 6 presents a targeted ransomware detection framework for IIoT edge
gateways. A description of the proposed model for detecting targeted ransomware
attacks is followed by extensive validation of this model. Finally, in Chapter 7,
conclusions drawn from this research and recommendations for future work are
discussed, and the final remarks are presented.
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CHAPTER

2

Literature Review: Background and Related
Work

2.1

Overview

The deployment and implementation of IoT technologies in industrial space (i.e.,
IIoT) continues increasing. By the end of 2025, the number of IIoT connections
is expected to reach 37 billion, compared with around 17.7 billion in 2020 [5].
Moreover, by 2025, the number of IIoT devices will have nearly doubled, reaching
152 million [42]. These numbers highlight the importance of IIoT, as making
systems smarter and behaving smarter is a business priority for many industrial
organisations [43]. This prevalent deployment and implementation of IIoT technologies also raises security and privacy concerns. Given the complexity and plurality of
IIoT systems’ architectures, incorporating heterogeneous and distributed devices,
legacy and new connectivity and networking protocols, integrating these devices
and protocols results in a more sophisticated and significant threat landscape [43,
44].
Commentaries by leading industry and cybersecurity entities indicate the
growing threat and attack surface with critical infrastructure (i.e., IT and OT)
[45, 46]. Attackers exploit unsecured devices and the open ports in OT systems
connected to the internet to perform different types of cyberattacks, including
botnet, phishing, ransomware and exploiting known and unknown software
vulnerabilities. IIoT systems can be vulnerable to various sophisticated attacks
because of the tight integration between OT and IT systems, which offer attackers
many entry points. In particular, legacy OT systems (part of brownfield IIoT)
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were not designed to protect against advanced cyberattacks. A ransomware attack
is one of the most advanced attacks and the most damaging to industrial systems
[17]. These attacks are becoming increasingly prevalent, demonstrating the issues
they can cause for production processes and organisations’ financial situations.
Attackers can receive ransom payments in the form of cryptocurrency, which is
difficult to trace, making ransomware a lucrative business motive for cybercriminals.
However, for IIoT systems, attackers’ motivation may stem from political and
military causes or ideological reasons for inflicting pain on government and business
entities that differ in their views. Attackers or actors involved in IIoT ransomware
attacks can range from the nation-state, organised crime, terrorists and hacktivists
to insider attackers with malicious goals [47]. Therefore, the ransom demanded may
take various forms and not be restricted to digital currency (i.e., cryptocurrency).
The main goal for IIoT ransomware is to cause the maximum potential damage
and impact to increase the chance of a ransom being paid. The attackers can
achieve this by encrypting critical data storage; shutting down a system using
locker ransomware; and combining this with other malware activities, such as
exfiltrating data, denial of specific services and changing a device’s functionality to
cause a disruptive threat to the system safety, resiliency, reliability and significant
loss of revenue. These factors can each compel the victim to pay the ransom,
rather than consider other restoration solutions. With such damaging attacks on
the rise, it is evident that IIoT security and protection should become a research
priority.
The main contributions of this chapter are as follows:
1. A comprehensive background to the IIoT, ransomware mutations and trends,
and detection methods and models is presented.
2. The unique features of an IIoT system compared with those of IoT and
industry 4.0 ones are provided.
3. A new definition for the IIoT, which focuses more on the integration of new
technologies and the key characteristics of these systems, is provided.
4. A generic IIoT architecture based on a standard reference model is introduced, and its communication stack and values of its edge systems are
discussed.
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5. Targeted ransomware attacks against IT, OT and IIoT systems are investigated, and a taxonomy of recent methods for ransomware analysis, sources
of behavioural features, and detection methods and models are introduced.
6. The applicability of such detection methods and models for dealing with
targeted ransomware in IIoT systems (particularly brownfield) and the
applicability of FL and DL techniques as a viable solution for detecting
targeted ransomware attacks in edge gateways are investigated and discussed
in depth.
7. The existing research gaps and challenges for handling the issue of targeted
ransomware attacks in IIoT systems (particularly in brownfield ones) are
determined.
Chapter 2 is structured as follows. Background information for IIoT, ransomware attack and detection solutions is provided in Sections 2.2, 2.3 and 2.4,
respectively. Section 2.5 presents background information for FL technique as
a potential solution to protect IIoT systems against ransomware attacks, while
existing research gaps are presented in Section 2.6. Finally, the chapter conclusion
is presented in Section 2.7.

2.2

Industrial Internet of Things (IIoT)

This section describes the IIoT concepts and definitions of IIoT systems, their
growth and uses, architectural frameworks and communication stacks, and the
values of their edge systems.

2.2.1

Concepts and Definitions of IIoT

One of the most important developments of the 21st century has been the IoT,
whereby billions of physical devices have begun connecting with the internet and
exchanging data, which has enabled systems to perform any task intelligently.
According to Porter and Heppelman [2], the IoT has come to represent the
increasing number of smart and connected devices and emphasises the new
possibilities they can offer. These devices differ not only because of their connection
with the internet and networks, but also because of the expansion of their
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capabilities to produce data. In fact, the idea of connecting things to a network
is not new; it was introduced in 1991, when Mark Weiser [48] published an article
about the computer for the 21st century, highlighting how computer-readable data
would merge with the physical world and computers connected to a ubiquitous
network. At that time, ubiquitous computing was local and small scale. However,
it is currently broader, and most of the features presented in that article have
been adopted in industry under a broader concept—that is, an IoT.

Figure 2.1: Typical division of IoT into four different classes: consumer, commercial,
enterprise and industrial (IIoT)

The IIoT [3] is a special case of the IoT paradigm that distinguishes between
consumer-, commerce-, enterprise- and industry-based applications, as schematically depicted in Figure 2.1. It uses many IoT technologies and concepts, and
applies them to the complex demands of industrial applications [49]. However,
the IIoT has special key characteristics that differentiate it from other IoT cases,
such as safety, reliability, resilience, security and privacy [50]. For instance,
IIoT systems must operate without, either directly or indirectly, causing any
unacceptable risk of physical injury or harm to human safety through damaging
the environment or property. In addition, they must be strengthened to support
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a high level of availability by completing their functions in the scheduled time
and behaving in a reliable and resilient manner under adversarial conditions and
within tolerance levels. IIoT systems require more robust privacy and security
countermeasures than do IoT systems, as any disruption to their physical processes
and productions can lead to more devastating consequences for human safety and
an entire IIoT system because of their cascading effects. State-of-the-art research,
such as the studies in [51, 1], has provided further detail of the differences between
IIoT and IoT systems. However, these studies focused only on differences based on
their objectives, applications, platforms, security priorities and lifecycles, without
considering their distinguishable traits. A more detailed comparison based on
these systems’ characteristics is shown in Table 2.1.
Table 2.1: Main differences between IIoT and IoT
Characteristic

IIoT

Other IoT cases

Safety

Very high

Medium to high

Reliability

Very high

Medium to high

Resiliency

Very high

Medium to high

Availability

Very high

Medium to high

Privacy and security

Very high

High

Interoperability

Very high (with legacy systems) Medium to high

Scalability

High to very high

High to very high

Automation

Very high

Medium

Precision and speed

Very high

Low to medium

Latency tolerance

Very low

High

Portability

Low to medium

High to very high

Usability

Low to medium

High to very high

The term IIoT, which is also referred to as the ‘industrial internet’, was
introduced in 2016 by General Electric (GE). It covers many industries and
applications, such as energy, water, gas, healthcare and manufacturing, with a
key focus on automation, optimisation and smart industry [1]. In the literature,
many researchers have offered definitions of the IIoT, as summarised in Table 2.2,
with their merits and demerits.
Interestingly, the first time the core of an IIoT was established was in 1968,
when the PLC for controlling general manufacturing motors was invented by Dick
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Table 2.2: Overview of IIoT definitions
Definition

Merits

Demerits

Sisinni et al.[12]:‘It is a subset It mentions the M2M and au- It does not consider other
of IoT that covers the do- tomation which represent the key technologies and charactermains of M2M and industrial traits of IIoT systems.
istics of an IIoT, such as
communication technologies with
reliability and resiliency.
automation applications.’
Aazam et al.[52]:‘IIoT refers to It shows the integration and How IIoT systems work is
making industrial processes and convergence of industrial devices not explained and the deentities part of the Internet.’
(i.e., OT) and the internet (i.e., tails of their technologies
IT).
and characteristics are not
provided.
Daugherty et al.[53]: ‘It is a
network of physical objects, systems, platforms and applications
that contain embedded technology to communicate and share
intelligence with the external
environment and people.’

It demonstrates the critical role of
IIoT systems in generating intelligence about industrial operations
which can help gain insight into
and make decisions about them.

It does not reflect the
nature of IIoT operations
and communications and
the main characteristics of
IIoT are not considered.

Xu et al. [54]: ‘It indicates
the nature of the application of
IoT to industrial manufacturing,
facilitating the interconnection
of ”anything” (sensors, actuators,
controllers, production lines, and
equipment) in an industrial production and automation context.’

It indicates the vital role of
the IoT in manufacturing as the
enabler of interconnection and
communication in the production.

It focuses on only manufacturing, with other IIoT
appliances and technologies not in its scope and
the main characteristics of
IIoT not considered.

Boyes et al. [4]: ‘It is a system comprising networked smart
objects, cyber-physical assets,
associated generic information
technologies and optional cloud
or edge computing platforms,
which enable real-time, intelligent, and autonomous access,
collection, analysis, communications, and exchanges of process,
product and/or service information, within the industrial
environment, to optimise the
overall production value.’

It considers the integration between OT and IT technologies
and describes the critical IIoT
operations and benefits.

It does not represent the
key requirements and characteristics of an IIoT,
such as quality of service,
resiliency and reliability.
Despite an IIoT system
also being an ecosystem,
this is not considered.
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Morley [55]. In the same year, a M2M communication was developed by Theodore
G. Paraskevakos [56] while he was working on the first caller-line identification
system. This was the first step in allowing communication between telephony and
computing, with its main rationale that connected devices are of greater value
than isolated ones [57]. In 1983, Ethernet technologies were officially approved
and standardised by the Institute of Electrical and Electronics Engineers (IEEE),
which paved the way for many changes and modifications of them, involving higher
bandwidths, enhanced medium-access control methods, and several physical media
that could be used in local area networks (LAN), metropolitan area networks and
wide area networks (WAN) [58]. Significant progress in automation was made
in 1986 when a PLC was connected to a Personal Computer (PC) machine and
formed the core of an ICS. In 1989, the World Wide Web (WWW) (i.e., internet)
was invented, with the first successful web communication over the HyperText
Transfer Protocol (HTTP) protocol implemented by Tim Berners-Lee [59].
From then on, several events occurred that shaped the current IIoT. The first
major event was the introduction of TCP/IP that connected PLCs. There were
more developments through standardisations of other OT devices and systems,
such as the Human–Machine Interface (HMI) and SCADA, which contributed to
forming distributed ICSs for monitoring, understanding physical control processes
and operations, and sending control commands [60]. In 1996, the OPC Foundation
established the Object Linking and Embedding for Process Control (OLE for PC)
standards for open connectivity of industrial automation devices and systems
such as ICSs. These involve ‘plug and play’ software, which enables different
applications programmed in various languages and running on different platforms
to exchange and share data [61].
The key vision of the phrase IoT, which was first coined by Kevin Ashton [62],
was based on tagging things using Radio-Frequency Identification (RFID), near
field communication and barcodes to facilitate the management and production
monitoring [62]. Although the IoT is the main enabler for IIoT systems and
extends connectivity to industrial devices and connects legacy ones to the internet,
it was the emergence of cloud technology in 2002 and the development of the
Open Platform Communications—Unified Architecture (OPC-UA) protocol in
2006 that genuinely contributed to increasing interest in the concept of the IIoT.
Cloud computing provided data storage to check historical trends and future
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predictions, and OPC-UA protocol for promoting secure remote communication
among devices, data sources and applications [63, 64]. Meanwhile, the concept of
a Cyber-Physical System (CPS), which was devised by Helen Gill at the National
Science Foundation in the United States, was presented as the core of a new
generation of manufacturing and industrial systems [65]. CPSs are complex
automatic systems that combine the cyber and physical worlds to deliver real-time
sensing, information feedback, dynamic control and other services through the
integration and collaboration of computing, communication and control [66].
In 2011, the growth of the ‘bring your own device’ (BYOD) trend in industrial
automation enabled employees to use their own high-end mobile computing devices
(e.g., smartphones and laptops), instead of the organisation-supplied ones, to
access data within their organisations [67]. Moreover, many emerging IT network
standards, such as Message Queuing Telemetry Transport (MQTT), Representational State Transfer (REST) and WebSocket connectivity protocols, were other
key technologies that significantly contributed to the rapid development of the
IIoT, as they provide low latency and bandwidth for real-time communications
[68]. Finally, in 2016, the vision of the IIoT was elucidated by the Industrial
Internet Consortium (IIC), which was founded by GE and included companies
such as Cisco, IBM, Intel and AT&T. The IIC embarked on a mission to accelerate
the adoption of the IIoT by identifying its requirements for interoperability and
defining many architectures for connecting machines, devices and large computing
systems in industrial environments [50]. However, there are still no specific
standards, as they are significantly influenced by the IIoT system’s uses and
stakeholders’ requirements [3].
IIoT systems are currently deployed as brownfield or greenfield deployments
[69]. The former are environments in which new IIoT technologies and solutions
coexist and interoperate with legacy systems, such as SCADA, PLC and distributed
control systems (DCS) [12]. Thus, these systems are fragmented, with incompatible
and non-interoperable standards and protocols. Greenfield deployments are
environments in which legacy systems do not exist or are fully replaced with
new devices and systems (i.e., CPS) with IoT connectivity capabilities [69, 12].
Nevertheless, as there are no specific standards or industry-wide agreement,
vendors and suppliers decide on the designs and implementations of these new
devices and systems that impede their interoperability capabilities.
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This diversity of IIoT systems’ implementations, deployments and technologies;
the fact that multiple legacy and new connectivity protocols are used in a single
infrastructure; the tight integration between OT and new IT standards; and
the merging of AI and big data analytics that characterises these systems make
them technologically polymorphic and add to the difficulties of defining a single
and complete concept of them. Therefore, a complete definition for the IIoT is
provided as follows:
Definition. An IIoT involves the integration of operational technologies, such
as legacy ICSs or a new generation of CPSs, with the most recent ITs, including
the cloud, AI-based analytics, mobile and edge computing platforms, with a focus
on realising Quality of Service (QoS), safety, resilience, and reliability and arriving
at smarter decision and insights about physical processes..
In other words, an IIoT system connects with OT, whereby systems and
devices that have direct connections with the relevant physical process are used
to produce data and control it tightly using recent IT technologies, with systems
and communications deployed to collect, transit, analyse, share and act on these
data. This can occur in either a brownfield deployment through a legacy ICS,
such as a PLC and/or SCADA, or in a greenfield one through a CPS and new
IIoT devices. Such combined systems work in a safe, reliable and resilient manner
to leverage the full benefits of an IIoT system for boosting automation, remote
control and predictive maintenance.

2.2.2

Growth of IIoT and its Uses

Given the many opportunities provided by automation; the unprecedented levels
of productivity, optimisation, efficiency and reliability; the high performance of
industrial systems; and the on-demand services, the global growth experienced by
the IIoT market should be no surprise, with multiple studies of the IIoT market
conducted and many forecasts. For example, a study by Juniper Research found
that the number of IIoT connections reached 17.7 billion in 2020 and is predicted to
increase to 36.8 billion by 2025 [70]. Another study projected that the size of IIoT
market will be US$ 205.7 billion by 2030 [71]. These statistics indicate that the
IIoT landscape is rapidly evolving, and there will be a dramatic rise in connected
industrial devices to leverage its benefits. However, a better understanding of
these predictions can be gained from the fact that IIoT technologies are currently
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operating and becoming an integral part of the most critical infrastructure systems,
such as those of power, water, factories, transportation and hospitals.
IIoT systems provide significant advances for decision-making, operations,
systems’ performances and collaborations among autonomous systems by realising
smart grids, smart healthcare, smart manufacturing, smart cities, smart transportation, smart agriculture and many more [72]. Examples of cases around the
world that take advantage of IIoT technologies for performing vital tasks [1, 73] are:
(1) deploying sensor and other intelligent devices to monitor machines and their
external parameters related to maintenance and potential failure; (2) monitoring
air quality and levels of toxic gases for health reasons and to ensure safe lives
for humans; (3) monitoring the environmental conditions in agricultural spaces,
such as by using sensors, to provide insights into the performance of greenhouses;
(4) tracking inventories and supplies in airport areas; (5) providing real-time
inventory management in healthcare settings; (6) using sensors to collect and
visualise data to help in industrial augmented reality; and (7) connecting existing
legacy wireline protocols to provide customers with significant transparency into
production processes [12].

2.2.3

Architectural Frameworks for IIoT

Many architectural frameworks were developed for IoT systems, such as by the
International Telecommunication Union (ITU) [74], Domingo [75], Khan et al.[76],
Liu et al. [77] and Da Xu et al. [78]. They each viewed an IoT system as a
set of layers that represented its various functions and components. However,
these attributes do not reflect IIoT systems, as their tight integration of OT
and IT, and their information and command flows, were not considered. The
Computer-Integrated Manufacturing (CIM) and Purdue Enterprise Reference
Architecture (PERA) models were used for traditional ICS (as part of brownfield
deployments) [4]. These architectural models divided enterprises and ICSs into
vertical and hierarchical segments that included field, control and corporate buses,
which functioned similarly. Arguably, they are still adopted in terms of their
functionality for providing downward and upward information flows among the
segments of brownfield systems. However, new architectural reference frameworks
or models that consider new IIoT networks and technologies, such as mobile, edge
and cloud computing, as well as changes in their information and command flows,
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have been developed for IIoT systems.
Specifically, two main frameworks that found traction in the industry were
developed by the two industry consortia Platform Industrie 4.0 and IIC, with their
architectural models called the Reference Architecture Model Industrie 4.0 (RAMI
4.0) and IIRA, respectively. The former focused on providing smart manufacturing
solutions by combining the technology of production with that of information
and communication [79]. The latter was aimed at improving the integration of
physical and digital systems and devices that were connected and controlled to
provide significant outcomes across multiple industrial sectors [80]. Although both
architectural models were established with the same goal of converging operation
and information technologies (i.e., OT and IT) [81], they had differences, which,
together with their commonalities, are summarised in Table 2.3.
In this table, it appears that both initiatives have slightly different perspectives
on various aspects of an IIoT system. For instance, with the aim of enabling
smart operations, the IIRA builds, deploys and operates large-scale connected
systems while the RMAI 4.0 creates products based on managing and controlling
an entire value chain and a product’s life cycle from its conception to the end of
its life. The IIRA also focuses on its applicability across multiple industry sectors
and is not restricted to manufacturing like the RMAI 4.0. However, they also
considerably overlap and complement each other [81, 79, 80]. For example, the
RAMI 4.0 model provides a broader perspective in terms of assets and adds to
the IIRA one all the valuable aspects that participate in production processes,
such as software, human actors and products.
They are also similar in terms of their solution life cycles in the manufacturing
domain, with the IIRA providing data analytics at the front (e.g., edge devices)
and centre (e.g., cloud/data centre) of a system’s architecture and emphasising
the cyber-physical closed loop on a large scale through data collection, analytics
and decision-making in the operational manufacturing processes and, finally, the
machine. The RMAI 4.0 is concerned with the life cycle of a product from its
conception to its scrapping by offering service-oriented interoperability, particularly
at the lower levels of CPSs. This facilitates the integration between its assets and
digital processes, and provides a reliable data collection for decision-making. In
terms of security, both initiatives basically overlap and complement each other.
The IIRA focuses on end-to-end security to protect all a system’s components (i.e.,
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Table 2.3: Main differences and commonalities of IIRA and RAMI 4.0
Aspect

IIRA

Founder

IIC including CISCO, IBM, GE, Plattform Industrie 4.0 including
ATT, and Intel)
industrial associations (ZVEI,
VDMA, and BITKOM), researchers, and the association of
German engineers (VDI))

Operated-based
on

ISO/IEC/IEEE

Smart Grid Architecture Model

Concern

Making ‘things’ work smartly

Making ‘things’ smartly

Specific
objectives

Building, deploying, and operat- Creating products by managing
ing large connected systems.
and controlling the entire value
chain and product life cycle.

Focus

Applicability and interoperability Digitalisation and interoperabilacross multiple industry sectors ity of manufacturing

Application
main

RAMI 4.0

do- Manufacturing, energy, health- Manufacturing (i.e., smart faccare, transportation and public tory)
domain

Design

Business-value-driven
and Service oriented architecture comconcern-resolution-oriented
bining service and data
architecture

Assets

Physical things being monitored Anything collaborates in producand controlled.
tion process such as machines,
software, personnel, product, raw
material and others.

Connectivity

Lowe-layer protocols: Time Sensitive Networking (TSN), Ethernet
(802.1, 802.3), wireless Personal
Area Networking (PAN), wireless
LAN, Wireless 2G/3G/ LTE,
wireless wide Area, IP, TCP,
and UDP. Upper-layer protocol:
Manufacturing: OPC-UA Bin, or
HTTP. One M2M: CoAP,MQTT,
HTTP. Web services: HTTP,
and Data Distributed Service:
DDSI-RTPS.

Security focus

Function
building
blocks, Cross layer function security from
end-to-end from field and edge individual assets to the business
to the cloud endpoints.
process
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Lowe-layer protocols: Ethernet,
Wi-Fi,
GSM/4G,
5G,
TSN,
IP,
IPsec,
UDP,
and
TCP.
Upper-layer
protocol: product-work center:
OPC-UA. Cloud-cloud:MQTT.
Enterprise-cloud: MQTT. The
whole development section:
HTTP(s).

data, devices and communications) participating in a large-scale cyber-physical
closed-loop as well as security by design for greenfield deployments. The RAMI 4.0
aims to provide security to an object’s entire life cycle in terms of its components,
field devices, communication and business processes which also indicate end-to-end
security and emphasise security by design.
Given that the IIRA model is the most common and elaborated reference
architectural model in multiple application domains [81], it is used as a basis for the
further work in this thesis. It enables IIoT architectures, which are case-specific
[79], to be described. Figure 2.2 shows a high-level architecture distilled from
various case-specific ones, which consists of the following three main tiers:
• Edge tier: This tier represents the sensors, actuators and controllers as
they operate in the physical space, and the edge gateway and optional fog
nodes. It provides the control functionalities performed by the traditional
ICSs (e.g., PLCs) or CPSs, including:
1. sensing of events to collect data
2. locally interpreting data and the executing rules to make decisions and
control
3. actuating processes to execute the commands or requests.
This closed control loop includes various forms of communication between
the edge gateway and other system components. The edge tier may contain
additional functionalities typically performed by edge gateways, such as
edge analytics, storage, management, web services and real-time control.
• Platform tier: This tier provides the functionality needed to receive,
process and transmit data and control commands between the enterprise
and edge tiers. It includes operational functions, such as provisioning,
deployment, management, processing and diagnostics. Moreover, it offers
predictive analytics based on historical data to anticipate potential problems
before they occur and optimisation capabilities for improving a system’s
level of reliability and performance. This tier also contains functions for
collecting and storing information from different system components for
offline/batch analytics. It may be implemented in a corporate data centre,
factory control room or the cloud (private, public or hybrid).
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Figure 2.2: High-level IIoT architecture distilled from IIRA model

• Enterprise tier: This tier provides a service network for decision-making,
including interfaces to end-users and maintenance personnel, as well as
issuing control commands to the platform and edge tiers. It has Application
Programming Interfaces (APIs) and human user interfaces to enable human
interactions with applications. It also supports integration between operational control systems and various business ones. Examples of its services
are resource planning, billing and payment, human resource management, a
SCADA-web for control and supervision, and cloud and mobile applications.
In addition, this IIoT architecture focuses on emphasising a large-scale closed
control loop including the three tiers reversely from enterprise to the edge tier.
Thus, the collected data from physical systems and other data sources can be
used at the cloud/data centre for making smarter decisions in the operational
and manufacturing processes. Then, these decisions are eventually reflected to
the machines in lower tiers or layers by sending control commands or conducting
maintenance and fixing failure early, and performing configuration and optimisation for operational processes and systems in the infrastructure. This distilled
architecture will be the foundation for developing the IIoT system model and
testbed in Chapter 4.
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2.2.4

IIoT System’s Communication Stack

Communication stacks aim to identify and separate the main communication
paradigms of a system’s entities. The two most well-known models are the
seven-layer Open Systems Interconnection (OSI) (ISO/IEC 7498) [82] and four-layer
TCP/IP (RFC 1122) [83], which are schematically depicted on the left side in
Figure 2.3. However, neither of them suits an IIoT system well, given the large
role of communications in physical and link layers in the edge tier (e.g., distributed
industrial sensors, actuators, machines and gateways) [84, 85] and the significant
role of the internet and computer communications in the platform and enterprise
tiers. Therefore, a typical IIoT communication stack should look as depicted on
the right side of Figure 2.3, which is based on recent work undertaken by the IIC
[86]. The three major layers are information, connectivity and networking. The
information layer includes interoperability and the management of distributed
data for information sharing based on the services provided by the layers below.
The connectivity layer provides the fundamental data-sharing mechanisms for
supporting the information layer’s stack, while the networking layer enables the
IIoT system’s communications.

Figure 2.3: IIoT communication stack compared withthose of OSI and TCP/IP

In the networking layer, there are physical, link and network layers, as defined
in OSI. For an IIoT system, the link layer typically includes protocols such as those
currently deployed for wireless PAN, such as IEEE 802.15, ZigBee, Bluetooth Low
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Energy and Z-Wave [87]. It also has Ethernet types of networks, including TSN,
as standardised under IEEE 802.1Q [88]. TSN is considered the third generation
of the industrial fieldbus and can coexist and integrate with traditional real-time
fieldbus industrial protocols, a common family of industrial computer network
protocols in brownfield IIoT systems standardised by IEC 61158, such as EtherCat
and ProfiNet [88]. Wireless LANs include various types of Wi-Fi (IEEE 802.11).
In the realm of cellular networks, 3GPP provides specifications for machine-type
communications and narrow band IoT, with a focus on deploying IIoT devices
with constrained energy requirements in high densities, while 5G New Radio
offers enhanced mobile broadband and low-latency communication [89]. These
protocols are used in many industrial applications,including those for monitoring
pipelines, oilfields, vehicle-to-everything and electrical substations [90]. The
network layer transfers packets between devices and in greenfield systems, which
is based solely on IPv4 and/or IPv6. In brownfield systems, the fieldbus networks
at the edge tier do not support IPv4/IPv6, but integrate with IP connectivity by
interoperability-supportive devices and technologies [91].
The connectivity layer consists of transport and framework layers. The former
enables the exchange of variable-length messages between applications, and the
latter the exchange of data structures (e.g., events, streams and states), possibly
with QoS preservation, and provides syntactic interoperability [81, 86]. This stack
includes specific protocols for the framework layer, such as a Data Distributed
Service (DDS) using the transport protocol DDS Interoperability—Real-Time
Publish-Subscribe (DDSI-RTPS), and web services using the HTTP. DDSI-RTPS
is a communication protocol running over the TCP or multicast UDP that allows
DDS implementations from multiple vendors to interoperate, while the HTTP
runs over the TCP to provide web services. The M2M one includes non-specific
transport protocols for the framework layer, including MQTT, CoAP and HTTP
[92, 93]. MQTT is a TCP-based protocol that provides a reliable communication
channel with a relatively small payload [92, 93]. CoAP [92] works between
constrained nodes and runs on top of the UDP and recently the TCP, while HTTP
is used occasionally for M2M communication between a client’s device and server.
The OPC-UA includes a binary OPC-UA protocol specifically for the framework
layer and a web services one that applies to the transport layer.
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2.2.5

Edge Systems of Brownfield IIoT and Their Values

With the greater use of IIoT systems, more than 4 trillion gigabytes of data can
be produced in a year by connected industrial devices and it is expected that
this volume of data will increase in coming years [94]. Cloud computing plays
a critical role in handling this massive amount of data by offering on-demand
services, computations, and storage [95]. However, given the time sensitivity of
IIoT systems’ operations and the importance of their reliability and resiliency,
IIoT systems depend heavily on edge computing to satisfy these requirements by
providing computational, analytical and storage capabilities near the data source
[94]. Edge computing reduces the round-trip time to the cloud for data analytics
which decreases the response time for any event. It also lessens the amount of
bandwidth used by sending only essential data to the cloud. Consequently, this
improves the performances of industrial operations, protects data privacy, and
provides security [51].
As previously reported, edge systems include deployed sensors, actuators,
controllers and IIoT edge gateways, which perform the three essential functions
of collecting, analysing and acting on data. They gather data from sensors and
other IIoT devices and analyse them to extract information and intelligence about
what must be done. They then act by storing the extracted data in local storage
and make a decision by sending a command to the actuators and other IIoT
devices to control the physical process [95]. Therefore, these edge systems (i.e.,
industrial physical devices and edge gateways) have communication, computing
and storage capabilities—a common property of greenfield IIoT devices. Most
deployed devices are designed from scratch with IIoT capabilities for analysing and
making decisions independently [96]. Unfortunately, industrial physical devices in
brownfield IIoT implementations are legacy and were designed without any IIoT
connectivity and computing capabilities. However, they can be made IIoT-enabled
by connecting them with edge gateways [69].
Microsoft defines an IIoT edge gateway as ‘a device/appliance or some
general-purpose server computer software that acts as a communication enabler
and, potentially, as a device control system and device data processing hub’ [97].
It plays a critical role in supporting the interoperability and compatibility of such
legacy devices with new IIoT technologies (e.g., cloud and mobile) in brownfield
implementations. It acts as a bridge between the physical and cyber worlds and
29

a key enabler for increasing convergence between OT and IT technologies [96].
Thus, it connects industrial devices to the cloud and enterprise platforms and
boosts system mobility and remote control. It also performs protocol conversions
(e.g., from legacy fieldbus to new low-latency and real-time IT protocols); local
data analytics; and local management data aggregation, pre-processing, filtering
and storage [51].
Given that a great deal of the value of brownfield IIoT systems resides in
the edge tier, attackers may take advantage of any weakness in the adoption of
new technologies and devices to compromise them. Most recent threat-modelling
approaches prioritised an edge tier, particularly an edge gateway, which is the
part of an IIoT system mainly targeted by advanced attackers [98, 99]. Moreover,
according to a recent technical report released by the Kaspersky Lab, more than
one million infections have gained access to IIoT edge gateway devices [100].
However, edge gateway devices are also the best location in which to integrate
security solutions to protect the legacy networks in brownfield IIoT systems
[98]. This is clearly a strong motivator for understanding the potential threats
and attacks that might affect these systems and devices, developing effective
security mechanisms and integrating them in edge gateways to protect IIoT
systems—particularly brownfield ones, which are extremely difficult to integrate
with any security mechanisms. Therefore, this research and the subsequent
discussion in the following chapters will focus on IIoT edge systems (e.g., edge
gateways) in brownfield implementations.

2.3

Ransomware Attacks

Ransomware attacks are becoming increasingly prevalent and are considered the
most popular form of attack that affects individuals, businesses and industry.
According to the most recent report by safety detectives [101], the average ransom
payment has almost doubled over recent years and there is no sign that this trend
is slowing. Therefore, this section describes the history of a ransomware attack,
its first forms and its new mutations to provide a comprehensive perspective of
its nature and understand its potential activities and effects on IIoT systems.
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2.3.1

History of Ransomware and its Growth

Historically, cyberattacks have been categorised according to their delivery method
and desired effects. Given that ransomware attacks deny a user the ability to
access data or operate a computer or network and force the victim to pay a fee
[102, 103], this form of attack has often been classified as an extortion, not a
Denial of Service (DoS) attack. Initially, ransomware attacks deliver malicious
payloads to victims’ devices through automated scripts or links embedded in
e-mails, data files or web pages to encrypt their files, make them unusable and
notify the users of their imminent problem [35, 103]. The first time the ‘essence’
of ransomware was embodied was in 1989, and it was called Acquired Immune
Deficiency Syndrome (AIDS) Trojan. It took this name because it was given on
malicious floppy disks to the dignitaries at a conference about AIDS. It encrypted
a user’s drive after 90 reboots and then notified the user that a license fee must
be paid (US$189.00 via cheque posted to Panama) to obtain the decryption key
[104, 103].
Although ransomware attacks began in 1989, they did not gain popularity until
much later, as shown in Figure 2.4. In 2006, the Operational Codes (OpCodes)
ransomware was released as the first real-world encryption locker ransomware
attack. It was implemented using an encryption scheme proposed by Young and
Yung [104] in 1996, which encrypted disk content and demanded payment. It is
worth noting that, in their research article, Young and Yung clearly predicted
the possibility of using encryption mechanisms offensively against users [22].
Nevertheless, the attackers implemented the encryption scheme with insecure
encryption keys and a flawed file deletion procedure, which facilitated the process
of recovering deleted and encrypted files [106]. The Archiveus ransomware,
which encrypted users’ files and asked for a ransom in the form of a medication
voucher,appeared in 2006 [23].
In 2009, a significant increase in the number of scareware programs for tricking
victims into downloading ransomware payloads that were used to encrypt their
data was identified by the Anti-Phishing Working Group [107]. Scareware is a
type of anxiety-inducing message that deludes victims by sending fake threats to
their machines during scanning (e.g., a virus infection) and then asks for a certain
program to be downloaded to repair them. It is also used to threaten victims via
such claims as possession of child pornography and forcing them to pay a fee to
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Figure 2.4: Timeline of ransomware attacks adapted from [105] that explains their
growth and highlights the most popular and significant ransomware families
over time

avoid being caught by the authorities [22]. In 2010, WinLockwas was introduced
as the first locker ransomware without any encryption activity. It denied access
to the system by displaying only pornographic images and requested victims
to send a premium-rate Short Message Service (SMS) to receive the unlocking
code. In 2011, the number of ransomware samples significantly increased, creating
the first large-scale ransomware outbreak, with more than 30,000 ransomware
samples released in the first quarter of 2011, which doubled in the third quarter
of that year. The main reason for this outbreak was the emergence of anonymous
payment and encipherment transaction services (e.g., Bitcoin) [102].
Between 2011 and 2015, more ransomware families, such as Crypt-locker,
Cryptorbit, TorrentLocker, TeslaCrypt and CryptoDefense, were released, which
affected individuals and several small businesses and organisations. A study
by Kaspersky [108] found that, between 2014 and 2015, ransomware attacks
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drastically increased, with different ransomware families infecting more than
1,967,784 users, of which CryptoWall and Chimera were the most distinguishable.
During those years, many revisions and improved versions of CryptoWall were
released and delivered to victims’ machines using malicious advertising, with
more than US$1,000,000 earned from its first version [102]. Chimera was a large
ransomware distributed to small companies and businesses via targeted e-mails to
encrypt their connected network drives. It used a new form of threat: if the ransom
was not paid, all the stolen files would be published online. This characteristic
made Chimera more notable than most previous ransomware families [109]. During
that time, new platforms were targeted by ransomware; for instance, Simplocker
was the first crypto-ransomware to compromise Android devices and encrypt
images, documents and videos [22]. Linux.Encoder was the first ransomware
Trojan targeting Linux servers running web services and also infected UNIX-like
systems (e.g., FreeBSD) and recompiled on Mac Operating Systems (OSs) [110].
Ransomware as a Service (RaaS) was developed in 2016 by attackers to sell
variants of ransomware to anyone. It was an entry point that enabled criminals with
few programming skills to infect companies and obtain money from ransomware
[22], as they could easily contact a ransomware service provider on the darknet
and buy their custom-made ransomware cheaply (e.g., sometimes for as little as
US$39.00). In a contemporary RaaS, in addition to the ransomware creation fee,
the service provider could take 30 to 40% of the ransom. An example of such RaaS
is ‘JavaScript-only’, which provided ransomware as a JavaScript code that could
be used on multiple platforms, such as Linux and Mac-OS X [111, 102]. In 2017,
WannaCry (a ransomware worm) introduced for the first time what appeared to
be a coordinated attack, as it spread quickly through networks and compromised
hundreds of thousands of computers in banks, hospitals, transportation and
manufacturing plants in more than 150 countries in a matter of hours. It exploited
the vulnerabilities of Window Server Message Block (SMB) protocol to infect
machines, implant backdoor and spread through networks [22, 112].
This evolution and growth in the number of ransomware attacks over the
years has led to this era of ransomware attacks that tend to target victims with a
major focus on extortion. Attackers have changed their tactics and techniques for
performing ransomware. They have started increasing their chances of obtaining
benefits and profits by offering more incentives for their victims to pay the
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ransoms [113], which is a new variant of ransomware known as ‘double extortion’
attacks. The number of attacks has increased significantly during the COVID-19
pandemic, as organisations and companies struggle to maintain their businesses,
given unprecedented economic slowdowns caused by curfews and lockdowns [114].
Although the latest ransomware versions did not invent this tactic, they brought
it to the fore; for example, in January 2020, the creators of Sodinokibi (also
known as REvil) ransomware, who were the first to adopt such a strategy, did so
against a Canadian agricultural production company. They encrypted and stole
sensitive data and threatened to release more sensitive files if the ransom was
not paid. Later, they announced a first-ever stolen data action using their dark
web ‘Happy Blog’ to sell the company’s sensitive files because it had rejected the
extortion demand [113]. In May 2020, Maze ransomware adopted the same tactic
and technique against large organisations and the healthcare industry, performing
crypto-ransomware combined with data exfiltration [114]. Similarly, in August
2021, RansomEXX and LockBit2.0 ransomware attacks encrypted and breached
the IT systems of Italy’s Lazio Region, including the COVID-19 vaccination
registration portal [115].
A more sophisticated variant of ransomware called Snake was designed to target
the Japanese car manufacturer Honda and kill its computer processes related to
SCADA systems [116]. It was most notable for two reasons: first, it demonstrated
a strong capability to spread easily from IT to OT systems in ICSs, and, second,
it was organised, with its lifecycle appearing to follow a complete cyber chain,
similar to what is presented by the Lockheed Martin Cyber Kill Chain (CKC)
[117]; Mandiant’s Attack Life Cycle (MALC) [118]; and MITRE’s Adversarial
Tactics, Techniques and Common Knowledge (ATT&CK) [119] frameworks. These
frameworks are considered some of the most common frameworks of the lifecycle
of an Advanced Persistent Threat (APT). The details of these frameworks and
attack steps will be explored in Chapter 5.
Many computer scientists and security experts expect that the growth of
ransomware will continue via new devices and platforms [120, 121, 122]. IIoT
and critical infrastructure systems and devices can pose significant targets, as
they have attractive characteristics for ransomware actors. They power critical
systems that, when turned off or shut down, would lead to substantial financial
losses and affect human safety. Therefore, given their potential to cause more
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harmful actions and damage, ransomware actors have a greater possibility of paid,
making IIoT systems a market they could extensively explore [123, 124].

2.3.2

Traditional Mass-distribution Ransomware

A traditional ransomware is a mass-distribution attack that can compromise
hundreds of thousands of the devices of individuals and small businesses in an
hour. Typically, it is a piece of code that automatically performs an encryption
and/or locking process within a few seconds [35]. Ransomware creators or actors
seek to achieve a trade-off between a victim’s size and the payment demanded;
thus, they distribute the ransomware by injecting a large number of devices with
small ransom payments (usually US$300.00 to $800.00 per victim) to obtain the
largest possible profit with the least effort. Therefore, devices operating the
most common OSs are the most preferred victims, as clearly noted in a recent
ransomware statistics report [101], which stated that 85% of infected devices
operate Windows OS, 7% operate Mac, 5% operate Android and approximately
3% operate IOS (i.e., iPhone mobile devices).
The lifecycle of a traditional mass-distribution ransomware begins with distributing the malicious code and lasts until a financial claim is displayed to the
victim. A study conducted by Al-rimy et al. [22], which explained in more
detail the stages of ransomware based on a lifecycle approach, was presented in
a threat intelligence report released by MacAfee [125]. As illustrated in Figure
2.5, it describes crypto-ransomware with network activities. First, a ransomware
payload can be delivered to the victim’s computer in several ways, such as code
droppers or mail attachments. Second, once it is has infected the device, it
starts performing many activities, including generating a computer ID to use
in the ransom payment and decryption process, searching backup files and then
destroying them to prevent any recovery process. Third, it establishes a Command
and Control (C&C) connection with the attacker’s server to obtain the encryption
key. Fourth, the malicious code searches for the desired files (e.g., pdf, docx, xlsx,
mp3 and jpg) in selected directories. Then, the encryption process is performed,
whereby the encrypted files are renamed, and the original ones are deleted. Finally,
the ransom notification is displayed either as a text file or image that clarifies
the payment procedure. A victim often needs to download a specific software,
such as Onion Router (Tor), which enables anonymous communications by direct
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internet traffic through thousands of relays to hide the user’s location, and to pay
a ransom fee in the form of a cryptocurrency (e.g., Bitcoin) [124]. Although most
crypto-ransomware families follow the same lifecycle, few generate the encryption
key in the same victim’s device after they have delivered the ransomware and,
therefore, do not create a C&C channel and operate without any network activity
[124, 104].

Figure 2.5: Ransomware life cycle adapted from [125]

A locker ransomware attack follows the same lifecycle and stages to achieve its
goal. However, instead of deleting backup and recovery files, searching and reading
the desired ones, and then performing the encryption process, it locks the victim’s
devices and displays the ransom notification on the screen without any entry
point to access the system [124]. In addition, a few ransomware families leave
a compromised system with limited capabilities to allow the victim to perform
simple actions related to the ransom payment [103].
In contrast to a locker ransomware attack, the number of crypto-ransomware
attacks has dramatically increased, given their capabilities to inflict massive
damage and thus tangibly extort victims using encryption techniques [102].
Ransomware creators or actors implement standard symmetric and asymmetric
encryption algorithms, such as the Advanced Encryption Standard (AES), Data
Encryption Standard, Triple Data Encryption Standard, Rivest-Shamir-Adleman
(RSA) and Pretty Good Privacy [126]. At first, they used a symmetric key
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(e.g., AES) embedded in ransomware code to encrypt files in which the key
could be extracted via reverse engineering. Later, a new strain of ransomware
used asymmetric encryption consisting of two keys—one public and the other
private—was developed. The former was used to encrypt files and data, which
could not be decrypted without the latter, for which a victim needed to pay
the attackers. The latest crypto-ransomware strains leveraged the advantages of
both previous techniques by combining symmetric and asymmetric encryption
algorithms. They used a symmetric algorithm, such as the AES, to encrypt data
and files, and then an asymmetric one, such as the RSA, to encrypt the AES
key. This made the encryption process more complex; thus, it was impossible
to decrypt data without obtaining the RSA key [127, 128]. For example, if files
were correctly encrypted using the RSA 2048-bit key, it would take a regular
laptop 300 trillion years to crack it. However, in many cases, the encrypted files
were recovered and decrypted rapidly because the ransomware creators or actors
made errors during their implementation or encryption, such as TorLocker, Petya,
KeRanger, Cryptear and earlier versions of Jigsaw and Torrentlocker [128].
Several initial vectors and techniques were used by different traditional massdistributed ransomware families to obtain an initial foothold in a victim’s devices
[129, 124, 126]; for instance, spam or phishing e-mails are primary ransomware
vectors, whereby ransomware actors or attackers leverage attachments or embed
links to compromise users’ devices. They sometimes combine a phishing email
with a social engineering tactic to deceive victims and convince them to click a
link or download an attachment, which delivers a ransomware payload. Nobles
[130] noted that human-related errors caused 95% of cyber incidents, such as data
breaches and ransomware attacks. Another popular technique is the exploit kit,
which works by evaluating a victim’s system and exploiting the vulnerabilities
in its applications. Angler is one of the most popular exploit kit platforms that
takes advantage of Adobe Flash to inject ransomware into a victim’s devices [126].
Other techniques include a watering hole attack, malvertising, SMS, RaaS and
Universal Serial Bus (USB) attacks. Table 2.4 provides details of these methods
and examples of ransomware families that used them.
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Table 2.4: Initial vector methods for traditional mass-distribution ransomware
Technique

Description

Examples

Email

Attackers can use spam or phishing email Torrent
Locker,
(with attachment or embedded links (URL)) Locky,
Troldesh,
to infect device
Crypto Locker

Watering hole

It tracks victims’ online browsing habits to Bad Rabbit
determine the website that they regularly
visit. An attacker then infects ransomware
into a website and, when victims visit it
again, they become infected

Malvertising

Attackers exploit legal advertisement (e.g., Crypto Wall, SodiGoogle Adsense) to distribute ransomware nokibi
by injecting the malicious code inside Ads
and websites.

Exploit kit

It
is
a
web-based
compromise
platform which enables attacker to
semi-automatically exploit victims’ devices
by detecting any vulnerability and
matching it to the repository of exploit kits

Crypto
Wall,
TeslaCrypt,
Zeus/ZBOI, Dofoil,
and CTB-Locker

SMS (mobile)

Attackers send malicious link via SMSs.

Dubbed Android,
and Filecoder.C

Universal serial
-flash drive

bus It is considered an insider threat as an Crypto Locker, and
attacker needs physical access to the flash Try2Cry
drive of a victim’s device to transfer
ransomware from it to a device.

RaaS

It is an affiliated schemes on the dark web Cerber,
Petya,
Satan, WannaCry,
and Flux

Social engineering

It is a combination of technology and Corona ransomware
psychological manipulation that fool people
into performing actions related to downloading ransomware

2.3.3

Targeted Ransomware

In contrast to traditional mass-distribution ransomware attacks, targeted ransomware ones take longer to execute, have a less critical timeline for receiving a
response and concentrate on inflicting as many harmful actions as possible [131].
Moreover, targeted ransomware actors are more sophisticated, with new organised
and coordinated tactics and techniques for selecting their desired victims, infecting
devices and achieving their final objectives. They employ techniques and tools
linked to nation-state threat actors with sophisticated skills for evading detection
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mechanisms [131, 128]. In such ransomware attacks, the profits are extremely high,
even for a small population of injected devices, because their actors demand high
payments. Table 2.5 provide a detailed comparison of traditional mass-distribution
and targeted ransomware attacks.
Table 2.5: Traditional mass-distribution vs targeted ransomware attacks
Aspect

Traditional
mass-distribution
ransomware

Targeted ransomware

Victim

Individuals and small businesses Big organisations

Actors

Cyber criminals and dark-net Organised and coordinated atusers (without any programming tackers and they behave like
skills)
nation-state actors

Lifecycle
time
Effects

over Few seconds to minutes
Financial losses

Hours to months
Significant financial losses and
production shutdown.

Size of infected Large
population

Small

Ransom payment Small (few hundreds dollars)

Large (hundreds of thousands
dollars)

Activities

Data encryption or/and device Data encryption, data exfiltralocking
tion, and system shutdown

Based on a recent study by Microsoft [132], attackers sometimes compromised
targeted networks for several months, yet waited to monetise their attacks by
deploying ransomware when they would gain the greatest financial benefit. The
most recent targeted ransomware families followed the organised and coordinated
stages described by Microsoft in Figure 2.6, some of which are similar to those in
the CKC, MALC and ATT&CK frameworks. They include initial access, credential
theft, reconnaissance and lateral movements inside local networks, persistence,
and the deployment of additional malicious payloads. For example, Maze and
RobbinHood used Remote Desktop Protocol brute force as a vector to gain initial
access to victims’ systems and then stole their credentials, with which they were
able to move laterally through the networks and spread their payloads [128]. Revil
(known as Sodinokibi) and Vatet Loader exploited vulnerable internet-facing
applications, such as pulse-secure Virtual Private Network (VPN) systems, and
other ransomware attacks, such as PonyFinal and Netwalker, exploited web
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Figure 2.6: Human-operated ransomware campaigns (targeted ransomware) life-cycle
adapted from [132]

application settings to gain a foothold, steal devices’ passwords and then spread
through networks [132, 128].
Given that ransomware attacks are inherently financially motivated, it should
not be surprising that ransomware actors or creators develop new tactics to
maximise their profits, with a new targeted ransomware for performing hybrid
malicious activities released recently. This combined crypto-ransomware with
data exfiltration to create what is known as ‘double extortion’ ransomware. They
warned their victims that not only would data on their compromised systems
remain encrypted if they failed to pay the ransom payment, but also that their
sensitive data would be exposed to the public [133, 126]. Another tactic, which is
non-malware-based, is to initiate a low-level DoS attack against a chosen target
and send a note that threatens to knock the victim’s production system offline
unless the ransom is paid [134]. Such an example has recently been noted, where
the attackers exploit Memcashed servers (i.e., Domain Name Service, DNS) to
amplify the ransom DoS (RDoS) attack effect against the victim’s website. Within
a massive amount of malicious traffic, the attackers hide a ransom note asking
for payment in Monero cryptocurrency, as they are aware that security analysts
can discover this note when they inspect the packets to defend their organisations
[134].
In a recent threat intelligence report [133], researchers investigated ‘double
40

extortion’ ransomware, and found that it successfully infected all sectors, including
retail, warehouse and distribution, manufacturing, industrial production, technology, healthcare, construction and financial services. For instance, RagnarLocker
ransomware infected the fifth-largest travel management company and stole
more than 2 terabytes of data, with its actors requesting US$10 million as
the initial ransom, which was later negotiated down to US$4.5 million. A
SunCrypt gang targeted a university hospital, publicly exposing an archive of
48,000 documents, with the hospital paying a US$670,000 ransom to avoid the
exposure of 240 gigabytes (GB) of patients’ information. REvil ransomware
infected manufacturing and transportation sectors and obtained more than US$2
billion [132]. Interestingly, most of these successful attacks encrypted data and
backup storage, even those in the public cloud, such as Google Drive and Dropbox,
and cloud backup, such as Veeam [126]. This indicates that ransomware actors
targeted data wherever they were stored, which provided no guarantee that data
could be protected entirely. Therefore, victims were forced to pay the required
ransom to recover their files and data and resolve the incident.
To provide some idea of the state of ransomware and the experiences of
organisations affected by it, a survey conducted by Sophos [135] revealed that only
26% of ransomware victims whose data were encrypted retrieved them by paying
the ransom, while more than 1% paid the ransom yet did not recover the data.
Moreover, the average cost of remedying the effects of ransomware was US$732,520
for organisations that did not pay the ransom, and double that for those that did.
However, it is difficult to ascertain the actual percentage or number of infected
organisations that paid the ransom, as most hide such information for fear of
damaging their reputations. In fact, numerous studies have revealed that, as the
amount of targeted ransomware is continuously increasing, there is clear evidence
that most targeted organisations and businesses pay the ransoms, and the actors
make enormous profits [136].

2.3.4

Targeted Ransomware: IT vs OT

Targeted ransomware capable of affecting OT systems in an industrial environment
can be adapted from that known against IT systems. WannaCry, LokerGega, Snake
and many more IT ransomware variants targeted ICSs and had equally catastrophic
effects on ICSs’ file systems through encryption, breach or removal techniques.
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This is because targeted IT ransomware attacks can infiltrate to the IT networks
of ICS and perform the same activities against deployed devices (e.g., Windows
machines). These variants can also affect OT systems that use PCs (with Windows
system), such as SCADA and HMI ones. Previous research conducted by Zimba et
al. [137] detailed how a multi-stage crypto-ransomware could be performed against
OT devices in an ICS. The researchers particularly examined SCADA systems
operating Windows OS and used WannaCry ransomware to ascertain how this
attack could move through these networks by scanning their connected OT devices,
as well as extent of its effects. Although such IT ransomware attacks may have
had less effect on other OT devices (e.g., PLCs) that use proprietary hardware and
software, this does not eliminate the possibility of customised ransomware being
capable of affecting PLCs or other OT devices. Also, Basnet et al. [138]tested
several ransomware scenarios in emulated SCADA, such as ransomware-driven
DDoS and ransomware-driven false data injection, to understand its behaviour
and effects.
Dealing with OT devices with critical infrastructure services and the importance of managing processes in ICSs could encourage ransomware actors to
create specialised ransomware attacks and more destructive attacks that would
jeopardise human safety through harmful activities [123]. Researchers at the
Georgia Institute of Technology hypothesised that ICS and OT devices would
soon be attacked by ransomware [139]. Consequently, they developed a new variety
of ransomware that could modify the functionality of a water management system
by changing the PLC’s software. Such an attack could shut down a valve, increase
chlorine in the water supply, and display false readings if the ransom was not paid.
In contrast to targeted IT ransomware, employing this variant against a PLC or
other OT devices could affect them at multiple levels and have different effects
[20]. This could include the physical process of sending a fake command or data
to a device through the C&C channel, PLC programming code (e.g., the ladder
logic program) responsible for controlling it, or PLC’s firmware (kernel level) by
rewriting, modifying or deleting it. At the highest level, it could affect a PLC
hardware by inserting malicious code in it during the manufacturing process [20,
139]. Given the increasing number of critical infrastructure systems dependent on
the internet and new IIoT technologies to perform their missions and evolving
ransomware attacks, it is only a matter of time until these critical OT devices are
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targeted by a ransomware strain adapted to their characteristics. In Table 2.6, a
comparison of targeted IT and OT ransomware attacks is presented.
Table 2.6: Targeted ransomware IT vs OT
Aspect

Targeted IT ransomware

Targeted OT ransomware

Victim

IT servers and computers

PCs control physical process, devices with proprietary hardware
and software run physical process
(e.g., PLC)

Most affected

Data

Data and, physical process

Impact

Financial losses, system shut- Financial losses, system shutdown
down, and human safety

Ransom

Cryptocurrency

2.3.5

Various forms and may not be
restricted to cryptocurrency

IIoT Devices and Targeted Ransomware

The number of critical infrastructure systems that implement IIoT technologies
and depend on internet connectivity for their operations and functions continues
to increase, with critical manufacturing, water treatment plants, transportation
and energy companies a few examples of sectors that operate ICSs and rely
on linked operations on the internet and IIoT technologies. Many ICSs lack a
security approach—mainly, the legacy ones and those operating in brownfield
IIoT—making them susceptible to ransomware and other types of malware. Many
ransomware variants have started affecting different parts of IIoT systems through
infecting the IT network, mobile and cloud, with a few proving to be highly
capable of moving from an IT to OT network (with devices running Windows
systems).
Although real ransomware incidents against critical physical fields, edge
systems and other IIoT devices have not yet been reported, attackers will likely
employ ransomware with more harmful activities in the future. As a demonstration
of the possibility of using ransomware attacks to target IIoT devices, many
researchers have investigated their viability, and presented proof of concepts
(PoCs) for multiple devices. For instance, Io-Active researchers [140] introduced
one for ransomware infecting ‘Nao’ robots. Using a non-documented vulnerability,
the attack infiltrated the robot’s behaviour files by injecting them with a malicious
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Python script that caused the robot’s behaviour to change. By investigating
multiple known malware variants that affected critical infrastructure and IoT
devices, Bajpai and Enbody [141] discussed how ransomware could be a viable
and immediate threat against smart cities.
PaperW8 [122] is a PoC ransomware for Linux-based devices. Researchers
have demonstrated how ransomware could hijack existing communication methods
to notify a victim of the ransom required. They tested it against six devices with
different brands and functions, such as cameras and routers. Bajpai et al. [121]
presented a PoC for ransomware against smart automobiles. They formed different
potential scenarios that ransomware could execute against a QNS OS—one of
the most popular real-time OSs, which powers the in-vehicle infotainment system
in contemporary cars. These scenarios included encrypting data, exhausting
resources and denying data privacy. Similarly, Wolf et al. [142] tested ransomware
with worm capabilities, such as WannaCry, against an in-vehicle electronic control
unit and demonstrated its viability regarding extorting the vehicle’s owner.
Simulating such attacks and conducting demonstration experiments is considered offensive security research and can help understand potential ransomware
vectors and scenarios, and consequently enable appropriate countermeasures,
ideally before attackers are able to target systems and perform malicious activities.
Although various PoCs for ransomware attacks against IoT/IIoT devices have been
demonstrated, to date, no studies have discussed targeted ransomware attacks
against edge devices, such as IIoT edge gateways, or developed frameworks for
describing their potential tactics, techniques and procedures in such systems.
Given their critical positions in an IIoT system’s network, the effect of targeted
ransomware on IIoT edge gateways can extend to the entire IIoT system, thereby
threatening a company’s business and the safety of its employees and possibly
many other people. Therefore, in this thesis, there is a focus on investigating
such attacks against IIoT edge gateways. This will be explored in detail in the
following chapters.

2.4

Detection of Ransomware Attacks

This research focuses on ransomware detection, and this section discusses data
sources, extracted ransomware features, and existing detection methods and
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models. An extensive overview of state-of-the-art studies for detecting ransomware
on multiple platforms (i.e., Windows, mobile and Linux), including their strengths
and drawbacks, is provided.

2.4.1

Ransomware Analysis Techniques

Detecting ransomware attack depends fundamentally on the data source, which
provides the inherent information based on which the decision engine in a detection
model can identify its behaviour. Typically, researchers collect the most recent
ransomware samples to analyse them and obtain their informative characteristics
or features that can be used as feeds for detection mechanisms. This analytical
process can be performed using several techniques, such as static, dynamic, code
and memory analysis [22, 143, 144], each of which provides specific information
related to ransomware attacks. These are as described follows:
• Static analysis: This is a technique for analysing a ransomware binary or
executable file (i.e., a piece of code) without running or executing it [22, 102].
It is an easy and safe way of extracting strings, functions and metadata that
uniquely represents a ransomware binary [145]. Several researchers have
used this type of analysis to extract valuable information about ransomware
executable files [145], such as American Standard Code for Information
Interchange (ASCII), the Unicode sequence of characteristics, and other
strings [145]. Although a static analysis can sometimes provide interesting
details about ransomware binary files that aid in establishing on what to
base subsequent investigations, it cannot extract all the required information
and deal with obfuscated ransomware attacks that encode, encrypt and
compress their binary files to prevent analysis and understanding of their
processes [124, 126].
• Dynamic analysis (behavioural): This is a technique for executing the
ransomware binary in an isolated environment (sand-box, bare-metal or
realistic security testbed). It provides valuable information and insights
into the ransomware’s behaviour and activities in a targeted device [146].
Compared with static analysis, it is more successful and immune to evasion
(i.e., obfuscation techniques) when evaluating the actual purpose of the
ransomware binary files. Therefore, many researchers [147, 30, 148, 145]
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have adopted dynamic analysis to extract information that could be used to
detect known and unknown ransomware variants. These extracted features
could include file, directory, process and network activities, resources and
API calls [30, 148, 145]. However, the key limitation of this type of analysis
is that it needs to be executed in an isolated and controlled environment,
or the system will be destroyed. It also needs to be executed in the same
system that was compiled for it. Moreover, analytical environments, such
as sand-boxes and bare-metals, are not the same as the realistic ones; thus,
ransomware binary may behave differently in each and result in different
system runtime logs [22]. Consequently, some extracted information or
logs related to the interaction of ransomware with OSs may vary among
execution environments. For instance, a ransomware binary executed in
a SCADA Windows machine behaves differently from those in normal IT
Windows. The latter look for a specific directory (e.g., document) and files
(e.g., PDF, Word and Excel files) to encrypt, but these files do not exist in
a Windows machine running a SCADA application.
• Code analysis: This is an advanced and complex technique for analysing
a ransomware binary code to understand its inner workings, and can be
static or dynamic code analysis [143]. The former includes disassembling
(an assembly code analysis) using disassembler tools to extract OpCodes or
raw bytes [149, 31]. The latter involves dissecting the ransomware binary in
a structured way to comprehend its functionality, which can be performed
using a debugger [150]. Code analysis requires a deep understanding and
knowledge of the binary programming language. Further, for a given
ransomware binary, such an analysis can easily prove very large and thus
incredibly expensive to study in its entirety [143].
• Memory analysis: This is a technique for dumping a computer’s Random
Access Memory (RAM). It is mainly a forensic technique, yet researchers
have used it to extract information related to network connections and
encryption procedures [144]. Although it can help determine ransomware’s
stealth and evasive capabilities, performing it after the full infection causes
a significant delay in the detection process [151].
Detecting ransomware attacks is a complex problem, as ransomware actors
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continuously improve their tactics, techniques and procedures, and successfully
use obfuscation and evasion techniques. Therefore, as mentioned above, a
dynamic/behaviour analysis is the best means of extracting valuable information
because it enables better ransomware detection, as it exhibits the core behavioural
traits or characteristics related to ransomware activities in an infected system [30,
19, 152, 153]. However, to obtain valuable information from this type of analysis,
it is necessary to conduct it on the same system it was designed to target. This is
extremely important for new technologies, such as IIoT, to precisely understand its
behaviour. Therefore, a realistic and high-fidelity IIoT system model is required
to test such advanced attacks, which is one of the objectives of this thesis, as
explained in Chapter 4.

2.4.2

Behavioural Characteristics of Ransomware

From the dynamic analysis of ransomware, many behavioural characteristics can
be obtained. In this section, the focus is on the shared ransomware behavioural
characteristics or traits adopted by researchers as a general ‘recipe for success’
in understanding and detecting ransomware attack activities, which have been
categorised as follows:
• Activities of system’s file and directories: Ransomware attacks use
many file system function calls (e.g., I/O requests) to perform malicious
activities in a device’s system, such as reading, deleting, writing, modifying
and creating files. During a ransomware execution, a file system will exhibit
a large number of file operations and a cluster of suspicious requests (e.g.,
open, read, write, close) [19]. Therefore, monitoring these activities and
filtering out interesting I/O requests and their attributes can contribute
to detecting ransomware effectively [127]. For example, most ransomware
variants read all the files before encryption, and then typically execute
writing and renaming commands in them, rather than legitimate applications
[154]. Many researchers [155, 156, 27, 110, 157, 154] have employed similar
traits in their detection models, such as honeypots- and entropy-based
detection models for crypto-ransomware. However, considering the new
trend of targeted and double extortion ransomware attacks, such patterns
or sequences of file activities can vary, as these attacks may perform data
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exfiltration and other malicious actions before encryption. Therefore, specific
patterns related to the execution of encryption may not be very effective for
handling these attacks.
• System and Application Programming Interface (API) calls: These
represent a set of protocols, routines and functions that allow software
components to communicate with each other and data to be exchanged
among them [158]. Researchers [152, 154, 145] have used API calls to
demonstrate how a ransomware binary was performed in Windows or
Android devices. Salehi et al. [158] described several examples of Windows
API calls related to crypto-ransomware attacks, such as copying memory,
obtaining the module file’s name and Windows directory, and opening the
specified registry key. However, as such behavioural traits depend highly on
the infected platform (e.g., Windows or Android), they cannot be effective
for new variants of ransomware that may perform different activities and
target different platforms.
• Network activities: Ransomware attacks need an internet connection
to download malicious codes related to other goals, such as spreading
through a network or/and fetching the encryption key from the attacker
server. Most traditional mass-distribution ransomware attacks connect via
ransom domains using predefined IP addresses hosted in the C&C server
or a domain generation algorithm [159]. Further, they infect devices using
exploit kits or a SMB protocol to spread through a network. However,
there are numerous traditional mass-distribution ransomware families that
infect devices using an exploit kit and then perform encryption without
any network activity. Targeted ransomware attacks conduct more network
activity through infection, C&C, lateral movement, exfiltration and other
malicious actions [153, 160]. Given that this can identify ransomware, many
researchers [161, 162, 148] have employed network traffic characteristics to
build ransomware-based detection models. For example, they have used
packet inspections for a period, statistics of communication volume and
specific protocol parameters.
• Process behaviour: This investigates process logs and intercepts associated
with activities that can provide insights into a ransomware attack. For
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example, Arabo et al. [18] examined the behaviour of a ransomware process
during its execution in a victim’s system. Any abnormal attempts to log in,
access resources and traverse the network can be identified, and the system
compromised by ransomware could be recognised. For example, using a
Windows machine, researchers [163, 164] focused on monitoring processes
that interacted with Windows volume shadow copy service and sought to
delete it (as a common Windows ransomware behaviour) or communicate
with its encryption library. The key issue with process monitoring is
that recent ransomware attacks were injected into legitimate processes
or applications, which made them appear to behave normally.
• Resources usage: Ransomware is similar to other types of malware; thus,
patterns of resource usage can be used to detect it. Ransomware actors
or authors are relatively unlikely to change their patterns and make them
more difficult to understand; thus, this trait could be a viable approach for
identifying ransomware behaviour [165]. For example, the patterns of power
or CPU usage on different platforms are relatively similar, and can be used
to gain insights into crypto-ransomware attacks, where encryption routines
extensively consume the CPU of devices [166, 165]. This was employed to
detect ransomware in Android and IoT-embedded devices [166] by developing
an anomaly-based detection model that profiled the devices’ power usage
without existing ransomware and determined a predefined threshold for
identifying the abnormal behaviour caused by ransomware. However, its
unfortunate aspect was that it was less robust than other models against
the noise and variability of a device’s applications [167].
From the discussion above, it is readily apparent that defining ransomware
based on specific traits is a significant problem. Each behavioural trait presents
a suboptimal solution with minimal capabilities for detecting the new trends of
targeted ransomware that involve many stages and perform multiple activities.
Therefore, a combination of these must be employed to provide a holistic and
optimal solution against targeted ransomware. Although a few researchers
employed such techniques in their detection models, their solutions were still
limited to crypto-ransomware and specific platforms. They could not be used to
address targeted ransomware and new IIoT devices, such as edge gateways. There
is clearly a need to combine these behavioural traits in a suitable manner that
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fits such systems. An ideal solution to the targeted ransomware attacks in IIoT
systems would consist of the behavioural traits and features that do not depend
on the software and connectivity protocols used and their parameters to handle
such systems’ levels of interoperability and heterogeneity, as well as their IIoT
edge gateways. This proposed solution is part of this PhD research and will be
fully explained in Chapter 5.

2.4.3

State-of-the-art Ransomware Detection Methods

In this section, the following state-of-the-art ransomware detection methods
developed and designed for different systems (e.g., IT and OT systems) and
platforms (e.g., Windows, Android, and Linux) as well as their challenges are
discussed.
• Anti-Virus (AV) (also recently known as Anti-malware (AM)):
This is one of the most common methods for detecting ransomware payloads
or executable files. Many companies are developing and selling AV software,
typically by integrating signature and heuristic detection mechanisms.
Signature-based AV or anti-malware (AM) usually works with a database of
signatures or byte sequences extracted through static analysis. Once a file or
installed software is executed in a user’s device, an AV scanner analyses it and
compares its signature with those of others in the database provided to reveal
its type [168]. Although a signature-based AV can easily detect ransomware
attacks with known signatures, it cannot detect ransomware variants with
new signatures. Further, considering the aforementioned limitations of
static analysis for dealing with obfuscation techniques, signature-based AV
cannot detect ransomware with the evasion techniques. To address this, the
behaviour of ransomware executable files or payloads can be examined using
a rule or weight-based technique to detect ransomware [169]. This is known
as a heuristic-based AV or AM, and adopts dynamic analysis to extract the
desirable traits. It then compares the ransomware payload’s commands or
instructions (e.g., read, write, delete and encrypt) to the rules and, once the
rule exceeds a predetermined threshold, the AV generates an alarm. This
sends a warning to the server’s administrator or device’s user or places a
file in quarantine, depending on the AV’s settings [170, 169].
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The combination of signature- and heuristic-based detection techniques
or methods in an AV can fairly successfully identify ransomware attacks.
However, the relevant database or rules need to be continuously updated by
their developers. This is a highly time-consuming process, as hundreds of
new ransomware variants are emerging every day. In addition, ransomware
is currently being developed faster than new signatures or heuristic rules
can be created, tested and added to AV databases. Further, an AV or
AM is ineffective against targeted ransomware when its creators or actors
develop new and specific ransomware payloads or executable files. Moreover,
deploying an AV and continuously updating its database and rules may
affect the critical industrial operations [24].
• Honeypots: These are real computer systems with physical or virtual
devices containing applications, files and data that were designed to attract
attacks and malware actors by fooling them into thinking these devices
are legitimate targets [28]. Production honeypots are typically categorised
as high and low interaction honeypots, with the former providing the
attacker with a real complete system that allows for both attackers and
legitimate users to interact with its content, and the latter simulating
specific services with few or no interactions by legitimate users [156, 154].
They are used to detect ransomware by placing files in a system that no
software or user will ever manipulate (i.e., low-level interaction honeypot)
or with a high possibility of being manipulated by legitimate users and
software (i.e., high-level interaction) [27, 28]. These files are monitored
and, once an attacker accesses them or tries to perform any malicious
activity related to a ransomware attack, the system reacts to a change in
the honeypot. Naturally, if a honeypot is attacked by ransomware quickly,
this will be detected early, and the mitigation process instigated by the
honeypot’s operators. Many researchers adopted this way of designing
their honeypot-based detection models. For example, Moore [155] and
Chakkaravarthy et al. [171] developed an automated ransomware detection
using honey-files and ransomware patterns in encryption in Windows and
IoT machines, respectively.
R-locker [110], CryptoStopper [157] and RWGuard [154] were designed
using the same concept. R-locker produces and monitors realistic files that
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function as honey-files, in that they attract ransomware actors and then
block them in a Linux machine. CryptoStopper is a commercial honeypot
system developed by Watchpoint Data, with its main contribution that,
when ransomware is detected, the other network devices are notified and
will drop any packages received from an infected host. RWGuard is a
multi-module decoy generator tool that employs different techniques to
detect ransomware, including decoy files, process and files monitoring, and
cryptographic activities. These models depend on the assumption that
ransomware will only access files to encrypt them, rather than to conduct
other activities related to infection, exfiltration or spreading.
Keong et al. [156] proposed a client-server honeypot-based detection model
for simulating multiple computers in a network. Their objective was to
detect ransomware spreading or with worm capabilities that propagated
through the network. Similarly, Pascariu and Barbu [27] introduced a
honeypot system that employed a network’s shared files server with decoy
files to detect ransomware spreading in the network. Defining a honeypot
as a legitimate shared file server implies that it is open to interacting with
legitimate users. As a side effect of this solution, if a legitimate user does
change or remove the decoy, a system will generate a false alarm. In related
work, Machida et al. [28] depended on a low-level interaction honeypot
system deployed in a sensor and passive mode in an ICS network to detect
ransomware. By injecting its information in the browser lists of Windows
XP and the Address Resolution Protocol (ARP) cache table, this sensor
could detect ransomware if an infected network device started scanning
or spreading to other devices (including the honeypot sensor IP or Media
Access Control (MAC) address).
Although the aforementioned honeypots can detect ransomware attacks and
help mitigate their effects on systems, they have many drawbacks. The
strategy used to create honey-files is weak and can be easily defeated by
ransomware, with the efficiency of most honey-files or decoy-based solutions
highly dependent on their distribution in the file systems. This was clearly
indicated in a study conducted by Genç et al. [172], who found that most
of them needed to be redesigned to maintain a suitable balance of being
effective, yet not confusing legitimate users. They concluded that deception
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technology (i.e., honeypots, honey-files or decoy files) is not a standalone
solution; it must be combined with other solutions to strengthen the overall
security of systems. Further, a honeypot-based detection model requires a
robust management system and a large amount of storage space to provide
a trade-off between the multiple decoy files and email alarms necessary once
ransomware is detected.
• Shannon entropy: This is a measure of the distribution or randomness of
the bytes in a specific file. Encrypted files usually have high entropy, which
means that the possibility of each symbol occurring is the same and their
bytes are randomised and evenly distributed. Legitimate files or texts in
most languages have characters that occur more often than others, with
special characters uncommon in this type of text. Therefore, legitimate
files often have low entropy and randomness, with their bytes not evenly
distributed [22, 173].
Researchers have employed this technique to estimate whether files were
encrypted or not to reveal ransomware. For example, Jung et al. [168]
developed a context-awareness entropy approach for the post-detection of
ransomware attacks. In their implementation, they used the entropy values
of the header and trailer in a file format to define ransomware because its
standardised format would be encrypted without a structure. However,
this approach relied on a specific encryption pattern for ransomware, which
meant that other variants of it with different patterns would not be detected. In addition, as mentioned by researchers, this approach requires
specific conditions for analysis, such as high-speed data and a good kernel
performance. Davies et al. [174] proposed analysing the first few bytes of
the files’ headers and using the bit-byte area to detect ransomware attacks.
Their experimental results showed a noticeable entropy difference in the
files’ headers between legitimate files and encrypted files by ransomware.
With the aim of improving the capabilities of entropy-based detection
models to distinguish between ransomware and legitimate encryption, Lee
et al. [175] proposed one for detecting infected files using different file
formats and reference values. Its benefit was that it could deal with
high entropy legitimate files, such as images and compressed files, which

53

reduced the number of false alarms. A structural entropy algorithm was
used by Cuzzocrea et al. [173] to identify whether a specific Android
application exhibited ransomware behaviour. In their proposed model,
each executable file was divided into segments, and then the entropy for
each was calculated. The similarity between the two files was obtained by
measuring the distance between the sequence of segments. Although the
model’s results were promising, no information regarding the feature vector
generated was provided. Lee et al. [176] developed and implemented an
entropy-based detection model for detecting ransomware that affected files
transferred to a cloud server (e.g., Dropbox) using their uniformity and
formats to compare them with unaffected or clear ones. This was achieved
by obtaining the list of files delivered to the cloud, as well as their paths and
formats, and then measuring their entropy values and comparing them with
a predefined threshold based on file formats, which enabled the identification
of ransomware in different file formats. However, there remain challenges
involved in determining a threshold for each file and distinguishing between
encrypted legitimate and infected ransomware ones.
A RansomCare, an entropy-based detection and mitigation model, was
proposed by Faghihi and Zulkernine [177]. It was designed for smartphones
and used signature-based and anomaly-based techniques to detect known
and unknown crypto-ransomware. They depended on signatures related
to files’ entropy collected through static analysis and files’ entropy profile
(as an anomaly technique) during a normal situation to detect ransomware
during the dynamic analysis. The key advantage of this proposed model was
that it could detect ransomware and protect data privacy by performing the
entire detection process on the device. The experiments demonstrated its
efficiency in detecting ransomware with high accuracy and zero data loss.
The main issue regarding using entropy for ransomware detection, as
stated by researchers in the study of [178], is the high rate of false alarms.
The detection process depends greatly on the predefined threshold; thus,
legitimate files with high entropy values are falsely defined as infected files.
Further, ransomware actors have recently started changing their technique
to maintain low entropy values for encrypted files to avoid predefined
thresholds. They also lock encrypted files so that entropy-based detection
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models cannot read their bytes. Moreover, entropy-based detection models
can be used after the encryption process, which causes a very late detection,
and they are not effective against targeted and double extortion attacks,
whereby the ransomware can perform multiple malicious activities, rather
than encryption.
• AI: AI is a significant step in knowledge discovery in which several modelling
techniques can be applied to understand patterns, find complex relationships
among attributes, and handle noisy and large datasets [179]. These models
can learn over time, analyse a large amount of attacks’ data rapidly, identify
many different types of attack and detect zero-day ransomware attacks and
their new patterns [180]. AI-based models for detecting ransomware attacks
can be categorised as follows:
– Classical machine learning: This refers to the process of developing a
model that can learn from existing observations (a dataset) and use this
experience to predict or evaluate the output of new input observations.
Many researchers have employed different machine learning algorithms,
including supervised, unsupervised and semi-supervised ones, as decision or discovery engines for their detection models. For example,
Sgndurra et al. [145] employed a mutual information criterion and
Logistic Regression (LR) to detect ransomware attacks in a Windows
system. The mutual information method was used to select the most
relevant features and then train the LR classifier to identify ransomware
attacks. The features extracted from the collected data were related to
API calls, directories, files and registry activities, as well as strings in
the ransomware payloads. The experimental results demonstrated good
accuracy. An Android-based detection model called R-PackDroid was
proposed by Maiorca et al. [147]. It relied on a Random Forest (RF)
algorithm to act as the classifier and the API packages as input feature
vectors to identify ransomware attacks. The main shortcoming of this
model was that it depended on static analysis to extract features, which
made it incapable of detecting ransomware with obfuscation techniques.
Piskozub, Spolaor and Martinovic [181] proposed MalAlert—a method
for detecting ransomware and other malware types based on statistical
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features. Their main contribution was an approach for collecting and
aggregating ransomware network traffic flows into several flow-sets and
then extracting features for each set. To preserve users’ privacy, these
features were based on only the number of bytes transmitted and were
IP address- and port-agnostic. They used a RF as the primary classifier
for MalAlert, and the experimental results demonstrated its efficiency
for identifying malicious behaviour within network traffic.
NetConverse, a machine learning–based model for detecting ransomware,
was proposed by Alhawi, Baldwin and Dehghantanha [182]. It depended greatly on basic features related to conversations between the
ransomware and a C&C server, with a Decision Tree (DT) performing
better than peer techniques, such as a Support Vector Machine (SVM)
and RF. To extend this work, a method for detecting ransomware
before starting the encryption process was developed by Moussaileb
et al. [148]. They employed packet-header inspections and process
information to detect C&C activities for ransomware. They trained
multiple machine learning algorithms, such as a RF, DT and K-Nearest
Neighbour (KNN), using data collected from network packets and
process monitoring. However, its shortcoming was that new fingerprints
or features of an attack that relied on the network and process, such
as IP addresses, ports and process IDs, were short-term indicators and
could not detect evolving ransomware.
Almashhadani et al. [183] proposed a multi-classifier detection model
that used features extracted from packet and flow levels to train multiple
classifiers in parallel. Their experiments showed that a Random Tree
(RT) achieved better accuracy than its peers (e.g., RF, SVM and
NB) at the packet level, while Naı̈ve Bayes (NB) was best at the flow
level. In addition, in their more recent study [30], they adopted the
contents of DNS request packet (i.e., domain name characters) as a
key source for ransomware features. They then used an algorithm to
measure the randomness to reveal malicious domains. They relied on
the strong assumption that domain names with random characters are
malicious and indicate a ransomware attack, as it is known that domains
generated by a dynamic generation algorithm have the highest levels of
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randomness. Although these detection models could contribute greatly
to detecting attacks, they failed to discover targeted ransomware using
a legal domain server or another C&C technique.
In related work, Ahmadian et al. [29] used a Bayesian Belief Network
for building a detection model that could reveal highly survivable
ransomware attacks. Although they used the contents of DNS packets
to create specific rules, their experimental results showed a low rate of
ransomware detection. Fernandez et al. [162] presented an automatic
and intelligent ransomware detection model for medical CPS. In particular, they focused on detecting the spreading and lateral movements of
ransomware attacks. Their model adopted network traffic flows based
on time windows to create an appropriate dataset for training and
testing a One Class SVM (OCSVM) as an anomaly detector with a
NB as a classifier. Based on the outputs from these models, a decision
engine that worked based on specific rules was used to make the final
decision regarding mitigating the effects and isolating infected devices.
Manzano et al. [153] used machine learning to analyse Android mobile
ransomware network traffic. Their solution relied on extracting the
time properties of packet flows for use as input to the RF classifier.
Abdullah et al. [184] proposed an Android ransomware detection
model that used a dynamic analysis of mobile applications. In their
implementation, they employed system calls as features obtained while
running both ransomware and legitimate applications. The Information
Gain (IG) for feature selection with three classifiers was tested—NB,
RF and DT—with RF outperforming the others. Azmoodeh et al.
[166] used power usage over time to detect Android ransomware. Four
algorithms, a RF, SVM, Neural Network (NN) and KNN, were tested,
with the last the best.
In their work, Poudyal and Dasgupta [185] focused on identifying ransomware using features extracted at three levels—namely, a dynamic-link
library, function call and assembly—which were processed using natural
language processing. They were extracted using association rule mining
and then used as input to several machine learning algorithms to
test their capabilities for detecting ransomware. A SVM, RF, DT,
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LR, Adaboost with RF and Adaboost with DT were tested, and the
experimental results showed that the SVM and Adaboost with DT
were the best in terms of the detection rate. Al-Rimy et al. [186]
used several machine learning algorithms, such as SVM, LR, DT,
RF, KNN, Multi-Layer Perceptron (MLP) and Adaboost, with a new
proposed feature selection method for improving their performance
in detecting ransomware. They proposed a Redundancy Coefficient
Gradual Upweighting (RCGU) technique for estimating the importance
of ransomware features when the amount of data is insufficient during
the early steps of crypt-ransomware. Although the machine learning
algorithms achieved better performance with RCGU than without it,
RCGU ignored the conditional redundancy when calculating the feature
importance. This could increase the probability of mistaking important
features.
Dovom et al. [187] introduced a model to detect ransomware attacks in
Windows machines using OpCodes. They developed a Fuzzy Pattern
Tree (FPT)–based detection model for identifying whether an OpCodes
sequence belonged to ransomware. A FPT is similar to a binary DT that
defines internal nodes in generalised (fuzzy) logical and arithmetical
operators, while its leaf nodes belong to (unary) fuzzy variations on
a specific set of attributes (inputs). Therefore, it can deal with noise
and ambiguous data, which makes it an excellent method for sequence
recognition. The researchers also employed a fast FPT using potential
heuristics to improve the performance of the traditional FPT and
reduce its time complexity. Experimental results showed that the
former obtained the best accuracy for detecting ransomware.
– DL: This refers to a NN that imitates the human brain’s behaviour
of processing and creating patterns from data. Therefore, it has
the capability to learn from unstructured and highly complex big
data. However, despite its significance for extracting valuable features
based on ransomware activities, which makes a detection process much
easier and more efficient, few research studies have applied DL for
ransomware detection. For example, DeepGuard, a detection model
that employed a user’s pattern of file interactions with a generative
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Auto-Encoder (AE) to detect crypto-ransomware, was proposed by
Ganfure et al. [35]. It used a legitimate user’s behaviour when
interacting with files over time as the primary input for generative
AE-based anomaly detection. In their solution, they trained the model
using only legitimate applications and then defined a threshold for
discovering any deviation from the user’s normal behaviours. Therefore,
once the generative AE struggled to reconstruct the input data and
reproduced it with a high reconstruction error that exceeded the
predefined threshold, the input data could be identified as a ransomware
attack. One shortcoming of this model is that new ransomware attacks
that are dynamic in their behaviours or mimic those of a legitimate
user might not be detected effectively.
A long short-term memory (LSTM) DL algorithm was employed by
Maniath et al. [32] to reveal ransomware activity. Their LSTM-based
detection model was built using API calls collected during run-times
and performed efficiently during the classification process. In related
work, Agrawal et al. [33] focused on improving the LSTM’s performance
using the Attended Recent Inputs (ARI) attention mechanism, which
helped the LSTM remember long sequences of ransomware API calls.
In addition, ARI made the LSTM concentrate on specific parts of
a sequence, which improved its capability to distinguish between
ransomware and legitimate behaviours. The empirical results showed
that the ARI-LSTM was significantly better than the LSTM. DeepRan,
a DL-based model for detecting ransomware early, was proposed by
Roy and Qian [188]. They used the term frequency-inverse document
frequency method to extract semantic information and features from
hosts’ logs, with a bidirectional LSTM algorithm for classification.
They tested 17 ransomware attacks, whereby DeepRan achieved 99.87%
detection accuracy.
Jahromi et al. [189] relied on an enhanced stacked LSTM in which
pre-training was employed as a regularisation to avoid the random
initialisation of the LSTM’s network parameters. In this way, the
detection model’s accuracy and robustness were improved. Its key
contribution was using unsupervised layer-wise pre-training—a common
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technique for an AE and Deep Boltzmann Machine, with a stacked
LSTM for detecting Windows ransomware attacks. Zhang et al. [31]
developed a ransomware detection system that focused on N-gram
Opcodes and relied on a self-attention mechanism with a convolutional
NN (CNN) to capture the contextual semantic information in an entire
OpCodes sequence extracted using static analysis. Then, the output
from this network was passed to the bidirectional self-attention network
to identify ransomware attacks. This DL-based detection mechanism
was tested and outperformed classical machine learning–based detection
models.
In addition, a few researchers have used DL-based models to detect
mobile, IoT and ICSs ransomware attacks; for example, Gharib and
Ghorbani [190] proposed a Deep Belief Network (DBN)–based ransomware detection model called DroidDelver, which outperformed
other existing machine learning–based models. They adopted features
extracted statically from mobile API call blocks, while preserving
the inherent relationships among calls. They extended this work in
another research study (Hou et al. [191]) using a stacked AE with
DBN to identify ransomware, with the results indicating an increase
in the ransomware detection rate compared with those of a DNN,
SM, DT and NB. For IoT devices, Kim et al. [192] also used CNN
to detect crypto-ransomware using OpCodes, and tested their model
using several crypto-ransomware samples and cryptographic algorithms.
The experimental results demonstrated the efficiency of the proposed
model in differentiating between legitimate firmware and ransomware
ones. For detecting ransomware spreading in OT networks, particularly
a SACDA system–controlled electric vehicle charging station, Basnet
et al. [138] tested several DL algorithms. These algorithms included
DNN, LSTM and CNN, which were simulated to run in an emulated
SCADA system, and achieved high accuracy in attack detection.
– Evolutionary computation: This is a process of evolution and
optimisation inspired by natural evolution, such as mutation, crossover
and reproduction. It begins with a random population of individuals
representing the solutions to the problem being fed into an algorithm.
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A fitness function is used to evaluate them and demonstrate how well
this population solves the problem [193]. To optimise and improve
ransomware attack detection, Lu et al. [194] used a biological immune
system to develop a ransomware detection model. They presented
V-detector negative selection algorithms as detectors and used cloning
and mutation to optimise their spatial distributions, reduce their
overlaps and improve their accuracy for ransomware detection. Their
solutions were tested using features extracted from Windows API calls
and memory, which improved the detection rate.
Xai et al. [161] proposed a new detection mechanism for combating
ransomware using worm capabilities. Their key idea was the combination of host local detection with network-level detection and the
wisdom of the crowd concept. The local detection model revealed
ransomware activities based on three basic features: its entropy, read
and write frequencies, and read-write pattern. At the network level, the
authors used two mechanisms to collect security conditions from other
machines in a LAN and WAN. Then, to gather information from all the
machines in the LAN and determine if they were affected by ransomware,
they employed a broadcasting mechanism, while using ant colony
optimisation to facilitate the collection of information from machines in
the WAN. If a local machine was infected with ransomware detected by
a local mode, then a network-level detection model judged whether the
network was at high risk. This could be defined by the crowd’s wisdom,
whereby a comprehensive report about the network’s situation was
generated for end-users. Although the model was evaluated using only
one sample of ransomware, it demonstrated its efficiency. However, it
would only work for crypto-ransomware with worm capabilities; thus,
further validation using more ransomware samples is required.
– Hybrid model: This is a combination of the aforementioned AI
algorithms and can be machine learning and DL techniques or an
evolutionary one with deep or machine learning. It is used to improve
the performance and eliminate some of the limitations of an individual
algorithm; for example, in a recent study, Faris et al. [195] worked on
developing a ransomware detection model for Android mobile devices
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based on applications’ permissions and API calls. It combined the
Salp Swarm Algorithm (SSA) and Kernel Extreme Learning Machine
(KELM), with SSA employed to choose the most relevant features
and optimise the KELM’s hyperparameters. The KELM was then
employed to identify both ransomware and legitimate applications. This
SSA-KELM achieved the highest accuracy (98%) compared with those
of peer techniques, such as Particle Swarm Optimisation (PSO)-KELM,
NB and RF.
A combination of PSO and a wrapper-based feature selection algorithm
was employed by Poudyal and Dasgupta [185] to select the best features
to help detect ransomware efficiently. In their proposed solution,
the wrapper-based technique was used first to select the top-ranking
features, and then PSO was used to choose the best of them. The effect
of these features on ransomware detection was evaluated using multiple
machine learning techniques—a SVM, RF, LR and DT. All performed
much better using selected features to detect ransomware and classify
its family. Similarly, Almomani et al. [196] introduced a ransomware
detection model for Android mobile devices based on evolutionary and
machine learning algorithms. They used a binary PSO to tune the
hyperparameters of SVM and perform feature selection. They also
used the synthetic minority oversampling technique to balance the
dataset and prevent the proposed model bias to a specific class. Their
proposed model achieved the highest scores for sensitivity, specificity
and g-mean.
Al-rimy et al. [146] used incremental bagging (ibagging) to construct
ensemble datasets that were passed to an enhanced semi-random
subspace selection technique, which selected their best features. These
datasets were used to train a pool of machine learning classifiers, with
the best combination selected to construct an ensemble model, as
determined by majority voting. Although this model obtained a better
detection rate than traditional machine learning ones (e.g., RF, SVM
and KNN), no information was provided about the extracted features
and how they were used to define the boundary of pre-encryption
activities. Homayoun et al. [152] proposed DL and OCSVM for
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revealing ransomware attacks. A LSTM and CNN were used in the
first stage to classify the API calls collected and then convert them to
numerical values to detect if an activity was ransomware. Subsequently,
the best model of these algorithms extracted the final vector for each
ransomware family and fed it to the OCSVM. The authors used three
OCSVMs for each ransomware family and fed their outputs into a final
decision module, which classified each sample as either part of a known
or new ransomware family or as legitimate.
Although the above hybrid mechanisms achieved reasonable performance for detecting ransomware attacks, their data processing and
classification procedures were highly complex, which could delay the
detection process.

2.4.4

Artificial Intelligence-Deep Learning vs Others
Ransomware-based Detection Methods

AI-based detection models have demonstrated their efficiency and good capabilities
for providing a robust and effective security posture against ransomware attacks.
By reviewing existing and the aforementioned ransomware-based detection methods, one can determine that AI-based detection is a very successful solution.
AI-based detection has more favourable features than other ransomware-based
detection methods, including signature and heuristic antivirus, entropy- and
honeypot-based ones. For example, it is flexible, as it does not depend on
a threshold for its final decision about ransomware [197]; is adaptable to the
changeable and dynamic nature of ransomware behaviours over time [185]; and
has excellent capabilities for recognising patterns and detecting new ones of
ransomware attacks [31]. It also has fast and high-level computing for dealing with
the large quantities of data extracted from networks and systems [189], has very
good reasoning capabilities for obtaining valuable information from unstructured
and incomplete data, and can learn and obtain experience over time [185, 35].
Ransomware detection models using classical machine learning have been
extensively introduced. Although they have demonstrated successful performance
in detecting ransomware, they rely heavily on human intervention and supervised
feature selection techniques to select the most relevant features and deal with
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the issue of the curse of dimensionality. Therefore, they can be too costly, practically prohibitive and challenging, given the dynamic behaviours of ransomware
attacks. Moreover, they have limited power for complex tasks, few generalisation
capabilities and face over-fitting and performance degeneration problems, given
the ever-increasing amounts of data. They are also less robust and tolerant to
noisy and outlier data. To handle these challenges, state-of-the-art research [31,
185, 35, 33, 190] has indicated that DL-based detection models could considerably
improve the performance of ransomware detection ones and help designs of more
reliable and robust ones.
DL-based ransomware detection models can define the key traits of ransomware
attacks, extract relevant and meaningful features and automatically reduce the
data’s dimensions without requiring manual feature-engineering techniques [198,
35]. In this manner, they improve the generalisation capabilities of a decision
engine and can identify new patterns of ransomware attacks. They are also
more scalable and their performance becomes much better with increases in the
quantity of data. Researchers could combine DL with other techniques, such as
classical machine learning and evolutionary approaches, as hybrid-based detection
models. Such models could obtain the significant characteristics of combined
methods and lead to improving the performance of ransomware detection models
[152]. However, this could also cause increases in computational complexity and
difficulty in updating dynamic ransomware and legitimate data profiles in real
time [19, 180]. Consequently, the trade-off between complexity and considerable
performance is essential. Therefore, the research in this thesis focuses on using
DL techniques to build a targeted ransomware detection model, which will be
explained in Chapter 6.

2.4.5

Applicability of Current Detection Models to IIoT
Systems

Existing intrusion and/or ransomware-based detection models could potentially
be employed in an IIoT system with the same accuracy and efficiency as in
traditional IT systems. IIoT systems expand over a large scale and include various
devices and technologies, ranging from edge physical systems, mobiles and the
cloud to an enterprise’s devices. In their distributed systems, their machines
run traditional IT services, mobile operators and the cloud, which means that
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existing ransomware-based detection models specifically designed for IT services
(e.g., Windows and Linux) and mobiles could be employed to protect these devices
in IIoT systems. However, as the search for high-level accuracy and fewer false
alarms in an IT ransomware-based detection model does not end with existing
models, further research is necessary.
In addition, these existing detection models that adopted an OS’s specific
characteristics in their features cannot be employed to detect ransomware in OT
systems that use PCs (with a Windows system), such as SCADA and HMI ones.
This is because these devices run particular applications and proprietary software
that interact with and control the physical process and behave differently from IT
ones. Therefore, both legitimate and ransomware behaviours in existing models
need to be reset to coexist with these industrial devices.
Moreover, an IIoT system has new devices, such as edge gateways and new
connectivity protocols, that provide ransomware actors with new attack vectors
and enable further activities that can affect the entire system. Existing detection
models cannot fit these new devices and protocols because of the unique properties
of these devices and networks, emanating from the tight integration of their IT
and OT components with their main characteristics, including safety, reliability,
resiliency and availability. Further, these systems and devices have diverse
communication patterns, high speed and large volume network traffic and systems’
events. Given that they might be targeted by specifically designed ransomware,
the development of new detection models that consider the characteristics and
requirements of their systems, such as interoperability, and handle their challenges,
such as heterogeneity and fragmented implementation, are required. Moreover,
targeted ransomware attacks follow multiple stages and perform different malicious
activities, which new detection models should consider.
In addition, most existing ransomware detection models are isolated or pooling
and cannot handle the distributed nature of IIoT systems and devices. They are
dependent on moving data to the central cloud server, exposing them to privacy
and security problems. In addition, they can be easily bypassed by new attack
techniques and procedures, as they cannot learn about the ongoing attacks faced
by their peers. Therefore, based on the above discussion, it is readily apparent
that developing new detection models could address targeted ransomware in all
its stages, and dealing with an IIoT system’s distributive nature is a significant
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research problem. Fortunately, as will be explained in the next section, FL has
been recently released as a new technique that can help build a collaborative
DL-based model that allows distributed edge gateway devices with different private
datasets to work collaboratively and build a shared detection model.

2.5

Federating Learning as Solution to Targeted
Ransomware in IIoT Systems

FL is a collaborative machine learning or DL solution in which user/device data
never leaves the device, and its training process is distributed among multiple
users/devices in the system [38]. Google’s scientists first introduced it [39] as
an FL algorithm that aggregated models trained on user devices by transferring
them to a central location. Only trained models and parameters were sent to the
central location, instead of data, which preserves the data security and privacy
[38].
FL emerged to address the existing challenges of traditional or pooling machine
learning and DL models, which typically collect data and train their models in the
main server and usually require a huge quantity of data for learning. They use a
pipeline technique to transfer the data to the server or exchange the trained model
with any device that interacts with the environment [40]. The three issues with
this approach are [36, 199]: (1) it violates data privacy by transferring models
between devices or collecting data from different devices in one server; (2) these
models are incapable of adapting rapidly and suffer from catastrophic forgetting
as new data overwrites previously learnt knowledge; and (3) these models struggle
with handling and storing the big data produced in IloT systems.
With FL, models are trained locally in each device and only exchange their
updated parameters or variables for aggregation, which preserves data privacy.
They use the communication and network bandwidth efficiently, as less information
is required to transfer or exchange data among devices. Further, machine learning
or DL models can be consistently trained and updated, which improves their
performance, and can make a decision locally with low latency and a small volume
of data [200]. Given these advantages, FL has been used to achieve different
objectives and in various applications, ranging from medical or healthcare to
transportation, security (e.g., intrusion detection) and mobile applications [38,
66

39].
Generally, FL can be classified based on its data distribution as one of the
following two types [38, 200]:
• Horizontal FL: This is known as sample-based FL, in which multiple
devices share the same dataset features, yet vary in sample size. This means
that a dataset is used to train each device differently based on its size, but
is consistent in the feature space and subject. For example, in the model
presented by Google for managing Android mobile updates [39], the central
server assumes that the connected devices/clients are trusted and honest,
receives their models and then uses them to train a global one, which is sent
back to the connected users/devices. The server or central model is the only
one that can modify the parameters of the received models.
• Vertical FL: This is known as feature-based learning, whereby multiple
devices have the same sample ID, yet differ in a dataset’s feature space.
As the dataset is divided by features, each device has a different model
architecture. In this context, users/devices exchange results, rather than
models’ parameters, to help other models’ gradient calculations. For example,
in the healthcare system, multiple hospitals and medical centres can share
their different data about specific patients [200].
FL is also categorised as the following two types based on a device’s architecture
and the way in which its model’s parameters or results are shared [41]:
• Centralised FL: It is known as a client-server FL model designed with a
central server that can manage the whole training process and coordinate all
the participating nodes (Figure 2.7a). This server is responsible for choosing
the participating devices before the training process begins, and aggregating
the selected models’ updates. This can be performed in a synchronous way,
whereby a connected device communicates with and sends its parameters to
the server simultaneously or asynchronously by sending its parameters at a
different time. However, the server can represent a single point of failure and
become a bottleneck if multiple selected devices send their models’ updates
at the same time [41, 198].
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(a) Client-server FL

(b) Peer-to-Peer FL

Figure 2.7: FL architectures

• P2P FL: It is a fully decentralised FL model designed for multiple devices
to communicate with each other, as illustrated in Figure 2.7b. Each device
can orchestrate and manage a model’s updates without the central server or
orchestrator, which makes the system more resistant to failure [201]. The
architecture of this model is a dynamic connectivity graph, based on which
devices communicate with each other and their neighbours. This type of FL
can be performed in both synchronous and asynchronous ways.
Advanced threats are constantly violating IIoT systems, disturbing guaranteed
services and further degrading critical edge systems and devices; thus, an edge
system’s defence against them remains a significant problem [95, 51]. Edge systems
empowered with intelligent intrusion detection will become a practical solution
for safeguarding IIoT systems and their critical edge physical devices [202]. This
is of utmost importance for brownfield IIoT systems, since they depend greatly
on an edge gateway’s defence to protect legacy industrial systems. Given the
distributed nature of IIoT systems and privacy and security concerns regarding
their data, researchers have begun investigating FL (i.e., horizontal) techniques
for building efficient security mechanisms, particularly intrusion detection.
The main focus of researchers has been on protecting edge systems in IIoT/IoT
systems, with most existing FL models adopting the advantages of cloud servers to
manage and orchestrate their models. For example, Nguyen et al. [36] proposed a
DIOT, a client-server FL model for detecting compromised IoT devices, where edge
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gateways acted as clients. It used the Gated Recurrent NN (GRNN) algorithm as
an anomaly detector engine and was evaluated in terms of detecting IoT devices
compromised by Mirai malware. One of the main issues that may affect the
efficiency of such a model and limit its applicability is the assumption that all the
IoT devices connected to each gateway are the same type (i.e., their data have
IID), which cannot be guaranteed, as IoT systems often have heterogeneous ones.
Similarly, Hei et al. [40] used the FedAvg algorithm for a client-server detection
model that worked on sharing features, such as information related to each of
the model’s alerts. Liu et al. [203] presented a federated attention CNN LSTM
model for detecting anomalies in IIoT edge devices. Similarly, Li et al. [204] used
a CNN and FL approach to build a distributed network intrusion detection model
for protecting satellite-terrestrial integrated networks against DDoS attacks.
In a related study, Mowla et al. [37] adopted FedAvg to detect a jamming
attack on a Flying Ad-hoc Network (FANET). Given that unmanned aerial vehicles
work in a different spatial group, the authors used the Dempster-Shafer theory
to select the better client groups for calculating the global model’s updates at
the edge server. To detect attacks in CPSs, Li et al. [198] designed an FL model
based on CNN and GRNN DL approaches working in parallel and producing new
data to feed a DNN classifier. Similarly, Schneble and Thamilarasu [205] used an
MLP NN as the key decision engine in a FL model deployed in a cloud server and
mobile clients. It required an extensive management process and the organisation
of patients’ groups by the cloud server before starting FL because the intrusion
detection model designed for each group was specifically for patients with similar
behaviours (i.e., IID data); thus, it needed an accurate patient cluster.
Ideally, FL and DL techniques would be used as the basis for a targeted
ransomware detection model for IIoT systems, as it is currently considered
best practice in the intrusion detection field for both IIoT and IoT systems.
Unfortunately, existing FL models depend greatly on the client-server architecture
in the particular cloud server, which has some drawbacks. A cloud server may
pose a single point of failure, and these models also use a synchronous protocol,
whereby the participating users/devices should send their parameters at the same
time. However, as synchronising these devices is a complicated task and may
also affect the most time-sensitive industrial operations, these models are less
robust and reliable than others. Further, none of the existing models address
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targeted ransomware attacks against an IIoT’s edge systems and their stages.
These challenges highlight the importance of designing and developing new FL
models for detecting targeted ransomware in IIoT systems, as will be explained in
Chapter 6.

2.6

Existing Research Gaps and Challenges

As stated earlier, the aim of this research study is to protect IIoT edge devices
against the new trend of targeted ransomware attacks and is the first study to
investigate such attacks and their effects. Such an attack against new IIoT edge
devices (e.g., edge gateways) has not yet been encountered and the implementation
of IIoT technologies is still in its early stages; thus, the first step is to understand
these new IIoT technologies, their systems and new attack vectors, as well as the
current trends of ransomware and its potential scenarios. Through an extensive
literature review, many research gaps and challenges were identified and studied
in this thesis. A brief overview of them is provided in the following points, while
their detailed descriptions and contributions to addressing them are discussed in
succeeding chapters:
• There is a lack of knowledge about how ransomware attacks can target the
edge systems of brownfield IIoT systems. IIoT is a new technology that has
not yet encountered several cyber incidents or been targeted by ransomware
attacks, and has wide threat landscapes and surfaces; thus, investigating
and modelling ransomware attacks’ behaviour and identifying their potential
targets and activities in IIoT systems are challenging. This lack of targeted
ransomware attack frameworks causes problems in understanding these
attacks and developing security solutions to protect IIoT systems and
leverage their full benefits.
• Developing accurate and high-fidelity system models and testbeds for brownfield IIoT systems for security testing purposes is considered a significant
challenge. This is because these systems combine IT and OT systems
and comprise legacy, heterogeneous devices, communication layers and
applications that need to be implemented holistically to achieve high fidelity.
Without such high-fidelity IIoT security testbeds, testing sophisticated
70

attacks, such as targeted ransomware, and developing security solutions to
protect IIoT systems (particularly brownfield ones) become difficult.
• The scarcity of accurate data about IIoT systems’ activities, connectivities
and attack behaviours (i.e., targeted ransomware) is a significant challenge for
developing efficient detection models and security solutions tailored to IIoT
systems. In addition, comprehensive targeted ransomware attack surface
coverage will never be possible because of the complexity of IIoT systems
and the continual evolving of attackers’ tactics, techniques and procedures.
This presents a significant challenge when selecting the ransomware activities
and stages to be offered by the dataset.
• Owing to their multi-platform connectivity protocols and multi-vendor
devices, collecting and creating an intrusion dataset tailored to IIoT systems
is challenging. Handling the heterogeneous data and the interoperability
demands of brownfield IIoT systems, the dynamic nature of attacks and the
large volume of data is a complex task. Moreover, given the complexity of
IIoT systems and attacks, single-view data or a specific trait is insufficient
to detect sophisticated attacks, such as targeted ransomware. Each specific
behavioural feature provides minimal capabilities for detecting such attacks.
This presents a significant challenge when creating an IIoT intrusion dataset.
• Current intrusion or ransomware detection models implement AI techniques
and learn in isolated or centralised mode. Such models violate data privacy
and pose a challenge in dealing with the dynamic behaviour of IIoT systems
and evolving attacks, and the large volume of collected data. These
challenges create a contemporary research field rich with potential for
significant advances.
• Some of the challenges present in identifying sophisticated attacks, such
as targeted ransomware attacks in brownfield IIoT systems, coincide with
the main characteristic of IIoT edge devices, particularly edge gateways.
They are distributed and perform time-sensitive operations, and have less
connection with the cloud. Designing and developing a detection model to
protect IIoT edge gateways against targeted ransomware and sophisticated
attacks considering these constraints is challenging. In addition, maintaining
the robustness of these developed models against evasion attacks is essential.
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In the work presented in this thesis, solutions to the challenges mentioned
above are provided. Chapter 3 addresses the lack of threat models and knowledge about targeted ransomware attacks in IIoT systems, and their potential
targets and activities, by developing a targeted ransomware framework that
determines the most lucrative device and identifies the possible ransomware
attacks scenarios. A detailed argument and PoC are presented. Chapter 4
considers the challenges of developing system models and security testing platforms
tailored to brownfield IIoT systems, by designing generic and holistic system
models using the IIRA architecture model to provide a high-fidelity system,
and the accuracy of system operations is represented through following the
standard recommendations. Chapter 5 addresses the scarcity of accurate data
about IIoT network and system activities by creating the X-IIoTID dataset.
The heterogeneous and interoperability demands are handled by representing
connectivity- and device-agnostic features extracted from different sources and
data views. Chapter 6 addresses the challenges of identifying sophisticated attacks
(such as known and unknown targeted ransomware) in distributed edge devices of
brownfield IIoT systems, by developing a collaborative model distributed in edge
gateways through the use of FL and DL techniques specifically designed to work
with the time sensitivity of operations and limited bandwidth at the edge through
the use of asynchronous and P2P communications and in a privacy-preserving
manner.

2.7

Chapter Conclusion

This chapter has introduced IIoT systems and their edge devices, as well as
ransomware mutation and trends to date. A new definition for IIoT was proposed,
focusing on the tight integration between OT and IT technologies in brownfield
and greenfield approaches, with maintaining the main characteristics of these
systems and achieving the full gain of these technologies. This chapter argued
that, as IIoT edge gateways are the most lucrative targets for ransomware attacks,
they will very likely be the next victims. In addition, this chapter described the
ransomware-based detection models developed to date, with their advantages,
disadvantages and applicability to IIoT systems. The efficiency of DL and its
critical role in implementing detection models was discussed. Moreover, this
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chapter argued that the FL and DL techniques are considered a viable means of
handling such sophisticated attacks and the types of data (large volume, dynamic
and heterogeneous) produced in distributed IIoT edge systems. Therefore, FL’s
growth in the intrusion detection field to fit the distributed nature of these
systems and maintain their data’s security and privacy was discussed. Finally,
this chapter discussed the existing research gaps and challenges that form the
basis of the research presented in this thesis. These challenges and the key
contributions to addressing them will be thoroughly discussed in the following
chapters. Chapter 3 presents a PoC for targeted ransomware against IIoT edge
gateway. The end-to-end IIoT testbed is presented in Chapter 4 to test targeted
ransomware attacks and their activities in a realistic IIoT system. A connectivityand device-agnostic targeted ransomware dataset is created in Chapter 5. Chapter
6 introduces a detection framework based on FL and DL for protecting distributed
IIoT edge gateways against targeted ransomware attacks. Finally, future directions
and concluding remarks are provided in Chapter 7.
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CHAPTER

3

Development of Proof of Concept for Targeted
Ransomware Attack against Edge Systems of
Brownfield IIoT

Parts of this chapter are published in:
-Al-Hawawreh, M., den Hortg, F., and Sintikova, E. (2019).
Targeted ransomware: A New Cyber Threat to Edge System of Brownfield
Industrial Internet of Things. IEEE Internet of Things Journal [69].
First-prize for high impact publications - UNSW Canberra.

3.1

Overview

The IIoT is currently covering a vast range of industry use cases that scale from
simple closed cyber-physical control loops (i.e., sensor, controller and actuator)
to massive cross-platform deployments of connected industrial systems, edge and
cloud technologies connecting in real time. Realising an IIoT implementation with
the machinery and infrastructure that already exist (i.e., brownfield), such as power,
water, factories, gas and oil [3], has led to transforming legacy industrial systems
into systems capable of reacting to and behaving appropriately towards various
system activities—even unpredicted ones [1]. Given that these legacy systems
were not initially designed with IoT connectivity capabilities, new technologies
and devices supporting interoperability with IoT technologies are emerging. An
example of such devices is an IIoT edge gateway, which acts as a bridge between
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the physical and cyber worlds. Not only does an IIoT edge gateway move and
steer data traffic, but it also stores, analyses and acts on them [202, 206]. An
unfortunate side effect of deploying IIoT edge gateways is that these new entry
points have also paved the way for more sophisticated threats, such as targeted
ransomware attacks.
The availability of digital currencies, more complex encryption schemes and
emergence of RaaS on the darkweb has fuelled the continuous increase in the
use of ransomware [166], whereby a recent research report [135] demonstrated
that one-third of all ransomware attacks have been against industrial companies.
The involvement of IIoT systems in ransomware campaigns can magnify the
effects of attacks because of cascading consequences. The IIoT powers critical
control systems that, when denied access or locked, would lead to exacerbating
and extending disruptions to the whole systems [166, 122]. Gartner analysts [207]
stated that any attack against the physical control devices in IIoT systems could
result in property damage, environmental disasters and physical harm to humans.
In addition, the financial loss due to such attacks is predicted to exceed US$50
billion by 2023.
Unlike traditional mass-distribution ransomware, which is fully automated
and very rapid in execution, IIoT ransomware is much more likely to be targeted
[113, 136, 128]. In this manner, they are similar to APTs,as they take more
time to execute, with a less critical response timeline, and focus on inflicting as
much damage as possible through various harmful actions [133]. The targeted
ransomware actors work to be noticed and seek to damage the key operations
as much as possible, forcing victims to pay or be unable to do all business. As
discussed in the earlier chapters, much existing literature on traditional and
targeted ransomware does not apply to IIoT devices, particularly those with
proprietary hardware and software, which need more research. Some focus is
thereby needed on IIoT edge gateways, given their function and architecture.
This chapter provides a PoC for targeted ransomware attacks against IIoT
systems and explores their behaviour and effects on such systems, particularly
brownfield ones. As part of this thesis, the world’s first targeted ransomware
framework specifically designed for the IIoT edge gateway in the brownfield
deployment was developed. The main contributions of this chapter are thus as
follows:
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1. The first example of ransomware targeted at an IIoT edge gateway is
presented.
2. Attractive targets in brownfield IIoT systems are discussed, and the rationale
for choosing edge gateways as preferred targets is provided.
3. The probability of an IIoT edge gateway being infected by ransomware
based on a higher-order Markov chain model is demonstrated.
4. A static and dynamic analysis of the well-known Linux crypto-ransomware
‘Erebus’, especially its features related to storage of critical data in IIoT
edge gateways, is conducted.
5. A simple crypto-ransomware attack on a prototype IIoT edge gateway in
the testbed environment is executed. Its effect on the system’s activity is
analysed, and a comparison is provided of experimental results with the
effect of original ransomware ‘Erebus’ has on regular IT server workstations.
6. A logic locker action against the IIoT edge gateway is performed, emulating
the case when a ransom is not paid, and the way such action may disrupt
physical systems and affect IIoT system characteristics is discussed.
Chapter 3 is structured as follows. Section 3.2 presents a rationale discussion
about attractive targets in brownfield IIoT systems. Section 3.3 discusses the
likelihood of ransomware occurrence in IIoT environments. Section 3.4 introduces
the designed testbed, while Section 3.5 investigates and presents the anatomy of
IIoT ransomware. Section 3.6 presents and discusses the ransomware behaviour
and experimental results, followed by the conclusion of this chapter in Section 3.7.

3.2

Attractive Targets in Brownfield IIoT
Systems: A Rationale Discussion

There may be many attractive targets for a ransomware attack in a brownfield
system, such as physical devices, edge gateways, cloud servers and end-user
interfaces. The techniques and tactics of targeted ransomware attackers typically
focus on finding the most valuable targets as easily as possible and with as little
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Table 3.1: Examples of characteristics of existing IIoT gateways
Supported services

Temporary and permanent storage, web services, broker,
DNS service, data processing, controlling, network
management, and border router services for less capable
and very low-power devices

Communication channels

Wi-Fi, cellular, Bluetooth, Ethernet, fieldbus (i.e., serial
communication for digital and analogue I/O devices)

OSs

Linux, and Windows core 10

possible complexity in the compromising process. Therefore, the edge gateway
can be seen as a preferred target for ransomware attacks in IIoT systems, given
its location and functionality. It is a critical point of failure. It is the bridge
between the physical (typically trusted) and cyber (typically untrusted) worlds
and provides various services to physical devices and end-users. It is also the entry
point for any threat vector, the first to be attacked and the first defence line [80,
97, 1]. Further, it has a relatively high processing power to run intensive services
and applications, so it runs advanced software, meaning that more vulnerabilities
can be found and exploited [95]. By compromising this gateway, an attacker may
gain control over large parts of the whole IIoT system.
Typically, the edge gateway consists of two distinct interfaces—one connected
to critical control systems (e.g., I/O or PLCs) and one connected to the external
world (i.e., directly or indirectly to the internet). Although different IIoT
edge gateways have various functionalities and resources, in a brownfield IIoT
deployment, they may be devices with a powerful OS (usually Linux), embedding
server capabilities providing services similar to those of real-time critical systems,
and requiring varying pre-processing functions to limit data exchange with the
cloud and business systems to a minimum [96]. A brief survey of the existing
marketing of IIoT edge gateways [208] undertaken by different vendors was
conducted, identifying the devices’ potential services, communication channels
and OSs, as shown in Table 4.1.
Traditional mass-distribution ransomware actors usually carefully consider the
size of their victim’s population and payment demanded, and try to perform a
trade-off between them [139]. This is typically achieved by hitting hundreds of
thousands of individual users’ computers with, for example, WannaCry and Petya
[110], and asking for relatively small payments (e.g., $300 to $800) per victim.
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Larger amounts of payments are demanded from targeted victims for whom the
damage occurring from their systems’ downtimes and recovery processes is large.
For example, the ransoms for SamSam and Erebus, which affected servers in large
organisations, ranged between $10,000 and $1.01 million [19]. Another factor the
attackers consider is their own costs—that is, the effort required to distribute
the ransomware, compromise devices, and manage the payment and decryption
processes. Mainly, the latter may be relatively complicated when many victims
are involved [209].
For an IIoT system, a ransomware attack against its edge gateways may be
profitable for attackers even for a small population of gateways, as the attacker
is likely to ask for a high ransom, as in the case of SamSam and Erebus. In
addition, this type of ransomware may be relatively easy (cost-effective) to deploy,
as the gateways typically play a role in multiple communication channels, and,
because the gateways run various services and applications, they may have many
known and unknown vulnerabilities, of which the attacker can choose the easiest
to exploit. Thus, this would achieve a trade-off by achieving low costs and high
stakes. Moreover, IIoT edge gateways may have valuable data in storage, including
messages collected from physical systems, credential keys, settings of connected
devices and configuration files, and various services for a critical control system
and the system’s end-users. Hence, ransomware can encrypt stored data, exfiltrate
sensitive data, tamper with the data transmitted to the cloud, deny services for a
critical physical system or end-users, or change the functionality of such device.
The potential unplanned downtime it causes, even if short, may lead to
significant financial losses for an organisation, even up to $260,000 per hour
[210].Moreover, the effects of ransomware may extend to other critical systems,
such as fog nodes, cloud servers and backup servers. Therefore, a victim may
decide that paying the ransom is an easier and cheaper resolution than attempting
to restore the infected device, as the latter may take a long time. In the case of
the ransomware attack ‘HDDcrypto’ against the San Francisco transportation
system, it took staff more than three days to back up the server, during which
passengers could travel for free, causing significant financial losses [211]. Thus,
the issue of IIoT ransomware is its timeliness. Particularly for real-time systems,
any delay in their operation can cause significant losses.
Targeted ransomware actors can also consider additional factors when deter-
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mining their targets in IIoT systems, such as the value of a device to continue an
organisation’s productivity and the amount of pain caused if it is compromised.
These could be the main factors for ransomware actors whose motivations are
not only financial gain, but also the desire to create a more powerful tool for
pressing the victim to submit to specific demands. In these cases, the ransomware
will focus on the target’s weight, rather than population size, as there is a direct
relationship between its value and the ransom, whereby, if its value increases, so
will that of the ransom.

3.3

Ransomware Attacks against IIoT Edge
Gateways: Likelihood of Occurrence

An IIoT edge gateway can be compromised by any malicious activity, even by
being touched and sabotaged [97]. The X-Force Red and Threatcare researchers
of Black Hat 2018 [212] successfully exploited an IoT gateway connected to a dam
control system. Moreover, Dell [213] showed that an IIoT edge gateway could be
threatened by malware and APTs.
The likelihood of an IIoT edge gateway being targeted by ransomware can be
qualitatively understood by looking at the recent history of malware/ransomware
attacks on similar devices, architectures and functionalities. It is assumed that the
higher-order Markov property holds—that is, the chance of a targeted ransomware
attack on IIoT edge gateways directly depends on the number and effectiveness
of similar attacks in the past [214]. Thus, by construing Linux-based malware
and ransomware history, an insight into the likelihood of a ransomware attack
occurring against an IIoT edge gateway can be gained. This can be started by
observing that an IIoT edge gateway is typically an embedded device running
some common OS. In the past, multiple embedded devices running common OSs
have been targeted by ransomware, including smartphones and wearable devices
[166, 214]. This includes IoT devices running on Linux, as illustrated by the
ransomware attacks against a thermostat [215]. The Zollard malware has multiple
versions, with a payload or binary pre-compiled for different CPU architectures,
including the ones used by IoT devices [216]. In addition, thousands of IoT devices
were infected with Miria DDoS botnet malware [217].
In terms of functionality, IIoT edge gateways can be compared with routers,
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given their responsibility for forwarding traffic and realising the connectivity
between production systems and the internet. Multiple routers were infected by
the VPN filter malware, which has powerful capabilities for knocking out devices
and rendering them unusable [218]. The malware also included a component
that enabled monitoring of the Modbus SCADA protocol. Further, an IIoT edge
gateway can be seen as a server that provides different applications and services to
end devices and end-users, including data storage, processing, controlling, analytics,
management and web services. The history of ransomware is full of examples of
servers being compromised in different organisations [219, 220, 110]. Examples
include PureLocker, Ransom EXXX, Linux.Encoder (which compromised a server
host’s web services), Erebus (which infected a subset of a server host’s web pages)
and SamSam (which infected servers and encrypted various data types).
Considering these ransomware and malware incidents, particularly those that
represent different states of ransomware development in history, for very similar
architectures and functionalities to those of an IIoT edge gateway, and considering
the fact that ransomware attacks against IIoT edge gateways may be highly
profitable for the attacker, the likelihood of such ransomware attacks occurring in
the near future is high.

3.4

Experimental Testbed

Testing novel and sophisticated threats on live production systems may cause
undesirable behaviour. Hence, there is a need for testbeds, and these testbeds need
to be simplified instantiations of the real system to achieve high levels of fidelity
[221]. Given that the main objective of this chapter was only providing a PoC for
ransomware against the IIoT edge gateway, a small-scale testbed mimicking an IIoT
system was developed, as depicted in Figure 3.1. This testbed will be extended in
Chapter 4 to test the full cyber chain of targeted ransomware and generate an
intrusion dataset, as explained in Chapter 5. This small prototype emphasises a
cyber-physical closed loop for collecting and analysing data and for controlling
a system. The closed loop contains various I/O devices, including sensors to
collect and measures physical quantities (e.g., temperature), and controllers to
analyse the data and send commands to the actuators, which in turn interpret the
commands towards a physical system, such as by moving or controlling physical
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mechanisms, such as a pump, valve or damper. The architecture also includes a
large-scale closed loop consisting of three tiers: an edge tier (including a legacy
control system and an IIoT edge gateway), a platform tier and an enterprise tier.

Figure 3.1: IIoT system testbed

This testbed was built using existing simple and accessible devices, with a
programming language and tools that replicate the behaviour of a real IIoT system.
A closed loop was mimicked with a DS18B20 temperature sensor used as an input
device and a Light Emitting Diode (LED) output actuator, mimicking the on and
off states of pump relays. The controller was written in JavaScript and, based
on the sensor data, makes decisions sent as commands to a pump relay. For
example, the output pump relay is actuated (‘on’) when the temperature value is
less than a predefined set point; otherwise, it is set to ‘off’. This I/O device uses
a legacy 1-wire serial master-slave protocol for serial communication, and cannot
connect to the internet, as is the case for most existing legacy control systems.
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Instead, it indirectly connects to the internet using an IIoT edge gateway, which
is a Raspberry Pi 3 single-board computer running Linux in this testbed.
The Nod-Red application collects data from the sensors, stores the data in the
gateway’s local database (MySQL) and sends only meaningful data to the Azure
cloud broker using the MQTT protocol. The IIoT gateway was programmed to
send data to the cloud when there is a 10% change between two sequentially
obtained values, which means that only significant differences in the temperature
sensor values are sent to the cloud. Limiting the amount of data to be sent to the
cloud is commonly done in industrial environments to minimise the communication
bandwidth required and improve the data transfer time [222]. To obtain a complete
view of the IIoT system, an API was created to act as a web portal for end-users,
enabling operators to monitor and control an I/O device and end-users to connect
to the device as if it hosted a web and CoAP server. Further, the gateway was
programmed to send notifications as e-mails to an onsite supervisor via the cloud
or a local simple mail transfer protocol (SMTP) server. In addition, a maintenance
team can access the IIoT edge gateway using the SSH protocol.
It is worth mentioning that Raspberry Pi was used as an alternative for
production line IIoT edge gateway devices. Production line IIoT edge gateways
come with various CPU architectures and are very expensive. Raspberry Pi is a
common device in IoT systems, yet still has architectural features that are similar
to real edge gateways. For instance, it is an embedded device, has I/O interfaces
for connecting electronic and digital devices (e.g., sensors), and supports the ARM
CPU architecture. The latter is also used by many existing IIoT edge gateways.

3.5

Anatomy of IIoT Ransomware

Typically, sophisticated attacks follow multiple stages to achieve their final
objectives. These stages include reconnaissance activities for collecting information
about a target. The initial attack is when the attacker gains access to the system
using its existing vulnerabilities/entry points, injects the malware and creates
a backdoor. The attacker then creates a channel for remotely controlling the
exploited system and issuing more instructions, which may include more malicious
codes. It then tries to find the actual target by pivoting in the system, finding and
exploiting the target, maybe finding other targets as well, and then performing
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harmful actions, such as data encryption and a locking activity, and displaying
the ransom note.

3.5.1

Initial Stages

An IIoT edge gateway has one side connected to the internet that facilitates the
mission of a ransomware attacker. Advanced attackers can collect information
about their targets through various means, with potential help from malicious
insiders with particular motivations. For example, password attacks against
remote control and web service interfaces, and a physical vector can access an
edge gateway’s location and inject it with ransomware via a USB flash memory
(e.g., Stuxnet) or using file download. Further, exploiting known and unknown
vulnerabilities, or exploiting a firmware updating process, is usually conducted
over the air (OTA) from a remote server to push an unofficial update to inject
ransomware.
It can thus be seen that there are various entry points, ranging from simple
to more complicated, through which an attacker can exploit vulnerabilities and
find entry points to gain access to IIoT edge gateways, even those with security
measures. When an attacker succeeds in gaining access to the device, it creates
a backdoor to enable continuing access, and, finally, to deliver the ransomware
payload. The ransomware begins its work by establishing a persistence mode.
This typically happens by executing a reboot in a certain way, depending on the
type of embedded OS. For example, in Linux, the code may be added to the job
scheduler. After that, the attacker establishes C&C to receive the encryption
keys, exfiltrate data and fetch further malware variants. These initial stages are
further described and examined in Chapter 5.

3.5.2

Discovery and Potential Movement throughout the
Network

Targeted ransomware can also have worm-like capabilities and can be compiled for
different IIoT gateway vendors. It can propagate itself horizontally and find other
edge gateway victims in the system, exploiting their vulnerabilities. Further, as it
can collect information about various devices in a system and then send it back to
the attacker, it allows the attacker to send commands and other possible malware
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variants. It can act as a backdoor for performing other actions or dropping other
ransomware or malware variants in other different connected devices, such as a
PLC, a local SCADA server, a cloud broker or an IT server.
This spreading increases the ransomware’s effect on an IIoT system and,
consequently, the value of the ransom and the potential for its payment. It could
include the injection of ‘sleeping’ malware with a Stuxnet-like functionality for
injecting false data and commands into a physical device. It could also harvest
credentials and other sensitive information, such as configuration files, and send
them back to the attacker for use in a negotiation process or to achieve different
objectives. Through this movement, an attacker can maximise profit by infecting,
stealing and performing more harmful actions. The greater the losses incurred,
the stronger the effect on the victim and the higher the ransom value. However,
infecting a small number of IIoT edge gateway devices can also be profitable
for an attacker if it considers their importance and functionality in terms of
critical real-time systems, as well as their lack of redundancy, as reported in
[223, 224, 225]. Therefore, if an attacker only locks and changes an IIoT edge
gateway functionality, the whole system will crash. Moreover, data encryption and
exfiltration will affect a targeted system because of the sensitivity and importance
of its stored data and files, even if they are backed up, because the issue of IIoT
ransomware is its timeliness—in particular, for a real-time system, any delay in
its operations could cause significant losses. Therefore, these activities potentially
force a victim to pay a ransom, rather than spend time recovering and restoring
an infected device and data. Some of these techniques are discussed and executed
more fully in Chapter 5.

3.5.3

Locker Ransomware

An IIoT edge gateway has various features that an attacker can exploit. Using a
combination of several approaches for locking and hindering swift restoration can
strengthen the effectiveness of ransomware. The simplest locking approach is for
the attacker to replace the gateway’s password with a new and stronger random
one and then reset the device. This can be combined with performing actions that
ensure persistence and limit the possibility of the victim restoring the device. For
example, ransomware may disable the OTA port used by the original equipment
manufacturer (OEM) to update and install the firmware remotely and disrupt the
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existing system files for firmware updates (e.g., firmware files in directories /etc/
and /usr/). It may also disable administration features, change the IP address
and ports, and disable services and connections between the gateway and the
cloud and enterprise users, killing all the potential processes and communications
used to terminate executable ransomware. There will be no way of reinstalling
the firmware and removing the ransomware because it will be very difficult for
the victim to crack the new password and recover the gateway, especially if the
attacker randomly generates new ones consisting of more than 10 letters and
digits, as they would take decades to crack.
Further, a ransomware attacker can replace or update the existing firmware
with a malicious one, giving the ransomware complete control of the gateway.
This is considered the most successful scenario for locker ransomware, as it
changes the operating behaviour of the gateway. For example, it may execute
a Man-in-the-Middle (MitM) attack by tampering with the data-in-transit for
critical control devices or the cloud and end-users (full details are described in
Chapter 5). In addition, it can lock existing services and deny end-users access
to them, disable connected physical devices (such as sensors), change physical
devices parameters (e.g., set-points) or send data to the cloud insecurely without
encryption. Reinstalling the gateway’s OS will not help, as the ransomware is
injected into the firmware. Moreover, rebooting processes will not terminate the
ransomware because it is added to the job scheduler.
An IIoT edge gateway is usually not recovered by the victim, who often does
not have the necessary technical means and tools, but is often supported by a
device vendor or OEM. However, it takes time for an OEM to help with recovering
devices by reinstalling the firmware, which can significantly affect the performance
of critical systems. Given this timeliness issue, a victim usually prefers to pay a
ransomware actor, rather than restore the system.

3.5.4

Crypto-ransomware

Even if a victim successfully retrieves an IIoT edge gateway by bypassing the locking mechanisms discussed in the previous subsection, the attacker has already encrypted all the critical files and data in persistent storage. The crypto-ransomware
can encrypt all existing data and user files and those related to the OS. It can
also encrypt all the messages and data collected from physical systems sent back
85

to the cloud and enterprise. This creates a blurred vision of the work and status
of each critical device for stakeholders and operators, which basically means that
not only the edge gateway is taken ransom, but also each critical device connected
to it. There is also a possibility that the crypto-ransomware attack expands its
effects to other storage devices, such as cloud storage and backup servers, using
the process for harvesting credentials at the beginning of the infection stage.
Further, the ransomware can also encrypt the configuration and setting files
related to physical systems, such as the devices’ last settings (for use after a
rebooting process). The attacker can then exploit this data when negotiating with
the victim, especially if the crypto-ransomware is accompanied by wiping and
data exfiltration processes. If the victim tries to remove the crypto-ransomware, it
eliminates the opportunity to regain the encrypted files. While a backup snapshot
could be used to restore the encrypted files, the attacker can still cause great
harm if, through data exfiltration, they can force the victim to pay ransom to
avoid the data being published for public perusal or sold on the dark web.

3.5.5

Negotiation

A successful ransomware attack in an IIoT system threatens the victim with
significant disruptive actions, such as damaging connected critical systems. Indeed,
the traits of an IIoT edge gateway provide an attacker with other significant means
of extortion, rather than forcing the victim to pay, by gradually deleting the
encrypted files, denying services or locking the device and preventing access. In
the case of locking, the attacker can send a ransom note to the victim by issuing
an alert message via an SMS or email to the operator explaining that, if the
ransom is not received by a specific time, the attacker will disable and disconnect
the edge’s critical physical systems, or change a specific physical device’s status.
Although executing this action can be easy and would not require significant effort
by the attacker, it will have a disruptive effect, as even a packet delay of seconds
may be harmful to these critical systems.
In the case of only crypto-ransomware, an attacker can threaten the victim that,
if the ransom is not paid before the deadline, any encrypted file will be deleted,
and, as a stronger incentive, the stolen data will be published. Further, they can
threaten to delete the stored configuration and setting files for physical systems
and then reboot them, which means that the victim will be unable to restart
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these devices using their last settings. All these activities can be combined with a
timer to inculcate panic and urgency in the victim and increase the probability of
a ransom being paid.

3.6

Analysis and Experimental Results

The main focus of this research is on complex IIoT edge gateways that provide
significant services to legacy systems in a brownfield IIoT environment. This
type of gateway usually runs on a Linux OS, given that 71.8% of IoT devices
currently use Linux as their OS [226]. This section presents the PoC experimental
results and analysis of Linux-based ransomware for IIoT edge gateways. First,
the most recent targeted ransomware, ‘Erebus’, which infected a Linux server, is
analysed statically. The goal is to extract the potential features of interest that
can affect an IIoT edge gateway. Second, a simple test of crypto-ransomware
against an IIoT edge gateway in a real testbed is presented, where the effect of
the ransomware on the system’s activities is analysed. In addition, a logic locking
scenario is discussed to study its effects on IIoT system safety, reliability and
resiliency in cases when the ransom is not paid.

3.6.1

Static Analysis of Linux Ransomware

Given the nature of a ransomware attack, its code was reverse-engineered to
extract the main features that enable crypto-ransomware to infect an IIoT edge
gateway. For such static analysis, the Erebus ransomware was selected, as it is one
of the most recent and common ransomware attacks affecting multiple platforms
(i.e., Windows and Linux). Figure 3.2 shows the steps that were performed to
extract the main features and capabilities of Erebus to affect a Linux server and
achieve its final target. Erebus is crypto-ransomware that encrypts different types
of files stored in specific directories in a Linux server. The identity of a ransomware
sample was determined by generating cryptographic hash values based on the
files’ contents, with the sample’s authenticity verified using the VirusTotal website
[227], whereby it was confirmed as ransomware with a score of 40/59. Its hash
values are described in Figure 3.3.
It is essential to check whether obfuscation techniques, including Packer and
Cryptor, are applied on this ransomware sample, as ransomware authors or actors
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use them to disguise their operations. If a file has a Packer, it can be unpacked
to extract useful strings and data about its operation. Thus, an ASCII and
Unicode string-extraction process was performed to discover information about
the ransomware’s operations, target files and encryption routines. The sample
(an Executable and Linking Format [ELF] file) was inspected to extract metadata,
and, finally, the code was disassembled using an Interactive DisAssembler [228].

Figure 3.2: Static analysis steps

MD5:71375aa4ad00f0fb209c8f22e0090715
SHA1:d7b0255d7d98c33a30fe71543ec98d802c2a2dd7
SHA256:d889734783273b7158deeae6cf804a6be99c3a5353d94225a4db
e92caf3a3d48

Figure 3.3: Snapshot of our analysis of Erebus meta-data

While running, ‘Erebus’ ransomware loads the shared libraries librt.os.1,
libm.so.6, libpthread.so.0 and libc.so.6. Given that the sample obviously uses
Linux shared libraries, this implies that an IIoT gateway running Linux will
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/etc/rc.d/init.d/
/etc/rc.d/rc2.d/S25bluetooth
/etc/rc.d/rc3.d/S25bluetooth
/etc/rc.d/rc4.d/S25bluetooth
/etc/rc.d/rc5.d/S25bluetooth
/etc/rc.d/init.d/bluetooth
.
/etc/cron.hourly/
/etc/cron.hourly/96anacron

Figure 3.4: Snapshot of our analysis of Erebus meta-data

be susceptible to this ransomware. In addition, as depicted in Figure 3.4, this
ransomware uses two approaches to achieve a permanent survival mode and ensure
that it is executed even after a rebooting. First, it establishes a cron job, the Linux
job scheduler, by creating a ‘/etc/cron.hourly/’ directory in the system to verify
that it runs every hour. Second, it uses the fake Bluetooth service ‘/etc/rc.d/. .
. /S25bluetooth’ to reinitialise itself if it is disabled or if the server is restarted.
Thus, the first action that the proposed ransomware performs against the IIoT
gateway is injecting itself into the job scheduler for persistence.
The ‘Erebus’ ransomware then begins scanning for a file system in the server
and sends the data collected as a JavaScript Object Notation (JSON) file via a
HTTP connection to the C&C server. It targets the /var/ directory and encrypts
more than 433 file types, including databases (e.g., .sql,.mdb, .dbf), archives
(e.g., .zip, .rar), messages (.msg), web service files (e.g., .html,.php, .css), logs
(.log), a JavaScript file (.js) and Microsoft Office (e.g., .docx, .pptx). This offers a
significant probability for an IIoT edge gateway to be infected, as it runs various
services, including web services, sensor data collection, management and storage
(i.e., a database). From the analysed sample, it can be concluded that ‘Erebus’
uses a complex encryption routine to effect file encryption. It begins by scrambling
a file using Rivest Cipher (RC4) in 500 KB blocks with randomly generated keys.
Then, the RC4 key is encrypted using an AES-256 and then encrypted again using
the RSA-2048 algorithm. This encryption routine ensures that the restoration or
decryption of a compromised file is impossible without the help of the ransomware
authors or actors.
The above features or traits show that a new version of the‘Erebus’ against
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IIoT edge gateways can be constructed if it is compiled for the edge gateway’s
CPU architecture. This is witnessed through its effect on different platforms (i.e.,
Windows and Linux with various CPU architectures).

3.6.2

Execution of Customised Crypto-ransomware Attack
against the IIoT Edge Gateway

In this chapter, the main focus is on executing ransomware code on an embedded
device with the capabilities and functionalities of an IIoT edge gateway, rather
than testing the entry points and initial ransomware steps, as these actions will
be extensively discussed and examined in Chapter 5. Thus, the PoC for the
ransomware attack developed for the testbed in Figure 3.1 takes a relatively
simple approach, in which the ransomware just encrypts the data storage and
existing files in various predefined directories and sub-directories. A customised
crypto-ransomware was developed using Python scripts, based on the way Erebus
targets specific directories. As explained in Algorithm 3.1, the code begins with
sniffing and searching for files in a predefined directory—the /var/ directories,
which contain all the variable data required, including /var/www, /var/lib/mysql,
/var/log/, /var/mail, /var/backups and others. The ransomware is not restricted
to specific file types; thus, it encrypts all existing files using a secret key that the
attacker sends through the C&C channel.
Algorithm 3.1 Files Enumeration
Input: Directories list [P1(R,D,F),P2, ....Pn], key
Output: Encrypted Files
1: for each P in Directories list [ ] do
2:
Change Permission (P)
3:
for R, D, F in each p do
4:
for For File in F do
5:
Encrypt (key, File) {Call Encryption Function}
6:
end for
7:
end for
8: end for

Algorithm 3.2 shows the file encryption routine, which was executed using
AES256 with a block cipher mode (MODE CBC) that encrypted the data with
16-byte block size. This is a symmetric encryption mode usually used by an
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attacker to minimise the consumption of resources. The result is a new file
containing the encrypted data combined with a file extension called ‘ransomware’,
and the original file is deleted. In reality, this encryption process can be extended
to various other nodes in a compromised system (e.g., fog nodes, backup server
and cloud storage). However, because the main focus here was the IIoT edge
gateway itself, the customised ransomware was tested on only one device.
The data exfiltration process precedes data encryption. The attackers may run
a script to send the desired files through a new C&C channel. In this experiment,
the attackers used a normal SMTP channel for C&C to send the stolen data,
thereby faking a legitimate user. As shown in Algorithm 3.3, the attackers used
an SMTP mail service to send stolen data as an attachment in a message to a fake
email address. Stolen data included /etc/passwd, /etc/shadow, stored credentials,
configuration and setting files (e.g., setting.js, config.txt and flows cred.json).
Algorithm 3.2 File Encryption
Input: key, File, chunk size
Output: N ew f ile.ransomware
1: F ile name, Ext = Split P ath(F ile)
2: GenerateN ew F ilewithnameF ile name + “ransomware”
3: GenerateInitialV ectorIV = IV + Rand()
4: Encrypt = AES
5: OpenF ilef orReading
6: OpenN ew F ilef orW riting
7: while T rue do
8:
Read ChunkSize = ReadF ile(chunk size)
9:
if Read ChunkSize == 0 then
10:
break
11:
else
Read ChunkSize%16 = 0
12:
end if
13:
N ew F ile = Encrypt(Read ChuckSize)
14: end while
15: EndW riting
16: EndReading
17: Delete(F ile)
18: return N ew f ile.ransomware
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Algorithm 3.3 Data Exfiltration
Input: Sender, Reciver, Host Name, Port, Password, Desired Files[ ]
Output: Stolen data
1: for each File in Desired File[ ] do
2:
Part=Define Datatype as Binary (’application’, ’octet-stream’)
3:
Attachment = Read (File)
4:
Part = Set Payload ((Attachment))
5:
Encode base64(Part)
6:
Part = Add Header Based on Attachment name (File)
7:
Msg= Attach(Part)
8: end for
9: Connect SMTP Server (“Host Name”, “Port”)
10: Start connection ( )
11: Login Server (“Sender”,“Password”)
12: New Msg = Msg.as string( )
13: Send Mail (Sender, Receiver, New Msg)
14: Server Close( )

The negotiation phase is described by Algorithm 3.4. The attacker sends an
email to the operators, as the edge gateway already uses email and other means
to send them notifications. The victim is made aware of the ransomware, and
a ransom is requested within a specified time. This email also includes threats
to delete the encrypted data and files, publish the stolen data and files, or sell
them on the dark web. If the ransom is paid, the attacker provides the victim
with a decryption key and a program for restoring their data and files. In the
case of data exfiltration, the attacker can promise to delete the stolen data and
files. However, in severe cases, even if the victim pays the ransom, the restoration,
deleting and unpublishing of stolen data is not guaranteed.
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Algorithm 3.4 Send Notification
Input: Sender, Receiver, Host Name, Port, Password
Output: Notification Note
1: Connect SMTP Server (“Host name”, “Port”)
2: Start Connection ( )
3: Login server (“sender”, “password”)
4: Msg = “your data is encrypted and the main data files are stolen, we
created for you this bitcoin address “http://your address”, to decrypt
your file, avoid delete them and sell the stolen data. We recommend:
Download and install tor browser and run the browser and enter the bitcoin
address”
5: Server Close( )

3.6.3

Analysis of System Performance

It is essential to understand the behaviour of crypto-ransomware in a compromised
IIoT edge gateway, particularly if it injects itself into a legitimate application
to evade the detection process and begins to act like a legitimate process that
encrypts only the compromised device’s data. The encryption process is usually a
resource-consuming one, which can be considered a significant feature for detecting
and understanding ransomware behaviour. In the experiments, data related to
the IIoT edge gateway system’s activities in terms of the CPU, I/O, memory
usage, system load and context switch in both normal (without ransomware)
and ransomware cases were collected. These data are plotted against time for
approximately 10 minutes (00:00 to 10:00) in the following figures.
Figure 3.5 shows the CPU usage at the user level over time during a normal
situation and a situation with ransomware. In the normal situation, the CPU
usage typically stays below 10%. When the ransomware attack occurs (after about
five minutes; i.e. around the 05:00 timestamp), the CPU usage goes significantly
over 10% during the execution of the ransomware code (at approximately 05:00
to 06:00). Figure 3.6 shows the amount of CPU time spent on system calls within
the kernel. The results show a drastic increase in the CPU time during the
attack. This is as expected, as it is known that ransomware uses many open,
read, write and create files requested from the kernel. Overall, compared with
normal usage, crypto-ransomware uses more CPU time to execute its processes,
with the enumeration and encryption routines dramatically increasing the CPU’s
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performance.

Figure 3.5: CPU usage at user level (user time)

Figure 3.6: CPU usage at system level (system time)

Figure 3.7 displays the memory usage in kilobytes (KB). While the overall
memory usage is 800,000 KB before the ransomware attack starts, it suddenly
increases to 920,000 KB, indicating abnormal behaviour. Figures 3.8, 3.9 and
3.10 show the I/O activities in the edge gateway. Figure 3.8 shows the number
of write requests issued over time, which significantly increases at the time of
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the ransomware attack’s execution. The same can be observed for the number of
transfer requests (Figure 3.10) and read requests (Figure 3.9). Therefore, the I/O
activities may also play a significant role in discovering what is occurring in the
edge gateway system.

Figure 3.7: Amount of memory usage in kilobyte over time

Figure 3.8: Number of write requests over time

Figure 3.11 illustrates the average system load during the last minute. This
means that the system load shown at timestamp X is a value averaged over the
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Figure 3.9: Number of transfer requests over time

Figure 3.10: Number of read requests over time

period (X-01:00, X). The results indicate that the effect of ransomware extends
over a fairly long period of 05:00 to 07:00. The execution of the ransomware code is
CPU-intensive, and, while the code is executed, many processes are waiting to run.
Figure 3.12 shows the number of context switching per second required to move
between the user and the kernel modes. The effect of ransomware is pronounced
in this graph. From Figures 3.5-3.12, it can be concluded that the kernel-related
activity parameters appear to be significant indicators of the abnormal behaviour
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caused by crypto-ransomware attacks.

Figure 3.11: Average system loads during last minute

Figure 3.12: Number of context switching required over time

To study the effect of data exfiltration, the network traffic was captured and
analysed using Wireshark. The question is whether a change can be detected
in the amount of data used by the attack compared with a normal data usage
baseline. The email notification that the edge gateway sent to the operator,
containing only little text, was used as a baseline for normal SMTP traffic. Figure
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3.13 shows the number of bytes sent from the compromised device to the cloud
SMTP server in normal and attack cases. The data were collected during multiple
sessions with various amounts of exfiltrated data. It can be observed that the
number of ‘normal’ bytes is significantly smaller than the number of ‘attack’
bytes. In addition, the distribution of ‘normal’ bytes is centred around 4,000
bytes, while the distribution of ‘attack’ bytes is centred around 25,000 bytes.
Evidently, designing an effective detection model based on session data statistics
could be feasible. Therefore, in Chapter 5, these network and system parameters
are considered to construct an intrusion dataset tailored for IIoT systems, and
then to create a targeted ransomware detection framework in Chapter 6.

Figure 3.13: Number of bytes from edge gateway to SMTP server

To compare the previous results with the original Erebus ransomware behaviour,
as executed on an IT server workstation, the Erebus ransomware was conducted
in a virtual server, with multiple other virtual machines acting as users that access
the provided services and perform multiple legitimate activities. For the original
Erebus, Figure 3.14 shows the CPU usages incurred while executing at user and
system levels over time during normal and ransomware situations. There is no
significant observable difference between ransomware and normal situations. To
make a fair comparison with the customised ransomware behaviour in the edge
gateway, the z-score of CPU usage at the user and system level for both systems
was calculated. The z-score is the signed fractional number of standard deviations
by which the value of an observation or data point is above the mean value of
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what is being observed or measured. It is a popular metric used in anomaly
detection systems. In Figure 3.15, it can be noted that ransomware attack in the
edge gateway leads to much higher and more pronounced z-scores than a similar
ransomware attack in a workstation. Similar experiments for all other parameters
were conducted, as shown in Figures 3.7-3.9 (memory, write and transfer request
activities), and they reached the same conclusion.

Figure 3.14: CPU usage at user and system level for server workstation

Figure 3.15: Z-score for CPU usage at user and system level

Figure 3.16 shows the number of read requests and the average system load
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issued in the server workstation over time. In comparison with Figure 3.14, the
effect of ransomware is now much more pronounced. The respective z-scores are
shown in Figure 3.17 for both systems. From this figure, it can be concluded that
ransomware can be detected in both systems from both performance indicators.
Generally speaking, based on the number of read requests and the average system
load, the outlier values can be defined for both. These measurements were also
performed for the number of context switches over time, and the same conclusions
were obtained. The difference that can be observed between edge gateway and
workstation finds its cause in the fact that the edge gateway uses ARM CPU
architecture, whereas the workstation runs on Intel X86. The ARM architecture
is designed for embedded applications and lower power consumption requirements.
In a normal situation, it consumes less CPU time than the server workstation.
However, in complex operations, such as ‘encryption’, it takes a much longer
time compared with its normal situation. In addition, the edge gateway typically
deals with automated industrial operational processes and undergoes little human
intervention. In contrast, the server workstation provides services for end-users
whose behaviour is dynamic.

Figure 3.16: Number of read requests and Average (AVG) system load for server
workstation
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Figure 3.17: Z-score for the number of read requests and Average(AVG )system load

3.6.3.1

Logic Locking

For the case of locker ransomware, it can be assumed that an implementation
has compromised the IIoT edge gateway, with the ransomware injecting itself in
the device firmware and regularly updating the malicious code. Therefore, it has
full control of the gateway and locks users out by killing all potential connection
channels. If the ransom is not paid, the attacker will perform damage to expensive
machinery and personnel. For example, the logic locking function in the IIoT
edge gateway may deactivate the sensor, inhibiting it from sending data to the
controller. In addition, it may switch the pump relay ‘on’. Most IIoT systems
are designed with some level of fault tolerance and resilience. However, these
are typically based on the possible failure of a single function, not the failure of
several functions simultaneously. By inflicting several failures at the same time,
the attacker may bypass the fault tolerance of the system and prolong the system
downtime.
To test logic locking in the IIoT edge gateway, a Python script was executed
to disable the sensor and prevent it from sending value. The controller reads
it as an ‘undefined’ value, leading to the crash of the system. Even the API
temperature chart will stop receiving any reading value. Therefore, for the sake
of experiments, the ‘undefined’ value was translated as zero in real time. Figure
3.18 shows the temperature reading values over 30 minutes. The logic locking
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Figure 3.18: Temperature reading values over 30 minutes

script was performed over two minutes between 9:34:34 and 9:36:21 am, which
can clearly be observed in the figure (a screenshot of temperature chart in API).

3.7

Chapter Conclusion

This chapter has demonstrated the likelihood that IIoT edge gateways may become
a preferable target for ransomware, given their location and functionalities. A
PoC of the world’s first ransomware specifically targeting an IIoT edge gateway
was implemented to understand its technical and behavioural properties. The
ransomware framework was designed based on the results of a static analysis
of the well-known Linux crypto-ransomware Erebus. The proposed customised
crypto-ransomware can encrypt local databases, backups, logs, files and much
more. From the system performance measurements, it can be concluded that
the system-related activity parameters (e.g., resources) appear to be significant
indicators of the abnormal behaviour caused by crypto-ransomware attacks in
IIoT edge gateways, more than for similar attacks in IT workstations. This
occurs because of the architecture of the gateway CPU, which is optimised for
low-activity embedded systems and for which processing ransomware-like software
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is very unusual. Importantly, the performance of these features was clear, strongly
indicating the merit of these features and the increased performance possible
when combined with other features from different sources and used as the basis
for ransomware detection models.
Various scenarios were investigated and implemented, including a logic locking
scenario if the victim decided not to pay the ransom. The logic lock deactivates
a sensor controlled by the IIoT gateway to prevent it from sending values,
considerably affecting the system’s safety, reliability and resiliency. The discussion
and experiments in this chapter indicate that the traits of an IIoT edge gateway
can provide an attacker with significant means to extort victims and facilitate
its mission in performing various harmful activities. After proving and providing
a PoC for targeted ransomware attacks, in the next chapter, the presented IIoT
testbed prototype catalogued in Section 3.4 of this chapter is extended to create
a high-fidelity holistic end-to-end IIoT security testbed as explained in Chapter
4. The testbed will then be used in Chapter 5 to generate accurate data about
targeted ransomware activities and the normal behaviour of brownfield IIoT
systems.
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CHAPTER

4

Development of Holistic End-to-End IIoT
Testbed for Security Testing

Parts of this chapter are published in:
-Al-Hawawreh, M., and Sintikova, E. (2020).
Developing a Security Testbed for Industrial Internet of Things.
IEEE Internet of Things Journal [229].

4.1

Overview

Achieving security for IIoT is a critical and non-trivial task, and, in particular,
more attention is required for brownfield IIoT systems. This is a consequence
of their legacy devices’ long lifecycles, which were initially designed without
considering security and IoT connectivity. However, they are now becoming
more connected and integrated with emerging IoT technologies and messaging
communication protocols. Deploying today’s security methodologies and solutions
in brownfield IIoT systems is not viable, as security solutions must coexist with
these systems by tackling their heterogeneity challenges and interoperability
requirements. Therefore, there is a need to infuse these systems with new security
solutions to protect them and mitigate potential risks.
To develop new, efficient and holistic security solutions, particularly for an
advanced attack, such as targeted ransomware, there is a need to understand
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the functional requirements and operational behaviour of these systems, as
well as understand their attacks vectors and behaviours [44, 230]. Performing
offensive actions and testing sophisticated attacks on real systems and production
environments can significantly affect IIoT systems and threaten human safety.
Further, most IIoT implementations are private projects and are not available
for security testing [231, 25, 232]. This necessitates a realistic standardised IIoT
testbed that can be used as an optimal format to help researchers test sophisticated
attacks, generate and collect more accurate data about real IIoT systems and
their attack behaviours, and measure the credibility of security solutions.
Although there are numerous IoT testbeds [233, 234, 235, 236, 237, 238, 239,
240, 241, 242, 243, 244], they cannot be used to test IIoT systems’ security
(particularly brownfield). This is because IIoT systems have tight integration
between OT and new IT technologies, with unique and key characteristics that, as
explained in Chapter 2, differentiate them from other IoT systems, such as safety,
reliability, resiliency, security, privacy and automation [245, 1]. Hence, there is a
need for holistic IIoT testbeds that represent the key components and functions of
these systems for testing attacks and collecting data precisely. Developing a testbed
for IIoT systems, particularly brownfield ones, is considered a significant challenge
because these systems are mainly composed of legacy heterogeneous devices,
communication layers, and applications that must be integrated comprehensively
to achieve high fidelity. Therefore, this chapter addresses these challenges by
extending the IIoT testbed presented in Chapter 3 and developing a holistic
end-to-end IIoT security testbed.
The main contributions of this chapter are as follows:
1. A new generic and holistic end-to-end IIoT security testbed, called BrownIIoTbed, is designed and developed. It focuses on recent IIoT connectivity
protocols and interoperability- supportive devices of brownfield systems
because they are the most essential for obtaining new security solutions and
a testbed for evaluating those solutions.
2. Brown-IIoTbed is implemented with accessible open source software and
cost-affordable hardware to make it easy to reproduce by other researchers.
3. A statistical data analysis is conducted to ensure and demonstrate that the
testbed’s data are as accurate as possible.
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4. Various simple and advanced security threats based on the STRIDE model,
as well as security evasion/reverse shell backdoor against router/firewall,
are investigated and tested to demonstrate the feasibility of Brown-IIoTbed.
5. An example of malicious payload hunting and intelligence as a proactive
security solution (early detection) is presented and tested in Brown-IIoTbed.
6. A comprehensive analysis and comparison of existing testbeds with BrownIIoTbed is provided.
Chapter 4 is structured as follows. Section 4.2 presents the literature review
of the study. Section 4.3 discusses and presents the design architecture and the
full software and hardware components. Section 4.4 presents the testbed’s setup
in a secure and isolated laboratory, and describes examples of its implementation.
Sections 4.5 and 4.6 present an evaluation of the testbed’s performance and
security testing and analysis scenarios. Finally, in Section 4.7, a comparison of
the proposed testbed and existing ones are presented and discussed, followed by
the conclusion of this chapter in Section 4.8.

4.2

Justification of the Need for New IIoT
Security Testbed

Researchers have presented several IoT/IIoT testbeds to validate their hypotheses
related to various issues in these systems. For example, Patel et al. [233]
investigated the challenge of designing robust IoT applications, such as smart
traffic and lighting. In their testbed, the authors used an MQTT protocol and
Kafka-software platform to transfer data and visualise them in a dashboard to
provide knowledge about these applications. In related work, Choosri et al.
[234] presented a traffic management system testbed to investigate how IoT
technologies can be applied to solve the practical requirements for human-oriented
traffic control. They used a Java-based application to control RFID readers
tagged to vehicles. Deshpande, Pitale, and Sanap [235] developed a testbed
for detecting abnormal signals in an industrial automation system. They used
sensors (e.g., temperature and pressure) that sent analogue signals to an Android
smartphone using Bluetooth. Although the testbeds discussed above represented
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IoT applications effectively, these testbeds do not represent complete IIoT systems
and are not designed for security purposes.
Similarly, Merchant and Ahire [236] introduced a simple industrial automation
system testbed for monitoring the blade-ageing system of a cutter tool. Narrow
band IoT testbed was presented by Ugwuanyi et al. [237]. The main goal of
this testbed was to analyse and test the performance of different narrow band
IoT devices and base stations in 4G and 5G applications. Their experiments
demonstrated the efficiency of such technologies for remote control industrial
applications and the necessity of providing the appropriate security mechanisms.
A tow-tier fog computing testbed for streaming IoT applications was presented
by Nguyen et al. [238]. They used a Raspberry Pi single-board computer as a
fundamental building block and Apache Kafka for stream management, Hadoop
HDFS for storage, and Apache Spark for real-time stream and big data processing.
They simulated IoT devices for representing smart parking applications. The
main goal was to investigate the possibility of real-time streaming processing and
large-scale data analytics at fog layers and without the need for a cloud layer.
The testbeds mentioned above provide only a segment of the end-to-end IIoT
system, and are designed for specific use and not appropriate for security testing.
Further, few labs globally have developed large-scale open IoT/IIoT testbeds to
test new devices, applications and technologies. For example, IIC [239] introduced
‘INFINITE’ as an innovation for building a software-defined infrastructure testbed
to drive the growth of IIoT and facilitate a process for testing new applications.
INFINITE involved multiple platforms across mobile, cloud, sensor and analytics.
It has been deployed in Ireland and includes multiple IIoT service providers. The
Federated Interoperable Semantic Testbed and Applications (FIESTA)-IoT [240]
provided large-scale experimental infrastructure for heterogeneous IoT technologies
through 10 testbeds distributed around the world. It included a smart Santander
for a smart city, a Smart Institute of Communication Systems for a smart building,
Sound City (SC) for collecting data from smart mobiles, KETI, ADREAM, FINE
and Network Implementation Testbed Open Source for smart buildings. In
addition to EXTEND for sea and underwater environments, Tera.4Agri is used
for smart agriculture and Real Data Center for the energy consumption of data
centre solutions. Such testbeds focus mainly on collecting various data types
based on different communication technologies, including Wi-Fi, LTE, WIMAX,
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Zigbee and 4G/5G terminals, and do not support security testing. Another open
IoT testbed is Japan-wide Orchestrated Smart/Sensor Environment (JOSE) [241].
JOSE concentrated on collecting data from multiple wireless networks, each of
which represented a specific IoT service and used virtual machines for its storage
and computations. In addition, various communication protocols were used to
connect sensors and gateways with middleware and virtual networks, including
wireless LAN, LTE and 3G. All the testbeds discussed above concentrate only
on testing applications and collecting IoT data, and most do not provide clear
descriptions of their configurations and components. Importantly, they were not
designed for security testing purposes, making it challenging to create intrusion
or attack data.
Although security is one of the significant challenges for IoT/IIoT deployments,
few studies have focused on developing IoT/IIoT security testbeds. For example,
Siboni et al. [242] presented a security testbed capable of testing various IoT
devices and physical access media, including Wi-Fi, Zigbee, and Bluetooth. They
examined various security scenarios such as discovering IoT devices’ vulnerabilities,
detecting anomalies using machine learning, and evaluating testbed’s resilience
against denial of service (DoS) attacks. However, their proposed testbed focused
only on IoT devices and specific physical access media. It also provided an
industrial IoT scenario, particularly a closed control loop, using only a simulator
that does not reflect the realistic IIoT scenario. Berhanu, Abie, and Hamdi [243]
presented security testbed for smart health applications. In their experiment, data
were collected from multiple sensors via smartphones, sent to a storage device
and then displayed for end-users through multiple interfaces. This testbed was
specially designed to validate and test energy consumption for healthcare devices.
Although security is one of the most significant challenges for IoT/IIoT
deployments, few studies have focused on developing IoT/IIoT security testbeds.
For example, Siboni et al. [242] presented a security testbed capable of testing
various IoT devices and physical access media, including Wi-Fi, Zigbee and
Bluetooth. They examined various security scenarios, such as discovering IoT
devices’ vulnerabilities, detecting anomalies using machine learning, and evaluating
testbeds’ resilience against DoS attacks. However, their proposed testbed focused
only on IoT devices and specific physical access media. It also provided an IIoT
scenario, particularly a closed control loop, using only a simulator that did not
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reflect the realistic IIoT scenario. Berhanu, Abie, and Hamdi [243] presented a
security testbed for smart health applications. In their experiment, data were
collected from multiple sensors via smartphones, sent to a storage device and then
displayed for end-users through multiple interfaces. This testbed was specially
designed to validate and test energy consumption for healthcare devices. Moreover,
Hossain et al. [244] introduced a distributed testbed provider and multiple
users, which end-users could rent to deploy their devices or conduct IoT research
experiments. The authors argued that, as their testbed was designed based on
cloud services, it provided these services through users registering to allocate
resources managed and monitored using the management components. The testbed
was evaluated based on a process of allocating various IoT-simulated devices, with
the results showing that it could provide a reasonable and manageable performance,
despite some clients possibly facing a short delay in reserving their demand for
resources. However, evaluating its performance based only on simulated devices
does not represent real systems and their conditions; thus, this prototype cannot
be considered a real service.
In summary, although there is a great deal of literature available on developing
testbeds for IoT and IIoT systems with different objectives, most existing testbeds
are not suitable for IIoT security testing. The main reasons for this are as follows:
1. Most existing testbeds focus on collecting data using various sensor types
deployed in wireless sensor networks and supporting only wireless communications. Others depend on simulators to model the data of IoT/IIoT devices,
and some involve specific target applications. Hence, they do not represent
realistic IIoT systems or consider their key components.
2. Open testbeds and those presented as service prototypes are confronted by
the difficulty of authenticating valid users and offering only restricted access
to some collected data because of privacy concerns. They are also highly
complex and cannot be adapted to satisfy users’ requirements for security
testing.
3. Almost all existing testbeds cannot guarantee the fidelity of IIoT systems,
as they do not follow a standard architecture model.
4. Existing IoT testbeds cannot be used to test security issues related to
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industrial systems, since IIoT systems have special requirements regarding
safety, resilience and reliability.
5. The interoperability of IIoT systems using various messaging or connectivity
protocols and the integration between legacy control systems and IoT
technologies have not been represented in existing testbeds.
Therefore, as there are critical gaps, developing a testbed that focuses on providing
a simple and accurate end-to-end IIoT testbed with a high level of fidelity is
necessary. This chapter presents a holistic end-to-end IIoT testbed, named
Brown-IIoTbed, with a major focus on brownfield systems, for security testing. A
detailed comparison between Brown-IIoTbed and other existing testbeds based
on many criteria will also be presented in Section 4.5 of this chapter.

4.3
4.3.1

Design and Development of the Testbed
Description of Brown-IIoTbed Architecture

As discussed in earlier chapters, the IIRA model was used in this thesis as a
reference model to build a more realistic IIoT testbed. The distilled architecture
model from IIRA (as described in Chapter 2) focuses totally on the basic
characteristics and cross-cutting features of any IIoT system implementation
and can be described as follows. First, it emphasises a closed control loop, which
is clearly defined at the edge tier, for collecting and analysing data and controlling
the system. Second, it has a large-scale closed control loop in an IIoT system that
includes all the system’s tiers (i.e., edge, platform and enterprise) and uses the data
collected from the physical control systems for analysis at the corporate/cloud data
centre servers. Third, it makes a smart decision regarding the operational process
and eventually concentrates on influencing the systems in the edge tier. Finally,
it emphasises the interoperability features in IIoT implementations, such as the
interoperability between various messaging communication protocols, networks
or types of devices, and the interoperability among systems (i.e., the system of
systems) so that a one-IIoT system can use the cloud data collected from different
IIoT systems. However, the interoperability among multiple IIoT systems will not
be considered in this research study, as the main focus of this thesis is providing
an IIoT testbed for security testing, rather than system integration.
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Figure 4.1 illustrates the architecture of Brown-IIoTbed based on the IIRA
model. This is a generalised prototype, which means that any sensor, actuator or
industrial control device (such as PLC, RTU and I/O devices) can be involved
in it. Moreover, to provide more flexible capabilities for performing various IIoT
applications and security tests, any relevant simulator can be used as a physical
system. In addition, the testbed can include different human interfaces, including
laptops, PCs, smartphones and tablets, to provide interactions with edge devices
and visualisations of data analytic. The testbed is divided into the following
zones:
Platform Tier

Edge Tier

Physical industrial control devices zone
Edge mobile service zone

Edge gateway zone
Enterprise service zone

Enterprise Tier

Cloud zone
LANs, and router/firewall zone

Figure 4.1: Testbed architecture based on IIRA model

• Physical assets/field devices zone: Whenever physical assets/field
devices are represented, the device and/or simulator deployed should behave
similarly to the actual system and have a deterministic scan cycle, response
time and accurate response for each input provided. The cyber-physical links
and access medium between these devices and other system components
should represent the actual medium and communications of the systems
deployed. Therefore, various industrial physical assets/field devices have
been used, each of which achieves the closed control loop required by the
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IIRA model. As shown in Figure 4.1, a PLC—a master device that uses
the Modbus protocol—is connected to an I/O slave device represented by a
physical analogue sensor and actuator. The PLC device is also connected
using the Modbus/TCP protocol to the edge gateway. Two I/O slave
devices with two different serial Fieldbus protocols have also been used.
They represent digital sensors and actuators that are controlled directly by
the edge gateway as a master device. Further, a simulator has been used
(developed JavaScript script) to act as the sensor, controller and actuator.
• Edge gateway zone: An edge gateway plays a critical role in supporting
M2M communication, collecting data from various physical devices, storing
data as a time-series database (local data historian) and sending them to
the cloud. It also acts as a microcontroller for I/O devices and a master
device for PLC at the same time, as well as supporting the interoperability
and integration of various communication protocols and different legacy
systems. It can also provide a local SCADA or API system as a web service
for monitoring and controlling these physical processes and devices [222].
• Edge mobile service zone: A mobile device runs at the edge tier to
provide H2M and M2H communications. It represents the smartphones
and tablets used by connected workers and their onsite supervisors. The
connected workers can use a mobile application to wirelessly access the
physical devices using the edge gateway to read data, send commands, check
the actuators’ status and perform specific Python scripts for maintenance
after receiving a notification from the edge gateway. The onsite supervisor
can use the tablet as a web interface device to access the statistical figures
and data analytics (i.e., as a mobile SCADA client).
• Local Area Networks (LANs), router and firewall zone: The edge
gateway connects with local networks that provide local SCADA and various
simple IT services in wired and wireless forms. For example, it connects with
a mail server to send email notifications to connected workers and IT-PC to
provide local management and maintenance for edge devices. A router has
been used to communicate between the edge systems and the external world
(i.e., WAN). This router also has firewall capabilities to achieve high-fidelity
security testing, as the edge physical devices and systems cannot connect
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directly with the internet without accessing a control list.
• Cloud zone: The cloud platform consists of a broker that connects with
the edge gateway to receive the measurements and states of the physical
assets/field devices and a data historian to store the values that fall outside
the predefined deadband, with only the significant data sent to the cloud to
reduce the amount of bandwidth used and provide real-time processing at the
edge gateway [222]. However, Brown-IIoTbed presents various scenarios for
collecting data, including the deadband and deterministic values, stored in a
usable and searchable way (i.e., in an indexed database) to allow analyses or
machine learning processes to be performed to make further decisions. The
cloud application provides the analytics results and statistical data graphs
as a service. It helps transform the raw data into the valuable information
sought to satisfy the requirements of other IIoT applications.
• Enterprise service zone: One of the main objectives of an IIoT system is
to provide remote monitoring and control. Therefore, the development and
deployment of APIs or Web-SCADA interfaces offer remote monitoring and
real-time data visualisation, such as sensor data, actuator status, current
set-point values, statistics and graphs. These interfaces can be accessed
using any web browser via any computer or mobile device. Another task
that could be performed at this zone is the remote technical maintenance of
edge physical devices by control systems’ individuals.

4.3.2

System Components and Structure of Brown-IIoTbed

The testbed environment illustrated in Figure 4.2 shows the hardware, software
and communication protocols used in Brown-IIoTbed implementation:
• System hardware components: At the edge tier, two Raspberry Pi and
one Arduino mega 2560 devices have been used to act as an edge gateway,
PLC and I/O device, respectively. These electronic devices are pervasive
IoT devices with multiple I/O pins, and are easy to use and affordable.
Moreover, one analogue and one digital sensor—(−40◦ C to + 125◦ C) and
DS18B20 (−55◦ C to +125◦ C)—provide various temperature reading values.
The focus is on performing a closed loop temperature controller, which is
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Figure 4.2: Structure of the Brown-IIoTbed

considered part of most existing ICSs [246, 247]. To provide a variety of
measurement readings, a pressure sensor (MPL3115A2) is used to obtain
both pressure (20 to 110 kPa) and temperature (–40◦ C to 85◦ C) values.
Various LED devices have been deployed as actuators representing the
controlling parameters that can influence the closed control loop, such as
switching on/off pump relay or valve. In addition, mobile devices, such
as iPhones and Android tablets, have been integrated into this testbed to
provide connectivity with the edge gateway. LANs have been represented
by laptop and PC devices connected to the edge gateway by a Wi-Fi access
point and physical switch (i.e., a 2810-24G managed HP Ethernet switch).
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A HP server has been used to establish a WAN and the external world by
providing various devices and a router/firewall.
• System software components: Various open-source software tools freely
available online have been used to perform specific tasks. An OpenPLC
server has run on a Raspberry Pi B+ device and connected to an OpenPLC
software (C++ code) slave that has run on an Arduino Mega 2560 device.
The OpenPLC [248] is an open-source, fully functional PLC that supports
Modbus/TCP connectivity and ladder logic as a programming language for
process control. A simple ladder logic program has been created to read the
values from an analogue sensor, process them based on a function block, and
react by sending a command to the actuator. A Node-Red [249] application
has been used to perform the functionalities of the edge gateway. This is a
programming tool for wiring together hardware devices, APIs and online
services with multiple libraries for connecting physical devices, such as a
Modbus PLC, digital sensor, LED and many more. Multiple Node-Red
flows (JavaScript codes) have been created to perform the edge gateway’s
functionality and connect the PLC, I/O devices and other physical assets to
the edge gateway and the external world. Further, additional flows have been
created to store real-time data (data historian), analyse them, control I/O
devices, and simulate a closed control loop to provide different limited-range
random values of temperature, pressure and humidity measurements. The
Node-Red application also helps establish an API and Web-SCADA.
The edge gateway has run txThing CoAP [250], Apache2 web server, MySQL
database, Secure Shell (SSH), Dnsmasq (for providing DNS, Dynamic Host
Configuration Protocol, router advertisement and network boot) and Host
access point daemon (Hostapd) to provide access points for wireless mobile
devices and other services for end-users, as well as physical control devices.
VMware workstation pro [251], a virtualisation tool, has been used to create
multiple virtual machines at a Windows laptop and PC. The laptop has
provided mail service and CoAP client scripts. The hMailserver [252] has
been run on a Windows virtual machine to provide SMTP mail services, with
Python scripts used on another Windows virtual machine to simulate CoAP
client behaviour. The virtual machines on the PC provide management
(Windows) for various services and internal attack tools (i.e., Kali Linux).
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The iPhone mobile devices have used three applications installed from
the App Store: the ‘CoAPClient’ app for connecting to the CoAP server,
Shortcuts app for creating repeated scripts over SSH, and Mail app for
receiving notifications from the edge gateway as email. The tablet device
runs on a Chrome web browser to access Web-SCADA, and the ESXi
6.7 hypervisor is used for virtualisation. Multiple virtual machines have
been created to act as a virtual router/firewall with pfSense software [253],
alongside a cloud server running a mosquito MQTT broker [254] to receive
data from the edge, MySQL to store the received data in an indexed database,
and a shiny server with the R language [255] to create a cloud data analytics
application, while other virtual machines act as an API, Web-SCADA,
remote maintenance and external attacker tool (i.e., Kali Linux). The
virtualisation technique has been adopted, as it is often inexpensive, reduces
the amount of equipment required and simplifies the physical compositions
of systems. The iMacro [256] has been used to automate the behaviour of
humans on web interfaces and Python scripts for automating SQL clients.
• Communications and physical links: In this implementation, the
heterogeneous connectivity IIoT protocols and different physical media
have been used. For physical media, both wired and wireless communication
(Ethernet IEEE 802.3 and Wi-Fi IEEE 802.11, respectively) have been
employed. The PLC, PC and WAN devices have been configured to use
the former, and the mail server, CoAP simulator and mobile devices the
latter. The edge gateway has been configured to use both. The legacy
industrial protocol Modbus/TCP—the most common industrial protocol
in brownfield implementations—has been used to connect the PLC device
to the edge gateway. The Modbus serial has been employed to connect
the Arduino/slave device to the PLC (the Raspberry Pi B+/master). The
fieldbus serial communications I2C and 1-wire have connected the sensor
and actuators to the edge gateway as I/O devices. The DNS and CoAP
protocols have enabled a mobile device to connect to the CoAP server and
access point at the edge gateway. The SSH protocol has been used in most
devices deployed to perform remote access and management. The MQTT
protocol has published data to the cloud server, and WebSocket has accessed
APIs from mobile devices and the local API-edge gateway monitor. The
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HTTP protocol has been used for Web-SCADA from an external network
(WAN), SMTP and IMPA to send and receive email notifications and SQL
to access a local data historian.

4.3.3

Cases Using Brown-IIoTbed Functionalities

Uses of the proposed testbed are discussed in the following examples of cases
of generalised and non-specific systems. They concern the complete proposed
system and are aimed at illustrating the feasibility of the proposed testbed,
Brown-IIoTbed, as the main focus of this chapter is on hardware and software
implementations for security testing:
• Case 1. Quick check-up and response using a mobile application:
A connected worker uses his/her mobile application to send a request to
the edge gateway over the CoAP protocol-wireless network, asking for the
current reading value of the I2C sensor. He/she can also send a command
to switch on/off the actuator (that is, the I-wire LED) at any time.
• Case 2. Notification and warning via email: The edge gateway
connects to the local mail server to send an email notification via the SMTP
protocol to a connected worker’s mobile. This email confirms that a specific
command has been sent to the actuator or initiates a warning that the
sensor values have exceeded a predefined threshold.
• Case 3. Running Python script to log on to the edge gateway and
repair malfunction: A connected worker uses an iPhone mobile device to
connect to the edge gateway over the SSH protocol and run Python scripts
to repair a specific physical device malfunction, such as disabling a pump
relay (i.e., LED), onsite with no need for any manual action.
• Case 4. SCADA alarm and notification pop-up: When a pump valve
is opened or closed (i.e., switch on/off LED) based on a decision received
from a PLC or microcontroller, a message appears in the Web-SCADA
interface.
• Case 5. Checking and monitoring physical control systems onsite:
The onsite supervisor uses an Android tablet to access the SCADA interface
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via the WebSocket protocol and can also view real-time data graphs, current
values, and the actuator’s status using a mobile SCADA.
• Case 6. System monitoring: The edge gateway provides local SCADA/API
systems over the WebSocket protocol that enables an operator at the edge
level to monitor the connected industrial physical systems and control them
locally.
• Case 7. Maintenance of IIoT edge gateway: The IT team can remotely
access the edge gateway using the SSH protocol to perform the processes
required for technical maintenance.
• Case 8. Remote tuning of PLC parameters: Operators at the
enterprise level can access a Web-SCADA over the internet (over HTTP
protocol) using their authentication credentials and change the predefined
values of the set-points of a PLC device.
• Case 9. Ad-hoc analytics for optimisation: The data analytics team
can access a cloud application to determine how frequently a specific task
related to the relevant sensor should be performed through searchable and
filtered tables.
• Case 10. Fault modelling: Through a cloud application, the data
analytics team can create graphs for the sensor data collected during a
specific period. Therefore, they can discover faults and any bias in the
sensor values that help them identify any malfunction that has happened or
will occur.
• Case 11. Addition of new devices at edge: The technical maintenance
team can remotely add a new device to the IIoT edge gateway and configure
it using the SSH protocol.
• Case 12. Malfunction in actuators: If a specific actuator does not
act according to the control command received, the operator will be able
to notice this through a Web-SCADA system to quickly fix the problem
remotely.
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• Case 13. Quick query to edge data historian: An operator sends a
query to the data historian (i.e., a MySQL database in the edge gateway),
asking about the last status of a specific actuator.
• Case 14. Remote starting or stopping of sensor: An operator can
start or stop a sensor from providing any measurement for local and cloud
data historians. The simulated sensors and their engines are shown at the
Web-SCADA/API interface, where the operator can control them.
• Case 15. Backup and recovery: An IT maintenance worker can access
the edge devices, collect the desired logs and perform a remote backup,
and potentially provide a manual recovery process for connected industrial
devices and edge gateways.

4.4

Testbed Setup and Examples of Implementation

Brown-IIoTbed has been implemented and deployed in the IoT lab of UNSW
Canberra, which provides an isolated security testing environment. As shown
in Figure 4.3, the testbed setup consists of the hardware discussed earlier,
open-source software, and communications protocols. For example, Figure 4.3
shows the installed Raspberry Pi and Arduino devices with their connected
electronics components (i.e., sensors and LEDs) representing the physical asset
and edge devices. Further, it shows the management screen of the ESXi 6.7
hypervisor, which illustrates the WAN network’s devices (e.g., cloud application
and Web-SCADA over HTTP), IT services script on the PC screen, laptop with
running CoAP client scripts, and API on Android tablet.
To illustrate the Brown-IIoTbed implementation, examples of the most important communications, operations and functionalities of the testbed are also
presented in this section. The telemetry data collected from various physical
devices have been published via an MQTT protocol to the broker. Then, a
JavaScript function has been used to parse the data, change their format, and
send them as a JSON message to the cloud broker. For example, as shown in
Figure 4.4, a published packet with 225 bytes of an MQTT message and name
[station/I2C slave] is sent from the edge gateway to the cloud broker. It consists
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Figure 4.3: Brown-IIoTbed setup

of a JSON data representation that describes critical information, such as the
device’s ID/type and measurements.

Figure 4.4: Data table in cloud application
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The edge gateway polls the data from the MPL311A2 sensor using an I2C
fieldbus protocol, parses and acts on the received data format and then sends
it in response to a connected client’s request. This communication has been
conducted over the CoAP protocol between the CoAP client’s mobile app (i.e., the
connected worker) and the txThing CoAP server/edge gateway. The connected
worker sends a ‘GET’ request to the resource path to read the sensor values, and
sends a ‘PUT’ request to change the actuator’s states (switch on/off). To perform
this communication between a CoAP client and server, the original txThing
code was modified, and a new specific code for polling and acting on I2C sensor
measurements was developed, as shown in Algorithm 4.1.
Algorithm 4.1 Generating COAP message
Input: Request
Output: Response
1: Data = Read I2CDataBlock (0x60, 0x00,6)
2: Var temp value = Read Temperature Register ( )
3: temp value = ((Data [4]*256) + (Data[5] & 0xF0))/16
4: CelsiusTemp = temp value / 16.0
5: Var pressure value= Read Pressure Register( )
6: Pressure value = (( Data[1]*65536) + (Data [2]*256) + Data [3] & 0xF0))/
16
7: Pressure = (Pressure value / 4.0 ) / 1000.0
8: Payload = String (“Device Name”;
“MPL3115A2”, “data”:
“Ctemp”:“Celsius:” CelsiusTemp, “Pressure”: “Pascalpre”: Pressure
9: Response = CoAP.Message (code = COAP.Content, payload = Payload)
10: Return Response

Figure 4.5 is a screenshot of the cloud application table for ad-hoc analytics.
The data collected at the cloud data historian can be accessed using this application
and simultaneously filtered based on various factors. For example, the time-series
data can be filtered based on the time interval between 2019-07-12 08:35:45.680
and 2019-08-09 10:41:30.000.
Figure 4.6 shows the Node-Red flows created to connect a PLC with the edge
gateway and other components, with the data register as the object on the right
side. The three registered addresses are received as voltage values on which the
edge gateway can act and change the format to Celsius values (using a JavaScript
code). This new data format can be passed to other system components, such as
being published to the cloud server using the MQTT client node.
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Figure 4.5: Data table in cloud application

Figure 4.6: Modbus/TCP readings of Node-Red flows

Figure 4.7 illustrates the SCADA interface and its key functions in supervising and controlling the physical control systems. For example, changing the
set-points,switching the actuators off/on, and monitoring real-time measurement
and current readings can be done remotely using the Web-SCADA interface.
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Figure 4.7: Web-SCADA interface

4.5

Testbed Performance Evaluation and
Validation

Brown-IIoTbed was successfully tested with connected wired and wireless devices.
To validate and evaluate its performance, a conceptual model and statistical data
validation methods were used [257], as there is no publicly available IIoT system
or reliable data to perform a comparison and provide an evaluation based on
them. Typically, the conceptual model is used to ensure that the model or testbed
design (structure) has been done with sufficient accuracy by including the critical
aspects of the real-world system. Brown-IIoTbed was designed and built based
on the IIRA model, emphasising the key characteristics and requirements of any
IIoT system, as discussed in the earlier sections of this chapter. This design, in
turn, provides high fidelity in the system’s functions and its generated data and
performed processes.
Statistical data analysis was also conducted to ensure that the testbed’s data
are as accurate as possible. The edge gateway network and system activities were
considered, since the edge gateway is the central point of the Brown-IIoTbed at
which the physical and cyber systems are connected. Figure 4.8 shows the edge
gateway CPU load of almost around 50%, which rarely peaks over 75%. Figure
4.9 shows that the system makes suitable use of memory, where the total memory
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use is limited to less than 45%. Metrics related to the system’s I/O activities are
shown in Table 4.1. As can be observed, the workload of transfer, read and write
requests per second (with average values of 15.11, 6.13 and 8.98, respectively) is
much lower, which in return has an efficient effect on the process response time.
Overall, the edge gateway system (Raspberry Pi 3 B+ with quad-core processor
CPU) seems to work well.

Figure 4.8: Edge gateway system CPU Load

Figure 4.9: Edge gateway system memory utilisation

Figure 4.10 shows the average network throughput in gigabit per second
124

(Gbps) over a time interval (seconds). It can be seen that the average throughput
drastically increases, and its values are high. For example, the average throughput
value at a time interval of 3,600 seconds (i.e., the successfully transferred data
rate in period 3,000 to 3,600 seconds) is approximately 5108 Gbps. Other network
data analytic metrics are also shown in Table 4.1, such as the average packet size,
bytes/second and bits/second, which have values of 2,153 bytes, 617 BK/s and
4,941 KB/s, respectively.

Figure 4.10: Network Throughput over time interval

To ensure the full connectivity and acceptable QoS for the IIoT network, it
is essential that the jitter—describing the variance in the time delay between
packets over time—does not exceed the specific tolerable value. This value varies
in different applications; however, according to Cisco [258], the jitter value should
be below 30 ms, and this value may roughly fit IIoT data streams. In this
implementation, it can be clearly observed from Figure 4.11 that most of the jitter
values over time are expected and less than 30 ms. In light of these jitter values
with existing wireless communication and the capabilities of the edge gateway
device (i.e., Raspberry Pi 3 B+), it can be stated that the Brown-IIoTbed network
performs well.
A response time (i.e., the sum of transport latency and processing time) is
another important metric that has a bearing on QoS and must be kept under
control. Table 4.1 shows the average response time for the key Brown-IIoTbed
application protocols. For example, the response time of Modbus varies over
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Figure 4.11: Network traffic Jitter over one hour

time, but the average value is 10.94 ms. This value fits the Modbus TCP
recommendation for maintaining its value below 20 ms [259]. The HTTP takes a
longer time, around 346.95 ms, as it goes through the router and firewall on its
way to the edge gateway. However, it is still below the recommended limit value
(one second). Other services also provide acceptable response time, including local
DNS, CoAP, SMTP and serial fieldbus I2C, which take 0.201 ms, 7.38 ms, 12.3 ms
and 1.34 ms, respectively. For the MQTT protocol-a publish-subscribe protocolthe publishing (QoS=2) handshake time between client and broker (i.e., ‘publish
message’, ‘publish received’, ‘publish release’ and ‘publish complete’ packets) was
considered. The interval time between ‘publish message’ and ‘publish complete’
packets takes around 8.6 ms in this implementation. WebSocket also starts its
connection by HTTP handshake, and then data are exchanged as frames over
WebSocket protocol in persistent connection. Hence, the WebSocket response
time was calculated based on HTTP, and takes around 10.18 ms. Arguably, this
convenient level of service response times means low transport latency, appropriate
network bandwidth use and reliable QoS.
In summary, it can be concluded that Brown-IIoTbed functions well and in a
predicted and accurate manner. This performance occurs because Brown-IIoTbed
was designed to support edge computing (using an edge gateway), which provides
faster process and storage, and sends only the relevant data to the cloud. Further,
it highly depends on emerging application protocols, such as MQTT, CoAP and
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Table 4.1: Brown-IIoTbed performance metrics over one hour
Avg. Packet size (byte)

2,153

Avg. bytes/s (kilobyte)

617

Avg. bits/s (kilobyte)

4,941

Avg. number of transfer requests/second issued to physical device

15.11

Avg. number of read requests/second issued to physical device

6.13

Avg. number of write requests/second issued to physical device

8.98

Avg .Modbus.Response time (ms)

10.94

Avg.CoAP response time (ms)

7.38

Avg.HTTP response time (ms)

346.95

Avg. DNS response time (ms)

0.201

Avg .I2C response time (ms)

1.34

Avg. MQTT publish (QoS 2) message handshake time (ms)

8.6

Avg. SMTP response time (ms)

12.3

Avg.WebSocket HTTP response time (ms)

10.18

WebSocket, designed to reduce network overhead, address latency and bandwidth
problems, and provide QoS options.

4.6

Security Testing and Analysis using the
Testbed

Each component of an IIoT system has a broad attack surface and may be a target
for various cyberattacks. To demonstrate the feasibility of the proposed testbed
for security testing, the following attack scenarios were studied via experiments.

4.6.1

Security Threats based on STRIDE Model

The Microsoft threat model ‘STRIDE’ [13] (Spoofing, Tampering, Repudiation,
Information disclosure, DoS and Elevation of privilege)—the most common threat
model—was adopted to describe various attack types. For the sake of brevity,
only one attack scenario was tested for each attack type:
• Test Case 1: Spoofing attack (S)-Address Resolution Protocol
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(ARP) spoofing scenario: In this attack, the attacker sends faked ARP
messages over a local network to link the attacker’s MAC address with the
IP address of the victim’s device [260]. Here, the attacker can be between
the edge gateway and router in the same network. The attacker begins to
poison the edge gateway’s ARP cache so that all the traffic from the edge
gateway to the router passes via the attacker’s machine. Figure 4.12a shows
an example of HTTP traffic before ARP spoofing, where the Ethernet frame
originates from the edge gateway with a MAC address of b8:27:eb:61:e5:14 to
the router interface with a MAC address of 00:0c:29:6e:a7:ca. Figure 4.12b
shows the same HTTP traffic after ARP spoofing, in which the frame has a
different MAC address—that of the attacker’s machine of 00:0c:29:5b:a2:99.
Through this process, the attacker can perform more malicious activities,
such as preventing data from being sent to their destination or injecting
false data or commands.

(a) Traffic from edge gateway to the router before ARP spoofing

(b) Traffic from edge gateway to the router after ARP spoofing

Figure 4.12: ARP spoofing attack

• Test Case 2: Tampering attack (T)-poisoning data analytic at
cloud: A tampering attack is based on the modification of data exchanged
between the client and server [261]. This attack can occur between the cloud
broker and edge gateway (as a publisher). An attacker sends false data to
the cloud to fake the sensor measurements. This injection is performed by
a MitM attack that modifies the data-in-transit. Figure 4.13 shows two
superimposed curves in plots of pressure measurements over time. One is
the data collected from the local data historian at the edge gateway, and
the second curve is the data collected from the cloud data historian subject
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to tampering. The false data were fabricated such that they changed slowly
to evade mechanisms for anomaly detection. This attack can continue for a
long time, as various data values are injected to affect the decision-making
process.

Figure 4.13: Cloud data tampering

• Test Case 3: Repudiation attack (R)-sending fake notification
and denying it by compromised edge gateway: A repudiation attack
happens when the user denies the fact that he/she has executed a specific
action [262]. In this experiment, this could be performed by the edge gateway.
The edge gateway often sends a notification to a connected worker, which
can be exploited by an attacker sending fake notifications (as opposed to
real ones). When a worker realises that an email notification is not real,
the edge gateway denies sending it. For example, the Node-Red library
sends an email to a connected worker, with each activity recorded in the
Node-Red logs. The attacker can compromise the edge gateway and use a
Python script to connect to an SMTP server by harvesting credentials and
email accounts from the edge gateway. Afterwards, the attacker can send a
fake notification to the connected worker, which will be denied by the edge
gateway, as this activity cannot be seen in the Node-Red logs. However,
with adequate auditing and logs of the edge gateway, as shown in Figure
4.14, this activity can be proven. It was conducted by the edge gateway
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using a Python script, which indicates that it was due to either another
legitimate user or a malicious one.
Aug 13 18:12:05 raspberrypi sudo:pi: TTY=pts/1; PWD=/home/pi
;USER=root; COMMAND=/usr/bin/python fakeemail.py
Aug 13 18:12:05 raspberrypi sudo:pam unix (sudo:session):session opened for
user root by (uid=0)
Aug 13 18:12:06 raspberrypi sudo:pam unix(sudo:session):session closed for
user root
Aug 13 18:15:01 raspberrypi CRON [1736]:pam unix(cron:session): session
opened for user root by (uid=0)

Figure 4.14: Authorisation Log

• Test Case 4: Information disclosure attack (I)-injecting edge
gateway and sniffing Fieldbus I2C protocol: This type of attack
aims to acquire specific information about the system [263]. For example,
an attacker can monitor and capture the traffic between master and slave
devices using sniffing scripts to understand the conversation between the
endpoints and use the collected information for advanced attacks. Figure
4.15 shows the traffic between the edge gateway (a master device) and the
MPL3115A2 sensor (a slave device) captured by a sniffer (i.e., Python script),
where ‘[′ is a start, Acknowledgment ‘+′ or nor ‘−′ , address (7 or 10 bits),
Read/Write bit (1 = Read, 0 = Write), ‘xx’ two hexadecimal characters for
each data byte and ‘]′ for a stop. For example, the second part of the message
‘[C0+01+[C1+5C +84+70+17+F 0+00−]’ shows the read command issued
by the master device to the slave’s standard address (C1 [0x60 plus read
bit]) for the 6 data bytes 5C, 84, 70, 17, F0 and 00. Using this data register’s
address and the data bytes, an attacker can extract the temperature values
according to the formula (((Data[4]∗256)+(Data[5]&0xF 0))/16)16.0)—that
is, 23.9375◦ C, which could help the attacker perform advanced attacks, such
as a false data injection attack.
• Test Case 5: DoS attack scenario (D)-attacking PLC device using
Modbus/TCP protocol: In an attack performed against PLC devices,
the attacker with access to the network floods these devices with Modbus
packets by sending huge numbers of ‘read’ queries for various addresses of
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[C0+01+[C1+5C+84+70+17+F0+00-]
[C0+01+[C1+5C+84+E0+18+00+00-]
[C0+01+[C1+5C+84+90+18+00+00-]

Figure 4.15: Sample of I2C traffic

the targeted PLC [264]. The goal of this DoS attack can be to cause system
disruption and expend processing resources. Figure 4.16 shows the numbers
of packets and transfer requests from a PLC to a connected physical I/O
slave device during the DoS attack. It is clear that there is an abrupt
increase in both these measurements. However, in this implementation, the
PLC device still operates during and after the attack and demonstrates its
availability and resiliency.

Figure 4.16: Packets and transfer request/second during Modbus DoS attack

• Test Case 6: Elevation of privilege attack (E)-unprivileged subscriber to cloud MQTT broker: An elevation of privilege attack occurs
when an attacker obtains the rights of authorised users and gains a higher
level of privilege to the system [265]. A malicious subscriber can connect
to the cloud broker to obtain all the information exchanged between it and
the publishers. This attack can be considered an elevation of privilege, as
this unauthorised subscription for several topics at the same time results in
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a disclosure of sensitive information exchanged between endpoints and the
state of the broker. An MQTT subscriber for wildcard topics (# )and script
responses, as shown in Figure 4.17, displays the target broker in its raw
format, where the broker’s ‘Mosquito version 1.4.15’, its states and the most
recent published messages (such as the data received from a PLC Modbus)
and simulated devices are highlighted.

$SYS/broker/subscriptions/count: 20
$SYS/broker/load/bytes/sent/1min: 4921.41
station/PLC:{“Device ID”:“Slave 2”,“Device Type”:“PLCMODBUS”,
“Measurement”:“16.407”,“Function”:“PLC Temperature Sensor”,“Content
Type”:“Temperature”}
$SYS/broker/version: mosquitto version 1.4.15
$SYS/broker/bytes/sent: 31348
$SYS/broker/load/connections/5min: 1.32
$SYS/broker/timestamp: Tue, 18 Jun 2019 11:42:22 -0300
station/sensor1:{“Device ID”:“Slave 4”,“Device
“Type”:“sensor-1”,“Measurement”:17.65,“Function”:“Sim-humditiy
Sensor”,“Content Type”:“Humditiy”}
$SYS/broker/load/messages/received/15min:27.11
$SYS/broker/heap/current: 36688

Figure 4.17: Authorisation Log

4.6.2

Security Evasion: Malicious Reverse Shell Backdoor
against Router/Firewall

Edge devices are usually protected from the external world by firewalls that specify
the IP addresses that can legitimately access their internal networks. However,
attackers can always pass such security mechanisms by identifying their weaknesses, such as misconfigurations and unpatched vulnerabilities. In the testbed’s
experiments, a pfSense router/firewall with vulnerability (CVE-2016-10709) was
used. An attacker starts its exploitation process by scanning and numerating
target devices to identify open ports and collect more system information. For
instance, the output of the Nmap command (Nmap -f –v –O 192.168.10.1) is
‘PORT STATE SERVICE 443/TCP open HTTPS and OS details: FreeBSD
7.0-RELEASE-p1 - 10.0-CURRENT, FreeBSD 7.2-RELEASE’, which indicates
the possibility of accessing the WebGUI of the router/firewall device. An attacker
can use the default credentials or perform a phishing attack to gain access to
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it and find any vulnerability that can be exploited. Another approach that can
be achieved is a directory and file traversal (web application attack), such as
using the Dirbuster tool against (https://192.168.10.1:443), to find files that may
have information related to these credentials. Based on the collected credentials
and information, the attacker can exploit the pfSense software’s vulnerability by
injecting malicious PHP codes and creating a reverse shell backdoor for command
injection with root privileges, as shown in Figure 4.18.

msf exploit(unix/http/pfsense graph injection exec) − > exploit
[*] Started reverse TCP handler on 192.168.10.151:4444
[-] pfSense version not detected or wizard still enabled.
[*] Payload uploaded successfully, executing
[*] Command shell session 1 opened (192.168.10.151:4444 − >
192.168.10.1:64609) at 2019-10-01 22:38:42-0500

Figure 4.18: Example of Metasploit command to exploit pfSense vulnerability

4.6.3

Malicious Payload Hunting and Intelligence

In this section, advanced security testing is provided to demonstrate the feasibility
of Brown-IIoTbed. Threat hunting [266], which chases an attacker (rather than
being a target and working in the passive mode), is an example of a proactive
security solution. The hunting process for malicious reverse shell backdoor payload
(as explained in the previous section) begins by verifying the main hypothesis that
‘an attacker may be operating on a reverse shell backdoor to launch malicious
commands with root privileges to the router/firewall’. To verify this hypothesis,
it is necessary to collect data from multiple sources. Given basic knowledge of
the target device and network, the indicators may be found in the network’s
connections and system log of the router/firewall.
First, given the network connection data obtained from the Zeek tool (formally known as Bro) [267], all the client IP addresses connected to a pfSense
router/firewall WebGUI using open HTTPS port (i.e., 443) can be extracted. The
Zeek connection logs (i.e., conn.log) that fit an Excel file were used to search for
connected IP addresses and accumulated traffic statistics, such as total connection
duration and the number of data bytes sent. Shown in Figure 6.6 are all the
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IP addresses that started connections to the router/firewall on port 443, the
total number of connections (i.e., count), total connection duration (i.e., duration
is the difference in time between the first and last packets seen), maximum
and minimum duration, and total number of sending bytes extracted from the
determined connections. Given that the IP address 192.168.10.151 has suspicious
behaviour—the longest connection time and most data bytes sent—the question
is: did the router/firewall connect back to this IP address, as this might be an
indicator for reverse shell? To answer this, new queries were performed that
returned the connections that may have originated from the router/firewall back
to one of the IP addresses mentioned above.
As shown in Figure 4.19b, the router/firewall established a connection back
to the IP address 192.168.10.151 five times on port 4444, with a total duration
of 1,344.026 seconds. By tracking the TCP data streams listener on that port
(i.e., 4444) and checking the type of exchanged packets between the victim IP
(i.e., 192.168.10.1) and suspicious IP (i.e., 192.168.10.151), it was found that
most exchanged packet types were [PSH, ACK] and [ACK] TCP packets. This
information indicates the possibility of a reverse shell backdoor opened back from
the router/firewall to an attacker’s machine on port 4444 many times over TCP
protocol.

(a) List of connections established with router/firewall over port 443

(b) List of connections established back from router /firewall

Figure 4.19: List of network connections

The next step in the malicious payload hunting process is identifying the
malicious payload. This step was accomplished by analysing the system logs after
collecting, extracting and parsing them into two columns, each with a timestamp
and event in a Comma-Separated Values (CSV) file, and searching for long
malicious commands launched by attackers. As shown in Figure 4.20, a Python
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script was developed to parse the data and filter the longest commands (more
than 250), with the search yielding a positive finding. Through examining the
logs, the longest malicious command with sensitive characters and numbers (i.e.,
1004) was identified as a malicious PHP script injected into the router/firewall
WebGUI, whereby the attacker used a known vulnerability (unpatched by the
system administrator) in ‘status rrd graph img.php’ to inject an obfuscated
malicious code into a ‘throughput-rrd.file-printf’ command. To obtain more
information about this payload, it was de-obfuscated. It was fitted as a text file
to the VirusTotal [227], which has multiple AV tools for detecting malicious files.
As shown in Figure 4.21, VirusTotal had a high false-negative rate, where only
one of its 56 AVs, BKav, identified the text file as a web shell. Most AV tools
failed to detect a malicious payload (Metasploit payload), as they did not have
a signature related to this malicious payload. This indicates the importance of
hunting, rather than using only detection engines.

Figure 4.20: Parsing and filtering system logs

In summary, the network indicators learnt from the first step—the HTTPS
connections over open port 443 with the router/firewall—were leveraged as the
starting point for tracking suspicious behaviours. Finding the longest duration,
the largest number of originated bytes and a reverse connection of the server to
the specific port of a suspicious IP for a long period helped track suspicious TCP
stream data. In addition, filtering the longest commands in the logs helped detect
a malicious reverse shell backdoor payload for remote command injection. All the
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Figure 4.21: Results obtained from VirusTotal

stacked information confirmed the proposed hypothesis.

4.7

Comparison and Discussion

To compare the Brown-IIoTbed with existing testbeds, the following features were
used [237, 243, 242, 233, 244]:
• Usability: A testbed should be easy to use, learn, configure, build, operate
and reproduce. Moreover, understanding its scenarios and interpreting its
output should be simple.
• Fidelity: The design of a testbed should follow an agreed international
standard architecture, that is, an IIRA model for IIoT systems as discussed
in earlier sections. This design expects to cover the IIoT system’s main
components and functionalities. This feature can also focus on interoperability and closed control loop as essential characteristics of brownfield IIoT
systems.
• Heterogeneity: A testbed should have different physical access media
(i.e., wired and wireless), application and industrial fieldbus protocols (i.e.,
CoAP, MQTT, HTTP, WebSocket, Modbus/TCP, I2C, 1-wire), various
devices (i.e., sensors and physical control devices), API/applications and
web browser interfaces (i.e., cloud, mobile applications and among others).
• Flexibility and scalability: A testbed should be able to be modified,
changed, and expanded, including being adaptable, sustainable and cus136

tomisable. For example, new specific-environment sensors over specific
communications should be involved at the edge layer to connect with the
edge gateway. Other devices, simulators, and applications should also be
included.
• Federation: A testbed should offer various experimental capabilities on
the same standardised platform so that experiments can be repeated.
• Safety, reliability and resilience: A testbed should support an industrial
control system’s characteristics of safety, reliability and resiliency. To create
a safe scenario, a physical control system should be designed with specific
parameters for sending alarms and notifications. The system should behave
predictably and use protocols and a fieldbus that specify safety standards,
such as counters, time-outs, unique sender and receiver identifications, and
cross-checks. Reliability is a testbed’s capability to perform the required
functions under the stated conditions for a specific time interval. For example,
the actuators are programmed to react to the physical environment—that
is, switch on/off for specific times whenever the relevant condition is met.
Resilience is a testbed’s capability to absorb any incident and continue
working without significant effects. For example, there should be a recovery
and backup procedure for the collected data. Further, an IIoT system should
be supported by implementing specific techniques. For instance, in the case
of a crash, the sensor, controller and other devices should still function.
• User interfacing: simple tools should be available to fix a testbed’s
malfunction, change its configuration, and support its programming and
logging functionalities. For example, SSH protocol can be used to connect
with all the system’s devices.
• End-to-end testbed: A testbed should be holistic and an end-to-end one
that provides three layers of the IIoT system, including edge layer (i.e.,
physical devices and edge computing), platform layer (i.e., cloud storage,
and analytics) and enterprise layer (i.e., service and application devices).
• Primary purpose: The critical objective is to develop a testbed with
certain levels of specialisation, such as security testing and application for
IIoT systems.
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Based on these features [[235, 241, 268], an analysis of existing IoT/IIoT
testbeds was conducted, with the comparative results shown in Table 4.2. This
demonstrated that most of the existing testbeds [233, 235, 243, 244] focused
on general IoT system implementations, rather than industrial ones, and, at
most, satisfied seven features for IIoT testbeds, with only one specific for IIoT
‘INFINITE’ [239]. The INFINITE testbed was built by the IIC and is still under
development. It was not designed for security testing, and there is little public
information available about it. However, Brown-IIoTbed achieved 13 of the
relevant features.
Implementing a holistic end-to-end IIoT system is considered a highly complex
task, given the need to integrate OT and IT systems (a wide variety of M2M,
M2H and H2M communications, various devices, access media, APIs and states)
and different functionalities and processes (from the edge and cloud to services
and applications), while maintaining key characteristics of an IIoT system of
safety, reliability and resiliency. Brown-IIoTbed deals with these challenges by
developing a generic, affordable and high-fidelity end-to-end IIoT testbed that
provides the key functionalities in a simple and easily understandable manner.
It uses cost-effective devices, free open-source software, and affordable computer
devices to provide a scalable, adaptable testbed. It can be reproduced, modified
and changed to fit the research demand. Brown-IIoTbed covers existing gaps in
the development of IoT/IIoT system testbeds by supporting various new IIoT
application protocols, legacy industrial protocols and the interoperability among
them, and providing edge computing and various APIs for visualisations of data
analytics, and controlling and monitoring physical assets.
Moreover, Brown-IIoTbed deals with security testing—one of the most significant challenges in IIoT research. IIoT security (particularly for brownfield) is a
highly complex process, as IIoT systems integrate both OT and IT technologies,
which have different security perspectives and priorities of data protection, physical
process and control. Addressing and analysing the security issues related to such
implementations is essential to identify potential threats and targets and estimate
the possible consequences. This has been achieved in Brown-IIoTbed using a
STRIDE model to provide and analyse examples of potential threats against
various IIoT system components. Advanced security testing, vulnerability

138

139

◦

•

Siboni et al.[242]

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

◦

◦

◦

◦

◦

◦

•

•

⊙

•

•

•

•

⊙

⊙

⊙

⊙

⊙

⊙

S,REL

•

◦

◦

⊙

◦

◦

•

⊙

◦

◦

◦

◦

◦

and RES

•

•

•

•

-

-

⊙

◦

◦

◦

◦

◦

UI

•

◦

◦

◦

◦

◦

-

⊙

◦

◦

◦

◦

◦

E2E

IIoT security testing

Generic IoT experiments

Testing healthcare-IoT security

IoT security testing

IoT service evaluation

Testing IoT applications

Testing new IIoT devices/ technologies

Streaming IoT-based Applications

Examining the wireless technologies in IIoT

Industrial automation

Industrial automation

Smart traffic light

Testing IoT application

Primary Purpose

E2E: End-to-end testbed

S, REL, and RES: Safety, reliability, and resilience

I: Interoperability

FE: Federation

•: Features considered ◦: Features not considered ⊙: Features not explicitly and completely considered −: Not available information

FL and SC: Flexibility and scalability

D: Devices

PAM: Physical Access Media

IIRA: Industrial internet reference architecture

•

•

•

•

•

•

•

•

•

•

•

•

•

FE

UI: User Interfacing

H: Heterogeneity

•

◦

⊙

◦

◦

◦

-

⊙

⊙

⊙

◦

⊙

⊙

FL and SC

API/A: Application programming interface /Application

AIP: Application and Industrial protocol

•

◦

◦

◦

◦

◦

-

⊙

⊙

◦

◦

◦

◦

API/A

CCL: Closed control loop

•

◦

◦

⊙

◦

⊙

•

•

•

•

•

◦

◦

PAM

F: Fidelity

•

◦

◦

◦

◦

◦

-

◦

◦

◦

◦

◦

◦

D

U: Usability

•

◦

⊙

JOSE [241]

•

◦

⊙

FIESTA-IoT [240]

Brown-IIoTbed

•

⊙

INFINITE [239]

◦

◦

•

Nguyen et al. [238]

◦

◦

•

Ugwuanyi et al.[237]

•

◦

•

Merchant and Ahire [236]

⊙

◦

•

Deshpande et al.[235]

Hossain et al. [244]

◦

•

Choosri et al.[234]

Berhanu, Abie, and Hamdi [243]

◦

•

Patel et al.[233]

AIP

CCL

IIRA

I

H

U

Testbed

F

Table 4.2: Comparison of existing testbeds

exploitation and malicious payload injection against the router/firewall were
presented. Threat hunting and intelligence related to a malicious reverse shell
payload, as examples of proactive defence techniques, were also performed in
Brown-IIoTbed. Brown-IIoTbed can also be extended with other security tests
that fulfil researchers’ demands.
However, Brown-IIoTbed has many limitations. For example, because IIoT
implementations are still in their early stages and most existing implementations
are special projects, rather than standard and publicly available ones, comparing
Brown-IIoTbed performance to real-world systems is impossible. It is difficult to
demonstrate that the Brown-IIoTbed behaviour is comparable with that of the
real system, which is a significant limitation of the proposed testbed. Nevertheless,
it can be stated that this has been resolved by using IIRA as a standard reference
model to build a high-fidelity testbed and providing performance validation using
network and system data analysis. Another limitation of the Brown-IIoTbed is
the limited hardware capabilities of the edge gateways (i.e., Raspberry Pi). If
more PLC devices are connected to the edge gateway as part of an experiment,
the edge gateway’s load will increase, affecting its performance. To overcome
this limitation, each PLC device can be connected to a separate edge gateway,
and then the edge gateways connected in a P2P network. This would function
similarly to a traditional DCS [245] in which many master devices are connected.
Another solution is to connect two edge gateways to the cloud separately and
directly.

4.8

Chapter Conclusion

The research detailed in this chapter has introduced a new IIoT testbed that
enables security researchers to reproduce it easily and test their security hypotheses,
while also facilitating analyses of potential attacks and attackers’ techniques
and tactics. This proposed testbed, named Brown-IIoTbed, provides generic,
holistic, high-fidelity and a simplified end-to-end instance of realistic brownfield
IIoT systems at a lower cost, without requiring any additional management,
maintenance, high-level skills or domain expertise, and without causing real
systems any physical risk or damage. It was designed based on the IIRA model
to provide a high-fidelity testbed. It represents the integration between legacy
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OT and new IT technologies, focusing on recent IIoT connectivity protocols and
interoperability-supportive devices (e.g., edge gateways).
Comprehensive statistical data analysis was conducted, with the results
demonstrating that the testbed’s data are accurate and have sufficient confidence.
Moreover, Brown-IIoTbed has indicated demonstrable feasibility in conducting
security testing as shown by various attacks based on a STRIDE threat model,
and security evasion, malware injection and malicious payload hunting were
implemented and tested. Further, in-depth analyses and comparisons with
existing IoT/IIoT testbeds were conducted. The overall results demonstrate
that Brown-IIoTbed satisfies the 13 features required for an IIoT testbed and
covers the research gaps regarding existing testbeds. This holistic end-to-end IIoT
testbed will facilitate sophisticated attacks testing, such as targeted ransomware
attacks and their stages, while generating an accurate dataset that can be used
to evaluate the accuracy and efficiency of detection models and other security
solutions, as explained in Chapter The next chapter provides a detailed description
of creating an intrusion dataset tailored for IIoT systems using Brown-IIoTbed.
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CHAPTER

5

Design and Creation of New Publicly Available
Intrusion Dataset Tailored for IIoT Systems

-Al-Hawawreh, M., Sintikova, E., Aboutorab, N. (2021).
X-IIoTID: A Connectivity- and Device-agnostic Intrusion Dataset for Industrial
Internet of Things. IEEE Internet of Things Journal. 2021 [269].

5.1

Overview

With the rapid development of the IIoT, industrial assets are increasingly becoming
capable of intelligently reacting to and changing their actions based on the
information received through the large-scale cyber-physical control loop extending
from the edge and cloud to the enterprise tiers [270]. This remarkable convergence
between IT and OT systems, which is the key essence of IIoT technologies, has
widened the threat landscape and increased the potential risks of cyberattacks
being conducted against such critical systems [1]. A more significant concern
relates to legacy OT systems in brownfield implementation. Sophisticated attackers
can easily gain access to an entire IIoT system and damage its functionality and
production for a lengthy period [271, 1]. Thus, protecting these systems and
strengthening their security posture is of utmost importance [272, 95].
A comprehensive and robust security posture can be achieved using multiple
security countermeasures and tools that can be extended from reactive to proactive,
preventive to remedial, as well as forensic and even intelligence techniques [1, 270].
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This security approach is known as DiD, as described in Chapter 2, and includes
a spread of several technological barriers, a multi-level or layered approach and
implementation of mechanisms that reveal intrusions [21]. The best parts of this
strategy are the observation, monitoring and detection of attacks during their
lifecycles using IDSs and models [271, 98]. These detection systems and models can
handle highly skilled attackers and sophisticated attacks capable of overtaking a
perimeter’s security (e.g., firewall and encryption). They typically reveal zero-day
attacks and contribute significantly to detecting non-essential traffic in an IIoT
environment, thereby improving the efficiency of critical industrial systems and
their security management systems [25, 26]. In this regard, researchers have
increased their interest in developing new intrusion detection techniques for
revealing attacks in a timely fashion and performing the appropriate remediation
technique.
However, developing intrusion detection models and security solutions tailored
for IIoT systems and adopting them in a real-world environment has been
hampered because these solutions require significant amounts of evaluation, testing
and tuning, using labelled datasets that fit the IIoT systems’ requirements [25].
Unfortunately, for evaluating the accuracy and efficiency of proposed IDSs and
other security solutions, there is a lack of available labelled real-world datasets
that fit the heterogeneity and interoperability nature of IIoT systems and have
accurate data about their new connectivity protocols’ patterns, system activities
and potential cyberattacks [25, 98]. This is mainly because of the difficulty of
obtaining data from real-world projects for security and privacy reasons [229].
Therefore, this unavailability of an appropriate IIoT dataset severely weakens
the evaluations of proposed security solutions, as stated in many studies [25, 270,
273]. Given that, the development of a realistic labelled IIoT intrusion dataset is
an important research topic that must be addressed to help researchers validate
their security hypotheses, test proposed solutions—particularly those based on
data mining and machine learning techniques—and increase the applicability of
their results [25].
Although there are many intrusion datasets [274, 275, 276, 277, 278, 279, 280,
281, 273, 282, 232], most do not represent realistic IIoT systems’ activities (e.g.,
machines and sensor-generated data, edge, mobile and cloud traffic and activities);
the behaviours of their new connectivity protocols and services (e.g., MQTT, CoAP
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and WebSocket); the diverse communication patterns (i.e., M2M, M2H and H2M);
high speed and large volume network traffic and systems’ events; and specific
IIoT attacks, such as targeted ransomware attacks and their activities. Further,
they do not have multi-view information about attacks from different sources
(e.g., the network, host logs, resources and commercial IDS alerts) to provide a
holistic solution. Moreover, they do not fit IIoT systems’ requirements, such as
interoperability, as most depend on features restricted to specific connectivity
protocols’ parameters and system activities (i.e., non-agnostic). As a consequence,
they cannot be adequately used to design and develop anomaly-intrusion detection
models (as IIoT benign/normal behaviour is different) or universal IDSs and
security solutions that can protect any IIoT system [283]. Intrusion detection
models and security solutions generated from such unrepresentative datasets are
likely to prove ineffective in real environment [25]. Therefore, a realistic intrusion
dataset tailored to IIoT systems is needed. This dataset should be connectivityand device-agnostic, which means it should be compatible with the IIoT system,
irrespective of the used connectivity protocols and their platforms, configurations
and deployed hardware and software.
The main contributions of this chapter are as follows:
1. A new framework for creating an appropriate IIoT intrusion dataset is
proposed, with standard means for establishing, developing and evaluating
this dataset defined that can satisfy the key requirements of IIoT systems.
2. A first-of-its-kind IIoT intrusion dataset is created, which reflects the changes
and heterogeneity of network traffic and systems’ activities generated from
various IIoT devices, connectivity protocols and communication patterns.
3. Various attack scenarios and new attacks related to IIoT connectivity
protocols are presented. Further, an exact and clear attack taxonomy
to classify attack types is provided.
4. New features obtained from different sources, including network traffic, logs,
alerts and system resources, are proposed. These features are connectivityand device-agnostic features for supporting an IIoT system’s interoperability.
This dataset has features that can be extracted from any IIoT system,
regardless of the used device vendors and protocol platforms; thus, it is
called X-IIoTID (X denotes any IIoT system).
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5. The results of a first-hand exploratory data analysis and evaluation of the
performances of seven common machine learning algorithms (five classification and two clustering) on the proposed dataset are presented.
6. Experiments using seven machine learning algorithms on the NSL-KDD,
UNSW-NB15, ISoT and N-BaIoT datasets are introduced as baselines for
evaluating the quality of the new proposed dataset and demonstrating its
applicability in the intrusion detection field.
7. A comprehensive analysis and comparison of existing datasets with X-IIoTID
are conducted based on 20 traits required for an appropriate IIoT intrusion
dataset.
Chapter 5 is structured as follows. Section 5.2 presents the literature review
of the study. Section 5.3 presents the framework used to generate the X-IIoTID
dataset, with details of data generation, feature extraction, and dataset evaluation
and validation. Section 5.4 provides a comprehensive comparison of X-IIoTID
and existing datasets. Finally, Section 5.5 presents the conclusion of this chapter.

5.2

Existing Intrusion Datasets and Their
Limitations

This section discusses the existing intrusion and ransomware datasets to identify
how they were created, their critical characteristics and drawbacks, whether they
could be adapted for current IIoT systems, their attack scenarios (such as targeted
ransomware) and how one tailored for an IIoT system can be created.
Examples of common datasets used extensively by researchers to evaluate
intrusion detection models and other security solutions are KDD CUP 99 [274],
NSL-KDD [275], CAIDA [276], UNSW-NB15 [277], CICIDS [278], ISCX [279],
NGIDS-DS [284] and TUIDS [285]. They provide the network traffic characteristics
of attacks against traditional IT services, such as file transfer and web access.
However, they suffer from the fact that they do not sufficiently represent IIoT
systems, and most are obsolete and do not fit the new technologies. The massive
changes occurring in traffic behaviours, as well as new connectivity protocols and
attacker tactics, techniques and procedures (particularly targeted ransomware
145

attacks) are not considered in these datasets. Another issue is their attack
taxonomies, which do not offer full support for understanding different types
of attacks and their classes; for example, probing attacks in KDD CUP 99
[274], NSL-KDD [275], and TUIDS [285] can only be considered attacks if their
numbers of iterations exceed a defined threshold [275]. In UNSW-NB15 [277], and
NGIDS-DS [284], fuzzing, analysis and reconnaissance are related because they
are used to achieve the same objective but with different techniques, and can all
be categorised as reconnaissance. In addition, exploit, shellcode and backdoor all
fit in the exploitation category.
Few researchers have developed intrusion datasets for ICS networks and their
physical processes. Morris et al. [245] provided a dataset for attacks, including
reconnaissance, response injection, command injection and DoS, that affect the
Modbus protocol in gas pipeline systems. Similarly, Pan et al.[286] produced a
dataset for attacks on a Modbus power system network that covered multiple
attacks, such as replay, masquerading and injection, as well as common faults and
errors in industrial systems. Another available dataset, Secure Water Treatment
(SWaT) [287], was designed to represent hijacking attacks against the Modbus
protocol. The main objective of these attacks is to change sensor measurements
exchanged in the network falsely. In more recent studies, Rodofile et al. [288]
presented an intrusion dataset for attacks generated against the DNP3 protocol
in an ICS network, such as replay, DoS, injection and MitM, while Myers et al.
[289] generated one for injection and flood attacks against the S7comm protocol
in an ICS testbed. These datasets highly depend on features related to sensor
measurements, an actuator’s status and specific parameters of industrial packets,
which limited their use for diverse industrial systems and were focused on only the
malicious activities related to Stuxnet behaviours (an old malware). Unfortunately,
such datasets do not encompass the new horizontal information and control flows
in IIoT systems (i.e., edge-to-physical asset, edge-to-cloud and enterprise-to-edge)
or new attack patterns, such as targeted ransomware attacks.
Many frameworks for generating intrusion datasets for IoT systems have been
presented in the literature. Meidan et al.[280] relied on a video surveillance network
to generate a network intrusion dataset known as N-BaIoT. They concentrated on
simulating the behaviours of the Mirai and Bashlite botnets over traditional IT
communication protocols. Similarly, Kang et al.[281] introduced an IoT intrusion
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dataset for a smart home network focused on the Mirai botnet’s behaviour. The
normal traffic was collected by interacting with wireless smart camera devices.
The attack behaviour was generated on a laptop and then manipulated to make it
appear as if it originated from IoT devices. In a related study, Bezerra et al. [232]
presented a botnet attack on an IoT dataset in which they re-implemented real
botnet samples, including Mirai, Bashlite, Hajime, Dofloo, Tsunami and Aidra
malware.
In contrast to previous datasets, Koroniotis et al. [282] relied on virtual
machines, traditional IT protocols and simulated MQTT traffic to generate botnet
ones (Bot-IoT). Bot-IoT dataset’s normal traffic was synthetic as it was generated
using the Ostinato traffic generating tool and MQTT scripts. The most recent
IoT-DDoS dataset generated by Al-Hadhrami and Hussian [273] was developed
using the Cooja environment, which is a simulator for IoT devices, to represent
a multi-hop wireless sensor network. The stated goal of these datasets was to
evaluate the effectiveness of IoT security solutions, such as intrusion detection
models, against DDoS attacks. While they are substantial, their lack of data related
to new IIoT/IoT connectivity and industrial protocols and diverse attack stages
render them inadequate for understanding new attack patterns and developing
new IIoT security solutions.
For ransomware attacks, few datasets are available. For instance, Information
Security and Object Technology (ISOT) ransomware dataset [290] was developed
by the University of Victoria. It is a combination of the network and system
behaviour of windows legitimate and ransomware samples. Another dataset was
generated by Sgandurra et al. [145] for Windows OS. Their dataset included data
related to API invocations, registry keys, file operations, and directory operations.
Unfortunately, these datasets are only specific for Windows OS and do not include
any activity related to targeted ransomware in IIoT systems.
By reviewing the existing intrusion datasets presented in the literature, it
can be stated that the element most critical for developing a successful new
IIoT dataset is a holistic approach or plan. Unfortunately, most relevant studies
in the literature lack such an approach or used an incomplete one (i.e., only
an attack profile). This limited provenance and unclear approach for creating
datasets was indicated in a recent survey article [25] and can also be noted in
the datasets mentioned above. Most of these datasets lack a clear and exact
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attack taxonomy, new technology traffic patterns (e.g., cloud, mobile and edge)
and environmental structure and configuration. They do not investigate recent
sophisticated/multi-stage attacks, such as targeted ransomware, and attacks
related to new IIoT connectivity protocols and services, making it difficult to
build more effective and robust IDSs. Most datasets do not represent IIoT systems
or consider the critical nature of IIoT systems—which are heterogeneous and
fragmented and have special requirements, such as interoperability—or their data
characteristics. The existing datasets’ normal data cannot represent the exact
IIoT systems’ normal behaviour. Therefore, considering the limitations of existing
intrusion datasets, a framework for producing and generating a new IIoT dataset
is proposed. It defines a standard means of establishing, developing and evaluating
an intrusion dataset that satisfies the key requirements of IIoT systems. Then, a
new and first-of-its-kind IIoT intrusion dataset (i.e., X-IIoTID) is created.

5.3

Proposed Framework for Generating of Reallife IIoT Intrusion Dataset

Developing a dataset for security purposes requires careful design of the framework
to ensure sufficient data and accurate results. This involves a significant amount of
effort observing, thinking and planning to determine the final design of the desired
dataset, its main requirements and the specific actions that must be undertaken.
The structure of the proposed framework shown in Figure 6.2 consists of three tiers.
The first (on the left side) represents the key requirements for generating a dataset
tailored to IIoT systems and consists of an IIoT testbed, threat modelling, attack
generation models, and the main characteristics and features of the IIoT dataset.
The middle tier contains the operations for constructing the dataset, including
collecting normal and attack data; feature extraction; and data pre-processing,
including labelling, enrichment and correlation. The third tier presents the final
dataset, analyses it using an exploratory data analysis tool and evaluates it using
machine learning algorithms.
As discussed in Chapter 4, the ideal process for generating an accurate
dataset is to have an actual IIoT system operating in real time to characterise
its behaviour. Given that the implementation of an IIoT dataset is still in
its early stages, with most existing implementations being special projects and
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Figure 5.1: Proposed dataset generation framework using three tiers

unavailable publicly, a realistic security testbed can be used [14, 291]. Such a
security testbed structure should maintain the main characteristics of a real IIoT
system with high fidelity. Using a realistic IIoT security testbed will handle the
shortcomings of existing datasets generated using simulators and traditional IT
network structures. Therefore, Brown-IIoTbed, which was developed in Chapter 4,
was used to generate the dataset. Brown-IIoTbed considers the key requirements
of IIoT systems and provides a generic IIoT platform for security testing.
As the distributed and heterogeneous natures of IIoT systems widen their
threat landscapes and surfaces, it is difficult to map them for an entire environment
[270]. Nevertheless, as attackers may take advantage of a weakness that comes
with the adoption of new technologies and devices, it is critical to address the
security of such devices. Chapter 3 demonstrated that edge gateways are the
preferred targets for advanced attacks, such as targeted ransomware. In addition,
they are the best positions in which to integrate security solutions to protect
the legacy networks in brownfield IIoT systems and other resource-constrained
IIoT devices [271]. Therefore, the edge gateway is the first and main target
for ransomware actors, who can then target other system components, such as
physical field devices, the cloud and local servers, to obtain more profit.
To model targeted ransomware attacks and provide various scenarios, a
predefined approach should be followed. As discussed in Chapter 2, the current
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trends of targeted ransomware attacks’ lifecycles follow the most common attack
framework, such as CKC, MALC and MITRE’s ATT&CK. Nevertheless, as these
frameworks were released separately for IT and OT systems, and a specific one
for IIoT systems has not yet been provided, a generic attack lifecycle framework
based on all of them was distilled to develop an appropriate IIoT intrusion dataset,
with a particular focus on targeted ransomware attack cyber chain or stages.
This addresses the key challenges of existing datasets by considering the new
generation of multi-vector and staged sophisticated attacks, such as targeted
ransomware attacks, and precisely describing and classifying their stages and
malicious activities.
Brownfield IIoT systems connect a wide variety of legacy and new IIoT
devices using various connectivity and networking protocols, configurations, data
formats and platforms; thus, they require solutions suitable to these systems’
heterogeneous nature and interoperability requirements. Therefore, in this
framework, connectivity- and device-agnostic features were extracted. In addition,
given the complexity of IIoT systems and attacks that hinder single-view data
capabilities, multi-view data that can adequately represent all observations
holistically was proposed. Moreover, after reviewing the main features of existing
datasets and those required for an IIoT intrusion one, the latter’s unique features
and properties are provided. The applicability of such features was considered
when generating the dataset (i.e., X-IIoTID) and then evaluating it compared
with peers’ datasets. The details of this proposed framework and the generation
and evaluation processes of the X-IIoTID dataset are explained in the following
subsections.

5.3.1

Normal Network Traffic and Systems Activities

To construct the normal network traffic and system activities in the X-IIoTID
dataset, Brown-IIoTbed was used. Brown-IIoTbed is able to generate sufficient
and accurate data, as shown by the results of analysis and validation explained
in Chapter 4. Thus, the functions and processes similar to those described in
Chapter 4 were generated and collected to construct the normal behaviour of
brownfield IIoT systems.
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5.3.2

Attack Generation

As reported in Chapter 2, a new generation of targeted ransomware attacks, which
can exploit multiple vectors to gain access and spread through networks, often
follow multiple stages before achieving their final objective(s) [292, 270]. They
can emanate from the most common threat-driven frameworks of CKC, MALC
and ATT&CK. The CKC framework, created by Lockheed Martin researchers,
was derived from a military model for describing the sequence or chain of stages
required for an attacker to access a network and exfiltrate data from it [117]. It
consists of seven stages: reconnaissance, weaponisation, delivery, exploitation,
installation, C&C and action objectives. Although it is the most common attack
lifecycle framework and is extensively used by organisations and researchers, it
describes its stages in a linear and one-off form. It does not include its internal
reconnaissance and lateral movement.
Inspired by the CKC, the cyber security company Mandiant released the
MALC as its attack lifecycle framework. It has eight stages: initial reconnaissance,
initial compromise, establishing a foothold, escalation of privileges, internal
reconnaissance, lateral movement, persistence and completion of a mission. Some
of these stages related to lateral movement are described in a cycle, as they
can be performed multiple times on different targets. The MITRE Corporation
developed ATT&CK as a globally available knowledge base of attackers’ tactics,
techniques and procedures based on real-world observations [119]. Its process is
described in a matrix that includes 12 tactics: initial access, execution, persistence,
escalation of privilege, evasion of defence, access to credentials, discovery, lateral
movement, collection, C&C, exfiltration and impact. It focuses on describing the
objective of an attacker for performing any action (i.e., tactic), the action followed
to achieve this objective (i.e., technique) and the details of its implementation
(i.e., procedure). It also provides post-intrusion or compromised information and
attack intelligence based on real incidents.
The above frameworks are IT-specific, although some (e.g., CKC and ATT&CK)
have new versions with a few modifications to fit attacks on ICSs and their
architectural designs. However, they cannot be applied directly to IIoT systems
and networks because an IIoT combines both OT and new IT technologies (e.g.,
mobile, edge and cloud), each with a different security perspective and a new
architectural design and protocols. Further, since an IIoT is a new technology
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that has not yet encountered many incidents, the ATT&CK framework cannot
be considered for this technology [272]. Therefore, a generic attack lifecycle
framework was distilled from these frameworks to achieve the key objective of
designing an IIoT intrusion dataset (with a major focus on targeted ransomware
attacks and their stages). It should be noted that the main focus is on using this
lifecycle to present, describe and classify various possible stages of cyberattacks,
but other attacks may skip these stages. For example, a DDoS attack can start
with reconnaissance and then move straight to its final objective or effect without
the need to follow all its stages. Details of generated targeted ransomware attacks
are explained as follows:
1) Reconnaissance: This involves an attacker conducting research on the
desired target and identifying and selecting an attack methodology [26]. Its main
objective is to collect information about the target device (i.e., edge gateway),
which can be achieved using various techniques and procedures.
• Generic scanning: This refers to the process of defining a target machine
listening port, its OS, and available services [285]. In this stage, information
about the target machine was obtained using the Nmap tool [293] which
sent multiple TCP and UDP packets to a specific port and then analysed
the response and compared it with its database to return the extracted
information.
• Scanning vulnerabilities: This refers to the process of determining known
vulnerabilities and misconfigurations in the edge gateway machine [294]. In
this scenario, Namp-vulners and Open-VAS [295] tools were used to scan
the target machine and look up the Common Vulnerabilities and Exposures
(CVE) database to find appropriate vulnerabilities and misconfigurations.
• Fuzzing: This aims to find system or software errors and exceptions by
sending random or semi-valid data into the system/software and then
analysing the output to discover faults. Fuzzing was conducted for the
WebSocket API interface built based on a well-known web programming
framework, ‘Node.js, using the Zap tool [296].
• Discovering resources: This refers to the process of dumping the list of
available CoAP resources at the endpoint. These resources are related to
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physical processes, such as reading sensor values or controlling actuators,
and are usually identified using a Uniform Resource Identifier (URI) [297].
The resource list can be discovered by sending a ‘GET’ request to a specific
URI ‘./well-known/core’ using Nmap-NSE script [293].
2) Weaponisation: This is also known as the initial compromise in MLAC and
initial access in ATT&CK frameworks, and includes the delivery stage in the CKC
framework. It represents activities whereby an attacker gains a foothold in the
environment and conveys ransomware payload and other malware to the victim
machine. The following most popular techniques and procedures for performing
weaponisation in IoT and ICS systems [98, 278] were considered in this thesis:
• Brute force attack: This is one of the most popular attacks against
network and web applications and has recently been defined as one of the
top initial-access vectors in an IBM threat intelligence report [298]. It tends
to break into a user’s account with weak credentials (i.e., user name and
password) using a trial-and-error strategy [299]. It was designed to obtain a
HTTP session against the web server in the edge gateway. A Hydra tool
[300] was used to execute this attack for 30 minutes and end up with a
successful HTTP session.
• Dictionary attack: This is considered one of the most common attacks
against remote access services and is used to explore a password from a
dictionary, or word list [301]. This attack was executed against SSH using
the Hydra tool and customised word list, which contains thousands of
alphanumeric entries of different lengths, for more than an hour. Super-user
credentials were returned by the user new session opened to deliver the
malware payload or to check the system.
• Malicious insider: This can be any trusted employee with malicious
intentions who has legitimate access to a system. Eighty per cent of cyber
incidents in ICSs stem from those [302] that create a cyber vulnerability or
deploy a weapon. This attack was designed to deliver a malicious code or
malware payload to a target machine by creating an outbound connection,
similar to legitimate ones, with a malicious website to download a malware
payload that can be used in the next stages.
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3) Exploitation: This represents exploitation and installation in the CKC
framework; establishing a foothold and escalation of privilege in the MALC; and
execution, scripting, persistence and escalation of privileges in the ATT&CK
framework. Given that the escalation of privilege, persistence, and execution
occur immediately when an attacker exploits a vulnerability or flaw in a system,
all these phases can be combined in exploitation [21]. The following two scenarios
can be performed:
• Reverse shell: An attacker can initiate a connection from the edge gateway
back to its machine [21] and, in this case, exploit a malware payload delivered
in previous stages to create a persistent reverse TCP shell/backdoor in the
edge gateway.
• MitM attack: According to IBM X-Force’s threat intelligence report [298],
more than 35% of exploitation activities include MitM attacks whereby an
attacker exploits the communication between two endpoints and inserts
itself between them. An attacker can exploit communications between the
edge gateway and router and send packets with a false source address to
fool the edge gateway into thinking that the attacker’s machine is the router
[229].
4) Lateral movement: MALC and ATT&CK frameworks describe this stage as
discovery, internal reconnaissance and movement through a system and network.
The key objective is to explore a victim’s environment, to move ever deeper and
to compromise more systems and networks [303]. In an IIoT system, this lateral
movement can be performed using M2M and M2H protocols and, in different
directions, through the system’s tiers (i.e., edge-to-cloud, edge-to-physical device
and edge-to-IT LAN). The following three scenarios were implemented in this
research study:
• MQTT cloud broker subscription: An attacker can use its gained
privileges to connect to the cloud broker to discover and obtain all the
information collected from physical devices [304]. It can create an MQTT
subscriber by sending a subscribe message for wildcard topics # to the
cloud broker and receive the most recent published messages containing
information about the names of control systems as well as details of the
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collected data and measurements which can be used later to achieve a final
goal (e.g., more distributive attack and negotiation).
• Modbus register reading: The Modbus/TCP protocol does not support
authentication mechanisms; thus, it is easy to perform lateral movement
[305]. An attacker can connect with a PLC device using this protocol to read
and discover connected register addresses and ranges of supported addresses
of Modbus/TCP inputs and coils.
• TCP relay attack: This is one of the most popular techniques for pivoting
and moving around a network [306]—particularly a network segment that
does not have a direct connection with the attacker’s local machine. In
this research study, a listener-to-listener relay was performed to open the
channel between an attacker’s machine and the mail server through the edge
gateway. Therefore, the attacker can easily access the mail server set up in
a different network.
5) C&C: Both the CKC and ATT&CK frameworks describe this as an
important stage for APT attackers as they require manual interactions with a
compromised device rather than automatic activities. Therefore, a C&C channel
can be established to connect their servers with compromised devices to perform
multiple activities, such as sending commands and instructions to the malware
and telling it the next step [307]. In this research study, a DNS tunnelling in a
stealth mode (based on a common port and protocol) was used, since it is one of
APT’s most common techniques and procedures.
6) Data Exfiltration: This refers to the process of leaking private and
sensitive information related to IIoT devices, such as a PLC configuration,
sensor data, credentials and devices’ software versions [308]. Advanced attackers
usually use multiple techniques and procedures to achieve this objective, such
as compression, obfuscation and an alternative protocol for the C&C channel to
avoid detection [309, 310]. In this research study, the same technique was adopted
by compressing files and infiltrating them via different protocols instead of using
the C&C channel.
7) Tampering: This is defined as the deliberate destroying, manipulating or
editing of data-in-transit or data-in-rest [311]. The poisoning of cloud data (i.e.,
false data injections) and fake notifications can be the most concerning attacks.
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In an IIoT, the sensors’ data are collected and sent to the cloud for training data
analytics-based machine learning models, which are then used to make predictions
and decisions about the machine’s maintenance. Attackers can fabricate and inject
false data to affect the accuracy of a cloud data analysis. In another scenario,
they can send fake email notifications or alarms to connected operators.
8) Crypto-ransomware: This is the most common scenario of ransomware
attacks, where an attacker injects malware to deny access to the data or system
and forces a victim to pay a fee in the form of cryptocurrency [21]. The main
objective of the ransomware scenario is to encrypt the configuration and setting
files of physical devices and use them to threaten to reboot these devices if the
ransom is not paid within a certain time. Given the unavailability of ransomware
executable files for the Raspberry Pi OS, the customised ransomware developed in
Chapter 3 and a publicly available Python crypto-ransomware source code [312]
were used to perform crypto-ransomware.
9) RDoS: This has recently increased as one of the new methods of extortion
that threaten to knock a system’s availability offline. An attacker sends a message
threatening to launch massive DDoS traffic unless a ransom is paid by a specific
deadline [134]. In this thesis, such a volumetric attack was performed by exploiting
the CoAP application protocol, affecting the physical process and connected
sensors.

5.3.3

Data Collection

After a structured approach was identified for defining potential threat scenarios,
the data sources that should be the focus in the collection process were determined.
The key data feeds that provide targeted ransomware attack detection values
include network- and host-based ones. Specifically, data feeds are related to the
end-to-end network traffic (i.e., from physical field devices to the edge gateway
and from the edge gateway to the cloud and enterprise devices); host device logs;
and the host device’s resources, physical properties and alert logs.
The main task for monitoring network traffic is to capture a lossless packet and
timestamp it accurately. Therefore, software and hardware are required that can
guarantee that all the traffic with full packet sizes is captured. A dumpcap tool
[313] was installed in the edge gateway (Raspberry Pi B+ with a 64 GB memory
card) to capture the traffic periodically for a short time (a maximum of two hours
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of continuous collecting). The dumpcap tool captured network traffic from a live
network and stored it in a pcapng file format. The tool was configured to capture
all the packet sizes from all the edge gateway interfaces. The data relating to the
edge gateway’s resources, such as the CPU time, I/O activities, memory, context
switch and load average, were monitored and collected using the System Activity
Reporter (SAR) tool [314]. The SAR collected system performance data during
experiments and stored it in text files. In addition, logs of OSSEC (running in
online mode) alerts and the edge gateway, such as the system, authorisation,
applications and access logs, were collected after each experiment. All the desired
data were collected over long periods to obtain the complete characteristics of
the IIoT systems’ activities and network traffic. The whole process lasted for
approximately four months.
The period for capturing normal data began on 5 December 2019, ran for many
hours each day, and ended on 23 March 2020 (not continuous). The data included
pure normal (without attack) and background normal traffic during the execution
of an attack. Involving both types of traffic in the dataset is an important step in
building security solutions that can function properly in real-time deployments.
Further, the experiments on the collected attack data took place over different
times and days from 7 January to 27 March 2020, with each attack experiment
repeated multiple times to collect more data. To observe the effects of real threats
on the network’s performance and understand the quantitative pattern of network
packets during attacks, network packets were captured from the experiments.
Figure 5.2 shows the packet rates over certain times for different attacks. The
red curves are used to enable the patterns of network traffic to be clearly seen,
which show that the patterns of network packets vary. The most distinct ones are
during brute force and RDoS attacks because of the number of packets sent and
caused by them.

5.3.4

Feature Extraction

For network traffic data, the main focus is on extracting connectivity-agnostic
features to fit IIoT systems’ interoperability requirements. In other words, the
extracted features should not be related to the content or parameters of application
protocols (e.g., MQTT and Modbus), which have specific-use implementations and
configurations. In this regard, the Zeek network security monitor (formerly Bro)
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Figure 5.2: Sample of quantitative pattern of network packets (mixed normal with
attack) captured during attacks

[267] was used to extract information about network connections by producing
connection logs. Following extraction of these connections, Batch and Python
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scripts were developed to parse the collected data and import them into Excel
files for further processing. The basic features were then used to generate new
ones (at packet and flow levels), with the final set of extracted network traffic
features listed in Table 5.1.
Further, features from the OSSEC and Zeek alert logs were extracted. These
signatures-IDSs do not have any signatures or rules for new attacks, particularly
for new IIoT application protocols; thus, they cannot be individually used to
protect such systems [315, 98]. Given that, the features extracted from them were
combined with other data to improve the capabilities of security solutions. A
Python script was developed to convert and parse the JSON-OSSEC alert logs and
Zeek anomaly logs (i.e., unexpected network-level activity related to connections)
to simplify the feature extraction process (descriptions of the pre-processing and
correlation of these features are provided in the next section).
Table5.2 lists the features related to the edge gateway’s resources, such as its
CPU and memory loads; I/O activities; and the system’s load, process and context
switch. After collecting these data, a Python script was developed to calculate
the average and standard deviation for each parameter in a window time of 10
seconds, which was chosen because it was used in earlier studies [189] for detecting
ransomware and other malware types. For host-based logs (described in Table
5.3), a Python script was developed to parse and analyse them to extract features
related to an attacker’s downloading tools, exert C&C channel, file modification,
login failure and success, and reading the value from, or writing it to, the physical
industrial process. The whole extracted host’s features were device-agnostic
features, irrespective of the OS, programs and hardware.

5.3.5

Data Labelling, Enrichment and Correlation

As reported in the previous section, each feature group was extracted separately.
Therefore, it was essential to label, enrich and correlate all of them to create
the final dataset. Labelling is the process of defining the appropriate label for
each instance as normal or attack (including its attack type). It is an important
process because it enriches the final dataset with information about the types
or structures of malicious behaviours and dependencies among different isolated
ones [285]. It is also essential for evaluating intrusion detection models and other
security solutions, particularly those based on AI techniques [26]. The correlation
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Table 5.1: Network traffic extracted features
Feature Name

Type

Description
Basic Network Traffic Features

Ts

Discrete

Timestamp

Scr IP

Discrete

Source endpoint’s IP address

Des IP

Discrete

Destination endpoints’ IP address

Scr Port

Discrete

Source endpoint’s TCP/UDP port, or ICMP code

Des Port

Discrete

Destination endpoint’s TCP/UDP, or ICMP code

Protocol

Discrete

Protocols (e.g, TCP, UDP, ICMP, or other)

Service

Discrete

Application protocol running in destination port

Duration

Continuous

Time difference between last packet and first packet seen

Scr bytes

Continuous

Number of bytes from source to destination

Des bytes

Continuous

Number of bytes from destination to source

Missed byte

Continuous

Number of missing bytes in content gaps

Scr pkts

Continuous

Number of sending packets

Des pkts

Continuous

Number of received packets

Scr IP bytes

Continuous

Number of sending bytes in the IP header total length field

Des IP bytes

Continuous

Number of received bytes in the IP header total length field
Generated network traffic features

Conn state

Discrete

Connection status (1 complete, 2 rest, 3 partial )

Total bytes

Continuous

Total number of bytes exchanged between source and destination

Byte rate

Continuous

Total number of bytes per second

Total Pkts

Continuous

Total number of packets exchanged between source and destination

Pkts rate

Continuous

Total number of packets per second

orig bytes ratio

Continuous

Percentage of sending bytes to the total bytes

resp bytes ratio

Continuous

Percentage of receiving bytes to the total bytes

orig packts ratio

Continuous

Percentage of sending packets to the total packets

resp pkts ratio

Continuous

Percentage of receiving packets to source IP packets

SYN

Discrete

If connection has packet with SYN flag (yes or no)

SYN-ACK

Discrete

If connection has packet with SYN-ACK flag (yes or no)

Pure ACK

Discrete

If connection has packet with pure ACK flag (yes or no)

Packet with payload

Discrete

If connection has packet with payload (yes or no)

FIN or RST

Discrete

If connection has packet with FIN flag or RST (yes or No)

Bad checksum

Discrete

If connection has packet with bad checksum (yes or no)

SYN with RST

Discrete

If connection has packet with both SYN and RST flags (yes or
no)
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Table 5.2: Host resources’ extracted features
Feature name

Type

Description

Generated host resources features (in the last 10 minutes)
Avg user time

Continuous Average of user time (time of process runs programs/codes)

Std user time

Continuous Standard deviation of user time

Avg nice time

Continuous Average of nice time (time used for defining the priority of process)

Std nice time

Continuous Standard deviation of nice time

Avg system time Continuous Average of system time (time the processor works at operating
system functions)
Std system time Continuous Standard deviation of system time
Avg IOwait time Continuous Average of I/O wait time (total time CPU is idle waiting for I/O
operation)
Std IOwait time Continuous Standard deviation of I/O wait time
Avg idle time

Continuous Average of idle time (total time CPU is not busy and does not
have an outstanding disk I/O requests

Std idle time

Continuous Standard deviation of idle time

Avg tps

Continuous Average number of transfer requests per second issued to the device

Std tps

Continuous Standard deviation of number of transfer transactions per second
issued to device

Avg rtps

Continuous Average of number of read transactions per second issued to device

Std rtps

Continuous Standard deviation of number of read transactions per second
issued to device

Avg wtps

Continuous Average of number of write transactions per second issued to device

Std wtps

Continuous Standard deviation of number of write transactions per second
issued to device

Avg ldavg 1

Continuous Average of average system load during the last minute

Std ldavg 1

Continuous Standard deviation of average system load during the last minute

Avg Kbmemused Continuous Average of used memory in kilobytes
Std Kbmemused Continuous Standard deviation of used memory in kilobytes
Avg num proc/s Continuous Average number of processes per second
Std num proc/s

Continuous Standard deviation of number of tasks created per second

Avg num swch/s Continuous Average of number of context switches per second
Std num swch/s Continuous Standard deviation of number of context switches per second
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Table 5.3: Host’s logs extracted features
Feature name Type

Description
Generated host logs features

Anomaly Alert Discrete

(1) if the connection has alert from Zeek; (0) otherwise

OSSEC alert

Discrete

(1) if the connection has alert from OSSEC; (0) otherwise

Alert level

Discrete

OSSEC alert severity level

R W physical

Discrete

(1) if there is a read or write activity to the physical process; (0)
otherwise

File act

Discrete

(1) if there is a file activities (read, write,delete, copy,create and
download); 0 otherwise

Proc act

Discrete

(1) if there is a new process is executed or started; (0) otherwise

Is privileged

Discrete

(1) if the performed activity (login, process or file activity) is
privileged; (0) otherwise

Login attmp

Discrete

(1) if there is attempt to login; (0) otherwise

Succ login

Discrete

(1) if a successful login ; (0) otherwise

process was used to combine and establish correspondences among feature groups
to construct the final dataset.
The collected raw network traffic was converted into connections in the first
stage, and then new features were extracted (as described in the previous section).
Knowing the IPs of malicious attacks and their time intervals enables differentiation
between normal behaviours and attacks (including their types) and labelling of
each network traffic connection. Each connection can be described as A= (Uid,
T, Scr IP, Scr port, Des IP, Des port, Serv, {S}, L) where (Uid ) is its unique
identity number, (T ) its timestamp, ( Scr IP, Scr port, Des IP, and Des port)
are its source and destination IP addresses and ports, respectively, (Serv ) is
its service, {S} is its set of features and (L) is its label. Similarly, the Zeek
anomaly logs data were converted into records, each of which is described as
B= (Uid, Scr IP, Scr port, Des IP, Des port, Descrp), where (Descrp) describes
the network’s abnormal activity. All these extracted records were passed to the
correlation process, the resulting procedure for which is shown in Algorithm 5.1.
They were used as a starting point for correlating with the Zeek anomaly records
to avoid duplication and retain all the extracted features of the (A) records in the
merging process. In more detail, both sets of records were matched based on the
(Uid ) field. If there was a match, ‘1’ was assigned to this record; otherwise, ‘0’.
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This new extracted feature was merged with the other network traffic features in
the set (D1 ).
Algorithm 5.1 Enrichment and correlation procedure 1
Input: Feature groups, F={A,B,C}
Output: Correlated and labeled Dataset, D
1: Initialise D1={}
2: Initialise D2={}
3: Initialise D={}
4: Call A={(Uid, T, Scr IP, Scr port, Des IP, Des port, Serv, {S}, L)}
5: Call B={(Uid, Scr IP, Scr port, Des IP, Des port, Descrp)}
6: Call C={(T, Scr IP, rule lev, rule comm, dec name)}
7: for i = l to NA do
8:
D1.Add {Ai }
9:
for j = l to NB do
10:
if (U idA == U idB ) then
11:
D1.Add { anomaly alert = “1” }
12:
Break
13:
end if
14:
end for
15:
D1.Add { anomaly alert = “0”}
16: end for
17: for i = l to NA do
18:
D2.Add {Ai }
19:
for j = l to NC do
20:
if (TA ∧ Scr IPA ∧ Serv == TC ∧ Scr IPC ∧ dec name) then
21:
D2.Add{ OSSEC alert = “1”, alert level = rule levl }
22:
Break
23:
end if
24:
end for
25:
D2.Add { OSSEC alert = “0”, alert level = “0” }
26: end for
27: D=D1.merge (D2, on = [A], how = “lef t”)
28: return D

After this stage, the algorithm matched the (A) set of records and the OSSEC
alert ones to enrich them with more information. As a first step, each record
generated from the OSSEC alert logs was defined as C= (T, Scr IP, rule levl,
rule comm, de name), where (T ) is a timestamp, (rule levl ) is the severity level
of the rule, (rule comm) is a description of the bypassed rule and (de name)
is the decoder name which acts similarly to the service (e.g., SSH and web).
A deep analysis of the log files was performed to reveal the appropriate attack
information and construct the final alert records. To correlate an OSSEC alert
with network traffic connections, each network connection corresponding to an
OSSEC alert record had to be found. The matching process was conducted on
multiple attributes-namely, the timestamp, Scr IP and decoder name-because the
timing information extracted from the OSSEC alert logs may not be precisely
aligned with network connections since the log files generally do not provide
millisecond precision. This may result in one alert corresponding to multiple
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different connections. Further, alerts were matched with only network connection
(based on source IP addresses) activities. Most notably, OSSEC logs provided
only the source IP addresses of incoming connections to the edge gateway. If there
was a matching, a value of ‘1’ was assigned to this record, and the alert level
was added; otherwise ‘0’ was assigned to both parameters. To construct the final
dataset (D) as the outcome of this procedure, the extracted one (D2 ) was merged
with (D1 ) based on the latter’s parameters. The procedure for this matching is
described in Algorithm 5.1.
Algorithm 5.2 Enrichment and correlation procedure 2
Input: Previous dataset and logs, F={D,E,G}
Output: Final dataset, Df
1: Initialise D3={}
2: Initialise D4={}
3: Initialise Df ={}
4: Call D={(Uid, T, Scr IP, Scr port, Des IP, Des port, Serv, {S}, L)}
5: Call E={(T, Scr IP, Serv,{event})}
6: Call G={(T, {Resc Fea})}
7: for i = l to ND do
8:
D3.Add {Di }
9:
for m = l to NE do
10:
if (TD == TE ) then
11:
D3.Add{Event f eat = {T, Scr IP, Serv, {event}, Act = “P roceed”}
12:
Break
13:
end if
14:
end for
15:
D4.Add{Event f eat = 0, Act = “Analysis” }
16: end for
17: for i = l to ND do
18:
D4.Add {Di }
19:
for j = l to NG do
20:
if (TA == TG ) then
21:
D4.Add{Resc F eat = Resc F ea }
22:
Break
23:
end if
24:
end for
25:
D4.Add {Resc F eat = {N AN }}
26: end for
27: Df =D3.merge (D4, on = [D], how = lef t)
28: return Df

The same process was performed for host-based logs and their extracted
information by filtering and organising this information and then converting it
into event logs as E= (T, Scr IP, Serv,{event}). In this stage, as described in
Algorithm 5.2, the timing information and expert experience were used to analyse
and match the records produced from the previous step and event logs because
(Scr IP) and (Serv) are not always available in log data. Therefore, the parameter
(Act) was added to ensure that input records were correlated with the log features
to help with the matching process. This parameter takes two values (‘proceed’ )
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or more (‘analysis’ ). Further, a matching process was conducted between the
final records produced and resource information extracted G= (T, {Resc Fea})
based on the timing information. It should be noted that, in this process, it
was not necessary to have millisecond precision for the timing information, as
resource-based features were extracted according to the size of the time window
(i.e., 10 seconds). This forced the extracted records within this time window to
have the same information regarding resource consumption. The dataset of the
extracted logs (D3 ) was merged with (D4 ) based on the former’s parameters, and
then the final dataset (Df ) was created. More processing was performed for logs’
data to ensure the correct correlation process. Later, the final labelled dataset
was constructed by randomly choosing 421,417 observations/instances for normal
and 399,417 for attacks with 67 features (including three label levels: normal
and attack [i.e., targeted ransomware], normal and sub-category attack, and
normal and sub-sub-category attack). Table 5.4 shows the numbers of instances
or observations for each type in the dataset.

5.3.6

Exploratory Data Analysis

Preparing the dataset is an essential step for enhancing its data efficiency and
readying it for machine learning algorithms. This process involves the following
steps [316, 98, 271]. First, cleaning the dataset of unnecessary features, such as IP
addresses and ports, and replacing missing values. Second, encoding features by
mapping non-numeric ones to numeric values. For example, the service feature’s
categorical discrete values ‘WebSocket’, ‘CoAP’ and ‘MQTT’ were converted to
‘1’, ‘2’ and ‘3’, respectively. Third, scaling the features by adjusting the values
of the dataset to within the range [0, 1] to prevent any feature having a bias
and ensure that they contribute proportionately. Finally, splitting the dataset
for training and testing. In this last step, K-fold (i.e., fivefold) cross-validation
was used, whereby the dataset was divided into k subsets. Each time one subset
was used as a testing set, the k-1 subset was used as a training one, with the
holdout process repeated K times. Given that every instance/observation was in
the testing subset exactly once and k-1 in the training one, the bias in training
and variance in the validation was reduced.
To explore the importance of features and demonstrate the contribution of each
feature in the X-IIoT dataset, IG was used-the most common feature selection or
filter method. IG is a simple method and has the ability to identify the importance
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Table 5.4: Statistic of observations/instances included in X-IIoTID dataset
Class/label #1

Reconnaissance

Weaponisation

Exploitation

Class /label #2

Number
instances

Generic scanning

50,277

Scanning vulnerability

52,852

Discovering resources

23,148

Fuzzing

1,313

Brute-force

47,241

Dictionary

2,572

Insider malicious

17,447

Reverse shell

1,016

MitM

117

of Total
number
of instances

127,590

67,260

1,133

Modbus register reading 5,953
Lateral movement

MQTT cloud broker subs 23,524

31,596

TCP relay

2,119

C& C

C& C

2,863

2,863

Exfiltration

Exfiltration

22,134

22,134

False data injection

5,094

Fake notification

28

Tampering

5,122

Crypto-ransomware Crypto Ransomware

458

458

RDoS

RDoS

141,261

141,261

Normal

Normal

421,417

421,417

of each feature in a large volume dataset [317]. An entropy is the key concept
of IG, and is defined as a mathematical expression of the unpredictability of a
probability distribution of a collection of observations/instances [318]. It measures
the amount of knowledge or information that a feature shows on the label function.
The greater the entropy value, the greater the unpredictability or dissimilarity in
the data sample space. To calculate the IG for feature (Z), the entropy (E) of
specific feature (Z) was first calculated using Equation 5.1, where p(Z) was the
probability of feature (Z) to take a specific value (z). Then, the conditional entropy
E(K|Z) was calculated using Equation 5.2. It measures the probability of feature
K when given another feature (Z). Finally, from the previous equations, the IG
can be calculated using Equation 5.3 where the conditional entropy E (K|Z) of
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the data for feature Z was subtracted from the initial entropy of the data K :
E (Z) = −

X

(p (z) ∗ log p (z)) , z ∈ Z

(5.1)

z

E(K|Z) =

X
z

(p(z) ∗ E(K|Z = z)) = −

X

(p(k, z) ∗ log(

k, z

p(k, z)
)), z ∈ Z, k ∈ K
p(z)
(5.2)

IG(Z) = E (K) − E (K|Z)

(5.3)

The IG for feature (Z) is defined as the reduction of entropy of a dataset when
a feature (Z) is used to split the data [319]. The greater the reduction in this
uncertainty, the more information is gained about K from Z.
Table 5.5 shows the IG values for features in X-IIoT dataset. The higher
the value of IG, the more significant information this feature provides about the
dataset. All the extracted features have a contribution to the dataset. However,
two features, Is SYN with RST and Bad checksum, have a ‘zero’ value for IG,
which means they do not contribute to the dataset. However, the features in
IG are considered isolated from each other, and these features may need other
features to provide more information about some classes and boost accuracy.
Hence, all the features were considered in this dataset and used in the following
experiments.

5.3.7

Evaluation based on Machine Learning

5.3.7.1

Machine Learning Techniques

As discussed in Chapter 2, developing intrusion detection models using machine
learning algorithms is becoming prevalent because of their excellent capabilities
for discovering hidden patterns and the main differences between normal and
attack behaviours [189, 316]. Therefore, the most common machine learning
algorithms were used to evaluate the quality of the X-IIoTID dataset. They
include supervised learning algorithms (i.e., classification) such as DT, NB, KNN,
SVM, and LR, and unsupervised learning algorithms (i.e., clustering) such as
K-means clustering (K-means), and Gaussian Mixture Model(GMM) [98]. These
algorithms were chosen based on their common use in the security domain, and
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Table 5.5: X-IIoT dataset’s feature importance based on IG
Num Feature

Ranking

Num Feature

Ranking

1

Orig ip bytes

0.692154

31

Avg num Proc.s

0.225372

2

Orig bytes

0.636474

32

Std ldavg 1

0.20041

3

Total bytes

0.617265

33

Avg tps

0.185503

4

Std user time

0.563241

34

Total packet

0.166857

5

Std kbmemused

0.556871

35

Orig packts ratio

0.15959

6

Std num cswch.s

0.55241

36

Resp pkts ratio

0.159586

7

Std ideal time

0.551959

37

Avg wtps

0.136381

8

Std nice time

0.55103

38

Avg rtps

0.129393

9

Std system time

0.550424

39

Orig pkts

0.121609

10

Resp ip bytes

0.527568

40

Is with payload

0.094711

11

Avg kbmemused

0.516723

41

Resp pkts

0.091235

12

Resp bytes ratio

0.510161

42

Conn state

0.064392

13

Orig bytes ratio

0.510136

43

OSSEC alert level

0.043055

14

Avg ideal time

0.506141

44

OSSEC alert

0.039977

15

Avg num cswch.s

0.487635

45

R W physical

0.034119

16

Avg user time

0.477105

46

FIN.or.RST

0.014545

17

Resp bytes

0.473866

47

Proto

0.012246

18

Std iowait time

0.452583

48

Is syn only

0.012226

19

Std tps

0.446131

49

Is pure ack

0.005989

20

Service

0.443755

50

Is SYN ACK

0.005761

21

Avg system time

0.429397

51

Bro anomaly

0.005048

22

Avg nice time

0.391203

52

Login attmp

0.00412

23

Duration

0.367226

53

Proc Act

0.002645

24

Avg iowait time

0.337824

54

Succ login

0.002633

25

Avg ldavg 1

0.335113

55

Is privileged

0.002553

26

Std wtps

0.324602

56

File act

0.002322

27

Std rtps

0.318467

57

Missed bytes

0.000366

28

Paket rate

0.306365

58

Is SYN with RST

0

29

Byte rate

0.265547

59

Bad checksum

0

30

Std num proc.s

0.260854
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because they have demonstrated efficiency in a variety of areas [318, 317]. The
details of these algorithms are described as follows:
• DT [317] is a predictive model represented as a recursive partition of the
features area into subspaces that form a prediction basis [317]. In the DT
model, each node contains a test on a feature, each branch represents the
possible outcome, and the leaf represents the predicted label. The root
node feature was selected based on the results from the Gini index, as it is
recommended in the current literature [318]. The Gini index is similar to
entropy used to calculate IG. It measures the degree of probability that a
particular observation/instance of a random variable is misclassified if the
new observation/instance is randomly classified based on the distribution of
labels from the dataset, as described in Equation 5.4.
Gini(D) = 1 −

y
X

(pi )2

(5.4)

i=1

where (D) is the dataset, y is the labels, and p(i) is the fraction of the
number of samples with the label (i) in (y). The Gini index Gini(D) is
‘zero’ if only one label is in (y) and reaches the maximum value when all
classes/labels are possibly equal.
• NB [318] is a probabilistic approach that applies the theorem of Bayes to
the classification. NB (or Gaussian NB) assumes the normal distribution
of the dataset with independence between features, and calculates the
conditional probability of the label given a dataset [175]. Bayes theorem
provides a way of computing the posterior probability P (Y |X) of label Y
given (X = x1 , x2 ....xn ) a data observation/instance or feature vector using
Equation 5.5.
P (Y |X) = P (X|Y )P (Y )/P (X)
(5.5)
where P (X|Y ) is the likelihood or probability of sample (X) given a label
(Y), P(Y) is the prior probability of class/label, and P(X) is the prior
probability of observation. During a training process, the NB estimates
P (X|Y ) and (Y) and classifies a given observation ( feature vector) (X) to
the label Y with the highest posterior probability P (Y |X).
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• KNN [318] is a non-parametric classification method that classifies the
observation/instance based on its neighbours’ plurality vote. The observation
(X) is assigned to the label (Y) most common among its k neighbours (k
is the number of neighbours). For example, if (k=1), (X) is classified to
the class of that single nearest neighbour, which is identified based on the
distance among observations. The Euclidean distance metric (Dis(X,Y)),
which is a widely-used distance metric, was used in this chapter and can be
computed by the following Equation 5.6 [318]:

v
uX
u n
(X j − Yj )
Dis(X, Y ) = t

j ∈ 1, 2, 3, ....n(n = #samples) (5.6)

j=1

• SVM [286] is a statistical classifier used in both linear and nonlinear data
and is characterised mainly by a separating hyperplane. SVM is designed to
find a hyperplane (i.e., decision boundary), maximising the distinguishing
margin between normal and attack groups (in binary classification) [286].
This hyperplane for separating labels is found using the kernel function,
which ranges from a simple linear function that expresses a linear line
between data to a nonlinear function, such as Radial Basis Function(RBF)
[175]. The RBF, a widely used function, was adopted in this chapter to
transform the training data to a higher dimension to find the optimal
hyperplane to separate among observations. It can be calculated using the
following Equations 5.7 and 5.8.
` = e−γ||X−X̀||
K(X, X)
γ=

1
n ∗ σ2

2

(5.7)
(5.8)

2

Where ||X − X̀|| is the squared Euclidean distance between two observations or feature vectors, and γ is the scalar to determine how much effect
the single feature vector has.
• LR [286] is a statistical classifier that is used to model the probability that
an observation (X) belongs to a specific label (Y). The obtained estimated
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probability is classified into labels based on a predefined threshold. LR
estimates this probability using the following Equation 5.9.
p = 1/(1 + e(a+bX) )

(5.9)

where (e) is the base of the natural logarithm (about 2.718) and (a) and (b)
are the parameters of the model. The value of (a) produces P when (X) is
zero, and (b) adjusts how quickly the probability (p) changes with changing
(X).
• K-means [320] is one of the most common clustering techniques used to
separate observations/instances and group similar ones in a cluster. This
process is an unsupervised learning technique since it makes inferences
from observations using only the input vector and without a label or class.
Unsupervised learning algorithms seek similar observations and underlying
patterns to define a (k) number of clusters or groups of observations, which
refers to the number of centroids. The centroids represent the centre of the
clusters, whereby each observation is allocated to the nearest cluster based on
centroids’ values, while keeping the centroids as small as possible. Specifically,
the observation’s (X) membership in a specific cluster is determined by its
distance from the cluster’s centroid [320].
The K-means initially chooses a (k) of clusters or centroids (mj ), whereby k
is usually a user-specified parameter representing the number of required
clusters. The initial values for (k) number of centroids are randomly chosen.
Then, the distance between each observation and the cluster’s centroid is
calculated based on a distance metric, such as Euclidean distance, and the
process is repeated with each cluster’s centroids. The observation (X) is
assigned to the nearest cluster (minmj ∈K ), whose centroid is the closest to
that observation when compared with the centroids of the other clusters, as
described in Equation 5.10.

M embership(X) =

n
X
i=0

min ||Xi − mj ||2

mj ∈K

(5.10)

• GMM [321] is another clustering algorithm that groups unlabelled data
into clusters in the same way as the K-means. However, in contrast to
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K-means, the GMM considers the data variance to determine its distribution.
It provides the possibility or likelihood that a given observation belongs
to each of the possible clusters. In other words, GMM is a probabilistic
model for representing the probability of the observation belonging to a
specific cluster based on the estimate of the cluster’s distribution. Its main
parameters are components or clusters (Y), number of components (K),
mixture component weights (ϕ) and component means (µ) and variances
(σ). For GMM with (K) components, the (Yi , i= 1,2, ...K) component has a
P
mean (µi ), variance of (σi ) and weight (ϕi ), with a constraint ( K
i=1 ϕi = 1).
To estimate the mixture model’s parameters, expectation-maximization is
usually used [322], which is a technique for maximum likelihood estimation.
The model is trained to find the maximum likelihood of the observed
data (X) given the model’s parameters (ϕ, µ, σ). The GMM, similar to
k-means, chooses its initial parameters randomly, and then works on two
repeating steps. The first step is estimating the likelihood of membership of
observation (X) to a cluster (Y), given the model’s parameters (ϕ, µ, σ), then
it recalculates these parameters to maximise the expectations calculated in
the previous step. These two steps are repeated until the model converges.
Equations 5.11 and 5.12 give the weighted sum of (K) component Gaussian
probabilities of observation X given the class or label (Yi ) and the probability
that an observation X belongs to cluster or component (Yj , j=1, 2,.. K).

p(X|Yi ) =

k
X

√
ϕi 1/σi 2π exp −(X − µi )2 /2σi2

(5.11)

i=1

p(Yj |X) = p(Yj )p(X|Yj )/

k
X

p(Yi )p(X|Yi )

(5.12)

i=1

5.3.7.2

Performance Metrics

To evaluate the performance of the selected algorithms, the common metrics
were used, including accuracy, recall or detection rate, precision, F1-score. These
metrics can be defined using True Positive (TP), True Negative (TN), False
Positive (FP) and False Negative (FN). The TP and TN are the numbers of
attacks and normal observations correctly identified, respectively. The FP and
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FN are the numbers of normal and attack observations incorrectly identified,
respectively. It is worth noting that a Macro metric was used in the multiple
classes’ experiments in this chapter because it is reliable and less sensitive to
unbalanced data [323]. The expressions for calculating these performance metrics
are as follows:
1. Accuracy represents the fraction of observations an algorithm correctly
identifies; that is:
Accuracy (Acc) =

TP + TN
TP + TN + FP + FN

(5.13)

2. Precision describes the fraction of attack observations that are actually
correct; that is:
TP
(5.14)
Precision (P) =
TP + FP
3. The recall or detection rate is the fraction of attack observations correctly
identified; that is:
TP
Recall (R) =
(5.15)
TP + FN
4. The F1-score is the weighted average of precision and recall; that is:
F1-score (F1) =

5.3.7.3

P recision.Recall
P recision + Recall

(5.16)

Experimental Results

1) X-IIoTID evaluation experiments: The experiments were implemented
in a Windows 10 16 GB RAM laptop and conducted using the Python language
(Scikit-learn library), with the default parameters for the classification and clustering algorithms as shown in Table 5.6. The experiments included classification and
clustering techniques, including DT, NB, KNN, SVM, LR, K-means and GMM.
Tables 5.7, 5.8, and 5.9 show the experimental results for binary classes (normal
and attack records) and two multiple classes—one with nine attacks and normal
records and the other with 18 attacks and normal records, respectively. As can be
seen, all the classification algorithms (i.e., DT, LR, KNN, SVM and NB) achieved
good performance for all cases. However, NB was the worst for both types of
multiple classes. For nine attacks (Table 5.8), it achieved 35.52%, 55.87%, 75.20%
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Table 5.6: Machine learning algorithms’ parameters
DT

Criterion= Gini, min samples split=2, min
samples leaf=1

NB

Portion of the largest variance =1e-09

LR

Penalty=l2, Tolerance= 0.0001, Inverse of
regularisation strength =1.0, Maximum number
of iterations =100

KNN

Number of neighbours(k) =5, distance metric=
Minkowski, Power parameter for the Minkowski
metric =2

SVM

Regularisation parameter (C) = 1.0, kernel
type= RBF, Kernel coefficient (γ) =‘scale’, max
iterations= -1 (no limit)

K-means

Number of clusters = (2, 10, 19), distance metric
= Euclidean, max iteration=300

GMM

Number of components= (2, 10, 19), max
iterations=100, Non-negative regularization =
1e-6

and 47.96% for accuracy, precision, recall and F1-score, respectively, and for 18
attacks (Table5.9), it achieved 47.08%, 61.65%, 86.86% and 60.50%. This poor
performance can be explained because NB treats each feature independently and
fails to identify the hidden patterns that can occur by combining features. In
contrast, DT achieved the best performance for all cases. It obtained 99.54% for
accuracy, recall, precision and F1-score for the binary class (Table 5.7); 99.49%,
97.20% and 97.27% for accuracy, recall and F1-score, respectively, for nine attacks
(Table 5.8); and 99.45%, 93.54% and 93.80% for 18 attacks (Table 5.9).
In contrast, the performances of both cluster algorithms were extremely poor.
In binary classes, the k-means obtained an accuracy, precision, recall and F1-score
of 49.18%, 49.12%, 49.12% and 49.12%, respectively. For nine attacks, it achieved
11.83%, 12.33%, 7.84% and 8.06%, while it achieved 5.12%, 5.35%, 3.79% and
1.85% for 18 attacks. The performance of GMM was better than K-means in the
binary classes case. It obtained 54.87%, 54.49%, 54.35% and 54.10% for accuracy,
precision, recall and F1-score, respectively. In multiple classes, it had the worst
results for 18 attacks. It obtained 3.90%, 4.23%, 7.58% and 3.20%. This poor
performance against the newly developed dataset of X-IIoTID was due to the
difficulty of identifying clusters’ boundaries of the dataset.
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Table 5.7: Binary class performance results (%)
Algorithm

Acc

P

R

F1

DT

99.54

99.54

99.54

99.54

NB

84.84

84.46

84.80

84.82

KNN

98.31

98.32

98.30

98.31

SVM

97.89

97.99

97.84

97.88

LR

91.47

91.57

91.40

91.45

K-means

49.18

49.12

49.12

49.12

GMM

54.87

54.49

54.35

54.10

Table 5.8: Multiple classes (9 attack, 1 normal) performance results (%)
Algorithm

Acc

P

R

F1

DT

99.49

97.33

97.20

NB

35.52

55.87

75.20

47.96

KNN

98.20

95.70

91.25

93.24

SVM

98.12

97.33

94.06

95.61

LR

95.72

91.67

82.84

86.34

K-means

11.83

12.33

7.84

8.06

GMM

10.26

11.06

10.29

7.21

97.27

Table 5.9: Multiple classes (18 attack, 1 normal) performance results (%)
Algorithm

Acc

P

R

F1

DT

99.45

94.16

93.54

93.80

NB

47.08

61.65

86.86

60.50

KNN

98.21

94.68

86.84

89.89

SVM

98.14

98.27

86.49

90.72

LR

96.61

82.79

72.67

76.05

K-means

5.12

5.35

3.79

1.85

GMM

3.90

4.23

7.58

3.20

Tables 5.10 and 5.11 present the detection rates (i.e., recall) for each attack.
Table 5.10 shows the results for nine attacks and the different performances of the
algorithms; for example, NB achieved the best detection rate for C&C, yet was
very poor in detecting exploitation, lateral movement and reconnaissance. SVM
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performed best for detecting crypto-ransomware and lateral movement. However,
overall, DT obtained better detection rates than other models for all attacks, as
confirmed in Table 5.10. Both K-means and GMM algorithms performed poorly
in identifying attacks, having the smallest detection rate for all types of attacks at
just under approximately 22% in the case of nine attacks. Similar to the results
of nine attacks, the results for the 18 attacks in Table 5.11 indicate that the
classification algorithms had different performances, with no ideal algorithm for
all attack types. The clustering algorithms again performed extremely poorly for
all attacks. However, DT was still overall the best algorithm in all experiments,
given its high capabilities in selecting the most relevant features in detecting
attacks, and that the nonlinear relationships between features did not affect its
performance.
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DT
99.98
86.62
97.38
95.41
99.61
99.86
85.71
76.77
99.95
99.84
67.52
99.83
99.44
99.89
99.99
90.16
79.94
99.80

NB
99.43
92.11
98.06
94.76
99.73
99.56
96.43
77.68
99.95
93.12
99.15
99.65
7.01
96.42
99.06
74.02
92.02
32.20

KNN
99.99
80.86
87.09
96.29
81.78
99.58
92.86
48.44
99.81
95.23
51.28
83.87
98.60
99.76
99.99
72.05
64.98
99.69

SVM
99.99
81.87
59.40
94.76
98.96
99.92
92.86
34.73
99.99
95.40
58.12
79.59
99.84
99.65
99.95
88.29
61.16
99.73

LR
99.95
52.50
55.76
93.67
76.48
99.91
0.0
22.62
99.80
91.03
0.0
78.15
98.82
96.01
99.82
63.39
62.58
97.11

K-means
0.02
7.23
0.22
0.27
0.00
0.01
3.38
5.18
0.37
13.02
0.30
8.55
2.83
14.29
9.29
0.00
0.00
0.01

GMM
8.91
11.88
0.22
0.00
12.53
0.03
10.87
3.80
0.55
0.00
1.67
17.10
11.09
21.43
4.72
28.44
0.00
7.75

RDoS Reconnaissance Tampering Weaponisation
99.99
99.22
99.47
99.97
99.06
1.5
99.12
98.67
99.99
96.88
78.68
99.85
99.96
91.70
98.91
99.96
99.83
86.66
74.07
99.07
21.81
11.53
0.47
13.25
29.1
3.43
15.56
3.70

Table 5.11: Detection rate (%) for 18 attacks

C&C Crypto ransom Exfiltration Exploitation Lateral movement
89.66
99.86
89.76
98.52
99.48
100
99.62
98.23
52.67
8.34
80.96
99.60
71.40
91.28
98.62
81.94
99.92
83.94
89.87
99.83
58.01
99.86
46.34
78.42
98.09
0.52
0.0
0.77
4.33
16.92
5.66
8.08
16.21
3.17
11.39

Algorithm
Brute force
C&C
Crypto-ransomware
Dictionary
Exfiltration
Generic scanning
Scanning vulnerability
RDoS
False data injection
Discovering resources
Reverse shell
MitM
TCP Relay
Fake notification
Fuzzing
Insider malicious
Modbus register reading
MQTT cloud broker subscription

Algorithm
DT
NB
KNN
SVM
LR
K-means
GMM

Table 5.10: Detection rate (%) for nine attacks

2) X-IIoTID evaluation compared with other selected datasets: For
the purpose of comparing the above-mentioned algorithms’ performances for the
X-IIoTID dataset with existing datasets, four datasets were selected: UNSW-NB15
[277], NSL-KDD [275], ISoT [290] and N-BaIoT [280]. Although these datasets are
not representative of IIoT systems and their attacks (as discussed in Section 5.2),
they were used as baselines in this chapter to compare their performance with the
X-IIoTID dataset. This is because they are considered benchmark datasets and
are still extensively used to this day to evaluate intrusion detection models, and
due to the lack of viable replacements (i.e., intrusion datasets tailored for IIoT
systems). In addition, they contain many attacks that could represent the early
stages of ransomware attacks.
UNSW-NB-15 [277] is a network intrusion dataset that was generated using
the IXIA Perfect Storm tool, which was tasked with creating both normal and
attack traffic. It has 93,000 normal and 164,673 attack observations/instances,
including fuzzer, analysis, backdoor, DoS, exploits, reconnaissance, shellcode and
worm. Moustafa et al. [324] briefly described this dataset and its included attacks.
The fuzzer attacks attempt to suspend a program or network by feeding it with
randomly generated data. Analysis attacks include spam, port scanning and HTML
file penetrations. The backdoor attacks bypass security mechanisms and access
the computer stealthily, and DoS attacks make a server’s or network’s resources
unavailable. An attacker knows a security problem within the software in an
exploit attack and tries to leverage that knowledge by exploiting the vulnerability.
The generic attack is a technique that works against all block-ciphers without
considering the structure of the block cipher. The reconnaissance includes many
techniques that are used to gather information about the target machine. The
shellcode is a piece of code that is used in vulnerability exploitation. The worm is
a malware that replicates itself through the network. Arguably, the fuzzer and
analysis attacks be can classified as reconnaissance; the shellcode, backdoor and
exploits as exploitation; and worm attack as lateral movement, which represents
the early stages of sophisticated attacks.
NSL-KDD [275] is an amended version of the KDD CUP 99 dataset, which
solved many problems of KDD CUP 99 [274]. It consists of 77,054 normal
and 71,460 attack observations, including probing, DoS, User to Root (U2R)
and Remote to Local (R2L) attacks. The probing attacks attempt to attain
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information from a network about potential targets. In U2R attacks, an attacker
with a normal user account tries to access the system as a super-user (root). The
R2L is an attack to gain local access to the remote machine. The probing, DoS,
u2R and R2L attacks can represent the early stages of ransomware attacks and
are classified as reconnaissance, DoS, weaponisation and exploitation, respectively.
The ISoT dataset [290], a common and publicly available ransomware dataset,
was also used in this research. The dataset includes data related to popular
ransomware families and most popular Windows users’ software applications.
Although this dataset does not represent the realistic behaviour of IIoT systems
and the potential targeted ransomware stages in these systems, it represents
the network behaviour of lateral movement and C&C activities for popular
ransomware-affected OT (e.g., Petya and WannaCry). Therefore, its network
Pcap files were used to extract generic TCP/IP features, as described in Table 5.12.
The final ISoT dataset included 7,392 normal and 20,508 attack observations (i.e.,
normal and ransomware classes). The final dataset was N-BaIoT [280]. N-BaIoT
is a network intrusion dataset designed specifically for IoT systems and malware.
It consists of IoT network traffic and Bashlite and Mirai IoT malware, including
various malware activities, such as scanning, UDP/TCP DoS flood attacks and
sending spam data. It has 115 statistical features, with 13,113 normal and 822,763
attack observations. It was selected because it represents the contemporary
behaviour of malware that infects IoT devices and the normal behaviour of IoT
devices.
Table 5.12: ISoT dataset extracted features
1) Service

2) Total packets

3) Total bytes

4) Duration

5) Number of packets source
→ destination

6) Number of bytes source →
destination

7) Start time

8) Number of packets destination → source

9) Number of bytes destination → source

10) Average packets

11) Bits/s source → destination

12) Bits/s destination →
source

13) Average byte

14) Byte ratio source →
destination

15) Byte ratio destination →
source

16) Protocol

17) Packet ratio source →
destination

18) Packet ratio destination
→ source

The same machine learning algorithms were used for all these datasets,
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including the X-IIoTID dataset (attack and normal classes). Similar to the
experiments in the previous section, the Python Scikit-learn library was used
to train and test these algorithms based on five fold cross-validation, with the
parameters set to Scikit-learn’s default values (as described in Table 5.6).
Table 5.13 provides the performance metrics for the classification and clustering
algorithms trained on all five datasets. To begin with, the experiments with the
UNSW-NB15 demonstrated that the best model for detecting attacks was DT.
The obtained results indicated that DT had the best overall performance from
the used algorithms, with accuracy, precision, recall and F1-score of 93.80%,
93.26%, 93.31% and 93.29% respectively. The next best algorithm was KNN, with
accuracy, recall and F1-score of 91.83%, 91.25% and 91.16%, respectively. SVM
achieved better performance than KNN in terms of precision, whereby the former
obtained 92.12% and the latter obtained 91.07%. SVM also achieved accuracy,
recall and F1-score of 90.82%, 88.12% and 89.60%, respectively. LR had the next
best performance, with accuracy, precision, recall and F1-score of 89.51%, 90.66%,
86.62% and 88.09%, respectively. The least accurate classification algorithm from
the five algorithms tested was NB. It obtained accuracy, precision, recall and
F1-score of 81.44%, 82.03%, 81.44% and 81.62%, respectively.
The K-means algorithm, one of the two clustering algorithms tested, was the
least accurate model from the seven tested algorithms, nearly 48% less than DT
and the same result for GMM. The same conclusion was obtained for the ISoT
dataset, whereby DT had the best performance, while the least accurate classifier
was NB. DT had an accuracy, precision, recall and F1-score of 99.04%, 98.9%,
98.73% and 98.76%, respectively, while NB had 85.03%, 87.00%, 85.03% and
82.94%. k-means and GMM also performed poorly with the ISoT dataset, with
accuracy, precision, recall and F1-score of nearly 50% less than DT.
The results for the NSL-KDD dataset showed that DT had the highest accuracy
at 99.44% and had the same result for precision, recall and F1-score. KNN was the
next best classifier, obtaining 99.00% for all performance metrics. SVM was third,
with 96.94% for accuracy, precision and F1-score and 96.40% for recall. LR was
fourth, with 91.13%, 91.15%, 91.14% and 91.13% for accuracy, precision, recall
and F1-score, respectively. NB was the least accurate model, with approximately
12.97% less accuracy, precision, recall and F1-score than DT. k-means had better
performance than GMM, obtaining accuracy, precision, recall and F1-score of
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Table 5.13: Performance metrics for seven machine learning algorithms (%)
Dataset

Acc

UNSW-NB15
ISoT
NSL-KDD
N-BaIoT
X-IIoTID

93.80
99.04
99.44
99.99
99.54

UNSW-NB15
ISoT
NSL-KDD
N-BaIoT
X-IIoTID

81.44
85.03
86.47
99.87
84.84

UNSW-NB15
ISoT
NSL-KDD
N-BaIoT
X-IIoTID

89.51
95.80
91.13
99.98
91.47

UNSW-NB15
ISoT
NSL-KDD
N-BaIoT
X-IIoTID

91.83
99.01
99.00
99.99
98.31

UNSW-NB15
ISoT
NSL-KDD
N-BaIoT
X-IIoTID

90.82
98.32
96.94
99.99
97.89

UNSW-NB15
ISoT
NSL-KDD
N-BaIoT
X-IIoTID

46.59
42.79
54.73
50.45
49.18

UNSW-NB15
ISoT
NSL-KDD
N-BaIoT
X-IIoTID

46.65
42.71
43.30
48.82
54.59

P
DT
93.26
98.79
99.44
99.96
99.54
NB
82.03
87.00
86.55
99.87
84.46
LR
90.66
95.02
91.15
99.69
91.57
kNN
91.07
98.73
99.00
99.93
98.32
SVM
92.12
97.90
96.94
99.93
97.99
k-means
46.77
44.01
54.79
49.94
49.12
GMM
46.82
43.98
43.27
50.33
54.49
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R

F1

93.31
98.73
99.44
99.94
99.54

93.29
98.76
99.44
99.96
99.54

81.44
85.03
86.47
99.87
84.80

81.62
82.94
86.46
99.87
84.82

86.62
91.47
91.14
99.81
91.40

88.09
93.06
91.13
99.75
91.45

91.25
98.73
99.00
99.93
98.30

91.16
98.73
99.00
99.93
98.31

88.12
97.79
96.40
99.86
97.84

89.60
97.84
96.94
99.89
97.88

46.50
42.33
54.74
49.05
49.12

45.63
40.18
54.61
34.83
49.12

46.55
42.29
43.29
55.33
54.35

45.69
40.13
43.25
34.41
54.10

50.45%, 54.79%, 54.74% and 54.61%, respectively. However, both clustering
algorithms performed poorly, with their accuracy being nearly 50 to 60% lower
than DT.
The performance of the seven algorithms for the N-BaIoT dataset was similar
to the order for NSL-KDD. DT had the best performance, with accuracy, precision,
recall and F1-score of 99.99%, 99.96%, 99.94% and 99.96%, respectively.KNN
obtained 99.99%, 99.93%, 99.93% and 99.93%, respectively. SVM was third, with
99.99%, 99.93%, 99.86% and 99.89% for accuracy, precision, recall and F1-score,
respectively. LR’s results were 99.98%, 99.69%, 99.81% and 99.75% for accuracy,
precision, recall and F1-score, respectively. Although the least accurate model
was NB, with 99.87% for all performance metrics, the five classification algorithms
had almost the same results and were within the range of 99.86 to 99.99%. In
contrast, both clustering algorithms produced the worst accuracy, precision, recall
and F1-score of the seven machine learning algorithms tested.
Similar to the results of the other four datasets, the results for X-IIoTID
indicated that DT outperformed the other six algorithms, displaying the highest
accuracy, precision, recall and F1-score at 99.54%. KNN was the next best
classifier, with 98.31%, 98.32%, 98.30% and 98.31% for accuracy, precision, recall
and F1-score, respectively. SVM was third, obtaining 97.89%, 97.99%, 97.84% and
97.88%, respectively. LR produced approximately 8.07%, 7.97%, 8.14% and 8.09%
lower accuracy, precision, recall and F1-score than DT. NB obtained less accuracy
at 14.70% than DT, while having the least precision, recall and F1-score at 84.46%,
84.80% and 84.82%, respectively. GMM performed better than k-means, with its
accuracy being 54.59%, while precision, recall and F1-score were 54.49%, 54.35%
and 54.10%, respectively. It obtained accuracy of approximately 45% lower and
k-means obtained 50% lower than that of DT.
Overall, as can be seen in Figure 5.3, models trained on N-BaIoT displayed
the best performance in terms of accuracy, precision, recall and F1-score. This
occurred because N-BaIoT is an easy dataset that focuses on the network traffic
of Bashlite and Mirai IoT malware, with more than 115 statistical features. The
complexity of malicious activities is low, and they can be easily identified using
network traffic statistical features. UNSW-NB15 displayed the worst performance
compared with other datasets. This dataset has various attacks activities, yet only
considers network traffic to identify them. Some attacks’ behaviour is similar to
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legitimate ones, and these attacks do not have distinguishable network behaviour.
Therefore, identifying them based only on features extracted from network traffic
is difficult. This confirms the importance of collecting data from different sources,
as clearly explained in the earlier sections of this chapter. This is also strong
evidence of the importance of the newly developed dataset, X-IoTID, as it has
various attacks with data from different sources.
Moreover, as shown in Figure 5.3, of the seven tested algorithms, DT displayed
the best performance in identifying attack behaviour and accuracy, precision,
recall and F1-score for all five datasets. The excellent performance of DT relies
on its capability to capture the nonlinear pattern of data and handle continuous
and categorical features. It is also able to select the most relevant features
for identifying attacks. NB was the worst classifier for all datasets. This poor
performance can be explained because NB assumes the normal distribution of
data and independence between features. This means it fails to detect more
sophisticated attacks that have long patterns (a combination of features). However,
all the classification algorithms had good performance in identifying attacks,
which indicates that they are eminently usable in the real world. In contrast, the
clustering algorithms had poor performance because of the difficulty of defining
the clusters’ boundaries for the five datasets. Both algorithms displayed the same
behaviour, indicating that this poor performance derived from the nature of the
clustering approach, rather than their implementations. Many studies in the
literature have supported this statement [325, 319] by testing these algorithms in
the intrusion detection field and demonstrating their poor performance.
Finally, it was observed from the results and the above discussion that machine
learning algorithms, particularly classification ones, can be applied as intrusion
detection models, and can detect ransomware attacks and their malicious activities.
However, as explained in Chapter 2, their performance reaches a plateau with
the increasing quantity of trained data. Given that IIoT systems, particularly
edge systems, have large amounts of data and distributed edge devices, using and
deploying these machine learning–based models in real-world IIoT systems is a
significant challenge. This indicates the necessity of using the advantages of DL
and FL when dealing with a large amount of data to develop a detection model
in distributed edge gateways, as discussed in the next chapter.
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Figure 5.3: Comparison of metrics for the five datasets

5.4

Comparison and Discussion

The following characteristics and traits defined in previous studies [273, 26, 278,
279] and new traits related to the IIoT system’s requirements were used to compare
the X-IIoTID dataset with existing ones:
• Complete system and network configuration: This is the foundation
for generating a dataset to represent a real-world system. For IT systems,
it should include a network with all the required components, such as PCs,
servers, and switches, combined with other physical industrial devices (i.e.,
OT) in an ICS. For IIoT/IoT systems, their configurations should represent
holistic end-to-end ones (from their edges and cloud to their enterprise
layers).
• Heterogeneous data sources: To efficiently detect advanced threats and
new attackers’ tactics, techniques and procedures, it is necessary to collect
information about these attacks from different sources, such as network
traffic, device logs and alerts from security mechanisms.
• Complete capture: To create efficient and robust security solutions, the
dataset should capture all the traffic in the network (with a payload) and
not remove non-functional and odd-looking traffic, which plays a critical
role in evaluating the false alarms of the proposed security solutions. This
is extremely important for IIoT/IoT systems, as they consist of multiple
devices from different vendors with different configurations and designs that,
by default, produce non-functional, unstructured and noisy traffic.
• Realistic normal network traffic: This should be generated from the
real processes and communications among the system’s components in the
same environment in which an attack occurs. This trait takes a ‘NO’ value
if the normal traffic was generated using a tool or in a different environment
from the attack.
• Divers attack types: New-generation attacks are multi-vectored and
-staged attacks and use different means to inject systems, spread through
networks and ultimately achieve their final objectives. A generated dataset
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should cover many attack types, stages and scenarios as they are essential
for performing complete evaluations of security solutions.
• Diverse data collection duration: A dataset should cover a system’s
activities and traffic over a long time to capture periodical effects. More
than one week is considered the basic duration; thus, the value will be ‘YES’
for a dataset generated over more than one week.
• Feature set: Usability is the main requirement for any intrusion dataset
so that security researchers can use it to repeat and test proposed solutions,
which can be achieved by providing an attribute or feature set. Therefore, a
‘YES’ value is assigned to a dataset with a predefined attribute or feature
set, and ‘NO’ otherwise.
• Recent IIoT application protocols: Many of these are used extensively
in IIoT systems because of their excellent capabilities to provide low-latency,
efficient bandwidth usage and high-quality services, such as MQTT, WebSocket (WS) and CoAP. An IIoT intrusion dataset should contain these
new protocols’ traffic patterns.
• Recent attacks: The dataset should contain contemporary internet and
IIoT traffic attacks, including those related to new IIoT application protocols
and attackers’ most recent tactics, techniques and procedures.
• Agnostic features: A key requirement for IIoT systems is interoperability; thus, the attributes or features in the generated dataset should be
connectivity- and device-agnostic to help the creation of universal security
solutions.
• IIoT traces: The dataset should include real IIoT traffic traces of traffic
from real connected sensors, actuators, PLCs and industrial protocols.
• Labeled dataset: The dataset can be unlabelled, partially labelled (i.e.,
both normal and attack records) or fully labelled (i.e., normal and attack
types). To increase its usability and federation, it should be fully labelled.
Therefore, a ‘YES’ value is assigned if it is fully labelled, and ‘NO’ otherwise.
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• Meta data: The dataset should have complete documentation and sufficient information about the environment and testbed’s structure, software,
hardware and attack scenarios and protocols.
• Public availability: The dataset should be publicly available to facilitate
ongoing research by serving as a basis for evaluating and comparing different
IDSs and security solutions. A ‘YES’ value is assigned if it is available
online, and there is no need to obtain approval to access it.
Table 5.14 shows the comparative results obtained from an analysis of the
weaknesses and strengths of 20 existing datasets and the proposed one (i.e.,
X-IIoTID). It can be seen that the existing ones encompass, at most, 13 traits of
an appropriate intrusion dataset. However, only the X-IIoTID one includes all of
them (i.e., 20), which demonstrates the effectiveness of the proposed framework
for generating a dataset and its implementation.
The X-IIoTID dataset was created based on a holistic framework for handling
the limitations of existing datasets and satisfying an IIoT system’s requirements.
It was designed specifically for IIoT systems and was generated using a realistic
IIoT system, which guarantees realistic and complete representations of network
and system activities. It is the only IIoT/IoT intrusion dataset that obtains this
trait because most IoT ones were generated using partial systems, such as edge
ones consisting of simulated sensors and virtual machines. Therefore, they do
not have all the information and control flows from the edge and cloud to the
enterprise level and vice versa. In turn, this affects the quality of the normal
traffic generated and system activities. Moreover, as obtaining the behaviours of
recent traffic patterns and new connectivity protocols is essential for reflecting the
real-world systems and developing IIoT security solutions, the X-IIoTID dataset is
the only one that can achieve this. It represents industrial protocol (e.g., Modbus)
and recent connectivity protocols’ traffic patterns and the system activities related
to new devices and applications, such as the edge gateway, cloud broker, mobile
operators and Web-SCADA/API.
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CNSC

NT
KDD CUP 99 [274]
YES YES
CAIDA [276]
YES YES
NSL-KDD [275]
YES YES
ISCX [279]
YES YES
Morris et al. [245]
YES YES
UNSW-NB15 [277]
YES YES
TUIDS [285]
YES YES
Pan et al. [286]
YES YES
SWaT [287]
YES YES
NGIDS-DS [284]
YES YES
Rodofile et al [288]
YES YES
Myers et al. [289]
YES YES
CICIDS [278]
YES YES
N-BaIoT [280]
NO
YES
Bezerra et al. [232]
NO
YES
BoT-IoT [282]
NO
YES
Kang et al. [281]
NO
YES
Al-Hadhrami and Hussian [273] NO
YES
ISOT [290]
NO
YES
Sgandurra et al. [145]
NO
NO
X-IIoTID
YES YES
CNSC: Complete network and system configuration
DDD: Diverse data duration
HDS:˜Heterogeneous data sources
DAT:˜Divers attacks scenario and types

Dataset
HR
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
YES
NO
YES
NO
NO
NO
NO
YES
YES

HDS
L
PP
AL
CC
YES NO
NO
YES
NO
NO
NO
NO
YES NO
NO
YES
NO
NO
NO
YES
NO
YES NO
YES
NO
NO
NO
NO
NO
NO
NO
YES
YES YES YES YES
YES NO
NO
NO
YES NO
NO
NO
NO
NO
NO
YES
YES NO
NO
YES
NO
NO
NO
YES
NO
NO
NO
YES
NO
NO
NO
NO
NO
NO
NO
YES
NO
NO
NO
YES
NO
NO
NO
YES
YES NO
NO
YES
NO
NO
NO
NO
YES YES YES YES
NT:Network traffic
IIoT-CP: IIoT connectivity
HR: Host resources
FS: Feature set
YES
NO
YES
NO
YES
YES
NO
YES
YES
YES
YES
N/A
YES
NO
NO
NO
NO
NO
NO
NO
YES

protocols

NO
YES
NO
YES
YES
NO
YES
YES
YES
NO
YES
YES
YES
YES
YES
NO
NO
NO
NO
NO
YES

RA AF
IIoT-T LD
MD PA
WS
NO
NO
YES NO
YES NO
YES
NO
NO
NO
NO
NO
NO
NO
NO
NO
YES NO
YES NO
YES
NO
NO
NO
NO
YES YES YES
NO
NO
NO
NO
YES YES YES
NO
NO
NO
NO
YES YES YES
NO
NO
YES NO
YES YES NO
NO
NO
NO
NO
YES YES YES
NO
NO
NO
NO
YES YES NO
NO
NO
NO
NO
YES YES YES
NO
NO
NO
NO
NO
YES NO
NO
NO
NO
NO
NO
YES NO
NO
NO
NO
NO
YES YES NO
NO
YES YES NO
YES YES YES
NO
YES YES NO
YES YES NO
NO
YES YES No
YES YES YES
NO
YES NO
NO
NO
NO
NO
NO
NO
NO
NO
YES YES YES
NO
NO
NO
NO
NO
YES NO
NO
NO
NO
NO
YES YES YES
YES YES YES YES
YES YES YES
AL: Alerts
RNT: Realistic network traffic
LD: Labelled dataset
PA: Public availability
CC: Complete capture
MD: Metadata˜
IIoT-T: IIoT traces

IIoT-CP
MQTT CoAP
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
NO
YES
NO
NO
NO
NO
NO
NO
NO
NO
NO
YES
YES
N/A YES
YES NO
N/A YES
NO
NO
YES YES
NO
YES
YES YES
YES YES
NO
YES
NO
YES
N/A NO
NO
NO
NO
YES
YES YES
NO
YES
N/A YES
N/A NO
NO
YES
NO
NO
NO
YES
YES YES
L:Logs
AF: Agnostic-features
PP: Physical Process
RA: Recent attacks

RNT DAT DDD FS

Table 5.14: Comparison with existing datasets

Unlike all existing datasets, the X-IIoTID dataset defines a clear and exact
attack taxonomy, provides a new generation of attacks and contains new attacks, such as WebSocket fuzzing, CoAP resource discovery, MQTT malicious
subscription, cloud data poisoning (i.e., false data injection), fake notification,
crypto-ransomware and RDoS. It also represents the tactics, techniques and
procedures of diverse attacks and their protocols. Its data were collected over
a long period, which helps the capture of periodical effects in the environment.
In addition, it provides holistic and multi-view features, such as network traffic,
host resources, system and applications logs and commercial IDSs’ alert-based
features, with the aim of increasing the efficiency of intrusion detection models
and other security solutions for addressing advanced threats (e.g., such as targeted
ransomware attacks). It is the only dataset with these features that makes it more
comprehensive and valuable than its peers.
Moreover, because it is connectivity- and device-agnostic, it supports the
interoperability requirements of IIoT systems and assists the development of
universal and plug-in security solutions. X-IIoTID is a labelled dataset with three
labelling levels: normal and attack, normal and sub-category attack (i.e., nine
attack types) and normal and sub-sub-category attack (i.e., 18 attack types).
It also has metadata and documentation that provide complete and sufficient
information about a system’s architecture, devices, OSs, installed programs,
running protocols, attack types, tools used and times of attacks. It is presented
with complete features and clear definitions and is publicly available 1 .
Overall, X-IIoTID is a first-of-its-kind intrusion dataset specifically for IIoT
systems. It is a well-described and thoughtfully designed dataset that reflects the
changes and heterogeneity in the system’s activities and composition of network
traffic generated from multiple and diverse IIoT devices (e.g., physical control,
edge, mobile, and cloud), connectivity protocols and communication patterns (i.e.,
M2M, M2H, and H2M). X-IIoTID offers unique insight into IIoT networks’ and
systems’ threats and attacks, and presents new and comprehensive features. It is
worth mentioning that X-IIoTID is not restricted to ransomware attacks and can
also be used as a generic intrusion dataset. This is because it was designed and
created to include various attacks and malicious activities that most advanced
attacks can use. Therefore, researchers can use it to evaluate any proposed
1

http://ieee-dataport.org/4532
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security solution and detection model. However, although the current version of
the X-IIoTID dataset represents an important contribution to research on IIoT
security, it has some limitations that must be recognised. For example, it does
not cover physic-based attacks that directly affect the physical properties of PLCs
(e.g., false commands or data). To reduce this limitation, existing datasets, such
as those of Morris et al. [245] and SWaT [287], can be used with the X-IIoTID
dataset to represent a complete IIoT system. The X-IIoTD dataset has minority
attack classes, such as fake notifications and MitM attacks. Although it has
been confirmed that these occur in the real world, this obstacle can be exposed
using various data pre-processing techniques, such as data augmentation and
oversampling [326].

5.5

Chapter Conclusion

This chapter has proposed a new framework that defines the standard means for
generating, creating and evaluating a new IIoT intrusion dataset. This framework
was used to create the first-of-its-kind IIoT intrusion dataset, named X-IIoTID.
The X-IIoT dataset consists of a labelled network and host data that collectively
reflect a realistic and complete representation of an IIoT network and system
activities in both normal and attack scenarios. It represents the new IIoT devices
and connectivity protocols and sophisticated attacks’ tactics, techniques and
procedures, such as targeted ransomware attacks. The data were collected from
network traffic, host resources, logs and security mechanism alerts. A new set of
features was extracted to construct a connectivity- and device-agnostic intrusion
dataset, supporting an IIoT system’s interoperability.
An exploratory X-IIoTID dataset analysis was conducted, whereby the importance of features and their contributions in the proposed dataset were explored
using IG. Further, a series of experiments using seven machine learning algorithms
was implemented on the datasets of NSL-KDD, UNSW-NB15, ISoT and N-BaIoT
as baselines for evaluating the quality of the new proposed dataset and demonstrating its applicability in the intrusion detection field. The experiments showed that
the DT classifier had the best performance, while the k-means and GMM clustering
algorithms were the worst. A comprehensive analysis and comparison with 20
intrusion datasets was also performed, demonstrating significant superiority of the
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X-IIoTID dataset. The X-IIoTID and other existing benchmark datasets, such as
NSL-KDD, will be used to evaluate the proposed detection model for protecting
edge systems of brownfield IIoT in the next chapter.
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CHAPTER

6

Development of Novel Targeted Ransomware
Detection Framework for Edge Systems of
Brownfield IIoT

Parts of this chapter are published in:
-Al-Hawawreh, M., Moustafa, N., and Sitnikova, E.(2018). Identification of
Malicious Activities in Industrial Internet of Things based on Deep Learning
Models. Journal of Information Security and Applications [315].
Dr KW Wong best paper award for 2018-2020.
-Al-Hawawreh, M., Sintikova, E., Aboutorab, N. (2021). A Robust
Asynchronous Peer-to-Peer Federated Targeted Ransomware Detection Model
for Brownfield IIoT. IEEE Access [327].

6.1

Overview

With the emergence of the IoT, digitisation has increasingly become more prevalent
in the industrial space. With a major focus on M2M communications and
AI-based data analytics while realising QoS, the IIoT enables devices and machines
of different vendors and generations to communicate and be highly efficient,
productive and reliable [51, 203]. Many IIoT implementations have followed the
brownfield approach, in which legacy systems coexist with new IoT technologies
[69]. To facilitate these systems’ interoperability and convergence using IoT
technologies, IIoT edge gateways are deployed as bridges between legacy OT and
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new IoT ones. However, this advance and the tight integration between OT and
IoT also comes with cyber-risks [51], as new entry points have opened the way for
more sophisticated attacks, such as ransomware ones, that target these critical
devices and systems [69].
A recent trend observed in ransomware attacks is using targeted and doubleor multiple-extortion attacks [114]. They follow multiple stages and cause as much
damage as possible through several harmful actions, as described in the previous
chapter, to increase the size of the ransom payment [69]. For example, attackers
can exfiltrate and encrypt critical data, deny access to these systems and damage
their physical processes before demanding a ransom fee [114]. One high-profile
recent ransomware incident affected Colonial Pipeline. It was the most significant
cyber-attack on an American power system, whereby attackers gained control
of more than 100 gigabytes of information, which led to the fuel distribution
network being shut down for a week [328]. Another ransomware event associated
with industrial systems is Ekans ransomware attacks, which have proven their
capabilities to spread from IT to OT networks and stop ICS operations [329].
Such incidents demonstrate that IIoT systems are very likely to be the most
ongoing targets for ransomware actors [124, 329].
Industrial and cybersecurity agencies and vendors devote particular attention
to ransomware attacks, with new intelligence related to their attackers’ tactics,
techniques and procedures reported and awareness provided from time to time to
prevent them [124]. However, a prevention technique is not always the appropriate
solution, as attackers can continuously develop new strategies and find new ways
of bypassing the perimeters of defences to achieve their goals. This has increased
the interest of researchers in addressing such advanced and multi-stage attacks
using AI-based detection models to provide an effective and robust security
posture [330, 203]. Although there are many AI-based ransomware detection
models, as explained in Chapter 2, most cannot be directly applied to a brownfield
IIoT system, which has a distributed, heterogeneous nature and interoperability
demand, for the following main reasons:
1. They were designed for Windows and Linux OSs; thus, they do not work for
IIoT edge gateway devices operating on different embedded OSs, hardware
and connectivity protocols.
2. They focus on handling crypto-ransomware, but not the current trends of
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ransomware attacks and their activities.
3. They are isolated and can easily be bypassed by evasion attacks or new
attack tactics and techniques, as they are not capable of learning the ongoing
ones faced by their peers.
4. Most existing intrusion detection models depend on a cloud server, which
faces security and privacy issues while moving data from edge devices.
5. Brownfield IIoT systems have many distributed edge gateways designed to
provide less communication with cloud servers to reduce bandwidth and
network latency, and encounter high levels of cloud disconnection in reality.
Consequently, the development of a new AI-based detection model and
framework tailored for the edge gateways of brownfield IIoT systems is essential.
Motivated by this, the research discussed in this chapter provides the design of
a new framework for detecting targeted ransomware attacks against the edge
gateways of brownfield IIoT systems. It is based on FL and DL techniques.
The former is a new learning paradigm that splits data collection and model
training via multi-party computation and model aggregation. Considerable work
recently conducted in the field of FL [37, 203, 41] shows a trend of shifting from
pooling or isolated detection models to client-server cooperative ones using FL.
However, as most FL-based detection models follow client-server and synchronous
communication approaches, they are not suitable for the edge gateways of
brownfield IIoT systems. This is because these gateways are designed to operate
time-sensitive processes and provide less communication with cloud servers to
reduce bandwidth and network latency. Further, the existing models are less
robust against heterogeneous data (i.e., non-IID), as they highly depend on
homogeneous training data (i.e., IID). Therefore, a new FL model is proposed
that depends on asynchronous and P2P communications among connected edge
gateways to build a comprehensive targeted ransomware detection model in a
privacy-preserving way. The main contributions of this chapter are as follows:
1. The first-of-its-kind targeted ransomware detection framework tailored for
IIoT edge gateways is proposed. It incorporates multiple units that include
monitoring and data collection, analysis, pre-processing, detection and
response. The detection unit employs an asynchronous P2P FL (AP2PFL)
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and DL as a targeted ransomware detection algorithm and includes IID and
non-IID learning models.
2. A DL-based model is proposed, consisting of a DPM and DDM. DPM
based on a CDAE for refining and reconstructing a valuable and relevant
representation of the input data is proposed. It helps build a robust decision
process and improve performance against evasion attacks. DDM is presented
to reveal targeted ransomware attacks at edge gateways. It is based on DNN
with a BN technique.
3. An exhaustive set of experiments for validating this proposed model on the
X-IIoTID, ISOT and NSL-KDD datasets are conducted.
4. Finally, the robustness of the proposed model is evaluated using white- and
black-box evasion attack techniques, whereby targeted ransomware attacks
change their behaviour to appear legitimate.
The remainder of this chapter is structured as follows. Section 6.2 explains
existing ransomware detection and FL models. Section 6.3 presents the proposed
targeted ransomware detection framework, while Section 6.4 describes the system,
threat models and data representation. Section 6.5 explains the proposed model,
while Section 6.6 discusses the experimental results. Finally, the conclusions
drawn from the research presented in this chapter are stated.

6.2

Related Work

This section briefly highlights state-of-the-art studies that focused on ransomware
detection models based on network traffic and FL intrusion detection models for
an IIoT/IoT system.

6.2.1

Ransomware Detection Models

Interest in developing ransomware detection models has been increasing in recent
years. Many studies have focused on network traffic to detect ransomware
attacks; for example, Almashhadani et al. [183] proposed a multi-classifier
model that depended on the features of the HTTP and DNS protocols to reveal
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crypto-ransomware attacks. Their experiments showed that a RT achieved better
accuracy (98.72%) than its peers (e.g., RF and SVM) at the packet level, while
NB (99.83%) was best at the flow level. In related work, Almashhdani et al. [30]
used features from a DNS request packet (i.e., domain name characters) and the
randomness measure algorithm to reveal a malicious domain using multi-detectors.
Their proposed model achieved an accuracy of 97.82%. These models assumed that
domain names with random characters are malicious and indicate a ransomware
attack. Domains generated by a dynamic generation algorithm have the highest
levels of randomness. Although these detection models can significantly detect
attacks, they fail to discover targeted ransomware using a legal domain server or
another C&C technique. Piskozub et al. [181] proposed MalAlert, a detection
model based on the RF algorithm. It adopted the number of transmitted bytes
as the critical statistical network feature for detecting crypto-ransomware. Their
main contribution was an approach for collecting and aggregating ransomware
network traffic flows into several flow-sets and then extracting features for each
set. In addition, to preserve users’ privacy, these features were based on only the
number of bytes transmitted and were IP address- and port-agnostic. However,
these features are insufficient to detect ransomware attacks with legitimate network
traffic or without any network activity.
Alhawi et al.[182] introduced NetConverse, a machine learning–based model
that depended greatly on conversations between crypto-ransomware and the
features of a CC server network. A DT approach achieved better accuracy (97.10%)
than peer techniques, such as SVM and RF. Morato et al. [331] developed an
algorithm for inspecting the traffic of an SMB protocol to extract statistical
features related to sharing files, and then used a predefined threshold to detect
crypto-ransomware. The model achieved high results (roughly 100%) due to the
fact that it was specific for SMB protocol’s activity and tested using few samples
of ransomware attacks. Further, Modi et al. [332] focused on HTTPS traffic
and machine learning to detect crypto-ransomware, while Akbanov, Vassilakis
and Logothetis [330] concentrated on inspecting packets and matching them with
malicious IPs and ports. One shortcoming of these proposed models is that the
new pattern of ransomware attacks that rely on different protocols for lateral
movement and C&C might not be identified precisely. Kozik et al. [333] proposed
a time windows embedding solution, whereby network traffic flows were grouped
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based on a specific time window to extract features. Their proposed model relied
on the transformer’s encoder, followed by a fully connected feed-forward NN for
classification. Although their proposed model achieved better accuracy than the
classical machine learning algorithms, the customising process for transformers’
parameters is a significant challenge that should be handled before deploying
them in real-world environments.
Although these existing models use network traffic to detect ransomware,
they rely on specific features extracted from HTTPS and DNS packets. This
makes them unsuitable for a brownfield IIoT system with heterogeneous devices,
connectivity and messaging protocols and interoperability demand. In addition,
because these models are isolated and cannot learn about the ongoing attacks
faced by their peers, new ransomware versions and evasion attacks can easily
bypass them. Most existing network-based detection models use classical machine
learning techniques with few generalisation capabilities, and heavily depend on
manual feature engineering. They often generate high false alarms and fail to
detect new attack patterns or deal with high-volume and high-speed IIoT network
traffic. They are dependent on moving data to the central server, exposing them
to privacy and security problems. Unlike these models, the model proposed in
this chapter addresses all these issues. It handles targeted ransomware attacks
and their full stages. It also uses FL and DL techniques to deal efficiently with
IIoT network and system activities and protect distributed edge gateways against
known and unknown targeted ransomware attacks in a privacy-preserving manner.

6.2.2

Federated Learning-based Intrusion Detection
Models

FL has emerged as a promising technique for collaboratively learning a shared
model, while preserving data privacy. In particular, many researchers have recently
used FL to develop intrusion detection models; for example, Rey et al. [334]
proposed a client-server FL model using a DNN. The proposed model obtained high
accuracy, mainly because of the used dataset, N-BaIoT, which is known as a very
easy and less complex dataset. However, the performance significantly dropped
under the adversarial attacks, showing the need for more robust countermeasures.
Further, Nguyen et al. [36] used a Gated Recurrent Unit (GRU) for detecting Mirai
malware in an IoT network. Although this model obtained good performance in
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detecting IoT malware (i.e., Botnet), its performance was significantly reduced
under adversarial examples because of the aggregation function’s lack of resiliency
and robustness.
Similarly, Li et al. [198] designed a client-server FL detection model based
on a CNN and GRU to produce new data, which it passed as new features to a
DNN. An attention CNN LSTM model within an FL framework was presented
by Liu et al. [203] for detecting anomalies in IIoT edge devices. These models
are complex and require much longer calculation and training times. Schneble
and Thamilarasu [205] presented a MLP as the critical decision engine in an FL
model deployed in mobile clients. The key limitation of this model is the need
to perform an extensive management process and the organisation of patients’
groups by the cloud server before starting the FL technique. This is necessary
because each intrusion detection model was designed for patients with similar
behaviours (i.e., IID data), and it requires accurate patient clustering.
An FL detection model for revealing a jamming attack in a FANET was
proposed by Mowla et al. [37]. They used the Dempster-Shafer theory to select
the best unmanned aerial vehicle client groups for calculating the global model
update. Although using Dempster-Shafer theory achieved promising performance,
the selection process caused a delay in the model’s updating. In addition, the
selection process performance was only tested using a small number of clients (six),
which was insufficient to demonstrate its effectiveness. Hei et al. [40] presented
an FL detection model that focused on sharing features, such as information
related to each of its alerts. Their proposed model achieved promising results;
however, it had challenges with blockchain storage, and further improvement on
performance is required. To create a robust detection model, Taheri et al. [335]
used a generative adversarial network to detect Android malware in IIoT systems
by generating adversarial examples that poisoned the FL training process. An
anomaly-based threshold was used in their cloud server to reject combining these
examples. Their proposed federated model with Byzantine Median and Byzantine
Krum adversarial attack defence mechanisms obtained accuracy of 89.51% and
93.24% for the Gnome malware dataset. However, selecting the appropriate
threshold is challenging, and it could be ineffective because of the heterogeneous
nature of IIoT devices and network traffic.
Although these existing models offer promising FL solutions, they depend
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strongly on the client-server architecture in the particular cloud server, which
has some drawbacks. A cloud server may pose a single point of failure, and
these models use a synchronous protocol, whereby participating users/devices
must send their parameters simultaneously. In reality, synchronising these devices
is a complicated task that may also affect industrial operations, which are the
most sensitive to time. Moreover, edge gateways in brownfield IIoT systems are
designed to provide less communication with cloud servers to reduce bandwidth
and network latency. However, as they encounter high levels of cloud disconnection,
existing models are unsuitable for them. Further, these models always assume
that the collected data are homogeneous (i.e., IID) and less robust against evasion
attacks. The proposed model considers all these aspects by providing a robust
asynchronous P2P federated DL model for the edge gateways of brownfield IIoT
systems.

6.3

Proposed Detection Framework

This section describes the main components of the proposed detection framework
based on FL and DL techniques for revealing targeted ransomware attacks in IIoT
edge gateways, which are also illustrated in Figure 6.1:

Figure 6.1: Proposed framework for detection of targeted ransomware attacks in
brownfield IIoT systems
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• Monitoring and collection unit: A sniffer or monitor, such as the
dumpcap tool [313], can be deployed in an edge gateway to monitor and
collect the traffic exchanged between an OT network and others. This tool
can be embedded in either the software or hardware of a system to obtain
the sent and received packets, which it stores in files that are then passed to
the local database. This unit also includes host monitoring, which scans the
system’s files and logs and applications’ logs. The edge gateways’ resources,
such as the CPU, memory and I/O activities, are also monitored using the
SAR tool [314]. In addition, OSSEC and Zeek, commercial IDSs, monitor
the network traffic and system activities, and generate alerts that are passed
to the local database.
• Analysis unit: This is an essential component of the proposed framework,
which consists of data analysis, correlation and enrichment, as explained in
Chapter 5. The network traffic is analysed and collected according to its
flow, such as its source and destination IPs, source and destination ports and
protocol types. Moreover, the features extracted for the data flow—that is,
network connections or records—are automatically converted to a uniform
format. They are then correlated with the records of the extracted Zeek and
OSSEC alerts, as well as system and application logs, as described in Chapter
5. The data of the edge gateway resources are analysed and gathered based
on the time window, and then correlated with other extracted information
to determine the final connectivity- and device-agnostic features.
• Pre-possessing unit: This unit performs the essential steps of data
preparation for the DL techniques, including feature transformation and
normalisation:
1. Feature transformation: The proposed DL-based model accepts
only numerical features; thus, each symbolic feature value is converted
to a numerical one. For example, protocol types have nominal values,
such as MQTT, Modbus and CoAP, which are mapped to 1, 2 and 3,
respectively.
2. Feature normalisation: DL depends on weights; thus, different
feature scales can bias the data into particular layers, which may
cause certain weights to update faster than others. Consequently, it is
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necessary to handle this issue by adjusting the data values within the
range of [0, 1] to prevent any feature bias and ensure they contribute
proportionately.
• Detection unit: The results obtained from the pre-processing unit are
sent to this unit in the edge gateway for a decision to be made for each
data group. This unit consists of the DL-based model that includes DPM
and DDM. The DPM is built using a CDAE to refine and reconstruct a
valuable, relevant and robust representation of the input data before passing
them to the DDM, which is created using a DNN and BN to reveal a
targeted ransomware attack at an edge gateway and identify its specific
activity or stage. This DL-based model in each IIoT edge gateway is used
to detect attacks by learning from its own collected data and its connected
neighbouring edge gateways using the AP2PFL technique. Details of the
detection processes are provided in the following sections.
• Response unit: This unit contains a local alert system, cloud threat
intelligence databases and security analysts. Each edge gateway’s detection
unit alerts security analysts to take appropriate action when any abnormal
activity is detected in that gateway. Given that many distributed and
connected edge gateways in a brownfield IIoT deployment can send a massive
number of alerts, analysing and prioritising them places a burden on the
security response team. Therefore, cloud threat intelligence is used to help
analysts prioritise and filter alerts, enrich them with real-time context, and
compare the locally generated ones with those of external security sources.
Cloud threat intelligence is defined as ‘evidence-based knowledge, including
context, mechanisms, indicators, implications and action-oriented advice
about an existing or emerging cyber threat’ [207]. Integrating the local
alert system with cloud threat intelligence in the response unit reduces the
time needed to respond to an attack and ensure that appropriate action is
taken to mitigate it, which can be, for example, isolating the infected edge
gateway and replacing it using redundancy.
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Figure 6.2: Proposed system’s architecture

6.4

System, Threat Models and Data Representation

6.4.1

Proposed System’s Architecture

The proposed system architecture is illustrated in Figure 6.2. A brownfield IIoT
system, in which many edge gateways are distributed in the one edge tier, is
considered. These gateways connect with legacy field devices and SCADA on the
OT sides and a cloud broker, mobile and enterprise devices on the others. They
also act as master industrial devices in the system, each of which can communicate
with its neighbours (i.e., other connected edge gateways) in a P2P manner. The
main goal of the detection model (i.e., DL-based model) in each edge gateway is
to discover any targeted ransomware attacks, identify their activities and send an
alert to the security team to respond appropriately. The main objective of the
proposed model is to make all the detection ones in the distributed edge gateways
identical and perform approximately the same irrespective of their personalised
data using AP2PFL technique.
This proposed system consists of a group of IIoT edge gateways, each of which
has the following two roles.
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• Training its local detection model: Each IIoT edge gateway monitors
its connected devices in all its interfaces; collects data related to network
and system activities, as previously described; and builds a local detection
model based on its own collected data. It then trains this model and updates
its variables to identify targeted ransomware attacks in a brownfield IIoT
system.
• Aggregating and stacking its neighbour detection models: Each IIoT
edge gateway is responsible for building a comprehensive detection model
by aggregating and stacking the variables of its locally learnt models’ at its
neighbouring devices using AP2PFL. Multiple rounds of communications
between each edge gateway and its neighbouring devices can obtain the final
best detection model, which is approximately identical for all connected
IIoT edge gateways.
It is worth noting that an edge gateway has only one detection model whereby its
variables are updated locally using incoming local observations. In addition, the
same model’s variables are updated using its neighbouring devices at a random
time.

6.4.2

Assumptions and Threat Model

The proposed model has no third party (e.g., cloud server) included in its training
and transformation processes; thus, its framework has fewer security and privacy
issues than a client-server FL model as its P2P communication eliminates the
threat of data being leaked or privacy violated. Further, as each edge gateway
knows its neighbours in advance, it is protected against receiving a malicious
model’s variables. These connected edge gateways are assumed to be honest and
to strictly follow the designed protocol in the updating model as well as exchange
their parameters using encryption. Therefore, this detection model focuses on
only evasion attacks as APT attackers are always keen to avoid being detected
by converting ransomware observations to legitimate ones [336]. The following
attacks are common evasion techniques that could be used by attackers to evade
detection by AI-based models.
• Fast Gradient Sign Method (FGSM): In this method, an attacker
generates targeted adversarial examples that cause targeted ransomware
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observations or instances to be classified as normal using the gradient of the
loss function concerning the inputs. The gradient step is computed in the
direction of the negative gradient with respect to the target class [337]. In
this research study, this was performed with a white-box approach in which
the attacker has complete access to the DL-based model.
• Brute Force (BF): In this method, an attacker generates targeted adversarial examples that cause targeted ransomware observations or instances
to be classified as normal using Gaussian noise instead of optimisation or
gradients. It is executed in a black-box approach whereby the attacker does
not have complete access to the model [338].

6.4.3

Data Representation

In this research study, the collected data were partitioned based on class and
considered in two distributions or learning models. The first data distribution was
IID data, which was evenly distributed among the connected edge gateways. The
second one was non-IID data, whereby each edge gateway had different data (e.g.,
different classes). The IID data in this research study also had two cases. In the
first, the binary-class’s data were distributed evenly among edge gateways. Each
edge gateway ((i), i=1,2,..n) had its own dataset (Di =(ai , ci )), where (ai ) denotes
the normal (i.e., legitimate) and ransomware observations for edge gateway (i)
and (ci ) = {0,1} is the class of observation. In the second, the multiple-classes’
data were distributed evenly among edge gateways, whereby it was assumed that
each edge gateway ((i), i=1,2,..n) had its own dataset (Di =(ai , ci )) with many
classes representing different targeted ransomware activities or stages (ci )= {0,1,
2, 3, 4, 5, C (C = # classes) }. In the non-IID data, it was assumed that each
edge gateway (i) faced different stages of targeted ransomware. Therefore, each
had different number of observations (ai ) related to different classes (ci ), where
(ci ) ⊂ {0,1,2,3,4...C}. However, normal observations were distributed among IIoT
edge gateway devices (without overlapping).
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6.5

Proposed Model

This section elaborates on the proposed model, which combines AP2PFL with DL,
by first defining its workflow and then introducing the DL-based model designed
for detecting targeted ransomware in each edge gateway.

6.5.1

Workflow of Proposed Model

The basic idea behind this model is networking multiple IIoT edge gateways to
collectively build identical targeted ransomware detection models in all of them
based on a developed federated model, as illustrated in Figure 6.2. A Primal-Dual
Method of Multipliers-Stochastic Gradient Descent (PDDM-SGD) was employed
as an optimisation and learning algorithm [339], which updated the model’s
variables in asynchronous P2P communications, as described in the following
paragraphs and Algorithm 6.1.
Algorithm 6.1 Federated detection model
Input: T, i, Di , Ni , j
Output: Comprehensive DL detection model
1: Initialisation
2: zi|j = 0, mu, Γ,ρ, ATi|j , L, m, B
3: for t ≤ T do
4:
for each i in n do
Compute the t-the iteration model weights wit+1 as per algorithm
5:
6.2
and based on Equation 6.1 with input parameters Ni , zi|j = 0,
mu,
Γ,ρ, ATi|j , L, m
6:
end for
7:
for each i in n do
8:
update count += 1
9:
if (update count ≥ k) then
10:
update count = 0
11:
Select randomly j ∈ N (i)
t+1
12:
Tarnsmit (wjt+1 , yej|i
) from j → to i
13:
end if
14:
end for
15: end for
• Model initialisation: In this phase, each edge gateway selects an array
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of initial random weights for the local DL-based model and values for
some other parameters relevant to the AP2PFL training, such as (i) edge
gateway neighbours (Ni ) = {j}; a dual variable (Z(i|j) ) to facilitate the
asynchronous communications and encourage the detection model’s variables
to be identical among edge gateways; (mu) which constructs the learning
rate (1/mu); and the penalty coefficient momentum (Γ) and discounting
factor (ρ) for providing stable convergence. In addition, a loss function (L),
the data assigned to each edge gateway (Di =(ai , ci )), number of epochs (m),
number of iterations (t), and batch size (B) are determined. A predefined
edge gateway-activation strategy for asynchronous P2P communication is
used, where each edge gateway pair (i,j) randomly communicates once
approximately every (k) number of updates for each edge gateway.
• Local model training by edge gateways: After receiving the initial
model parameters, each edge gateway trains a DL-based model using their
own private data (Di =(ai , ci )). Details of the training procedure are
provided in the following subsection and Algorithm 6.2.
• Updating variables for each edge gateway: Each edge gateway (i)
t+1
updates its model variables ((wit + 1) and yi|j
) based on the provided
parameters and batch size. Suppose that an edge gateway (i) has initial
weight values (wik ), neighbour(s) (j), and number of neighbours (Ni ). It
updates its weights based on Equation.6.1 and the dual variable value based
on Equation.6.2.
wit+1 = (mu wim − ▽Fi (wit ) + (

X

t
(τi|j ATi|j zei|j

j∈N (i)

+ρwjt ))

⊘ (mu +

X

(6.1)

diag(τi|j ) + ρ|N (i)|)

j∈N (i)
t+1
t
+ 2Ai|j wit+1 )
yei|j
= (e
zi|j

(6.2)

• Exchanging and updating variables: Each pair of edge gateways
exchanges (using a pull protocol) and updates its variables per around
(k) times for each edge gateway. These variables include weights (wjt+1 ) and
t+1
t+1
dual variable (e
zi|j
= yej|i
).
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6.5.2

Proposed Deep Learning-based Model

This section describes a newly designed DL-based model for revealing targeted
ransomware.
6.5.2.1

Structure and Components of Model

The designed detection model (illustrated in Figure 6.3) is composed mainly of
DPM using CDAE, and DDM constructed by a DNN and BN—the details of
which are provided in the following paragraphs:

Figure 6.3: The structure of proposed DL-based model

• DPM: To obtain good capabilities for identifying ransomware attacks,
even evasion ones, this module aims to refine and reconstruct a valuable,
relevant and robust representation of the input data before passing them
to the next DDM. A hybrid Auto-Encoder (AE) algorithm was used as a
base for the DPM. A Contractive AE (CAE) and Denoising AE (DAE),
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that is, CDAE, was used to develop this module. This hybrid approach is
advantageous, as it improves the accuracy and robustness of model. The
DAE helps create a robust reconstruction of the input data stochastically by
deliberately corrupting versions of the training data, while the CAE develops
an analytically robust feature representation by making some neurons in
its network less active [340]. Thus, in a CDAE network, an input data
observation (a) is corrupted (e
a) using Gaussian distribution noise with a
certain destruction rate during training to hide some of the information from
the original data. The CDAE can learn an approximation of identity function
(e
a→ (a)) and train the hidden layers to extract the robust representation
and reconstruct the full input data (a) from the partial information of the
original data (e
a).
It is assumed that a simple CDAE network architecture consists of one
input layer (encoder), one bottleneck layer and one output layer (decoder).
a) has a feature vector with a
Each corrupted input data observation (e
dimension (d) that is passed to the bottleneck layer which maps it to an
h-dimensional hidden representation (h), where (h < d). Then, the output
from the bottleneck layer/hidden layer (h) is used as input to the decoder
layer to reconstruct the original data (a) from the corrupted and noisy data
(e
a). The CDAE attempts to make the bottleneck layer’s output (h) in a
localised space contracted or robust. This is a useful property, as it indicates
that the mapping is not very sensitive and supports generalisations beyond
the training data. The transformation function for the bottleneck layer
is calculated using an activation function (relu) to speed up the training
process, and then (h) is passed to and proceeded by the output layer (g).
The CDAE aims to reduce the distance between (a) and (g), argminL(a, g)
θ

and obtain a robust representation by finding the optimal variables. (L1) is
the loss function that measures the distance between the original input data
(a) and output (g) (reconstructed data) for a batch of data or observations
(B) and is calculated using Equation (6.3). It consists of the reconstruction
error (the first part) for DAE, i.e., the Mean Square Error (MSE) in this
research study, and the penalty term which is measured by Frobenius norm
of the Jacobean (||Jh (a)||2F ) of the learned information in the hidden layers
to give the effect of contraction or robustness. In Equation (6.3), (λ) is the
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weight of the penalty term. The Frobenius norm of the Jacobean formula
can be calculated using Equation (6.4) and is the sum of the squares of
all the partial derivatives of the learnt information or features through the
hidden layer (h) with respect to the input.

L1 = 1/B

B
X

((a − g)2 + λ||Jh (a)||2F )

(6.3)

b

||Jhσ (ã)||2F =

X

(∂hσ (ã)/∂ã)

(6.4)

By increasing the Frobenius norm of the Jacobian, the CDAE can prevent
large changes in the hidden layers. In its differential form, the Jacobian
matrix reacts to a set’s sensitivity caused by small changes in the original
space. Therefore, the penalty term ensures that representation of the learnt
features is locally invariant and avoids any specific preferential direction
[341]. Once it is combined with the reconstruction error, the invariance of
the directions can be achieved. In this way, any variation in the data can
be captured in the learnt representation and other directions contracted.
Consequently, the CDAE in the DPM can learn a meaningful, robust and
relevant representation of the input data and remove any noise and irrelevant
information.
• DDM: This is a DL-based module that identifies a targeted ransomware
attack at an edge gateway and its stages using the output from the previous
module (i.e., DPM). A DNN, which is a network with an input layer, two or
more hidden ones and an output one, is used as a basis for the DDM. It uses
the output from the CDAE as input to train the network by propagating it
to the hidden layer(s), and the output from the nonlinear transformation of
the input data is passed to the output layer to identify the appropriate class.
The DNN receives an observation (g) from the DPM and passes it to the
hidden layers, the output from which is calculated using the Relu (activation
function). This is then passed to the output layer (i.e., the soft-max layer
in multi-classes) to determine the probability that a particular observation
(g) belongs to either the normal or specific targeted ransomware stage (c is
a C-dimensional vector), as in:
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p(ĉ = c|g) = eg /

X

eg (C = 1, 2, 3, ..c)

(6.5)

C

The cross-entropy is used to measure the loss error in the DNN and can be
calculated over a batch of observations by Equation.6.6.
L2(ĉ, c) = −

XX
B

cg . log(p(ĉ = c|g)

(6.6)

C

where the DNN updates its variables for each batch of observations based
on the assumption that the previous layer’s output values are within a given
distribution. In non-IID data, updating variables increases the possibility
of encountering the problem of vanishing gradients and slows the training
process. To handle this issue, BN layers are used [339] to standardise the
input for the layers of each batch by obtaining a zero-mean and unit variance
distribution of them. Therefore, the BN can handle the sensitivity problem,
increase regularisation capabilities and provide a stable training process.
Further, the dropout layers are used to prevent over-fitting.
6.5.2.2

Training of Local Model

Each edge gateway (i) trains the proposed DL-based model locally on its
own data (Di =(ai , ci )) (Algorithm 6.2). Specifically, each time new data
(i.e., batch) arrives, the edge gateway updates its local model’s variables.
In the k − th round of updates, the edge gateway (i) communicates and
exchanges its variables with its neighbours and updates its model weights
k+1
wik+1 and dual variables yi|j
based on the updated model’s given variables.
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Algorithm 6.2 Training of local model
Input: Di , Ni , j, zi|j = 0, mu, Γ,ρ, ATi|j , L1, L2,m
k+1
Output: wik+1 , yi|j
1: Initialisation
2: S plit Di into batches with equal size B B ;
3: S et the initial model parameters Wi and yi|j.
4: for each b in B do
5:
e
a, c ← get input(b)
6:
g ← forward e
a to CDAE
7:
e
c ← forward g to DNN-BN
8:
Compute L1 for CDAE
9:
Compute L2 for DNN-BN
10:
Compute gradient ▽Fi (wit ) for L1 and L2
11:
Update the model’s parameters based on Equations.6.1 and 6.2
12: end for
k+1
13: return wik+1 , yi|j

6.6
6.6.1

Experimental Results and Discussions
Experiment Settings

The proposed model was simulated and implemented using the Pytorch framework
on an Ubuntu platform (NVIDIA Tesla K80 Accelerator, 4 GPU), with all its edge
gateways run in one node. Table 6.1 describes the parameters used for AP2PFL,
the DPM based on the CDAE and the DDM based on the DNN-BN.
Table 6.1: Parameters of proposed model
AP2PFL

(Z(i|j) =0), (mu) =1000, (Γ =3), (ρ =0.5), (t= 657074),
epoch (50), (B=500), (k = 6)

DPM-CDAE

Number of hidden layer neurons (128,64,42,64, 128),
activation function (ReLU), loss functions (MSE and
Frobenius norm of the Jacobian), noise = 0.05

DDM-DNN-BN

Number of hidden layer neurons (256, 256, 256),
activation Function (ReLU), loss function (cross-entropy),
dropout(0.25), number of BN layers’ neurons (256,256,256)

211

6.6.2

Data Resources and Description

The experiments were conducted using three datasets, including X-IIoTID [269],
ISoT [290] and NSL-KDD [275]. As described in Chapter 5, X-IIoTID incorporates
connectivity- and device-agnostic features collected and generated from multiple
data sources, including network traffic, system and application logs, system
resources and commercial IDSs. It includes the normal behaviours of brownfield
IIoT systems and multi-stage targeted ransomware attacks against edge gateways,
with its final version having 421,417 normal observations and 399,417 attack ones.
The ISoT dataset [290] includes data related to the lateral movements and the
C&C stages of popular ransomware-affected OT such as Petya and WannaCry.
The final ISoT dataset included 7,392 normal and 20,508 attack observations (i.e.,
normal and ransomware classes).
The final dataset used in the experiments was the NSL-KDD dataset [275].
Although, as reported in Chapter 5, it is obsolete and does not represent the new
generation of traffic and system behaviour in IIoT systems, this dataset is the
most common benchmark dataset in the intrusion detection field, and researchers
extensively use it to date. Therefore, it can be used to evaluate the proposed
model compared with other existing models. NSL-KDD has features collected
from network and host, making it suitable for the proposed detection framework.
It represents various attacks that could represent the early stages of targeted
attacks, such as reconnaissance, DoS, weaponisation, and exploitation. It consists
of 77,054 normal and 71,460 attack observations. These datasets were normalised
using a min-max scaler to scale the data within a specific range [0, 1] while
maintaining the original data’s distribution. The contents of each dataset were
split into 80% for training and 20% for testing.

6.6.3

Baseline Studies

The performance of the proposed model was compared with that of two state-of-theart models, the MLP and DNN algorithms used by Schneble and Thamilarasu
[205] and Rey et al.[334], respectively, as FL models to detect malware in edge
devices. They were fully reproduced (using the same parameters) and used with
the AP2PFL (i.e., AP2PFL-DNN and AP2PFL-MLP). They were also run in
a centralised mode (where all the data were placed in one server) to evaluate
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their performance for detecting targeted ransomware attacks in brownfield IIoT
systems (i.e., Cent-MLP, Cent-DNN and Cent-proposed DL-based model). To
evaluate the performance of the detection models, the common metrics used (as
explained in Chapter 5) were the accuracy, recall or detection rate, precision and
F1-score.

6.6.4

Experimental Results

6.6.4.1

Models’ Performance with IID Data

The performance of the proposed model was first compared with that of the
baseline studies mentioned above on the XIIoT-ID, ISoT and NSL-KDD datasets
with IID data.
1) IID data-binary class: As previously reported, for IID data, normal and
ransomware observations were divided evenly between connected edge gateways
(i.e., the binary class). Four groups of experiments were conducted using different
numbers of these gateways (i.e., n=2, 3, 4, 5) for each dataset. As can be seen in
Tables 6.2, 6.3 and 6.9, the proposed model achieved good performance overall and,
when five gateways (i.e., n=5) were connected, outperformed the other baseline
models trained on the X-IIoTID, ISoT, and NSL-KDD datasets. It achieved the
highest values of the accuracy, recall, precision and F1-score for the X-IIoTID
dataset of 98.13%, 98.10%, 98.20% and 98.15%, respectively, and those of 98.33%,
97.78%, 97.93% and 97.86% for the ISOT dataset (as presented in Table 6.3). It
also obtained an accuracy, precision, recall and F-score of 97.03% for theNSL-KDD
dataset. Therefore, it performed better than the other models on all performance
metrics.
Table 6.2: Results for X-IIoTID dataset with various numbers of connected edge
gateways
Metric

2

Proposed Model
3
4
5

2

AP2PFL-DNN
3
4
5

2

AP2PFL-MLP
3
4
5

Accuracy 98.23 98.22 98.16 98.13 98.17 98.34 98.54 97.95 95.98 97.50 97.57 97.21
Recall

98.22 98.20 98.15 98.10 98.14 98.31 98.51 97.90 95.91 97.45 97.53 97.16

Precision 98.25 98.25 98.16 98.20 98.21 98.39 98.58 98.03 96.14 97.61 97.65 97.30
F1-Score 98.24 98.23 98.16 98.15 98.18 98.35 98.55 97.97 96.03 97.53 97.59 97.23
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Table 6.3: Results for ISoT dataset with various numbers of connected edge gateways
Metric

2

Proposed Model
3
4
5

2

AP2PFL-DNN
3
4
5

2

AP2PFL-MLP
3
4
5

Accuracy 98.23 98.33 98.26 98.33 98.17 98.58 98.64 98.15 87.49 87.1 89.55 90.09
Recall

97.88 98.13 98.01 97.78 97.89 98.49 98.49 98.18 90.55 89.21 92.51 91.94

Precision 97.57 97.61 97.54 97.93 97.44 97.90 98.03 97.15 83.67 83.07 85.76 85.24
F1-Score 97.73 97.87 97.77 97.86 97.67 98.19 98.26 97.66 86.97 86.03 89.01 88.46

Table 6.4: Results for NSL-KDD dataset with various numbers of connected edge
gateways
Metric

2

Proposed Model
3
4
5

2

AP2PFL-DNN
3
4
5

2

AP2PFL-MLP
3
4
5

Accuracy 97.18 97.13 97.06 97.03 96.83 96.73 96.77 96.34 94.56 94.95 95.52 94.90
Recall

97.18 97.13 97.06 97.03 96.83 96.73 96.77 96.34 94.56 94.95 95.52 94.91

Precision 97.19 97.13 97.07 97.03 96.84 96.73 96.77 96.34 94.59 94.98 95.56 94.98
F1-Score 97.18 97.13 97.00 97.03 96.83 96.73 96.77 96.34 94.56 94.95 95.52 94.90

Figures 6.4, 6.5 and 6.6 present the values of the loss, accuracy and F1-score
of all the centralised models (Cent-DNN, Cent-MLP and Cent-proposed DL-based
model) and federated models (AP2PFL-DNN, AP2PFL-MLP and proposed model)
with different numbers of epochs (when n=5 ) for the X-IIoTID, ISoT, and
NSL-KDD datasets. It is clear that they all tended to converge after a sufficient
number of epochs which meant that there were sufficient numbers of exchanges
and updates of parameters. Importantly, the proposed model and cent-proposed
DL-based model were approximately equivalent in their performance and generally
performed better than the others, particularly for the NSL-KDD dataset.
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Figure 6.4: Comparison of loss, accuracy and F1-score values of detection models with
various numbers of epochs for X-IIoTID dataset where n=5

Figure 6.5: Comparison of loss, accuracy and F1-score values of detection models with
various numbers of epochs for ISoT dataset where n=5

Figure 6.6: Comparison of loss, accuracy and F1-score values of detection models with
various numbers of epochs for NSL-KDD dataset where n=5

2) IID data-multiple classes: In the multiple classes of IID data, observations in the normal and ransomware stages (multiple attack classes) were
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Table 6.5: Results for detection rates of attacks in IID data (X-IIoTID dataset)
Metric

2

Proposed Model
3
4
5

2

AP2PFL-DNN
3
4
5

2

AP2PFL-MLP
3
4
5

Accuracy 96.38 96.79 96.87 97.21 94.65 92.82 95.61 96.00 91.95 92.06 91.89 91.13
Recall

96.38 96.79 96.87 97.21 94.65 92.82 95.61 96.00 91.95 92.06 91.89 91.13

Precision 97.27 97.61 97.70 97.78 96.27 95.39 96.99 97.13 94.57 94.65 94.78 93.99
F1-Score 96.38 96.79 97.19 97.41 95.23 93.73 96.14 96.42 92.83 92.93 92.87 92.061

Table 6.6: Results for detection rates of attacks in IID data (NSL-KDD dataset)
Metric

2

Proposed Model
3
4
5

2

AP2PFL-DNN
3
4
5

2

AP2PFL-MLP
3
4
5

Accuracy 93.24 92.70 92.24 93.10 91.46 90.87 91.90 91.29 89.16 87.59 87.43 87.94
Recall

93.24 92.70 92.24 93.10 91.46 90.87 91.90 91.29 89.16 87.59 87.43 87.94

Precision 96.03 96.01 95.85 96.10 95.60 95.63 95.99 95.60 93.45 93.37 93.22 93.41
F1-Score 94.30 93.99 93.57 94.30 93.06 92.69 93.58 92.97 90.63 89.45 89.33 89.93

divided evenly between connected edge gateways. Four groups of experiments
were conducted with different numbers of edge gateways (i.e., n=2, 3, 4, 5) used
for the X-IIoTID dataset (with one normal class and nine attacks) and NSL-KDD
dataset (one normal and four attacks). The ISoT dataset was not used in these
experiments as it contains two classes only (normal and attack). As can be seen in
Tables 6.5 and 6.6, the proposed model performed better than the others for the
four different groups (i.e., n=2, 3, 4, 5) and for X-IIoTID and NSL-KDD datasets.
It is also worth noting that it obtained accuracy, precision, recall and F1-score
values of 97.21%, 97.78%, 97.21% and 97.41%, respectively, for the X-IIoTID
dataset, and 93.10%, 96.10%, 93.10% and 94.30% for NSL-KDD dataset ( as
presented in Table 6.6) with n=5 connected edge gateways. It is clear that the
three tested models obtained lower performance in the IID data-multiple classes
than in the IID data-binary class for NSL-KDD datasets. This is because the
NSL-KDD has very minor classes that are insufficient to train multiple models.
However, the proposed model was able to maintain its good performance.
Figures 6.7 and 6.8 illustrate the loss, accuracy and F1-score values of all the
centralised and federated models with various numbers of epochs (when n=5) for
the X-IIoTID and NSL-KDD datasets (multiple classes). As shown, the proposed
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model and cent-proposed DL-based model performed better than the other models.
In Particular, Figure 6.8 shows a clear difference in loss, accuracy and F1-score
between the proposed model and others for NSL-KDD dataset.

Figure 6.7: Comparison of loss, accuracy and F1-score values of detection models with
various numbers of epochs for X-IIoTID dataset (multiple classes) where n=5

Figure 6.8: Comparison of loss, accuracy and F1-score values of detection models with
various numbers of epochs for NSL-KDD dataset(multiple classes) where n=5

Tables 6.7 and 6.8 show the performance of models in identifying targeted
ransomware stages in the X-IIoTID and NSL-KDD datasets. Overall, the proposed
model had the best performance, achieving values of 94.15%, 99.94%, 95.69%,
99.10%, 98.91%, 99.98%, 99.81%, 99.95% and 100% for detecting reconnaissance,
weaponisation, exploitation, lateral movement, C& C, exfiltration, tampering,
RDoS and crypto-ransomware, respectively, in the X-IIoTID dataset. The
cent-DNN had the best performance for detecting C&C and tampering, achieving
values of 99.64% and 99.91%, respectively. As presented in Table 6.8, the
cent-proposed DL-based model achieved the best performance for detecting
weaponisation and exploitation in the NSL-KDD dataset, whereby it obtained
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values of 98.69% and 94.17% respectively. The proposed model achieved a value
of 89.57% for detecting reconnaissance, and AP2PFL-DNN obtained the highest
detection rate (i.e., 83.72%) for DoS in the NSL-KDD dataset.
Table 6.7: Detection rate results for targeted ransomware stages in IID data (X-IIoTID
dataset)
Attack
Cent-MLP Cent-DNN Cent-Proposed DL-based Model AP2PFL-MLP AP2PFL-DNN proposed model
Reconnaissance
88.68
92.20
92.70
88.75
93.74
94.15
Weaponisation
99.79
99.67
99.65
99.73
99.76
99.94
Exploitation
91.81
95.69
93.53
87.07
95.26
95.69
Lateral movement
95.77
98.56
98.89
94.11
98.80
99.10
C&C
99.45
99.64
99.45
98.36
99.45
98.91
Exfiltration
99.95
99.95
99.93
99.95
99.98
99.98
Tampering
99.53
99.91
99.81
99.34
99.81
99.81
RDoS
99.78
99.86
99.89
99.78
99.86
99.95
Crypto-ransomware
100
100
100
100
100
100

Table 6.8: Detection rate’s results for targeted ransomware stages in IID data
(NSL-KDD dataset)
Attack
Cent-MLP Cent-DNN Cent-Proposed DL-based Model AP2PFL-MLP AP2PFL-DNN proposed model
Reconnaissance
78.18
84.48
88.00
81.33
86.52
89.57
Weaponisation
74.42
76.74
81.40
81.40
83.72
79.07
Exploitation
90.52
91.48
94.17
89.65
91.47
91.98
DoS
95.17
97.29
98.69
95.17
97.83
98.23

Discussion results of IID data: The capabilities of the proposed model to
handle targeted ransomware attacks were tested using the X-IIoTID, ISoT and
NSL-KDD datasets. The proposed model proved its good capability for dealing
with homogeneous data (i.e., IID-binary class and IID-multiple classes) distributed
evenly among connected edge gateways, each of which had the same number of
classes. In IID data-binary class and using different numbers of connected edge
gateways (i.e., n = 2, 3, 4, 5), the proposed model performed well and was better
in terms of the accuracy, recall, precision and F1-score values than the other
baseline models (i.e., AP2PFL-DNN and AP2PFL-MLP) for three tested datasets.
The same conclusion can be obtained for the IID data-multiple classes. The
proposed model achieved the best performance compared with the baseline models
for the X-IIoTID and NSL-KDD datasets. Further, these results clearly indicate
that the performance of the cent-proposed DL-based model was as good as that
of the proposed model (i.e., AP2PFL with DL). This was remarkable because the
centralised model was easier to optimise than the federated one, yet both models
obtained approximately the same performance.
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6.6.4.2

Models’ Performances with Non-IID Data

Tables 6.9 and 6.10 show the results of the four metrics for the tested models
with different numbers of connected edge gateways (i.e., n=2, 3, 4, 5) in the
non-IID data and for the X-IIoTID and NSL-KDD datasets. As can be seen, the
proposed model achieved better results than the others in terms of the accuracy,
recall, precision and F1-score values. It performed best with five connected edge
gateways (i.e., n = 5), obtaining accuracy, precision, recall and F1-score values of
96.42%, 97.20%, 96.42% and 96.72%, respectively, for the X-IIoTID dataset. It
also achieved accuracy, precision, recall and F1-score values of 94.39%, 95.02%,
94.39% and 94.59%, respectively for the NSL-KDD dataset.
Table 6.9: Results for non-IID data (X-IIoTID dataset) with various numbers of
connected edge gateways
Metric

2

Proposed Model
3
4
5

2

AP2PFL-DNN
3
4
5

2

AP2PFL-MLP
3
4
5

Accuracy 95.14 95.74 96.14 96.42 94.70 95.20 95.21 95.82 92.96 92.39 93.36 92.85
Recall

95.14 95.74 96.14 96.42 94.70 95.20 95.21 95.82 92.96 92.39 93.36 92.85

Precision 96.43 96.67 97.00 97.20 97.02 95.51 95.38 96.05 93.41 93.48 94.55 94.08
F1-Score 95.61 96.06 96.25 96.72 95.43 95.27 95.01 95.87 93.10 92.67 93.73 93.24

Table 6.10: Results for non-IID data (NSL-KDD dataset) with various numbers of
connected edge gateways
Metric

2

Proposed Model
3
4
5

2

AP2PFL-DNN
3
4
5

2

AP2PFL-MLP
3
4
5

Accuracy 91.19 92.23 93.39 94.39 88.79 91.70 89.72 88.72 86.91 87.74 88.58 89.13
Recall

91.19 92.23 93.39 94.39 88.79 91.70 89.72 88.72 86.91 87.74 88.58 89.13

Precision 93.96 95.35 95.60 95.02 92.85 92.08 92.72 93.34 91.49 90.25 92.36 89.84
F1-Score 92.17 93.39 94.30 94.59 89.93 91.78 91.00 90.77 88.02 88.35 89.60 89.13

In addition, Figures 6.9 and 6.10 present the loss, accuracy and F1-score values
for all the centralised and federated models with different numbers of epochs
and five connected edge gateways for X-IIoTID and NSL-KDD datasets. It can
be noted that the proposed model performed satisfactorily, and better than the
others for both datasets. As the number of epochs increased from 1 to 50, its
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performance generally improved and was better when the number of epochs was
sufficiently large.

Figure 6.9: Comparison of values of loss, accuracy and F1-score of detection models
with various epochs for non-IID data (X-IIoTID dataset)

Figure 6.10: Comparison of values of loss, accuracy and F1-score of detection models
with various epochs for non-IID data (NSL-KDD dataset)

The detection rates for the different stages of a targeted ransomware attack
are shown in Tables 6.11 and 6.12. As can be seen, the centralised models
achieved slightly better performance than the federated ones for the X-IIoTID
dataset. The cent-proposed DL-based model achieved the best value of 98.89%
for detecting lateral movement, and Cent-MLP obtained 99.79% for detecting
weaponisation. Moreover, the Cent-DNN was better for detecting exploitation,
C&C, and tampering, obtaining 95.69%, 99.64%, and 99.91%, respectively. However, the proposed model achieved the best values of 99.98%, 99.94%, and 100%
for detecting exfiltration, RDoS, and crypto-ransomware, while AP2PFL-DNN
was better for identifying reconnaissance. Overall, the proposed model performed
satisfactorily compared with the others, and would improve by increasing the
training data size for minor classes. For the NSL-KDD dataset, the centralised
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models performed best, as the NSL-KDD dataset has minor classes distributed
among connected edge gateways and is not sufficient for training. However, as
can be seen, the cent-proposed DL-based model was better than the other models,
achieving 94.17%, and 98.69% for detecting exploitation and DoS, respectively.
Table 6.11: Detection rate results for targeted ransomware stages based on non-IID
data (X-IIoTID dataset)
Attack

Cent-MLP Cent-DNN Cent-Proposed DL-based Model AP2PFL-MLP AP2PFL-DNN proposed model

Reconnaissance

88.68

92.20

92.70

86.74

93.96

Weaponisation

99.79

99.67

99.65

99.30

98.89

99.76

Exploitation

91.81

95.69

93.53

70.26

62.93

64.66

Lateral movement

95.77

98.56

98.89

92.58

86.18

91.48

C&C

99.45

99.64

99.45

94.73

71.09

99.27

Exfiltration

99.95

99.95

99.93

99.98

98.28

99.98

Tampering

99.53

99.91

99.81

96.62

97.46

99.72

RDoS

99.78

99.86

99.89

99.72

98.47

99.94

100

100

100

94.44

46.67

100

Crypto-ransomware

93.00

Table 6.12: Detection rate’s results for targeted ransomware stages based on non-IID
dataset (NSL-KDD dataset)
Attack

Cent-MLP Cent-DNN Cent-Proposed DL-based Model AP2PFL-MLP AP2PFL-DNN proposed model

Reconnaissance

78.18

84.48

88.00

87.80

85.72

96.02

Weaponisation

74.42

76.74

81.40

25.66

97.67

55.81

Exploitation

90.52

91.48

94.17

41.86

54.01

86.73

Denial of Service (DoS)

95.17

97.29

98.69

96.86

93.32

87.58

Discussion results of non-IID data: The proposed model demonstrated
significant performance for detecting targeted ransomware attacks against IIoT
edge gateways using heterogeneous (i.e., non-IID) data for the X-IIoTID and
NSL-KDD datasets. However, the proposed model using non-IID data achieved
better accuracy, recall and F1-score than the IID data for the NSL-KDD dataset.
This was mainly because each edge gateway was trained using the full data of minor
classes, and the data were not divided between edge gateways. This allowed these
edge gateways to be well trained. Overall, the proposed model performed much
better than the others, noting the role of the DPM in improving its generalisation
capabilities and refining and reconstructing a robust representation of the input
data. This was also because of the well-structured and developed DDM using a
DNN and BN. In addition, the proposed model performed approximately the same
as the cent-proposed DL-based model in terms of accuracy, loss, and F1-score. This
significant achievement demonstrates that the proposed model would be eminently
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usable in any real brownfield IIoT systems in which distributed edge gateways
with heterogeneous data (i.e., non-IID) work collaboratively and efficiently in an
asynchronous P2P manner.
6.6.4.3

Models’ Robustness against Evasion Attacks

Tables 6.13 and 6.14 show the detection rate for targeted ransomware evasion
attacks (i.e., unknown targeted ransomware ones) with epsilon = 5% in the IID
(multiple classes) and non-IID data for the X-IIoTID and NSL-KDD datasets. All
the targeted ransomware observations were changed to be similar to normal
or legitimate ones using FGSM and BF attack techniques (i.e., white- and
black-box techniques). As can be seen, all models performed well for detecting
targeted ransomware attacks in the X-IIoTID dataset when there were non-evasion
ones. However, their performance significantly decreased under FGSM attacks,
particularly those in the non-IID data. Overall, the proposed model was more
robust than the others against evasion attacks in both the IID and non-IID
data for the X-IIoTID dataset. In the IID data, it achieved values of 98.02 %,
97.00% and 97.61% for non-evasion and FGSM and BF attacks, respectively; for
AP2PFL-DNN, it achieved 97.80%, 93.68% and 96.07%, respectively; and for
AP2PFL-MLP, it achieved 95.77%, 93.23% and 93.83%, respectively. As can be
noted, the attack detection rate of the proposed model was approximately 1.02%
and 0.41% less than the non-evasion one, 4.12% and 1.73% for the AP2PFL-DNN
one and 2.54% and 1.94% for the AP2PFL-MLP one. In the non-IID data, the
proposed model achieved values of 96.92%, 94.84% and 96.44%, results that were
2.08% and 0.48% less than those of the non-evasion one. The AP2PFL-DNN and
AP2PFL-MLP models’ performances decreased by approximately 10.22% and
6.22%, and 3.69% and 2.22%, respectively. These results demonstrated that the
proposed model was more robust than the others against targeted ransomware
evasion attacks (i.e., FGSM and BF attacks). The same conclusion could be
reached for the proposed model for NSL-KDD dataset (as shown in Table 6.14) as
its performance decreased by approximately 3.79% and 1.82% in the IID data and
1.82% and 1.03% in the non-IID one under FGSM and BF attacks, respectively.
The robustness of the proposed model against white-box FGSM and black-box
BF evasion attacks was another strong point in its favour, which strongly reinforced
its superiority and suitability for real-world brownfield IIoT deployments. Most
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Table 6.13: Comparison of different models under evasion attacks (X-IIoTID dataset)
Model

Non-evasion
FGSM
BF
IID Non-IID IID Non-IID IID Non-IID

AP2PFL-MLP

95.77

94.80

93.23

91.11

93.83

92.58

AP2PFL-DNN

97.80

95.76

93.68

85.54

96.07

89.54

Proposed model 98.02

96.92

97.00

94.84

97.61

96.44

Table 6.14: Comparison of different models under evasion attacks (NSL-KDD dataset)
Model

Non-evasion
FGSM
BF
IID Non-IID IID Non-IID IID Non-IID

AP2PFL-MLP

83.99

85.54

81.33

81.26

80.55

76.40

AP2PFL-DNN

88.58

85.05

82.40

78.82

84.86

81.13

Proposed model 91.05

94.08

87.26

92.26

89.23

93.05

importantly, it is clear that the proposed model performed better than the others
and achieved a balance between targeted ransomware detection and robustness
against evasion attacks. Therefore, it would be a suitable and efficient solution
for protecting the edge gateways of brownfield IIoT systems against targeted
ransomware attacks because of its superior performance on homogeneous and
heterogeneous datasets and its robustness against evasion attacks.
6.6.4.4

Time Complexity of Proposed Model

Figures 6.11 and 6.12 present the proposed model’s processing times, which
were collected during the experiments to analyse the amount each edge gateway
required in each epoch. These times include those for training, transfers and
exchanges (communications with neighbours) and updates. Figure 6.11 shows
that the average processing times (seconds) per epoch and edge gateway in the
IID and non-IID data for the X-IIoTID dataset varied, increasing with increasing
numbers of connected edge gateways (i.e., n = 2, 3, 4, 5) and ranging between 30
and 36. Each edge gateway performed approximately 220 communication rounds
in each epoch which meant it exchanged its variables with its neighbours, on
average, approximately 220 times in each epoch. The total number of epochs in
the experiments was 50; thus,each edge gateway had, on average, approximately
11,000 communication rounds during the entire training process.
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Figure 6.11: Average processing time per epoch/edge gateway with a varying number
of connected edge gateways for X-IIoTID dataset

Figure 6.12 shows the average processing times (seconds) per epoch and
edge gateway in the IID and non-IID data for the NSL-KDD dataset. The
proposed model took less processing times in this dataset, ranging between 7
and 9 seconds. Each edge gateway exchanged its variables with its neighbours
approximately 49 times in each epoch, with 2,450 communication rounds during
the entire training process. NSL-KDD had less processing time and communication
rounds, since it had fewer observations, classes and features compared with the
X-IIoTID dataset. Given that the proposed model consisted of two modules
built based on DL algorithms, dealing with IID and non-IID data and handling
the communication among neighbours in an asynchronous manner, its average
processing time was reasonable and acceptable for both datasets and edge gateways
in a real environment.

6.6.5

Comparative Study

To illustrate the effectiveness of the proposed model, its performance is compared
with those of three recently developed FL-based intrusion detection models tested
on NSL-KDD dataset: the Multi Criteria Client Selection in FL (FedMCCS) [342],
Hierarchical FL(HFL) [343], and Probabilistic Hybrid Ensemble Classifier (PHEC)
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Figure 6.12: Average processing time per epoch/edge gateway with a varying number
of connected edge gateways for NSL-KDD dataset

[344]. Table 6.15 demonstrates the results achieved by the proposed model for
both IID (binary- and multiple-classes) and non-IID data compared with other
models. The proposed model obtained the best accuracy for homogeneous and
heterogeneous data, with 97.03%, 93.10% and 94.39%, respectively. The three
models achieved good performance in terms of accuracy based on the client-server
FL approach. FedMCCS adopted the client-server FL approach with DNN,
whereby clients or edge gateways participate in the global model’s update based
on their resources (CPU, memory and energy) and ability to successfully train
and send the needed updates. Therefore, FedMCCS achieved 81% and was able
to maximise the number of participating clients/edge gateways, while reducing
the number of communications with the cloud server. Nevertheless, this model
still needs to optimise the client selection approach to improve the efficiency of
the intrusion detection model. The HFL model used DNN based on client-server
FedAvg, but with edge layer between IoT devices (clients) and cloud. It relied on
two trained global models at the two edge gateways, whereby each edge gateway
has its own clients and the edge gateways act as clients for cloud server to build
another a higher level global model. This hierarchical approach has many problems
related to delay caused by each layer and the energy constraints of clients (i.e.,
IoT devices), and it obtained less accuracy compared with the other models (i.e.,
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Table 6.15: Comparison with other FL models
Model

Accuracy (%)

FedMCCS [342]

81.00

Fed-PHEC [344]

88.42

HFL [343]

77.50

Proposed Model (IID-binary)

97.03

Proposed Model (IID-multiple classes)

93.10

Proposed Model (non-IID)

94.39

77.50%).
The Fed-PHEC model used many MLP networks that share their parameters
with the central server, where they are aggregated to construct a global model.
For each data sample, the global model (or aggregated model) yields a set of
probabilities, where each probability represents the probability of a specific local
training model. This model was the best of the three models, achieving a value
of 88.42% for accuracy. However, further analysis and experiments are needed
to improve the performance and ensure fitting of all possible attacks that could
occur in one connected client.
The proposed model performed better than the above models because it relies
on DL techniques. It uses CDAE to refine and reconstruct the input data, improving the generalisation and robustness of models against noise data. Therefore,
it can learn a good and relevant representation for input data in an unsupervised
manner before passing it to the DDM. Moreover, it uses DNN with BN to
facilitate the detection process, whereby the constructed network architecture can
identify the attack and normal behaviour patterns and classify them efficiently to
the appropriate class. The proposed model differs from the previous FL-based
intrusion detection models, as it depends on P2P communication, whereby each
client connects only with its neighbours. This eliminates the need to have a
critical selection method to choose the best participants in updating process and
the need to have a global model. It also guarantees that all connected clients
participate in the updating process in direct and indirect ways. Each client has
only one model, which is updated based on its neighbours’ models. It also relies
on an asynchronous algorithm, whereby each client does not have to wait for all
its neighbours to complete aggregating models. Therefore, these traits ensure that
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the proposed model is appropriate for deployment in a real IIoT for protecting
edge systems against targeted ransomware.

6.7

Advantages and Limitations of Proposed
Framework

The proposed detection framework has many advantages that allow the automatic
monitoring of distributed IIoT edge gateways and identification of evolving
targeted ransomware tactics and techniques. The monitoring and collection unit
uses various data sources, including network traffic, system logs, application logs,
device resources and commercial IDS alerts. Ideally, the combination of various
data sources and multi-perspectives data can handle sophisticated attacks with
characteristics of complexity and customisation, such as targeted ransomware ones.
It can help detect the multiple stages of targeted ransomware, which, in turn, can
assist a system’s security team to take appropriate measures to prevent attackers
from achieving their final objective(s) and causing further damage to the system.
The proposed detection framework also has a unit for analysing and correlating
the heterogeneous data as well as extracting specific and valuable features that
are connectivity- and device-agnostic, to handle the heterogeneous nature and
interoperability demand of IIoT systems. These traits make the proposed detection
framework much better than existing intrusion detection ones which are highly
reliant on one or two data sources and device- or protocol-dependent extracted
features. These existing frameworks fail to achieve comprehensive attack detection
and usually trigger false alarms under multi-stage attacks.
Further, the proposed detection framework depends on DL and FL techniques
to power its detection unit which has good capabilities for detecting known
and unknown targeted ransomware attacks against IIoT edge gateways in a
privacy-preserving manner. The detection unit includes a DL-based model that
consists of a DPM and DDM. A CDAE enables the DPM to learn a relevant and
robust data representation of the input. It then refines and reconstructs the input
data before passing it to the DDM, which improves the DDM’s generalisation and
robustness against noisy data and evasion attacks. However, DL-based models face
significant challenges in choosing the best network structures and architectures
for guaranteeing stable and good detection accuracy. This is not a simple task, as
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it requires numerous empirical experiments. Another limitation is that DL-based
models deal with only numerical data, and this issue is solved using pre-processing
in the proposed framework.
Another advantage of this framework is its use of AP2PFL to build comprehensive detection models in multiple distributed IIoT edge gateways. This
way of learning improves data security as there is no need to transfer or gather
data in one edge gateway or cloud server. It enables continuous learning from
the data collected in each edge gateway and the ongoing attacks faced by its
peers. Moreover, this framework uses asynchronous and P2P communication, is
fully decentralised and does not have a server. Given that the devices of IIoT
edge gateways are designed to operate time-sensitive processes, provide fewer
communications with cloud servers and reduce bandwidth and network latency, the
proposed detection framework is more suitable than existing client-server ones for
edge gateways in brownfield IIoT systems. Its P2P communications also strengthen
the security and privacy of its deployed detection unit. However, the proposed
model still faces security and privacy challenges, such as poisoning training attacks.
This limitation could be mitigated to some extent by the developed DPM which,
as stated previously, refines and reconstructs the representation of the input
data which improves the model’s robustness. Further, the proposed detection
framework uses a novel FL algorithm-that is, a PDDM-SGD [339]. Although
the model designed based on this algorithm displayed good performance for
detecting targeted ransomware and dealing with both homogeneous (i.e., IID)
and heterogeneous (i.e., non-IID) data, in its current form, this algorithm has
limitations in terms of its stability and performance; thus, further research is
required to improve it.
Another contributing factor to the power of the proposed framework is the
involvement of cloud threat intelligence with an alert system in the response
unit. Using this intelligence can help security analysts filter and prioritise the
alerts generated from multiple IIoT edge gateways and, thereby, prevent attackers
achieving their final objectives and further damaging systems. It also speeds up
the mitigation and remediation processes for targeted ransomware attacks which,
in turn, reduces potential losses.
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6.8

Chapter Conclusion

This chapter has introduced , a novel detection framework for revealing targeted
ransomware attacks in brownfield IIoT systems, and described its key components.
The AP2PFL and DL techniques were used for powering the detection unit in the
proposed framework. The DL-based model consists of two modules, the DPM and
DDM. The former refines and reconstructs a valuable and robust representation
of the input data before passing it to the DDM to identify targeted ransomware
attacks. These modules in each edge gateway work collaboratively with their
neighbours and share their knowledge about targeted ransomware activities and
stages using AP2PFL. The training and testing of this newly proposed model were
conducted using several experiments. First, the ISoT, NSL-KDD and X-IIoTID
datasets were used to train and test the model with IID data (binary-class). The
experiments demonstrated that this new model performed significantly better than
AP2PFL-DNN and AP2PFL-MLP with five connected edge gateways, achieving
the best accuracy (98.13%), recall (98.10%), precision (98.20%) and F1-score
(98.15%) for the X-IIoTID dataset, and best accuracy (98.33%), precision (97.93%)
and F1-score (97.86%) for the ISoT dataset. For the NSL-KDD dataset, it obtained
97.03% for accuracy, precision, recall and F1-score.
Second, the X-IIoTID and NSL-KDD datasets were used with IID (multiple
classes) data to evaluate the proposed model’s capability to detect targeted
ransomware activities and stages. The experiments demonstrated its efficiency;
for instance, it achieved the highest accuracy, precision, recall, and F1-score. It
obtained values of 97.21%, 97.78%, 97.21% and 97.41%, respectively, for the
X-IIoTID dataset, and values of 93.10%, 93.10%, 93.10% and 94.30%, respectively,
for NSL-KDD dataset. The proposed model also obtained a higher detection rate
for reconnaissance, weaponisation, exploitation, lateral movement, exfiltration,
RDoS and crypto-ransomware than other models in the X-IIoTID dataset. In
addition, the proposed DL-based model trained using the entire dataset (i.e.,
cent-proposed DL-based model) demonstrated exemplary performance for identifying multiple attacks in the NSL-KDD dataset, such as weaponisation, and
exploitation. However, an interesting outcome was that the proposed model’s
performance was approximately equivalent to the cent-proposed DL-based model’s
performance using IID data for both datasets. Third, the X-IIoTID and NSL-KDD
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datasets were used with non-IID (multiple-classes) data. Overall, the proposed
model performed better than the others for both datasets. It obtained values of
96.42%, 96.42%, 97.20% and 96.72% for accuracy, recall, precision and F1-score,
respectively, for the X-IIoTID dataset, and values of 94.39%, 94.39%, 95.02%,
and 94.59% , respectively, for the NSL-KDD dataset under five connected edge
gateways. This clearly indicated its good capabilities to deal with heterogeneous
data and protect the edge gateways of brownfield IIoT systems.
Finally, the performance of the proposed model under evasion attacks was
evaluated and tested with both IID and non-IID data for the X-IIoT and NSL-KDD
datasets. The experiments demonstrated that it had greater robustness against
these attacks than other models, indicating that it was more suitable for protecting
the edge gateways of brownfield IIoT systems against known and unknown
targeted ransomware attacks. It maintained its performance compared with
other models under evasion attacks, obtaining very little decrease in its detection
rate. Moreover, the proposed model achieved the highest accuracy compared with
the state-of-the-art FL-based intrusion detection models. Overall, the proposed
model demonstrated its efficiency for dealing with homogeneous and heterogeneous
data and being robust against evasion attacks, indicating that it has significant
merits and is a remarkable contribution to the fields of IIoT security and targeted
ransomware detection. However, there is scope for improvements in the model.
The next chapter provides details of this research study’s limitations and potential
future directions, as well as a summary of the work presented in this thesis.
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CHAPTER

7

Conclusions

7.1

Overview

The research presented in this thesis makes significant contributions to the security
of IIoT systems, and focused specifically on investigating and detecting targeted
ransomware attacks in the edge gateways of brownfield IIoT systems. Most
existing solutions for ransomware attacks concentrate on detecting traditional
attacks designed specifically for Android, Windows and Linux OSs; thus, they
are unsuitable for brownfield IIoT systems. This is because most of the deployed
IIoT devices, such as edge gateways, have proprietary hardware and software, and
run various cyber and physical processes. Moreover, brownfield IIoT systems are
distributed and heterogeneous, and have different system activities, network and
communication patterns, and interoperability demands. To address these issues,
new detection and security solutions are required. AI-based detection frameworks
are widely accepted as superior security solutions because of their significant
characteristics and high capability in dealing with the large volume, high speed
and heterogeneous nature of IIoT system activities and network traffic.
However, developing AI-based detection frameworks for brownfield IIoT systems has several challenges that may hamper their effectiveness. First, there is
a lack of knowledge and threat frameworks for understanding and exploring the
behaviours of targeted ransomware attacks and their potential activities against
edge systems of brownfield IIoT, particularly edge gateway devices. Second, there
is a lack of high-fidelity system models for testing attacks. Third, there is a lack
of accurate data about the activities and stages of targeted ransomware attacks,
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as well as those of normal brownfield IIoT devices; new connectivity protocols,
such as MQTT, CoAP and WebSocket; and new communication (i.e., H2M,
M2M and M2H) patterns. Further, the heterogeneous and distributed nature
of a brownfield IIoT system and its special characteristics hinder the creation
and collection of these accurate datasets, as well as the development of unified
detection frameworks.
In this PhD thesis, a targeted ransomware framework that determines the
most preferable targets for attackers and identifies the possible ransomware
attacks activities against brownfield IIoT systems was proposed in Chapter
3. Investigating targeted ransomware attacks against IIoT edge gateways is
a significant contribution in and of itself, as it allows the worldwide community of
researchers to understand the potential behaviours of such attacks against IIoT
systems and develop efficient security solutions for addressing them and protecting
critical IIoT devices. Second, in Chapter 4, a novel holistic and end-to-end IIoT
security testbed, called Brown-IIoTbed, was proposed. Its main architecture
and design, which were chosen based on the IIRA to provide high fidelity, were
presented. The analysis and testing processes demonstrated the effectiveness of
its operations and functions,considerable accuracy of its data, and high feasibility
when testing both simple and advanced security scenarios. The full software and
hardware implementation has been made publicly available, allowing researchers
to conduct rigorous and replicable testing of new developed security solutions.
Third, in Chapter 5, a new framework for generating and creating a holistic
real-life intrusion dataset tailored to IIoT systems was proposed. As a result, the
X-IIoTID dataset was created, representing the current cyber chain of targeted
ransomware and various attacks, and brownfield IIoT network traffic and system
activities. X-IIoTID has been released publicly; thus, the first-of-its-kind intrusion
dataset for IIoT systems has been made available for researchers to evaluate their
developed IDSs and security solutions. Finally, in Chapter 6, a novel detection
framework for revealing targeted ransomware in brownfield IIoT systems was
introduced. The proposed framework was powered using FL and DL techniques
that enabled many IIoT edge gateways to learn a shared detection model using
asynchronous and P2P communications. Evaluating the performance of the
proposed model indicated their significant achievements in detecting targeted
ransomware attacks against edge gateways of brownfield IIoT systems and being
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robust against evasion ones, resulting in the provision of effective targeted
ransomware attack (known and unknown attacks) protection for IIoT systems for
the first time.
The remainder of this chapter is organised as follows. Section 7.2 provides
details of the key contributions of this research, while Section 7.3 summarises
some of its limitations. Section 7.4 outlines future directions for research, while
Section 7.5 presents concluding remarks.

7.2

Contributions of This Research

The major contributions of this research are detailed as follows.
1. Development of world’s first ransomware specifically targeting IIoT
edge gateway: In new technologies, it is crucial that the most lucrative
systems and devices for attackers are identified and new attack tactics,
techniques and procedures are investigated by researchers and organisations
to profile threats and increase awareness of new attacks before development
and deployment by malicious entities. This thesis contributes significantly
to IIoT security (i.e., offensive) by introducing and highlighting, for the
first time, the probability of IIoT edge gateways being infected by targeted
ransomware attacks. The higher-order Markov chain model was used to
demonstrate this probability by determining that such devices are very
likely to be the next ransomware targets. Different attack scenarios were
investigated, showing the potential activities and lateral movements in
IIoT systems, as well as possible negotiation techniques used by attack
actors. Specifically, crypto- and locker-ransomware scenarios were discussed,
with the crypto-ransomware designed based on a static analysis of the
‘Erebus’ ransomware. The customised crypto-ransomware was tested with
the system’s resources collected to explore their effects and behaviours.
The results indicated that the kernel-activity parameters, such as the CPU
load, I/O activities, system load and context switch, were significant features
for discovering the abnormal behaviours of crypto-ransomware in an IIoT
edge gateway, of which there were even more than those of the ‘Erebus’
ransomware in the IT workstation. These results supported adopting these
parameters to detect targeted ransomware, as described in contributions
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3 and 4. This proposed targeted ransomware attack framework should
direct the attention of organisations to prioritising IIoT edge gateways and
targeted ransomware attacks in their risk assessment plans. It is hoped
that the research community will be able to develop novel and advanced
scenarios of targeted ransomware attacks and harden all aspects of defensive
solutions to resist these new attacks.
2. Design of new holistic, end-to-end IIoT security testbed, BrownIIoTbed: This testbed was designed based on the IIRA to provide high
fidelity and developed using free open-source software and cost-affordable
hardware as well as devices that can be easily reproduced and reconfigured.
It provided various communication patterns (i.e., H2M, M2M and M2H),
heterogeneous devices and physical assets, different connectivity protocols
(e.g., Modbus, WebSocket, CoAP and MQTT), various access media (i.e.,
wired and wireless), physical states and user interfaces. A statistical data
analysis was conducted of the system and network performance factors based
on standard recommendations to ensure that the testbed’s data were as
accurate as possible. The results provided sufficient confidence in the testbed
and its data. For example, its network jitter did not exceed the tolerable
value (30 ms based on Cisco), and its average Modbus TCP response time was
approximately 10.49 ms, which fit the Modbus recommended requirement (<
20 ms) The same conclusion was reached for the MQTT, HTTP, WebSocket,
DNS, CoAP and SMTP protocols.
The Brown-IIoTbed was also evaluated using various security tests, including
STRIDE model-based attacks, security evasion/reverse shell backdoor ones
against routers/firewalls, and malicious payload hunting and intelligence,
with the results indicating its feasibility. Compared with existing IIoT/IoT
testbeds, it obtained 13 critical features required for an IIoT security testbed
which demonstrated its superiority. Complete information on software
implementations and hardware descriptions was publicly released on GitHub
1
which is an important contribution to the community as it allows researchers
to either fully or partly reproduce the developed testbed and reconfigure it
to fit their research demands and validate their security hypotheses.
1

https://github.com/Alhawawreh/Brown-IIoTbed

234

3. Creation of new publicly available intrusion dataset tailored for
IIoT systems: Developing security solutions for IIoT systems is only
possible if appropriate datasets are available to validate and evaluate them.
The research community has been reliant on existing datasets irrelevant
to new technologies, such as the IIoT. Researchers have strongly indicated
the lack of dataset for dealing with recent attack trends; thus, one of the
contributions of this thesis is the provision of a new dataset, called X-IIoTID,
tailored to IIoT systems. It is not simply a collection of arbitrary attacks
but represents a carefully formulated simulacrum of recent attackers’ tactics,
techniques and procedures (particularly for targeted ransomware attacks)
and realistic IIoT systems’ activities, including field devices, edge, mobile
and cloud traffic; the behaviours of their new connectivity protocols and
services; their diverse communication patterns; their high speeds and large
volumes of network traffic; and systems’ events.
Importantly, the X-IIoTID dataset has connectivity- and device-agnostic
features which make it suitable for the heterogeneous nature and interoperability demand of IIoT systems. Its final version has 820,834 instances
(421,417 for normal observations and 399,417 for attacks) with 67 features
(including three label levels: normal and attack, normal and sub-category
attack, normal and sub-sub-category attack). It was evaluated using machine
learning which demonstrated its suitability for intrusion detection field. Its
release as a publicly available dataset 2 , which is a significant contribution,
enables the developed IIoT detection models and security solutions to be
standardised against a common and relevant benchmark.
4. Development of new targeted ransomware detection framework for
brownfield IIoT edge gateways: Multiple components were considered
for the design of this proposed framework, including monitoring and data
collection, analysis, pre-processing and detection and response. Initially,
monitoring and acquisition were executed through well-established software
to collect data related to network traffic, activities of systems and applications, device resources and commercial IDSs alerts. Then, the collected data
were analysed and correlated in the analysis unit to extract connectivityand device-agnostic features suitable for the heterogeneous nature of IIoT
2

http://ieee-dataport.org/4532
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systems and their interoperability demands. Through the pre-processing
unit, the extracted features were converted for use as input to the detection
unit, which used FL and DL techniques to detect targeted ransomware
attacks. Finally, the response unit considered the alert system and cloud’s
threat intelligence to filter and prioritise the generated alerts to adopt the
appropriate mitigation and remediation technique.
One of the key contributions in this developed framework was using the
AP2PFL technique for the first time to build a shared DL-based model
between multiple connected IIoT edge gateways in an asynchronous P2P
manner. The DL-based model consisted of two modules: (1) the DPM,
which aimed to refine and reconstruct a valuable and robust representation
of the data based on a CDAE, and (2) the DDM, which identified targeted
ransomware and its stages based on a DNN and BN. The main strengths of
this proposed model included the following: First, each edge gateway’s
modules worked cooperatively with its neighbours in an asynchronous
manner and without a third party. Second, it dealt with both homogeneous
and heterogeneous data. Third, it was robust against evasion attacks.
Validation of the proposed model’s performance using the X-IIoTID, ISOT
and NSL-KDD datasets yielded significant accuracy, precision, recall and
F1-score values with IID (homogeneous) data and non-IID (heterogeneous)
data, while maintaining robust performance against evasion attacks. When
the significant performance of this new detection model was considered
along with the integration of cloud threat intelligence in the response unit,
the detection framework’s highly positive effect on the security of the edge
gateways of brownfield IIoT systems was clear.

7.3

Research Limitations

The major limitations of this research study are detailed as follows:
1. IIoT security testing testbed: Like most advanced testbeds, Brown-IIoTbed
has little capability to simulate real environmental conditions and constraints,
such as temperature and humidity, for a physical industrial process. Another
limitation is the limited capabilities of the edge gateway hardware used (i.e.,
Raspberry Pi B+). If researchers need to connect more PLC devices to an
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edge gateway in their experiments, this might cause an increase in the load
of the gateway and affect its performance. To overcome this, another edge
gateway could connect these PLC devices and then connect the two edge
gateways similar to a traditional DCS. Another solution is to link two edge
gateways to the cloud separately and directly. Moreover, it is not possible
to compare the behaviour of Brown-IIoTbed with those of real IIoT systems
because IIoT implementations are still in their early stages and most existing
ones are special projects and not publicly available. However, this issue
was partly resolved by adopting the IIRA as a standard reference model for
building a high-fidelity testbed and providing a performance validation by
analysing the key network and system performance factors.
2. IIoT intrusion dataset: The X-IIoTID dataset does not include physics
-based attacks (other possible scenarios of targeted ransomware) that directly
affect the physical properties of a PLC and its entire closed-control loop.
Given the new information and control flows in IIoT systems, creating such
attacks is an important open question and a critical future research direction.
However, to overcome this limitation, existing datasets, such as those of
Morris et al. [245] and SWaT [287], can be used with the X-IIoTID dataset
to represent a complete IIoT system. Another limitation is that this dataset
has minor attack classes such as fake notifications and MitM (as described
in Chapter 5). Although the distribution of such attacks occurs in real data,
this obstacle can be overcome using various data pre-processing techniques,
such as data augmentation, with generative DL algorithms.
3. FL model: Although the AP2PFL model was used to build a comprehensive
DL-based model in a privacy-preserving manner without a server, it could
still be targeted by several adversarial attacks, such as poisoning training
ones, and lead to a decrease in its efficiency. This limitation was significantly
mitigated in the proposed model by developing a DPM for refining and
reconstructing a robust representation of the input data. Therefore, it
successfully handled evasion attacks and maintained the model’s robustness
against attacks during testing. Another concern is that the proposed model
used a novel optimisation algorithm, PDMM-SGD, which, in its current
form, has issues in terms of stability and performance. Moreover, it cannot
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work with complex DL-based detection models.
4. DL-based model: The major limitation with the DL-based models presented in this thesis to detect targeted ransomware attacks was selecting
the appropriate structures and architectures of DL networks based on trial
and error, which was very time-consuming. Although one possible solution
is to automate this process using evolutionary optimisation algorithms,
these techniques also have limitations, such as requiring the investment
of significant computational resources. However, this is not considered a
critical problem, given the current availability of complex, fast hardware
and parallelisation techniques.

7.4

Future Directions

This section identifies several future directions in which this research could be
extended.

7.4.1

Issues to Be Resolved

1. Simulating and studying targeted ransomware scenarios and their potential
effects on deployed IIoT devices is essential for protecting such new technologies and staying ahead of cyber criminals. Some efforts [140, 122, 121,
142], including this research, have presented various PoCs for ransomware
attacks against IIoT devices and systems, such as edge gateways, robots,
smart cameras and in-vehicle infotainment systems in contemporary cars.
However, further research is required to investigate ransomware attacks and
their potential activities against other devices, such as controllers, APIs,
SCADA-webs, satellite and cloud MQTT brokers.
2. Developing IIoT security testbeds for recent communication technologies
is important. In this research, Brown-IIoTbed was developed as a security
testbed for brownfield IIoT systems, with the integration of legacy OT and
new IT. It employed both wireless (e.g., Wi-Fi) and wired communications.
In future, this work could be extended by including recent communication
technologies such as 5G, 6G cellular and satellite communications. This
would improve the capabilities of the developed testbed and allow current
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and future brownfield IIoT deployments to be represented, and the security
of recent promising communication technologies to be tested.
3. Investigating the security of recent connectivity protocols and studying how
they could be exploited to perform advanced attacks would be valuable.
These protocols have vulnerabilities in their designs, implementations and
configurations, which would provide vectors for many sophisticated attacks.
In this research, some of the attacks for MQTT, CoAP and WebSocket
protocols were presented and included in the developed dataset. Therefore,
research could be performed to provide more insights into exploiting and
representing these attacks, as well as investigating other new IIoT connectivity protocols, such as the DDSI-RTPS and OPC-UA Binary. For example,
research could focus on exploiting them to convey ransomware and other
malware payloads to the endpoint or perform RDoS attacks.
4. In the X-IIoTID dataset, various up-to-date attack tactics, techniques
and procedures were represented. However, physics-based attacks related
to sensors’ measurements and actuators’ commands, as well as big data
analytic attacks, were not. Therefore, future research could be undertaken
to generate attacks that exploit the new information and command flows
in an IIoT system and affect its entire closed control loop. In addition,
including attacks that affect cloud data, such as privacy violations in big
data analytics processing and guessing keywords in encrypted data, would
lead to an expanded dataset tailored for IIoT systems.
5. In this research, PDMM-SGD was used to build an AP2PFL model for
detecting targeted ransomware attacks in brownfield IIoT edge gateways.
In future, this work could be expanded by applying different optimisation
and learning algorithms, such as the Alternating Direction Method of Multipliers—Stochastic Gradient Descent (ADMM-SGD) and Gossip—Stochastic
Gradient Descent (Gossip-SGD) [339]. Then, the capabilities of detection
models for IIoT edge gateways could be optimised in different ways, enabling
their performances to be compared and the best model selected for detecting
attacks, mainly targeted ransomware ones. Another future research direction
for this model could be implementing a different network structure, such as
multi-edge tiers, whereby edge gateways are distributed in more than one
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tier and communicate in the full mesh of a P2P network.
6. The targeted ransomware detection framework was designed using DL and
FL, which are vulnerable to adversarial attacks, such as poisoning ones,
which degrade performance. In future work, research could be conducted to
provide robust DL, FL and defensive models; for example, it could focus
on using rejection or null classes to protect these detection models against
adversarial attacks.
7. DL algorithms play a significant role in detecting the hidden patterns of
sophisticated attacks, such as targeted ransomware ones. Although they
have attained impressive levels of detection accuracy, it remains unclear
which information in the input data causes them to actually make a decision
(ransomware or normal). They are considered ‘black-box’ algorithms and are
highly non-transparent. Therefore, in the future, various explanatory techniques, such as Local Interpretable Model-agnostic Explainable (LIME) and
Sub-modular Pick-LIME (SPLIME) [345], could be employed to understand
the DL models presented in this thesis and interpret their results.
8. Brownfield IIoT systems are heterogeneous, distributed and highly fragmented, as well as having interoperability requirements, which necessitate
the development and design of security solutions that support them and
address their challenges. Overall, as research in this field is still in its early
stages, with few studies, including this one, having been presented, more
work that focuses on dealing with these issues is required.

7.4.2

Open Questions

In this section, key open questions that may be used for future research are
presented:
• How can the proposed testbed, Brown-IIoTbed, be modified to incorporate
new communication technologies, such as 5G and satellite?
• Can the X-IIoTID dataset be expanded to incorporate hardware attacks,
cloud data analytics and physics-based attacks?
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• What are the physics-based attacks that specifically target a local closed
control loop at an edge tier?
• How can the most recent IIoT connectivity protocols be exploited as attack
vectors and convey malware (e.g., targeted ransomware) to edge gateways?
• How can ransomware attacks affect and target a cloud broker, API or
satellite in an IIoT system?
• What are the best parameters for the PDMM-SGD used to build the
proposed AP2PFL model?
• Are the ADMM-SGD or Gossip-SGD optimisation algorithms better choices
for building the AP2PFL detection model than the PDMM-SGD?
• How can the performance of the proposed model be improved for heterogeneous (i.e., non-IID) data?

7.5

Final Remarks

Industrial facilities increasingly rely on the IIoT, adopting devices and machines
that make systems more productive and efficient. However, these facilities must
defend against new threats, such as targeted ransomware, that take advantage of
their vulnerabilities introduced by the deployment of new devices and technologies.
No single security countermeasure will ever be capable of being optimised to
combat targeted ransomware or any sophisticated attack, which means that the
overlaps or combinations of security countermeasures outlined by the DiD principle
[21] are crucial for achieving an effective security posture. Although combating
evolving targeted ransomware tactics, techniques and procedures is challenging,
an effective detection technique is a key part of any contemporary DiD strategy
for providing protection against these attacks and their activities. Commentary
by industrial and cyber security experts and providers [346] makes it clear that
the recent evolution of cyberattacks indicates that detection mechanisms, mainly
those powered by AI, will be critical for the foreseeable future.
The importance of AI-powered detection frameworks for protecting against
persistent and sophisticated attacks underscores the significant contribution of
the research discussed in this thesis. Not only has it introduced, for the first time,
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targeted ransomware attacks against the edge gateways of brownfield IIoT systems,
but it has also presented a robust and effective AI-based detection framework
for protecting distributed IIoT edge gateways against them. In particular, this
thesis makes significant contributions to the security (offensive and defensive) of
a brownfield IIoT system by: (1) presenting the world’s first example of targeted
ransomware attacks against the edge gateways of brownfield IIoT systems, (2)
designing and developing Brown-IIoTbed, a holistic end-to-end IIoT security
testbed that can be easily reproduced and reconfigured to perform new processes
and test various security scenarios, (3) creating the X-IIoTID dataset, a new
dataset with up-to-date IIoT attacks, as well as normal network traffic and system
activities, which has connectivity- and device-agnostic features collected from
various data sources, is publicly available and includes many attack scenarios
that allow security researchers to evaluate their IIoT security solutions, and (4)
proposing a detection framework that incorporates DL and FL techniques for the
detection of targeted ransomware attacks, which enables connected IIoT edge
gateways to learn a shared model in an asynchronous and P2P communication
manner. This framework was demonstrated to be effective and robust against
evasion attacks.
In conclusion, all the indicators suggest that gaining the benefits of an IIoT
system will not be achieved without addressing the major challenges encountered
during its deployments (particularly brownfield ones), such as interoperability and
security. Given that security is the most challenging problem, researchers must
investigate new attack tactics, techniques and procedures (i.e., offensive), as well
as defensive security solutions, for such new technologies, as only by following
this approach will organisations be able to effectively and safely enjoy the full
benefits of IIoT systems.
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[336] Marek Pawlicki, Michal Choraś, and Rafal Kozik. “Defending network
intrusion detection systems against adversarial evasion attacks”. In: Future
Generation Computer Systems 110 (2020), pp. 148–154.
[337] Bryse Flowers, R Michael Buehrer, and William C Headley. “Evaluating
adversarial evasion attacks in the context of wireless communications”.
In: IEEE Transactions on Information Forensics and Security 15 (2019),
pp. 1102–1113.
[338] Aditya Kuppa, Slawomir Grzonkowski, Muhammad Rizwan Asghar, and
Nhien-An Le-Khac. “Black box attacks on deep anomaly detectors”. In:
Proceedings of the 14th International Conference on Availability, Reliability
and Security. 2019, pp. 1–10.
[339] Kenta Niwa, Noboru Harada, Guoqiang Zhang, and W Bastiaan Kleijn.
“Edge-consensus Learning: Deep Learning on P2P Networks with Nonhomogeneous Data”. In: Proceedings of the 26th ACM SIGKDD International
Conference on Knowledge Discovery & Data Mining. 2020, pp. 668–678.
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