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WORLD LEADER OR VILLAGE IDIOT?

AN EXAMINATION OF INTERNET CONTENT 

REGULATION IN AUSTRALIA.

C a r o l y n  P e n f o ld

T h e s is  s u b m i t t e d  f o r  th e  d e g re e  o f  M a s t e r  o f  L a w s
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PART ONE

PUTTING INTERNET CONTENT CONTROL INTO CONTEXT.
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C H A P T E R  O N E :  I N T R O D U C T I O N

T h is  t h e s is  e x a m in e s  th e  A u s t r a l i a n  s c h e m e  f o r  i n t e r n e t  c o n t e n t  r e g u la t io n .  I t  

d e t a i ls  t h e  c o n t e x t  i n t o  w h i c h  t h e  s c h e m e  w a s  in t r o d u c e d  a n d  t h e  o p e r a t io n  o f  th e  

s c h e m e ,  b e f o r e  e v a lu a t in g  i t s  e f f e c t i v e n e s s  a n d  m a k i n g  s u g g e s t io n s  f o r  t h e  f u t u r e  

im p r o v e m e n t  o f  t h e  s c h e m e .  T h e  c u r r e n t  c h a p te r  in t r o d u c e s  s o m e  o f  t h e  is s u e s  

i n v o l v e d  i n  th e  in t r o d u c t i o n  a n d  o p e r a t io n  o f  t h a t  s c h e m e ,  a n d  t h e n  g o e s  o n  to  

o u t l i n e  t h e  s t r u c t u r e  o f  t h e  th e s is  as  a  w h o le .

A. Background

D is c u s s io n  s u r r o u n d in g  in t e r n e t  c e n s o r s h ip  w a s  n o t  n e w  w h e n  t h e  B r o a d c a s t in g  

S e r v ic e s  A m e n d m e n t  ( O n l i n e  S e r v ic e s )  B i l l 1 2 w a s  in t r o d u c e d  t o  P a r l ia m e n t  i n  

A p r i l  1 9 9 9 ,  n o r  w a s  i t  u n iq u e l y  A u s t r a l i a n .  T e c h n o lo g ic a l ,  j u r i s d i c t i o n a l ,  p o l i t i c a l  

a n d  s o c ia l  c o n c e r n s  r e g a r d in g  in t e r n e t  c e n s o r s h ip  h a d  b e e n  r a is e d  a n d  d is c u s s e d  i n  

m a n y  p a r t s  o f  t h e  w o r l d ,  a n d  a n u m b e r  o f  c o u n t r ie s  h a d  t h e m s e lv e s  in t r o d u c e d  

le g is la t i v e  o r  o t h e r  s c h e m e s  in  a t t e m p ts  t o  c o n t r o l  i n t e r n e t  c o n t e n t .  B u t  th e  is s u e s  

i n v o l v e d  in  i n t e r n e t  c e n s o r s h ip  s u d d e n ly  b e c a m e  m o r e  im m e d ia t e ,  m o r e  im p o r t a n t  

a n d  m o r e  f o c u s e d  i n  A u s t r a l ia ,  w i t h  th e  in t r o d u c t i o n  o f  t h e  O n l i n e  S e r v ic e s  B i l l .

T h e  in t e r n e t ,  a  m o s t  i n n o v a t i v e  a n d  e x c i t i n g  n e w  c o m m u n ic a t io n s  p h e n o m e n o n ,  

h a d  d e v e lo p e d  a n d  c h a n g e d  a t  a  r a p id  p a c e .  A l t h o u g h  a t  t h e  t im e  o f  t h e  

i n t r o d u c t i o n  o f  t h e  O n l in e  S e r v ic e s  B i l l  a c c e s s  t o  th e  in t e r n e t  h a d  b e e n  a v a i la b le  

t o  t h e  A u s t r a l i a n  p u b l i c  f o r  a  s h o r t  t im e  o n ly ,  d u r in g  t h a t  t im e  t h e r e  h a d  b e e n  v e r y  

s i g n i f i c a n t  d e v e lo p m e n t s  i n  h o w ,  a n d  h o w  m u c h ,  i t  w a s  u s e d .  A c c e s s  t o  th e  

in t e r n e t  i n  A u s t r a l i a  h a d  i n i t i a l l y  b e e n  l i m i t e d  t o  r e s e a r c h  u s e s ,  b u t  t h e  p o l i c y  

c h a n g e d  i n  1 9 9 3  t o  a l l o w  a  ‘ u s e r - p a y s ,  a n y t h in g - g o e s  e n v i r o n m e n t . ’ A

1 B roadcasting  S erv ices A m endm ent (O n lin e S erv ice) B ill 19 9 9  (C th). K n ow n , and hereafter  
referred to as the O nline S erv ices B ill, and then  as the Online Services Act. W here referen ce is 
m ade to sp ec ific  c la u ses  o f  the B roadcasting  S erv ices A m en d m en t (O n lin e  S erv ice ) B ill 1999  
(C th), these refer to c lau ses in  sch ed u le  5 o f  the final v ersio n  o f  the B ill, u n le ss  o th erw ise  stated.
2 A ttributed to H ugh  Irvine, founder o f  C on n ect.co m .a u  b y  Jenny S incla ir , ‘E v e ry b o d y ’s gon e  
su rfin ’, The Age, 19 June 1999.
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s u b s e q u e n t  e x p lo s io n  o c c u r r e d  in  in t e r n e t  u s e .  A  t o t a l  o f  le s s  t h a n  1 2  in t e r n e t  

s e r v i c e  p r o v id e r s  ( I S P s )  i n  A u s t r a l i a  a t  th e  e n d  o f  1 9 9 3  g r e w  t o  1 3 0  b y  t h e  e n d  o f  

1 9 9 5 ,  b y  w h i c h  s ta g e  th e  n u m b e r  o f  i n t e r n e t - l i n k e d  c o m p u t e r s  w a s  in c r e a s in g  b y  

5 0 %  p e r  a n n u m . 3 4 B y  th e  t im e  o f  th e  in t r o d u c t i o n  o f  t h e  O n l in e  S e r v ic e s  B i l l ,  t h e  

n u m b e r  o f  IS P s  i n  A u s t r a l i a  h a d  r is e n  t o  a n  e s t im a t e d  6 5 0 . 5 I n t e r n e t  a c c e s s  w a s  

b e c o m in g  r e a d i l y  a v a i la b le  i n  m a n y  b u s in e s s e s  a n d  o t h e r  p la c e s  o f  e m p lo y m e n t ,  

i n  s c h o o ls  a n d  o t h e r  e d u c a t io n a l  i n s t i t u t i o n s ,  i n  p u b l i c  l ib r a r ie s ,  i n  c a fe s ,  a n d  i n  

h o m e s .  I n  fa c t ,  s u c h  w a s  t h e  s a t u r a t io n  o f  i n t e r n e t  a c c e s s  t h a t  b y  m i d  1 9 9 9 ,  w i t h  

t h e  O n l i n e  S e r v ic e s  B i l l  b e f o r e  P a r l ia m e n t ,  i t  w a s  c la im e d  t h a t  A u s t r a l i a  h a d  th e  

‘ h ig h e s t  p e r c e n ta g e  o f  in t e r n e t  u s a g e  i n  t h e  w o r l d ’ a f t e r  t h e  U S A . 6 7

C i t i n g  c o m m u n i t y  c o n c e r n ,  g e n e r a te d  a p p a r e n t ly  b y  t h e  g r o w t h  o f  t h e  m e d iu m ,  

th e  m a t e r ia l  a v a i la b le  o n  i t ,  a n d  t h e  r i s k  t o  c h i l d r e n  o f  e x p o s u r e  t o  i n a p p r o p r ia t e  

c o n t e n t ,  t h e  G o v e r n m e n t  d e c id e d  t o  le g is la t e  t o  r e g u la t e  t h e  in t e r n e t .  C y n ic s  

s u g g e s te d  th e  r e a l  m o t i v a t i o n  w a s  in s te a d  t h e  g o v e r n m e n t ’ s n e e d  t o  w o o  a r c h ­

c o n s e r v a t iv e  S e n a to r  H a r r i d i n e ’ s s u p p o r t  t o  p a s s  o t h e r  -  u n r e la t e d  -  l e g i s l a t i o n . 8 

W h i l e  t h i s  n e e d  c o u ld  n o t  b e  s e e n  as  th e  g e n e s is  o f  i n t e r n e t  r e g u la t i o n ,  g i v e n  t h a t  

t h a t  h a d  b e e n  o n  t h e  G o v e r n m e n t ’ s a g e n d a  s in c e  a t  le a s t  1 9 9 5 ,  i t  m a y  h a v e  h e lp e d

3 T h e early  1 9 9 0 ’s had seen  the in troduction  o f  the W orld  W id e W eb , at first in  a lim ited  form , but 
exp an d in g  h u g e ly  as brow sers d ev e lo p ed  to o ffer  U n ix , M ac and PC  users u n iform  in terfaces for  
a ccess. ‘E x p lo siv e  g ro w th ’ o f  the W eb  b egan  in 1994 , fo llo w e d  b y  an ex p lo s iv e  grow th  o f  the 
internet. R oger C larke, O rig in s a n d  N a tu re  o f  the In te rn e t in A u s tra lia  (2 0 0 4 )  P rincipal, X am ax  
C on su lta n cy  P tv  Ltd. Canberra < h ttp ://w w w .a n u .ed u .a u /p eo p le /R o g er .C la rk e /II/O zI0 4 .h tm l >  at 
16 June 2 0 0 4 ) .
4 A ustra lian  B roadcasting  A uthority, In ves tig a tio n  in to  th e  C o n ten t o f  O n lin e  S e rv ice s , Issu es  
P a p e r , (D e c  1 995) 14. N o te  co n flic t  w ith  A h is to ry  o f  A A R n et, a cc essed  at A A R n et site  
< h ttp ://w w w .aam et.ed u .au /ab ou t/h istory .h tm l>  at 17 June 2 0 0 4  w h ich  states that there w ere over  
3 0 0  com m ercia l ISP s b y  June 1995 .
5 B road castin g  S en d e e s  A m end m en t (O n lin e S erv ice ) B ill 1 9 9 9 , S eco n d  R ead in g  S p eech , Cth, 
P a r lia m e n ta ry  D e b a te s , Senate, 21 A pril 1999 , 3 9 5 7 , 3 9 5 8  (Senator Ian C am p bell, Parliam entary  
S ecretary  to Senator A lston , M inister for C om m u n ication s, In form ation  T e c h n o lo g y  and the A rts).
6 N ad in e  S trossen , President o f  A m erican  C ou n cil for C iv il L iberties, q uoted  in  ‘A ustra lia  urged  to  
repeal la w ’, S y d n e y  M o rn in g  H e r a ld  (B u sin ess  sectio n ), 2 4  A u g u st 1999 . It is d ifficu lt to k n o w  
w h eth er th is w as p rec ise ly  true. In 1996  A ustralia  w as sa id  to b e  ‘the fifth  largest u ser  o f  the  
In tern et.’ In te rn e t A u s tra la s ia  (M a y  1 996) 9 8 , quoted  in  A ustralian  B road castin g  A uthority , 
In v e s tig a tio n  in to  th e C o n ten t o f  O n lin e  S erv ices , R e p o r t to  the M in is te r  f o r  C o m m u n ica tio n s  &  
th e  A r ts  (1 9 9 6 )  35 . A ccord in g  to N u a  su rveys 30 .5%  o f  the A ustra lian  p opu la tio n  w ere o n lin e as at 
M a y  1 9 99 , com pared  to 37%  o f  the U S  popu lation . It is p o ss ib le  th ou gh  that so m e S can d in avian  
cou n tries had h igher proportions o f  internet users. S ee  N u a  S u rveys, H o w  M a n y  O n lin e?  (2 0 0 2 )  
< h ttp ://w w w .n u a .co m /su rv ey s/h o w _ m a n y _ o n lin e /in d ex .h tm l>  at 22  June 2 0 0 4
7 Senator Ian C am pbell, ab ove n 5, 3 9 5 7 .
8 S ee  for exam p le D a v id  Marr, The H igh P r ic e  o f  H eaven . (1 9 9 9 )  114. T h is is d iscu ssed  further in 
C hapter 7 b e lo w .
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t o  e x p la in  th e  h a s te  w i t h  w h i c h  i t  w a s  d r a f t e d ,  i n t r o d u c e d  a n d  p a s s e d ,  d e s p i te  

s e r io u s  c o n c e r n  a n d  c r i t i c i s m .

I n  A p r i l  1 9 9 9  th e  O n l in e  S e r v ic e s  B i l l  w a s  in t r o d u c e d  t o  A u s t r a l i a ’ s f e d e r a l  

P a r l ia m e n t ,  w i t h  th e  o b je c t s  o f

a )  p r o v id i n g  a  m e a n s  f o r  a d d r e s s in g  c o m p la in t s  a b o u t  c e r t a in  I n t e r n e t  

c o n te n t ,

b )  r e s t r i c t i n g  a c c e s s  to  c e r t a in  I n t e r n e t  c o n t e n t  l i k e l y  t o  c a u s e  o f f e n c e  t o  a  

r e a s o n a b le  a d u l t ,  a n d

c )  p r o t e c t in g  c h i l d r e n  f r o m  e x p o s u r e  t o  I n t e r n e t  c o n t e n t  t h a t  is  u n s u i t a b le  f o r  

c h i l d r e n . 9

T h e  r e g u la t io n  w a s  in t e n d e d  t o  o c c u r  i n  a  m a n n e r  w h i c h  d id  n o t  im p o s e  

u n n e c e s s a r y  f in a n c ia l  o r  a d m in is t r a t i v e  b u r d e n s  o n  t h e  in t e r n e t  in d u s t r y ,  r e a d i l y  

a c c o m m o d a te d  t e c h n o lo g ic a l  c h a n g e ,  a n d  e n c o u r a g e d  t h e  d e v e lo p m e n t  o f  

t e c h n o lo g y  a n d  th e  p r o v i s i o n  o f  s e r v i c e s . 10

B. Response to the Bill

T h e  le g is la t i o n  w a s  m e t  b y  h o w ls  o f  d e r i s i o n  o n  t h e  o n e  h a n d ,  a n d  b y  d e l i g h t  o n  

th e  o th e r .  I t  w a s  s a id  t o  b e  ‘ a  l a r g e ly  i n e f f e c t i v e  a n d  w a s t e f u l  p ie c e  o f  l e g i s l a t i o n ’ 

w h i c h  e x e m p l i f i e d  s y m b o l i c  p o l i t i c s . 11 12 I t  w a s  a r g u e d  t h a t  a  ‘ u n i l a t e r a l  n a t io n a l  

r e s p o n s e  is  d e s t in e d  t o  b e  u n s u c c e s s fu l ,  g iv e n  t h e  g lo b a l  a n d  e lu s iv e  n a t u r e  o f  t h e  

m e d iu m . ’ C la im s  w e r e  a ls o  m a d e  t h a t  th e  le g is la t i o n  w o u l d  p r o v e  A u s t r a l i a  th e  

‘ g lo b a l  v i l l a g e  i d i o t ’ o f  t h e  in t e r n e t  w o r l d . 13

9 B roadcasting  S erv ices A m en d m en t (O n lin e S erv ice ) B ill 199 9  (C th) (sch ed u le  1) c l 2 , n o w  
incorporated  as B ro a d c a s tin g  S e rv ic e s  A c t 1 9 9 2  (Cth) s 3 ( l) (k ) ,( l)& (m ).
10 Ibid (sch ed u le  1) c l 4 , now  incorporated as B ro a d c a s tin g  S e rv ic e s  A c t 1 9 9 2  (C th) s 4 (3 ).
11 Peter C hen, ‘Pornography, P rotection , Prevarication: T he P o lit ic s  o f  Internet C en so rsh ip ,’ 
(M arch  2 0 0 0 )  6 (1 ) U N S W L J F o ru m , (.In tern e t C o n ten t C o n tro l)  18, 18.
12 Ibid 22.
13 Strossen , ab ove n 6, referring to a co m m en t b y  D an n y  Y e e  o f  E lectron ic  Frontiers A ustralia: 
‘T h e governm ent has turned A ustralia  into the g lo b a l v illa g e  id io t .’ E F A  M ed ia  R e lea se  2 6 th M ay  
1999 . < h ttp ://w w w .efa .o n z .a u /P u b lis li/P R 9 9 0 5 2 6 .h tm l>  at 22  July 2 0 0 4 .
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C o u n t e r in g  th e s e  c la im s  w e r e  s u g g e s t io n s  t h a t  ‘ th e  v i l l a g e  i d i o t  u s u a l l y  t u r n s  o u t  

t o  b e  t h e  w is e s t  m e m b e r  o f  t h e  c o m m u n i t y . ’ 14 S o m e  a r g u e d  t h a t  t h e  l e g i s la t i o n  

o u g h t  t o  b e  ‘ a p p la u d e d  [a s  r e p r e s e n t in g ]  a  s e r io u s  a t t e m p t  t o  a d d re s s  th e  

a v a i l a b i l i t y  t o  c h i l d r e n  o f  m a t e r ia l  o n  th e  I n t e r n e t  t h a t  t h e  A u s t r a l i a n  c o m m u n i t y  

h a s  a l r e a d y  d e c id e d  s h o u ld  n o t  b e  r e a d i l y  a v a i la b le  t o  c h i l d r e n . ’ 15

W h i l e  s u c h  s t r o n g  r e a c t io n s  w e r e  b e in g  v o ic e d  b o t h  f o r  a n d  a g a in s t  th e  

le g is la t i o n ,  i t  w a s  a ls o  s u g g e s te d  t h a t  th e  a p p a r e n t ly  f l a w e d  le g i s l a t i o n  w a s  i n  f a c t  

a  r e s u l t  o f  th e s e  c o n f l i c t i n g  a r g u m e n ts  th e m s e lv e s .  O n e  la w y e r  w r o t e :

T a lk in g  a b o u t  In te rn e t  c e n s o rs h ip  is  l i k e  d is c u s s in g  a b o r t io n ;  th e  d e b a te  

is  c o n fu s e d ,  e m o t iv e  a n d  p o la r is e d .  T h e  p ro ta g o n is ts  m a r k  o u t  t h e i r  

t e r r i t o r y  b a s e d  o n  f la w e d  a s s u m p t io n s  a n d  a  p a s s io n a te  b e l i e f  in  th e  

a b s o lu te  t r u th  o f  t h e i r  p r in c ip le s .  C o n s e rv a t iv e  g ro u p s  p re a c h  f a m i l y  

v a lu e s ,  in d u s t r y  fo c u s e s  o n  e -c o m m e rc e ,  a n d  c i v i l  l ib e r ta r ia n s  o b se ss  

w i t h  f re e  s p e e c h . I t  is  a c o l l i s io n  o f  v a lu e s  a n d  in te re s ts ,  w i t h o u t  r o o m  

f o r  c o m p ro m is e ,  p ra g m a t is m  a n d  d is c r e t io n .  T h e  re s u lt?  T h e  

Broadcasting Services Amendment: ... c o n fu s e d ,  i l l - c o n c e iv e d ,  a n d  v e r y  

d i f f i c u l t  to  im p le m e n t  in  p r a c t ic e .16

C. Arguments against the Bill

A r g u m e n t s  p u t  a g a in s t  t h e  O n l in e  S e r v ic e s  B i l l  i n c lu d e d  a r g u m e n ts  a g a in s t  

c e n s o r s h ip  p e r  s e , a r g u m e n ts  a g a in s t  c e n s o r s h ip  o f  t h e  in t e r n e t  s p e c i f i c a l l y ,  

a r g u m e n ts  t h a t  in t e r n e t  c e n s o r s h ip  w a s  t e c h n i c a l l y  im p o s s ib l e ,  a n d  a r g u m e n ts  

a g a in s t  t h e  s p e c i f i c  s c h e m e  p r o p o s e d .

A r g u m e n t s  a g a in s t  c e n s o r s h ip  o r  c o n t e n t  r e g u la t i o n  i t s e l f ,  o r  a g a in s t  c e n s o r s h ip  o f  

t h e  in t e r n e t  s p e c i f i c a l l y , 17 w e r e  u s e d  t o  c h a l le n g e  t h e  O n l i n e  S e r v ic e s  le g is la t i o n ,  

b u t  w e r e  g iv e n  s h o r t  s h r i f t  b y  t h e  G o v e r n m e n t .  T h e  G o v e r n m e n t  s a w  n o  n e e d  t o

14 M elin d a  Jones, ‘F ree S p eech  and the ‘V illa g e  Id io t .”  (M arch  2 0 0 0 )  6 (1 ) U N S W U  F o ru m , 
{In te rn e t C o n ten t C o n tro l)  4 3 , 43 .
15 E liza b eth  H an d sley  &  Barbara B ig g in s , ‘T he S h e r iff  R id es in to  T ow n: A  D a y  o f  R ejo ic in g  for 
In n ocen t W estern ers.’ (M arch  2 0 0 0 )  6 (1 ) U N S W L J F o ru m , {In te rn e t C o n ten t C o n tro l)  3 5 , 38 .
16 N iranjan  Arasaratnam , ‘B rave N e w  (O n lin e) W o rld .’ (M arch  2 0 0 0 )  6 (1 ) U N S W L J F o ru m , 
{In te rn e t C o n ten t C o n tro l) 10, 10.
17 S ee  for exa m p le  John Perry B arlow , D e c la ra tio n  o f  In d ep en d en ce  in C y b e rsp a c e . (1 9 9 6 )  
< h ttp ://w w w .e ff .o rg /b a iio w /D ec la ra tio n -F in a l.h tm l>  at 16 June 2 0 0 4 , and the d iscu ss io n  in  D  P ost  
& D  Johnson , ‘L aw  and B orders -  T h e R ise  o f  L aw  in C y b ersp a ce ,’ (1 9 9 6 )  4 8  S ta n fo rd  L a w  
R ev iew . 1367.
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r e - e x a m in e  i t s  e x i s t i n g  c e n s o r s h ip  r e g im e ,  a n d  r e je c t e d  a r g u m e n ts  t h a t  t h e  in t e r n e t  

a s  a  m e d iu m  r e q u i r e d  a  d i f f e r e n t  o r  s p e c ia l  r e g u la t o r y  f r a m e w o r k .  W h i l e  w i l l i n g  

t o  l o o k  a t  th e  d i f f e r e n c e s  i n  m e d iu m  w h i c h  r e q u i r e d  d i f f e r i n g  methods o f  

r e g u la t i o n ,  th e  G o v e r n m e n t  w a s  n o t  w i l l i n g  t o  c o u n te n a n c e  a  r e g im e  d i f f e r e n t  i n  

substance t o  t h a t  e x i s t i n g  f o r  o t h e r  m e d ia .  I n  th e  v i e w  o f  S e n a to r  A l s t o n ,  t h e  

M i n i s t e r  f o r  C o m m u n ic a t io n s ,  I n f o r m a t i o n  T e c h n o lo g y  a n d  t h e  A r t s ,  i t  w a s  

s i m p l y  n o t  ‘ a c c e p ta b le  t h a t  s ta n d a r d s  a p p l i c a b le  t o  c o n v e n t io n a l  m e d ia  d o  n o t  a ls o  

a p p ly  t o  th e  in t e r n e t .  ’ 18

T e c h n ic a l  a r g u m e n ts  w e r e  a ls o  u s e d  t o  s u g g e s t  t h a t  t h e  g o v e r n m e n t  h a d  

m is u n d e r s t o o d  i t s  s u b je c t .  I t  w a s  c la im e d  t h a t  c e n s o r in g  t h e  in t e r n e t ,  w h e t h e r  

d e s i r a b le  o r  n o t ,  w a s  t e c h n i c a l l y  im p o s s ib le .  T r a f f i c  o n  t h e  in t e r n e t  c o u ld  

c i r c u m v e n t  b lo c k s ,  c o n t e n t  c o u ld  b e  e n c r y p t e d  t o  t r a v e l  w i t h o u t  d e t e c t io n ,  u s e rs  

c o u ld  p r o t e c t  t h e m s e lv e s  w i t h  a n o n y m i t y ,  c o n t e n t  c o u ld  b e  h o s te d  a n y w h e r e  i n  

t h e  w o r l d .  B l o c k i n g  o r  e v e n  r e m o v in g  c o n t e n t  f r o m  o n e  s e r v e r  w o u l d  n o t  s to p  

a c c e s s  t o  t h e  s a m e  c o n t e n t  f r o m  o t h e r  s e r v e r s ,  a n d  o t h e r  j u r i s d i c t i o n s . 19 20 A g a i n  th e  

g o v e r n m e n t  r e je c t e d  th e  a r g u m e n ts ,  a c k n o w le d g in g  t h a t  i t  w o u l d  b e  technically 

d i f f i c u l t  t o  c o n t r o l  in t e r n e t  c o n te n t ,  b u t  d e n y in g  t h a t  t h i s  w o u l d  m a k e  th e  

r e g u la t io n  w o r th le s s .  ‘ . .  . T h e r e  a re  t e c h n i c a l  d i f f i c u l t i e s  w i t h  b l o c k i n g . . .  [ b u t ]  

w h e r e  i t  is  t e c h n i c a l l y  f e a s ib le  a n d  c o s t - e f f e c t i v e  . . .  t h i s  s h o u ld  b e  d o n e .  I t  is  n o t  

a c c e p ta b le  t o  m a k e  n o  a t t e m p t  a t  a l l  o n  t h e  b a s is  t h a t  i t  m a y  b e  d i f f i c u l t . ’ W h i l e  

t h e  t e c h n i c a l  d i f f i c u l t i e s  w e r e  th u s  t a k e n  i n t o  a c c o u n t  i n  s h a p in g  t h e  le g is la t i o n ,  

t h e y  w o u ld  n o t  a f f e c t  t h e  d e c is io n  o n  w h e t h e r  o r  n o t  t o  le g is la t e .

T h e  d e t a i ls  o f  th e  p r o p o s e d  s c h e m e  a ls o  le d  t o  c o n c e r n  a n d  a r g u m e n t .  T h e  

g o v e r n m e n t  c la im e d  in t e r n e t  c e n s o r s h ip  w a s  t o  b e  i n  l i n e  w i t h  t h e  e x is t i n g  

c la s s i f i c a t io n  s c h e m e  w h i c h  w a s  ‘ b a s e d  o n  c o n t e m p o r a r y  c o m m u n i t y  s t a n d a r d s . . .  

w e l l  u n d e r s t o o d  a n d  a c c e p te d  w i t h i n  o u r  s o c ie t y . ’ 21 S e n a to r  A l s t o n  r e g a r d e d  i t  as

18 Senator A lston , ‘T h e G overn m en t’s R egu latory  F ram ew ork for Internet C o n ten t’, (M arch  2 0 0 0 )
6 (1 ) U N SW L J F orum , (In tern e t C o n ten t C o n tro l) 4 , 6.
19 S ee  for exam p le K im b erley  H eitm an, ‘V apours and M irrors’ (M arch  2 0 0 0 )  6 (1 ) U N SW L J  
F o ru m , {In tern e t C o n ten t C o n tro l)  30; P eter C oron eos, ‘Internet C onten t C ontrol in  Australia: 
A ttem p tin g  the im p o ss ib le ? ’ (M arch 2 0 0 0 )  6 (1 ) U N S W L J F orum , (In te rn e t C o n ten t C o n tro l)  26 .
20 Senator Ian C am p bell, ab ove n 5, 3 9 6 3 .
21 Senator A lsto n , ab o v e  n 18, 4.

6



• 22
a  ‘ l o g i c a l  s te p  t o  le g is la t e  t o  e x te n d  th e  c l a s s i f i c a t io n  s y s te m  t o  t h e  i n t e r n e t . ’ 

H o w e v e r ,  d u e  t o  th e  s h e e r  q u a n t i t y  o f  i n t e r n e t  c o n t e n t ,  t h e  c l a s s i f i c a t io n  s c h e m e  

a s  u s e d  in  o t h e r  m e d ia  w a s  n o t  a  r e a l  o p t io n .  T h e r e  w a s  s i m p l y  t o o  m u c h  m a t e r ia l  

t o  c la s s i f y .  F u r t h e r m o r e ,  th e  e x is t i n g  c la s s i f i c a t io n  s c h e m e  r e q u i r e d  r e s t r i c t i o n  o f  

c e r t a in  c o n te n t .  I f  c o n t e n t  o n  t h e  in t e r n e t  w e r e  t o  b e  r e s t r i c t e d ,  i t  w a s  l i k e l y  t h a t  i t  

w o u l d  n e e d  t o  b e  d o n e  a t t h e  le v e l  o f  i n t e r n e t  c o n t e n t  h o s ts  ( I C H s )  a n d  IS P s .  I t  

w a s  a r g u e d  t h a t  p la c in g  s u c h  a  b u r d e n  o n  t h e  in d u s t r y  w o u l d  b e  u n ju s t i f i e d  ( l i k e  

a s k in g  A u s t r a l i a  P o s t  t o  r e s t r i c t  m a i l  d e l i v e r i e s  o n  t h e  b a s is  o f  c o n t e n t )  a n d  

f i n a n c i a l l y  o n e r o u s . 23 I t  m a y  t h u s  c r ip p l e  t h e  i n d u s t r y ’ s p o t e n t ia l  f o r  g r o w t h  a n d  

e x p a n s io n .

T h e r e  w a s  a ls o  c o n c e r n  t h a t  th e  q u a n t i t y  o f  i n t e r n e t  c o n t e n t  m e a n t  t h a t  a n y  

m o n i t o r i n g  o r  b l o c k i n g  w o u ld  n e e d  t o  b e  a u to m a te d ,  a n d  a s  s u c h  w o u l d  r e q u i r e  

th e  u s e  o f  f i l t e r i n g  s o f tw a r e .  F i l t e r i n g  s o f t w a r e  w a s  r e p o r t e d  t o  o v e r - b lo c k ,  u n d e r ­

b lo c k ,  t a k e  a  b r o a d - b r u s h  a p p r o a c h ,  t o  b e  b ia s e d  a t  t im e s ,  a n d  w a s  n o t  

A u s t r a l i a n . 24 25 I t  w a s  a rg u e d  t h a t  n o  f i l t e r i n g  c o u ld  e f f e c t i v e l y  r e s t r i c t  c o n t e n t  i n  

l i n e  w i t h  A u s t r a l i a ’ s ‘ c o n t e m p o r a r y  c o m m u n i t y  s t a n d a r d s . ’ F u r t h e r ,  i n t e r n e t  

c o n t e n t  r e g u la t i o n  r a is e d  f r e e d o m  o f  s p e e c h  c o n c e r n s .  N o t  o n l y  m a y  f i l t e r s  b l o c k  

m o r e  t h a n  r e q u i r e d ,  b u t  w h o  w o u ld  k n o w  w h a t  t h e y  b lo c k e d  a n d  o n  w h a t  b a s is ?  

R e q u i r i n g  IS P s  a n d  I C H s  t o  m o n i t o r  o r  b l o c k  c o n t e n t  w o u l d  in t r o d u c e  p r i v a t e  

c e n s o r s h ip , 26 a n d  th e  r e a l  p o s s i b i l i t y  o f  o v e r - c e n s o r s h ip  b y  i n d u s t r y  t o  a v o id  

p o t e n t ia l  b re a c h e s .

23 C oron eos, ab ove n 19.
24 M any such  reports w ere availab le, e sp e c ia lly  from  the U S A . T h ese  in clu d ed  for exam p le  
E lectronic P rivacy  Inform ation C enter (E p ic), F a u lty  F ilte rs :  H o w  C o n ten t F ilte rs  B lo c k  A c c e ss  to  
K id -F r ie n d ly  In fo rm a tio n  on the In tern e t (D ecem b er 1 997) <
h ttp ://w w w .ep ic .org /rep orts/filter_rep ort.h tm l >  at 16 June 2 0 0 4 ; G ay and L esb ian  A llia n ce  
again st D efa m a tio n  (G L A A D ) A c cess  D en ied , The Im p a c t o f  In te rn e t F ilte r in g  S o ftw a re  on the  
L esb ia n  a n d  G a y  L esb ia n  C om m unity, (D ecem b er 1997). 
< h ttp ://w w w .g la a d .o r g /d o cu m e n ts /m ed ia /A c ce ssD en ied l.p d f> at 16 June 2 0 0 4  
and num erous stud ies into the operation  o f  in d iv idu al filters carried  out b y  P eacefire . S ee  
< h ttp ://w w w .p ea cefire .o rg >  at 16 June 2 0 0 4 .
25 S ee  for exam p le Irene Graham , C om m en ts on IIA A p p r o v e d  F ilte r s  a n d  C S IR O  F ilte r  
E va lu a tio n  R e p o r t (Jan 2 0 0 0 ), < h ttp://libertus.n et/lib ertv /rd ocs/app rfilters0001  .htm l>  at 22  July  
2 0 0 4  and reports listed  therein, and note A ustralian  B roadcasting  A uthority , ab o v e  n 6, 151.
~b S ee  for exam p le H eitm an , ab ove n 19, 30.
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O t h e r  d e t a i ls  o f  t h e  s c h e m e  a ls o  s u g g e s te d  t h a t  t h e  c o n t r o l  o f  i n t e r n e t  c o n t e n t  

w o u l d  n o t  b e  i n  l i n e  w i t h  c o n t r o l  o f  c o n t e n t  i n  o t h e r  m e d ia .  F o r  e x a m p le ,  a l l  

i n t e r n e t  c o n t e n t  w a s  t o  b e  c la s s i f ie d  as  f i l m , 27 28 * * e v e n  w h e n  i t  b o r e  n o  r e s e m b la n c e  

t o  f i l m ,  a n d  e v e n  w h e r e  th e  c o n t e n t  i n  q u e s t io n  w a s  s im p le  t e x t .  F u r t h e r m o r e ,  X -  

r a t e d  m a t e r ia l  o n  A u s t r a l i a n  s e r v e r s  w a s  t o  b e  p r o h ib i t e d ,  a l t h o u g h  i t  w a s  n o t  

i l l e g a l  t o  p o s s e s s  X - r a t e d  m a t e r ia l  i n  A u s t r a l i a ,  n o r  t o  s e l l  o r  d i s t r i b u t e  i t  w i t h i n  

a n d  f r o m  th e  A u s t r a l i a n  T e r r i t o r ie s .  R - r a t e d  m a t e r ia l  h o s te d  i n  A u s t r a l i a  w a s  a ls o  

t o  b e  p r o h ib i t e d  u n le s s  h o s te d  w i t h  r e s t r i c t e d  a c c e s s ,  w h i l e  n o  p r o v i s i o n  a t  a l l  

w a s  m a d e  r e l a t i n g  t o  o v e rs e a s  h o s te d  R - r a t e d  c o n t e n t .

D. Government response to criticism of the Bill

B e t w e e n  t h e  i n t r o d u c t i o n  t o  P a r l ia m e n t  o f  t h e  O n l in e  S e r v ic e s  B i l l  a n d  t h e  Act s 

c o m m e n c e m e n t ,  i t  w a s  v e r y  u n c le a r  w h a t  t h e  l e g i s l a t i o n ’ s e f f e c t  w o u l d  a c t u a l l y  

b e .  I f  i n t e r n e t  c o n t e n t  w a s  r e a l l y  to  b e  c o n t r o l l e d  l i k e  c o n t e n t  i n  o t h e r  m e d ia ,  t h e  

in t e r n e t  i n d u s t r y  w o u ld  h a v e  a  g r e a t  d e a l  o f  w o r k  o n  i t s  h a n d s  t o  e n s u re  t h a t  

p r o h ib i t e d  c o n t e n t  w a s  n e i t h e r  h o s te d  i n  A u s t r a l i a  n o r  c a r r ie d  i n  f r o m  o v e rs e a s .  

H o w e v e r ,  th e  c o n c e r n  to  c o n t r o l  c o n t e n t  w i t h o u t  o v e r l y  b u r d e n in g  in d u s t r y  w a s  

c le a r  i n  G o v e r n m e n t  s ta te m e n ts  o n  t h e  is s u e ,  a n d  t h e  o b je c t s  o f  t h e  l e g is la t i o n  

w e r e  s p e c i f i c a l l y  q u a l i f i e d  w i t h  a  s ta te m e n t  t h a t  t h e  r e g u la t i o n  w a s  t o  o c c u r  i n  a  

m a n n e r  t h a t  ‘ d o e s  n o t  im p o s e  u n n e c e s s a r y  f i n a n c ia l  a n d  a d m in is t r a t i v e  b u r d e n s  o n  

I n t e r n e t  c o n t e n t  h o s ts  a n d  I n t e r n e t  s e r v ic e  p r o v i d e r s . . . ’ 31

I n  f a c t ,  w h i l e  th e  G o v e r n m e n t  c la im e d  t o  b e  l e g is la t i n g  s o  t h a t  c o n t r o l  o f  i n t e r n e t  

c o n t e n t  w o u ld  m i r r o r  c o n t r o l  o f  c o n t e n t  i n  o t h e r  m e d ia ,  i t  w a s  e v e n t u a l l y  

c o n v in c e d  o f  th e  t e c h n i c a l  d i f f i c u l t i e s  o f  a c h ie v in g  t h is  a im .  I t  t h u s  in t r o d u c e d  a  

g e n e r a l  le g i s la t i v e  f r a m e w o r k  w h i c h  d e t a i le d  p r o c e d u r e s  t o  d e a l  w i t h  A u s t r a l i a n -  

h o s te d  c o n t e n t ,  b u t  w h i c h  la c k e d  d e t a i l  r e g a r d in g  h o w  o v e r s e a s - h o s te d  c o n t e n t  

w a s  t o  b e  c o n t r o l le d .  I t  l e f t  t h e  in t e r n e t  i n d u s t r y  i t s e l f  t o  d e c id e  t h e  a p p r o p r ia te

27 B roadcasting  S erv ices A m en d m en t (O n lin e S erv ice ) B ill 1 9 9 9  (C th) c l 12& 13.
28 Ibid  c l 10.

2* I b id '
0 S ee  for exam p le Senator Ian C am pbell, ab o v e  n 5.

31 B roadcasting  S erv ices A m en d m en t (O n lin e S erv ice ) B ill 1 9 9 9  (C th) (sch ed u le  1) c l 4.



w a y  o f  c a r r y in g  o u t  s u c h  c o n t r o l .  U n d e r  th e  le g is la t i o n ,  t h e  in t e r n e t  i n d u s t r y  w a s  

t o  d r a f t  a n d  r e g is t e r  w i t h  th e  A B A  I n d u s t r y  C o d e s  o f  P r a c t ic e  w h i c h  s p e c i f ie d ,  

a m o n g s t  o t h e r  t h in g s ,  t h e  a c t io n  in d u s t r y  w o u l d  b e  r e q u i r e d  t o  ta k e  i n  r e s p o n s e  t o  

n o t ic e s  is s u e d  b y  t h e  A B A . 32 I f  s u c h  c o d e s  w e r e  n o t  r e g is t e r e d ,  t h e  A B A  w a s

'i -y

a u th o r is e d  t o  w r i t e  i n d u s t r y  s ta n d a r d s  i t s e l f .  I t  w a s  n o t  u n t i l  a  f o r t n i g h t  b e f o r e  

t h a t  Act c o m m e n c e d  t h a t  th e  I n t e r n e t  I n d u s t r y  C o d e s  o f  P r a c t ic e  w e r e  r e g is t e r e d  

w i t h  t h e  A B A ,  a n d  t h e  in d u s t r y ,  t h e  p u b l i c ,  a n d  in t e r n e t  u s e rs  b e g a n  t o  d is c o v e r  

m o r e  d e t a i l  a b o u t  h o w  th e  c o n t e n t  c o n t r o l  r e g im e  w a s  l i k e l y  t o  w o r k .

U N A N S W E R E D  Q U E S T I O N S .

T h e  e s t a b l is h m e n t  o f  a  s c h e m e  f o r  c o n t r o l l i n g  in t e r n e t  c o n t e n t  i n  A u s t r a l i a  g a v e  

r is e  t o ,  a n d  l e f t  u n a n s w e r e d ,  a  n u m b e r  o f  im p o r t a n t  q u e s t io n s .  W h a t  e f f e c t ,  i f  a n y ,  

w o u ld  th e  Act h a v e ?  W o u ld  i t  m e e t  i t s  a im s ?  W o u l d  i t  s t i f l e  f r e e  s p e e c h ?  W o u ld  i t  

c r i p p le  th e  in t e r n e t  in d u s t r y ?  W o u ld  i t  b e  v a lu a b le  i n  a n y  w a y ?  W o u l d  i t  h a v e  a n y  

im p a c t  o u t s id e  A u s t r a l i a ?  C o u ld  i t  b e  im p r o v e d  u p o n ?

I n  a n  a t t e m p t  t o  a n s w e r  s u c h  q u e s t io n s ,  t h i s  th e s is  e x a m in e s  t h e  in t e r n e t  c o n t e n t  

r e g im e ,  e v a lu a te s  t h e  e f f e c t  w h i c h  i t  h a s  h a d  o v e r  th e  la s t  f o u r  y e a rs ,  a n d  m a k e s  

s u g g e s t io n s  f o r  p o s s ib le  im p r o v e m e n t s  to  th e  r e g im e .  T o  h e lp  u n d e r s ta n d  th e  

r e g im e  a n d  t h e  Online Services Act, th e  t h e s is  b e g in s  b y  d is c u s s in g  i n  P a r t  O n e  

th e  c o n t e x t  w i t h i n  w h i c h  th e  e n a c tm e n t  w a s  m a d e .  C h a p te r s  T w o  a n d  T h r e e  th u s  

fo c u s  o n  t h e  in t e r n e t  i t s e l f ,  t h e  d is t i n c t i o n s  b e t w e e n  t h i s  m e d iu m  a n d  o th e r s  w h i c h  

th e  G o v e r n m e n t  w a s  f a m i l i a r  w i t h  c e n s o r in g  a n d  r e g u la t i n g ,  a n d  t h e  t e c h n i c a l  

m e th o d s  w h i c h  m ig h t  b e  e m p lo y e d  i n  a t t e m p ts  t o  c o n t r o l  in t e r n e t  c o n te n t .

C h a p te r  F o u r  o u t l in e s  p r i o r  o v e rs e a s  a t t e m p ts  t o  r e g u la t e  i n t e r n e t  c o n t e n t ,  w h i c h  

h e lp e d  i n f o r m  th e  G o v e r n m e n t  as  t o  w h a t  r e g u la t i o n  w o u l d  b e  p o s s ib le  a n d  

a p p r o p r ia te  i n  A u s t r a l i a .  C h a p t e r  F i v e  e x a m in e s  t h e  s y s te m  o f  c e n s o r s h ip  a n d  

c la s s i f i c a t io n  w h i c h  e x is t e d  i n  A u s t r a l i a  p r i o r  to  th e  e n a c tm e n t  o f  t h e  Online 

Services Act, a n d  a ls o  d is c u s s e s  th e  p r o t e c t io n s  f o r  f r e e d o m  o f  s p e e c h  i n  

A u s t r a l i a n  la w ,  i n  p a r t i c u la r  t o  d i s t i n g u is h  th e s e  f r o m  th e  b e t t e r  k n o w n  U S

j2 B roadcasting  S erv ices A m end m en t (O n lin e S erv ice ) B ill 19 9 9  (C th) c l 60  - 61 .
33 Ibid c l 6 8 - 7 1 .
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p r o t e c t io n s .  C h a p t e r  S ix  e x a m in e s  th e  d e v e lo p m e n t  o f  i n d u s t r y  r e g u la t i o n  i n  

A u s t r a l i a ,  a n d  th e  m o d e ls  u s e d  t o  r e g u la t e  o t h e r  p a r t s  o f  t h e  i n f o r m a t i o n  a n d  

c o m m u n ic a t io n s  in d u s t r ie s .  T h is  C h a p t e r  a ls o  in c lu d e s  d is c u s s io n  o f  

r e c o m m e n d a t io n s  m a d e  f o r  r e g u la t i o n  o f  B u l l e t i n  B o a r d  S y s te m s ,  a  p r e c u r s o r  t o  

th e  in t e r n e t  a s  i t  is  n o w  c o m m o n ly  k n o w n .  T h e s e  c h a p te r s  f o r m  P a r t  O n e  o f  th e  

th e s is ,  a n d  a re  in t e n d e d  t o  s i t u a te  th e  s c h e m e  f o r  i n t e r n e t  c o n t e n t  c o n t r o l  a n d  th e  

Online Services Act w i t h i n  th e  c o n t e x t  e x i s t i n g  a t  t h e  t im e  o f  i t s  f o r m u la t i o n .

P a r t  T w o  o f  th e  t h e s is  lo o k s  i n  d e t a i l  a t  t h e  Online Services Act, a n d  t h e  o p e r a t io n  

o f  t h e  s c h e m e  f o r  o n l i n e  c o n t e n t  c o n t r o l .  C h a p t e r  S e v e n  d is c u s s e s  t h e  i n t r o d u c t i o n  

t o  P a r l ia m e n t  o f  t h e  O n l in e  S e r v ic e s  B i l l ,  t h e  p o l i t i c a l  e n v i r o n m e n t ,  t h e  e n q u i r ie s  

c o n d u c te d ,  a n d  t h e  Act’s e v e n tu a l  p a s s a g e ,  b e f o r e  l o o k in g  a t  t h e  p r o v is i o n s  o f  t h e  

Act i t s e l f .  T h e  th e s is  t h e n  m o v e s  o n  t o  l o o k  a t  th e  o p e r a t io n  o f  t h e  s c h e m e ,  

c o m m e n c in g  i n  C h a p t e r  E ig h t  w i t h  t h e  d r a f t i n g  a n d  r e g is t r a t i o n  o f  t h e  I n t e r n e t  

I n d u s t r y  C o d e s  o f  P r a c t ic e .  C h a p t e r  N in e  e x a m in e s  t h e  r e g im e  e s t a b l is h e d  u n d e r  

th e  Act t o  r e c e iv e  c o m p la in t s  a b o u t  p r o h ib i t e d  in t e r n e t  c o n t e n t ,  a n d  d is c u s s e s  th e  

o p e r a t io n s  o f  t h is  c o m p la in t s  p ro c e s s .  C h a p t e r  T e n  d e a ls  w i t h  c o m m u n i t y  

e d u c a t io n ,  a  p a r t  o f  t h e  s c h e m e  c o n c e r n e d  n o t  w i t h  t h e  r e g u la t i o n  o f  c o n t e n t ,  b u t  

w i t h  a s s is t in g  th e  c o m m u n i t y  to  u n d e r s ta n d  t h e  d a n g e r s  o f  t h e  in t e r n e t ,  a n d  t o  

le a r n  s t r a te g ie s  t o  b e t t e r  p r o t e c t  t h e m s e lv e s ,  a n d  th o s e  i n  t h e i r  c a re ,  f r o m  e x p o s u r e  

to  in a p p r o p r ia t e  i n t e r n e t  c o n te n t .  C h a p t e r  E le v e n  lo o k s  a t  S ta te  a n d  T e r r i t o r y  

l e g is la t i v e  p r o v is i o n s  r e l a t i n g  t o  i n t e r n e t  c o n te n t .  W h i l e  s u c h  p r o v is i o n s  a re  n o t  

d i r e c t l y  p a r t  o f  t h e  Online Services Act, t h e y  w e r e  a c k n o w le d g e d  a s  a  m a in s t a y  o f  

t h e  f e d e r a l  i n t e r n e t  c o n t e n t  r e g im e ,  a n d  as  a  n e c e s s a r y  a d ju n c t  t o  t h e  Online 

Services Act i t s e l f .  F i n a l l y ,  C h a p t e r  T w e l v e  lo o k s  a t  d a ta  f r o m  s tu d ie s  o n  th e  

t o p ic ,  a n d  s u b m is s io n s  m a d e  t o  th e  R e v ie w  o f  t h e  Online Services Act, w h i c h  

s h e d  l i g h t  o n  th e  p e r c e p t io n s  a  n u m b e r  o f  k e y  p a r t i c ip a n t s  h a v e  o f  t h e  Act a n d  th e  

s c h e m e  m o r e  b r o a d ly .  T h is  C h a p t e r  a ls o  e x a m in e s  t h e  f i n d in g s  o f  t h e  R e v ie w .

P a r t  T h r e e  o f  t h e  th e s is  a t t e m p ts  to  e v a lu a te  th e  e f f e c t s  o f  t h e  c o n t e n t  c o n t r o l  

s c h e m e  a n d  th e  Online Service Act. C h a p t e r  T h i r t e e n  m e a s u r e s  t h e  e f f e c t s  o f  t h e  

Act a g a in s t  i t s  o w n  s ta te d  a im s .  T h e  th e s is  t h e n  m o v e s  o n  t o  l o o k  a t  r e le v a n t  

o v e rs e a s  e f f o r t s  i n  c o n t e n t  c o n t r o l ,  a n d  t o  s e e  w h e t h e r  t h e  A u s t r a l i a n  s c h e m e  h a s
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i n f l u e n c e d  o v e rs e a s  p r a c t ic e  ( C h a p t e r  F o u r t e e n ) .  O n  t h e  b a s is  o f  A u s t r a l i a n  a n d  

o v e rs e a s  e x p e r ie n c e s ,  C h a p te r  F i f t e e n  t h e n  s u g g e s ts  c h a n g e s  w h i c h  m a y  im p r o v e  

th e  A u s t r a l i a n  s c h e m e .  W h i l e  i t  is  c le a r  t h a t  t h e r e  is  n o  w a y  t o  ‘ f i x  t h e  p r o b le m ’ 

o f  in t e r n e t  c o n t e n t  c o n t r o l ,  th e re  a re  a  n u m b e r  o f  p o s s ib le  a p p r o a c h e s  w h i c h  m a y  

m in im iz e  t h e  im p a c t  o f  p r o b le m a t ic  in t e r n e t  c o n t e n t ,  w i t h o u t  o v e r l y  b u r d e n in g  

in t e r n e t  u s e rs  o r  t h e  in t e r n e t  i n d u s t r y .  C h a p t e r  S ix t e e n  c o n c lu d e s  t h a t  t h e  Online 

Services Act h a s  b e e n  n o w h e r e  n e a r  as  r e p r e s s iv e ,  n o r  a s  b u r d e n s o m e  t o  in d u s t r y ,  

as  m a n y  a n t ic ip a te d  p r i o r  t o  i t s  e n a c tm e n t .34 I t  a p p e a r s  a ls o  t o  h a v e  b e e n  la r g e l y  

i n e f f e c t i v e  i n  t e r m s  o f  a c h ie v e m e n t  o f  i t s  s ta te d  a im s ,  a l t h o u g h  i t  m a y  h a v e  b e e n  

s o m e w h a t  e f f e c t i v e  in  a d d r e s s in g  o th e r ,  u n s ta te d  o b je c t i v e s  o f  t h e  G o v e r n m e n t .  

T h e  th e s is  c o n c lu d e s  o v e r a l l  t h a t  A u s t r a l i a  is  p r o b a b l y  n e i t h e r  w o r l d  le a d e r  n o r  

v i l l a g e  i d i o t  i n  th e  s p h e re  o f  c o n t e n t  c o n t r o l ,  b u t  r a t h e r  is  j u s t  o n e  m o r e  c o u n t r y  

t r y i n g  t o  b r i n g  a  n e w ,  a m o r p h o u s  a n d  t e c h n i c a l l y  d i f f i c u l t  m e d iu m  in t o  l i n e  w i t h  

i t s  e x i s t i n g  r e g im e s  f o r  in d u s t r y  r e g u la t i o n  a n d  c o n t e n t  c o n t r o l .

I t  s h o u ld  b e  n o te d  t h a t  t h is  th e s is  c o n f in e s  i t s e l f  t o  a n  e x a m in a t io n  o f  t h e  

A u s t r a l i a n  in t e r n e t  c o n t e n t  c o n t r o l  r e g im e ,  a n d  d o e s  n o t  e n g a g e  w i t h  a r g u m e n ts  

r e l a t i n g  t o  t h e  A u s t r a l i a n  c e n s o r s h ip  r e g im e  o v e r a l l ,  t h e  r i g h t s  a n d  w r o n g s  o f  

c la s s i f i c a t io n  c a te g o r ie s ,  a n d  la r g e r  is s u e s  o f  g o v e r n m e n t  p o l i c y  ( o r  l a c k  t h e r e o f )  

r e l a t i n g  t o  t e le c o m m u n ic a t i o n s  a n d  n e w  m e d ia  g e n e r a l l y .  W h i l e  e a c h  o f  t h e s e  is  

r e la te d  t o  t h e  t o p ic  a t  h a n d ,  th e  G o v e r n m e n t  c h o s e  t o  i n t r o d u c e  i t s  c o n t e n t  c o n t r o l  

r e g im e  l a r g e ly  i n  i s o la t i o n  f r o m  th e s e  m a t te r s ,  a n d  i t  is  t h is  c o n t e n t  c o n t r o l  r e g im e  

w h i c h  is  t h e  s u b je c t  o f  t h is  th e s is .

T h e  t h e s is  is  c u r r e n t  t o  th e  1 s t o f  J u n e  2 0 0 4 .  S in c e  t h a t  d a te  in t e r n e t  c o n t e n t  

c o n t r o l  h a s  o n c e  a g a in  b e c o m e  a s o u r c e  o f  c o n f l i c t  a n d  d e b a te ,  w i t h  p re s s  

h e a d l in e s  t a l k i n g  o f  a  ‘ L a b o r  b i d  t o  b l o c k  n e t  p o m ’ 35 i n  t h e  le a d  u p  t o  t h e  n e x t  

f e d e r a l  e le c t io n .  W h i l e  th e  th e s is  d o e s  n o t  d is c u s s  th e s e  m o s t  r e c e n t

34 Particular con cern s of, for exam p le, E lectron ic  Frontiers A ustralia , and the Internet Industry  
A sso c ia tio n .
35 E m m a-K ate S y m o n s, ‘Labor b id  to b lo ck  net p o m ,’ The Australian, IT  S ectio n , (1 6  A u g u st  
2 0 0 4 ). W h ile  there has b een  som eth ing  o f  a flurry in  the p ress, no  n e w  p o lic y  has a ctu a lly  b een  
announced . Rather, Labor is sa id  to have sh o w n  a ‘strong in terest’ in  the A ustra lia  In stitu te’s 
cla im s that ISP b lo ck in g  o f  pornography is tech n ica lly  fea sib le , a c la im  the A ustralia  Institute has 
b ased  on  the 2 0 0 4  R eport o f  the R ev ie w  o f  the Online Services Act. T h is R eport is d iscu ssed  
b elo w  in Chapter 12: S tatistics and P erceptions.

11



d e v e lo p m e n t s ,  th e  a u t h o r  n o te s  t h a t  th e  A u s t r a l i a n  s c h e m e  f o r  i n t e r n e t  c o n t e n t  

c o n t r o l  m a y  w e l l  b e c o m e  c o n t e n t io u s  a g a in  i n  th e  n e a r  f u t u r e .  I t  w i l l  b e  w o r t h  

w a t c h in g  f o r  r e s u l t i n g  c h a n g e s  to  th e  s c h e m e  a n d  t o  p o l i c y  o n  t h e  t o p ic .

12

developments, the author notes that the Australian scheme for internet content 

control may well become contentious again in the near future. It will be worth 

watching for resulting changes to the scheme and to policy on the topic. 
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C H A P T E R  T W O :  T H E  I N T E R N E T

N o  l e g is la t i o n  is  e v e r  m a d e  i n  a  v a c u u m ;  i t  is  a lw a y s  d e p e n d e n t  o n  c o n t e x t .  A  

le g is la t u r e ’ s a b i l i t y  to  e n a c t  n e w  la w s  w i l l  d e p e n d  o n  i t s  d o m e s t ic  e n v i r o n m e n t  

a n d  p o w e r s ,  a n d  o f t e n  a ls o  o n  in t e r n a t io n a l  d e v e lo p m e n t s .  I t  w i l l  d e p e n d  u p o n  

s o c ia l ,  p o l i t i c a l ,  le g a l ,  h i s t o r i c a l ,  a n d  i n  s o m e  c a s e s  t e c h n o lo g ic a l  f a c to r s .

I n  e n a c t in g  t h e  Online Services Act, i t  is  c le a r  t h a t  t h e  a b i l i t y  o f  t h e  G o v e r n m e n t  

to  d e v is e  a  s c h e m e  f o r  in t e r n e t  c o n t e n t  c o n t r o l  w a s  b o t h  in f o r m e d ,  a n d  l im i t e d ,  b y  

a l l  o f  th e s e  fa c to r s .  T h e  n e w n e s s  a n d  u n iq u e n e s s  o f  t h e  m e d iu m ,  t h e  r e g u la t o r y  

s t r u c tu r e s  u n d e r  w h i c h  A u s t r a l i a n  i n d u s t r y  o p e r a te d ,  t h e  e x i s t i n g  c la s s i f i c a t io n  

a n d  c e n s o r s h ip  s c h e m e ,  th e  le g a l  s y s te m ,  a n d  o v e r s e a s  d e v e lo p m e n t s ,  a l l  h a d  a  

r o l e  i n  t h e  g o v e r n m e n t ’ s d e c is io n s  r e g a r d in g  in t e r n e t  c o n t e n t  c o n t r o l  a n d  t h e  

Online Services Act.

T o  u n d e r s ta n d  th e  d e b a te  s u r r o u n d in g  r e g u la t i o n  o f  t h e  in t e r n e t ,  i t  is  n e c e s s a r y  

f i r s t l y  t o  u n d e r s ta n d  s o m e t h in g  o f  th e  in t e r n e t  i t s e l f .  T h e  d e s ig n  o f  t h e  in t e r n e t ,  

th e  g o v e r n a n c e  o f  t h e  in t e r n e t ,  th e  u n iq u e n e s s  o f  i n t e r n e t  c o n t e n t ,  a n d  t h e  w a y  i t  

w a s  p r o d u c e d  a n d  u s e d ,  p o s e d  s p e c ia l  c h a l le n g e s  i n  t e r m s  o f  r e g u la t io n .  I t  is  

w o r t h w h i l e  l o o k i n g  f i r s t l y  a t  th e s e  is s u e s .

A .  History and design of the internetwork.

F o r  m o s t  A u s t r a l i a n s  t h e r e  w a s  l i t t l e  a w a re n e s s  o f  t h e  i n t e r n e t ’ s g r a d u a l  e v o lu t i o n ,  

a n d  o f  i t  s l o w l y  b e in g  a d a p te d  to  m o r e  a n d  m o r e  u s e s ,  u n t i l  t h e  1 9 9 0 s .  A l t h o u g h  

th e  e a r ly  i n t e r n e t  w a s  b e in g  d e v e lo p e d  i n  t h e  U S A  f r o m  th e  la te  1 9 6 0 s ,  o n l y  

s p a s m o d ic  c o n n e c t io n s  t o  i t  w e r e  m a d e  b y  A u s t r a l i a n s  d u r i n g  t h e  1 9 7 0 s . 1 T h e  

e a r ly  1 9 8 0 s  s a w  t h e  f i r s t  p e r m a n e n t  e m a i l  c o n n e c t io n  b e t w e e n  A u s t r a l i a  a n d  th e

1 R oger C larke, Origins and Nature of the Internet in Australia (2 0 0 4 )  P rincipal, X am ax  
C onsu ltancy  P tv Ltd . Canberra < h ttp ://w w w .a n u .ed u .a u /p eo p le /R o g er .C la rk e /II/O zI0 4 .h tm l >  at 
16 June 2 0 0 4 .
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U S A , 2 a n d  t h e  A u s t r a l i a n  A c a d e m ic  a n d  R e s e a r c h  N e t w o r k  ( A A R N E T )  

c o m m e n c e d  o p e r a t io n  i n  1 9 9 0 .3 A s  th e  n a m e  s u g g e s ts  t h i s  n e t w o r k  w a s  m a i n l y  

l im i t e d  t o  r e s e a r c h  a n d  a c a d e m ic  u s e s ,  b u t  i t  a ls o  c a r r ie d  a  s m a l l  a m o u n t  o f  

c o m m e r c ia l  t r a f f i c  f o r  o r g a n iz a t io n s  c lo s e ly  a s s o c ia te d  w i t h  r e s e a r c h  a n d  th e  

t e r t i a r y  e d u c a t io n  s e c to r . 4 H o w e v e r ,  i t  w a s  n o t  u n t i l  a f t e r  t h e  d e v e lo p m e n t  i n  1 9 9 3  

o f  M o s a ic ,  a  W o r l d  W id e  W e b  b r o w s e r  w h i c h  a l l o w e d  o n e  in t e r f a c e  t o  b e  u s e d  o n  

M a c s ,  P C s  a n d  U N I X  w o r k  s t a t io n s , 5 t h a t  i n t e r n e t  u s e  a m o n g s t  t h e  g e n e r a l  

c o m m u n i t y  b o o m e d , 6 a n d  c o m m e r c ia l  IS P s  b e g a n  t o  s p r i n g  u p  i n  A u s t r a l i a . 7 I n  

fa c t ,  n u m b e r s  r o s e  f r o m  v i r t u a l l y  n o  c o m m e r c ia l  IS P s  i n  1 9 9 3 ,  t o  a n  e s t im a te d  

1 3 0  o r  m o r e  b y  th e  e n d  o f  1 9 9 5 .8 W h i l e  n e a r l y  a l l  t r a f f i c  p r i o r  t o  1 9 9 3  h a d  b e e n  

A A R N E T  r e la t e d ,  b y  1 9 9 5  A u s t r a l i a n  u s e  o f  t h e  in t e r n e t  b y  n o n - A A R N E T  u s e rs  

a l r e a d y  a c c o u n te d  f o r  a b o u t  2 0 %  o f  t o t a l  t r a f f i c . 9

T h e  s e e m in g ly  s u d d e n  g r o w t h  o f  t h e  in t e r n e t  b e l ie s  a n  u n d e r s t a n d in g  h o w e v e r  o f  

th e  in t e r n e t ’ s r e a l  h i s t o r y ,  w h i c h  is  im p o r t a n t  i n  u n d e r s t a n d in g  t h e  d is c u s s io n  a n d  

d e b a te  w h i c h  h a s  s u r r o u n d e d  t h e  r e g u la t i o n  o f  i n t e r n e t  c o n t e n t .  W h i l e  t h e  in t e r n e t  

a n d  W o r l d  W id e  W e b  b u r s t  o n t o  th e  A u s t r a l i a n  s c e n e  i n  a  u s e r - f r i e n d l y  f o r m  i n  

th e  e a r l y  1 9 9 0 s ,  d e v e lo p m e n t  w o r k  t o  t h is  p o in t  h a d  b e e n  e n o r m o u s .  T h e  i n i t i a l  

id e a s  w h i c h  le d  f i n a l l y  t o  th e  in t e r n e t  as  w e  n o w  k n o w  i t  w e r e  d e v e lo p e d  i n  th e

2 Ibid.
3 Ibid, and se e  a lso  A S T E C  (A ustralian  S c ien ce  and T e ch n o lo g y  C o u n cil), The N e tw o rk e d  N a tion  
(1 9 9 4 )  13, and R obert H ob b es Zakon, ‘H o b b e s ' In te rn e t T im elin e  (1 9 9 3 -2 0 0 4 ) , Z ak on  G roup LL C  
< h ttp ://w w w .zakon .org /rob ert/in tern et/tim elin e>  at 16 June 2 0 0 4 .
4 A h is to ry  o f  A A R n et, a cc essed  at A A R n et site  < h ttp ://w w w .a a m et.ed u .a u /a b o u t/h isto ry .h tm l>  at 
17 June 2 0 0 4 .
5 Clarke, ab ove n 1, and Z akon, above n 3.
6 In 1993 , w ith  the re lease  o f  M osa ic , W orld  W id e W eb  traffic had  an annual grow th  rate o f  
341 ,634% ! Z akon, ab ove n 3.
7 A ccord in g  to R oger Clarke, A u stra lia ’s first form al com m ercia l ISP (co n n ect.co m .a u ) operated  
from  M ay  1994. N o te  that there are m any argum ents about w h en  and w h o  w as in  fact the first ISP  
in A ustralia , w h ich  fo llo w  from  argum ents relating to w hat an ISP  is. A  num ber o f  organ isation s  
earlier ran ‘store and forw ard o p eration s’ to support ap p lications su ch  as F ID O  and b u lle tin  board  
sy stem s, and so m e m ay a lso  h ave p rov id ed  ‘c o n n e c tiv ity ’ v ia  d ial up co n n ectio n s. H o w ev er , the 
first V a lu e  A d d ed  R ese ller  program  w a s in troduced  b y  A A R n et in  1 9 9 4 , w ith  co n n ect.co m .a u  
b ein g  the first organ isation  registered  as a v a lu e added  reseller. C larke, ab o v e  n  1. A cco rd in g  to 
A ustralian  B roadcasting  A uthority, In ves tig a tio n  in to  th e C o n ten t o f  O n lin e  S erv ice s , Issu es  
P a p e r , (D e c  1 995) 14, there w ere ‘le ss  than a d o zen  ‘organ isation s o ffer in g  o n -lin e  serv ices  in 
A u stra lia ’ at the end o f  1993, w h ich  had grow n  to ‘an estim ated  “m ore than 1 3 0 ” b y  D ecem b er  
1 9 9 5 .’
8 A ustralian  B roadcasting  A uthority, In ves tig a tio n  in to  the C o n ten t o f  O n lin e  S e rv ice s , Issu es  
P a p e r , (D e c  1995) 14. A cco rd in g  to A A R n et the 2 com m ercia l IS P s in  1992  grew  to over 3 0 0  b y  
June 1995 A h is to ry  o f  A A R net, above n 4.
9 A h is to ry  o f  A A R net, above n  4.
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e a r ly  1 9 6 0 s  b y  a  n u m b e r  o f  r e s e a r c h e rs ,  w o r k i n g  t o g e t h e r  a n d  a p a r t ,  w o r k i n g  f o r  

g o v e r n m e n t  a n d  t h e  p r i v a t e  s e c to r ,  a n d  w o r k i n g  i n  b o t h  t h e  U S A  a n d  t h e  U K .  T h e  

in t e r n e t  w a s  n o t  th e  b r a in  c h i l d  o f  a n  i n d i v i d u a l ,  n o r  d i d  i t s  d e v e lo p m e n t  r e s t  u p o n  

a  s in g le  m o t i v a t i o n . 10

F o r  s o m e  o f  th e  in t e r n e t  p io n e e r s  t h e  m o t i v a t i o n  w a s  m i l i t a r y ;  11 12 a  d e s i r e  ‘ t o  

d e v e lo p  a  m i l i t a r y  r e s e a r c h  n e t w o r k  w h i c h  c o u ld  s u r v i v e  a  n u c le a r  s t r ik e ,  

d e c e n t r a l iz e d  s o  t h a t  i f  p a r t i c u la r  U S  c i t ie s  w e r e  a t t a c k e d ,  t h e  m i l i t a r y  c o u ld  s t i l l  

h a v e  c o n t r o l  o f  n u c le a r  a rm s  f o r  a  c o u n t e r - a t t a c k . ’ O n  t h e  o t h e r  h a n d ,  th e  

D e p a r t m e n t  o f  D e f e n s e ’ s A d v a n c e d  R e s e a r c h  P r o je c t s  A g e n c y  ( A R P A )  w h i c h  

c o m m is s io n e d  th e  b u i l d i n g  o f  t h e  i n i t i a l  n e t w o r k ,  w a s  s a id  t o  h a v e  d e v e lo p e d  th e  

n e t w o r k  i n  a  ‘ c l im a t e  o f  p u r e  r e s e a r c h . . . ’ 13 B u t  i t  w a s  t h e  c o m b in a t io n  o f  b o t h  

w h i c h  le d  t o  th e  in t e r n e t ’ s d e v e lo p m e n t .  ‘ T h e  p r o je c t  r e f le c t e d  t h e  c o m m a n d  

e c o n o m y  o f  m i l i t a r y  p r o c u r e m e n t ,  w h e r e  s p e c ia l iz e d  p e r f o r m a n c e  is  e v e r y t h in g  

a n d  m o n e y  is  n o  o b je c t ,  a n d  t h e  r e s e a r c h  e th o s  o f  t h e  u n i v e r s i t y ,  w h e r e  

e x p e r im e n t a l  in t e r e s t  a n d  t e c h n ic a l  e le g a n c e  ta k e  p r e c e d e n c e  o v e r  c o m m e r c ia l  

a p p l i c a t i o n . ’ 14 T h e  i n d iv id u a ls  i n v o l v e d  a ls o  h a d  v a r y i n g  m o t i v a t io n s .  S o m e  

w is h e d  t o  d e v e lo p  c o m p u t e r s  t o  a  p o in t  w h e r e  t h e y  w o u l d  b e  s e e n  n o t  s im p l y  as 

th e  m a c h in e r y  t o  p e r f o r m  a r i t h m e t i c  c a lc u la t io n s ,  b u t  r a t h e r  a s  p a r t n e r s  w h i c h  

c o u ld  a s s is t  h u m a n s  t o  s o lv e  p r o b le m s  a n d  d e v e lo p  id e a s . 15 O th e r s  w e r e  in t e r e s te d  

f o r  e x a m p le  i n  t h e  n e t w o r k in g  s id e  o f  t h in g s ;  h o w  c o m p u t e r s  c o u ld  b e  m a d e  t o  

in t e r a c t  w i t h  o n e  a n o t h e r . 16 17 B u t  f a r  f r o m  a n  i n d i v i d u a l  d e s ig n  o r  m o t i v a t i o n ,  th e  

id e a s  o f  m a n y  p e o p le  w i t h  d i f f e r i n g  m o t i v a t io n s  a n d  v a r i e d  e m p h a s e s  c a m e

1 7
t o g e t h e r  i n  t h e  A R P A N E T ,  th e  f o r e r u n n e r  o f  w h a t  w e  n o w  k n o w  a s  t h e  in t e r n e t .

10 For an e x c e llen t  d iscu ss io n  o f  pre-in ternet d ev elo p m en ts see  K atie H afner and M atth ew  L yon , 
W here W iza rd s S ta y  up L a te : The O rig in s o f  th e  In tern e t (1 9 9 6 ).
11 Paul Baran for exa m p le  ‘had d ev elo p ed  an in terest in  the su rv iv a b ility  o f  com m u n ica tio n s  
sy stem s under n uclear attack. H e w as m otiva ted  prim arily  b y  the h o v erin g  ten sio n s o f  the co ld  
war, not the en g in eer in g  ch a llen g es in v o lv e d .’ H afner and L yon , Ib id  11.
12 D ave K ristula, The H is to ty  o f  the In tern e t (1 9 9 7 )  < h ttp ://w w w .d a v esite .co m /w eb sta tio n /n e t-  
h istory .sh tm l>  at 17 June 2 0 0 4 , and see  Janet A bbate , In ven tin g  th e In te rn e t {1 9 9 9 ) C h 1.
13 M ich ael H auben , The “O pen  ” H is to ry  o f  th e  A R P A N E T  /  In ternet. 
< h ttp ://w w w .d ei.isep .ip p .p t/d o cs/a rp a .h tm l>  at 17 June 2 0 0 4
14 A bbate, a b o v e  n 12, 145.
15 For exa m p le  JCR L ick lider. H afner and L yon , ab ove n  10, 3 3 -3 5 , and H auben , ab o v e  n  13.
16 For exa m p le  Larry R oberts & D o n a ld  D a v ies . H afner and L yon , ab o v e  n 10, C h 2.
17 B M  Leiner, V G  C erf, D D  Clark, R E K ahn, L K le in rock , D C  L yn ch , J P o ste l, LG  R oberts, S 
W o lff, A B r ie f  H is to ry  o f  the In tern et, < h ttp ://w w w .iso c .o rg /in tern et/h isto ry /b r ief.sh tm l>  at
26/7/2004
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I t  m a y  b e  t h a t  th e  m i l i t a r y  g o a ls  o f  n e t w o r k in g  -  t h a t  is  t h e  n e e d  f o r  s e c u r i t y  o f  

i n f o r m a t i o n  a n d  a n  a b i l i t y  t o  o v e r c o m e  o u ta g e s  -  le d  t o  i t s  m a j o r  d e s ig n  fe a tu r e s ;  

p a c k e t  s w i t c h in g  a n d  a  d is t r i b u t e d  n e t w o r k .  H o w e v e r ,  i t  a p p e a r s  t h a t  i n d i v i d u a l  

s c ie n t is t s  w o r k i n g  b o t h  w i t h  a n d  w i t h o u t  m i l i t a r y  m o t i v a t i o n s  b o t h  c a m e  u p  w i t h  

r o u g h l y  t h e  s a m e  id e a s  f o r  s u c h  a  n e t w o r k ,  a l t h o u g h  d e v e lo p in g  t h e i r  id e a s  i n  

ig n o r a n c e  o f  o n e  a n o th e r .  T h u s ,  a t  le a s t  s o m e  o f  t h e  f e a tu r e s  o f  t h e  in t e r n e t  

w h ic h  n o w  e n s u re  a g a in s t  i n t e r c e p t io n  a n d  b lo c k a g e  u n d o u b t e d ly  s u i t e d  m i l i t a r y  

p u r p o s e s ,  b u t  w e r e  a ls o  th e  b e s t  w a y  t o  b u i l d  a  s ta b le ,  r e l i a b l e  c o m p u t e r  

n e t w o r k . 18 19 T h e s e  f e a tu r e s  a re  h i g h l y  r e le v a n t  i n  a n y  d is c u s s io n  o f  i n t e r n e t  c o n t e n t  

c o n t r o l  o r  c e n s o r s h ip .

F i r s t l y ,  t o  e n s u re  t h a t  la r g e  m e s s a g e s  o r  p ie c e s  o f  d a ta  d i d  n o t  t i e  u p  

c o m m u n ic a t io n s  s y s te m s ,  a  p r o t o c o l  w a s  d e v e lo p e d  w h i c h  d id  n o t  i n v o l v e  a l l  d a ta  

i n  a  m e s s a g e  t r a v e l i n g  t o g e th e r .  W h i l e  a  w h o le  m e s s a g e  w a s  r e a d a b le  w h e n  i t  

r e a c h e d  i t s  f i n a l  d e s t in a t io n ,  d u r in g  t r a n s m is s io n  t h r o u g h  t h e  n e t w o r k  t h e  d a ta  w a s  

b r o k e n  i n t o  p a c k e ts  ( in t e r n e t  p r o t o c o l  ( I P )  p a c k e t s ) . 20 * W h o le  m e s s a g e s  w e r e  s e n t  

a n d  r e c e iv e d ,  b u t  d u r in g  t r a n s f e r  o n l y  d i s jo in t e d  p a r t s  o f  m e s s a g e s  c o u ld  b e  

a c c e s s e d .  I n d i v i d u a l  p a c k e ts  c o u ld  a ls o  t r a v e l  in d e p e n d e n t l y  o f  o n e  a n o th e r ,  

t a k in g  m a n y  d i f f e r e n t  r o u te s  to  th e  s a m e  d e s t in a t io n  s o  t h a t  t h e  c h a n c e  o f  lo s in g  o r  

i n t e r c e p t in g  t h e  w h o le  o f  a n y  m e s s a g e  w a s  r e m o te .  A  c h e c k s u m  w a s  a t ta c h e d  t o

m e s s a g e s ,  t o  e n s u re  t h a t  th e  w h o le  o f  a  m e s s a g e  w a s  r e c e iv e d ,  a n d  t o  a l l o w  r e -

21
s e n d in g  o f  a n y  p a r t  w h i c h  h a d  n o t  r e a c h e d  i t s  d e s t in a t io n .

S e c o n d ly ,  t o  e n s u re  t h a t  m e s s a g e s  d id  r e a c h  t h e i r  in t e n d e d  d e s t in a t io n s ,  th e  

t r a n s f e r  p r o t o c o l  w h i c h  w a s  d e v e lo p e d  i n v o l v e d  t h e  a b i l i t y  f o r  m e s s a g e s  t o  r o u t e  

a n d  r e - r o u t e  u n t i l  t h e y  r e a c h e d  t h e i r  a d d re s s e e .  R a t h e r  t h a n  t r a v e l i n g  t h e  s h o r te s t  

p o s s ib le  r o u t e ,  p a c k e ts  w o u ld  b e  s e n t  w h e r e  t h e r e  w a s  c a p a c i t y  t o  c a r r y  t h e m ,  a n d

18 Paul Baran in  U S A , and D o n a ld  D a v ies  in U K . H afner and L yon , ab o v e  n 10, C h 2.
19 “B aran ’s sy stem  had m any e lem en ts that w ere sp ec if ica lly  adapted  to the C o ld  W ar threat, 
in clu d ing  very  h igh  le v e ls  o f  redundancy, lo ca tio n  o f  n od es aw ay  from  p opu la tio n  centres, , and  
integration  o f  cryptographic p o s s ib ilit ie s ... N o n e  o f  these  features w ere ad opted  b y  D a v ie s  or 
R oberts, neither o f  w h o m  w as concerned  w ith  su rv ivab ility .” A bbate , a b o v e  n  12, 39 .
20 Ed K rol, The W hole In tern et: U s e r ’s G u id e  & C a ta lo g  (A ca d em ic  ed  1 9 9 6 ) 2 8 -3 0 .

Ibid, and se e  M cC rea, Sm art and A n d rew s, C SIR O , B lo c k in g  C o n ten t on th e  In tern e t: A
T ech n ica l P e r sp e c tiv e  (June 1 998) 11-13.
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g o o d  c o n n e c t io n s .  I f  o n e  p a r t  o f  a  n e t w o r k  w a s  d a m a g e d  o r  d e s t r o y e d ,  a  m e s s a g e  

c o u ld  t r a v e l  a n o th e r  r o u t e  a n d  a n o th e r  r o u t e  a n d  a n o th e r  r o u t e  u n t i l  r e a c h in g  i t s  

f i n a l  d e s t in a t io n .  A  m a l f u n c t i o n  i n  s o m e  p a r t  o f  th e  n e t w o r k  w o u l d  n o t  s to p  a  

m e s s a g e  r e a c h in g  i t s  d e s t in a t io n  s o  lo n g  as  t h e r e  w e r e  f u n c t i o n in g  p a r t s  o f  t h e  

n e t w o r k  c a p a b le  o f  c a r r y in g  th e  d a ta .22

F r o m  th e  o r i g i n a l  A R P A N E T  th e  in t e r n e t  g r e w ,  b u t  n o t  a s  a  s in g le ,  n o r  e v e n  a n  

in t e g r a t e d ,  d e v e lo p m e n t .  R a th e r ,  th e  u n d e r s t a n d in g  o f  n e t w o r k in g ,  a n d  th e  

p r a c t i c a l  d e m o n s t r a t io n  o f  i t ,  a l l o w e d  a n d  e n c o u r a g e d  t h e  g r o w t h  o f  o t h e r  

c o m p u t e r  n e t w o r k s .  B y  th e  e a r ly  1 9 8 0 s  v e r y  m a n y  n e t w o r k s  h a d  d e v e lo p e d  b o t h  

in  th e  U S A  a n d  o v e r s e a s .23 T h e  g r o w t h  w a s  n o t  c o n f in e d  t o  g o v e r n m e n t  n o r  e v e n  

s c ie n t i f i c  c o m m u n i t ie s ,  a n d  n u m e r o u s  n e t w o r k s  w e r e  b e in g  s e t  u p  f o r  c o m m e r c ia l ,  

c o m m u n i t y ,  a n d  o t h e r  a p p l ic a t io n s .  I n  f a c t ,  t h e  e x p lo s i v e  g r o w t h  o f  t h e  in t e r n e t  i n  

th e  la te  1 9 8 0 s  h a s  b e e n  a t t r ib u t e d  n o t  t o  t h e  e x p a n s io n  o f  A R P A N E T  i t s e l f ,  b u t  to  

th e  n u m b e r  o f  n e t w o r k s  c o n n e c t in g  t o  i t . 24

A l t h o u g h  t h e  in t e r n e t  as  w e  n o w  k n o w  i t  w a s  v e r y  m u c h  d e v e lo p e d  a n d  t r i a l e d  i n  

th e  U S A ,  d u r in g  t h e  1 9 7 0 s  o t h e r  c o u n t r ie s  w e r e  a ls o  b e g in n i n g  t o  in t r o d u c e  

i n t e r n e t w o r k in g  c a p a b i l i t i e s ,  b a s e d  o n  th e  k n o w le d g e  a n d  t e c h n i c a l  p r o t o c o ls  

d e v e lo p e d  i n  th e  e x p e r im e n t a l  A R P A N E T .  I n  t h e  U n i t e d  K in g d o m  J A N E T ,  o r  th e  

J o in t  A c a d e m ic  N e t w o r k ,  h a d  p r o v id e d  t h e  a c a d e m ic  c o m m u n i t y  w i t h  n e t w o r k in g  

s e r v ic e s  s in c e  1 9 7  9 . 25 C a n a d a  t o o  h a d  in t r o d u c e d  a  n e t w o r k  f o r  t h e  a d v a n c e m e n t  

o f  R e s e a r c h ,  I n d u s t r y  a n d  E d u c a t io n ,  k n o w n  a s  C A N A R I E . 26 A u s t r a l i a  h a d  a  

n u m b e r  o f  r e s e a r c h  n e t w o r k s ,  s t a r t in g  i n  t h e  m i d  1 9 7 0 s  w i t h  C S I R O N E T ,  b e f o r e  

A A R N E T ,  t h e  A u s t r a l i a n  A c a d e m ic  R e s e a r c h  N e t w o r k ,  b e g a n  i n  1 9 9 0 ,  w i t h  th e  

h e lp  o f  f u n d i n g  f r o m  th e  A u s t r a l i a n  R e s e a r c h  C o u n c i l . 27 T h e s e  a n d  o t h e r  n e t w o r k s  

w e r e  l i n k e d  in t e r n a t i o n a l l y  a ls o ,  a l l o w i n g  t h e  d e v e lo p m e n t  o f  w h a t  is  n o w  k n o w n  

g lo b a l l y  as th e  in t e r n e t .

“  K rol, ab o v e  n 2 0 , 15.
23 N e il  R andall, The Soul of the Internet; Net Gods, Netizens, and the Wiring of the World (1 9 9 7 )  
esp e c ia lly  C h 6 and 7.
24 A bbate, ab o v e  note 12, 186.
25 A S T E C  ab ove n 3, 11
26 Ibid.
27 Ibid 13-17.
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A l t h o u g h  th e s e  n e t w o r k s  e x is te d ,  i t  w a s  n o t  u n t i l  th e  d e v e lo p m e n t  o f  t h e  W o r l d  

W id e  W e b  t h a t  i n t e r n e t  u s e  b e c a m e  p o p u la r ,  a n d  w id e - s p r e a d  a m o n g s t  t h e  b r o a d e r  

c o m m u n i t y .  P r i o r  t o  th e  W o r l d  W id e  W e b ,  th o s e  w i t h  i n t e r n e t  a c c e s s  h a d  b e e n  

a b le  t o  u s e  t h e  n e t w o r k  to  g a th e r  i n f o r m a t i o n  i f  t h e y  k n e w  w h a t  t h a t  i n f o r m a t i o n  

w a s  a n d  w h e r e  i t  w a s  s to re d .  G r a d u a l  d e v e lo p m e n t s  m a d e  t h i s  s l i g h t l y  e a s ie r ,  

w h e n  p r o g r a m s  s u c h  as G o p h e r  a n d  W A I S  in t r o d u c e d  s e a r c h a b le  in d e x e s ,  a n d

?o
a l lo w e d  f i l e s  to  b e  f o u n d  b a s e d  o n  c o n t e n t  r a t h e r  t h a n  lo c a t io n .

B u t  i t  w a s  n o t  u n t i l  t h e  in v e n t i o n  o f  t h e  W o r l d  W id e  W e b ,  f o l l o w e d  b y  a  u s e r  

f r i e n d l y  w e b  b r o w s e r ,  M o s a ic ,  i n  1 9 9 3 ,28 29 t h a t  i n t e r n e t  u s e  e x p lo d e d . 30

T h e  W e b  w o u ld  fu n d a m e n ta l ly  c h a n g e  th e  in te rn e t ,  n o t  b y  e x p a n d in g  its  

in f r a s t r u c tu r e  o r  u n d e r ly in g  p ro to c o ls ,  b u t  b y  p r o v id in g  a n  a p p l ic a t io n  

w h ic h  w o u ld  lu r e  m i l l io n s  o f  n e w  u se rs . T h e  W e b  a ls o  c h a n g e d  p e o p le ’ s 

p e rc e p t io n  o f  th e  in te rn e t .  In s te a d  o f  b e in g  se e n  as a re s e a rc h  t o o l  o r  

e v e n  a c o n d u i t  f o r  m e s s a g e s  b e tw e e n  p e o p le ,  th e  n e tw o r k  to o k  o n  n e w  

ro le s  as a n  e n te r ta in m e n t  m e d iu m ,  a s h o p  w in d o w ,  a n d  a v e h ic le  f o r  

p re s e n t in g  o n e ’ s p e rs o n a  to  th e  w o r ld . 31

I n  A p r i l  1 9 9 3  th e r e  w e r e  6 2  w e b  s e rv e r s  i n  e x is te n c e ,  b y  M a y  1 9 9 4  t h e r e  w e r e  

1 2  9  8 . 32 W e b  s i te  n u m b e r s  in c r e a s e d  f r o m  1 3 0  i n  J u n e  1 9 9 3  t o  2 , 7 3 8  i n  J u n e  1 9 9 4 ,  

2 3 , 5 0 0  b y  J u n e  1 9 9 5 ,  a n d  a n  e s t im a t e d  2 3 0 ,0 0 0  i n  J u n e  1 9 9 6 .33 I n  1 9 9 4  th e  

A u s t r a l i a n  V ic e - C h a n c e l lo r s  C o m m i t t e e  a ls o  in t r o d u c e d  a n  o p e n  a c c e s s  p o l i c y  f o r  

u s e  o f  A A R n e t . 34 S p u r r in g  a n d  s p u r r e d  b y  a  g r e a t  g r o w t h  i n  IS P  n u m b e r s ,  

A u s t r a l ia n s  w e r e  n o w  a b le  t o  a c c e s s  t h e  in t e r n e t  r e a d i l y ,  a n d  i n  a  u s e r - f r i e n d ly ,  

e a s y  to  n a v ig a te  f o r m .

28 A bbate, ab o v e  note 12, 213.
29 T im  B ern ers-L ee , Weaving the Web (1 9 9 9 )  69 .
30 Ibid 80. ‘In M arch 1993 W eb co n n ectio n s had accoun ted  for o n ly  0 .1%  o f  Internet traffic. T his 
had risen  to 1% b y  Septem ber, and 2.5%  b y  D ecem b er. Such  grow th  w as u np reced en ted  in  
Internet C irc le s .’
31 A bbate, ab o v e  n 12, 2 1 3 -2 1 4 .
32 Ibid 2 17 .
33 Web Growth Summary (1 9 9 6 ), a cc essed  at < h ttp ://w w w .m it.ed u /p eo p le /m k g ra y /n et/w eb -  
grow th-su m m ary.h tm l>  at 17 June 2 0 0 4 .
34A S T E C , ab o v e  n 3 , 13.
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B. G o vern a n ce

A  m o s t  im p o r t a n t  f a c t o r  l i m i t i n g  in t e r n e t  r e g u la t i o n  is  t h e  a b s e n c e  o f  a  c e n t r a l  

g o v e r n in g  b o d y ,  o r  n a t io n a l  g o v e r n m e n t a l  c o n t r o l .  ‘ W h a t  is  u n iq u e  a b o u t  th e  

in t e r n e t  is  n o t  t h a t  i t  is  u n g o v e m e d ;  i t  is  t h a t  i t s  r e g u la t i o n  h a s  e m e r g e d  f r o m  th e  

b o t t o m  u p  a n d  n o t  th e  t o p  d o w n . ’ 35 E a r l y  d e v e lo p m e n t  o f  i n t e r n e t  s ta n d a r d s  a n d  

p r o t o c o ls  w a s  g e n e r a l l y  t h e  r e s u l t  o f  ‘ r o u g h  c o n s e n s u s ’ a m o n g s t  m e m b e r s  o f  

v a r io u s  b o d ie s .  T h e  b o d ie s  w e r e  o p e n  t o  a n y o n e  in te r e s te d ,  a n d  a n y o n e  c o u ld  p u t  

f o r w a r d  p r o p o s a ls  a n d  a i r  t h e i r  id e a s .36 W h i l e  th e  I n t e r n e t  is  n o t  g o v e r n e d  b y  a n y  

n a t io n ,  n o r  b y  a n y  s in g le  e n t i t y ,  a  n u m b e r  o f  b o d ie s  t a k e  r e s p o n s i b i l i t y  f o r  i t s  

d e v e lo p m e n t  a n d  a d m in is t r a t i o n . 37 38 T h e  f a c t  t h a t  n o  s in g le  b o d y  g o v e r n s  in t e r n e t  

d e v e lo p m e n t  a n d  a d m in is t r a t i o n  d o e s  n o t  h o w e v e r  m e a n  t h a t  t h e  in t e r n e t  i t s e l f  is  

a n a r c h ic  o r  c h a o t ic .  I n  t e c h n i c a l  t e r m s  th e  in t e r n e t  is  i n  f a c t  h i g h l y  o r g a n iz e d  a n d  

s t r u c t u r e d ,  a n d  t h e r e  a re  a g r e a t  m a n y  b o d ie s  in v o l v e d  i n  i t s  a d m in is t r a t i o n  a n d

T O

d e v e lo p m e n t .

F i r s t l y  t h e r e  is  th e  I n t e r n e t  S o c ie t y  ( I S O C )  w h o s e  m is s io n  is  ‘ t o  e n s u r e  t h e  o p e n  

d e v e lo p m e n t ,  e v o lu t i o n  a n d  u s e  o f  t h e  in t e r n e t  f o r  t h e  b e n e f i t  o f  a l l  p e o p le  

t h r o u g h o u t  t h e  w o r l d . ’ 39 T h is  b o d y  a p p o in t s  th e  I n t e r n e t  A r c h i t e c t u r e  B o a r d  ( I A B )  

r e s p o n s ib le  f o r  a r c h i t e c t u r a l  o v e r s ig h t  o f  I n t e r n e t  E n g in e e r i n g  T a s k  F o r c e  ( I E T F )  

a c t i v i t i e s ,  a n d  f o r  o v e r s ig h t  o f  a n d  a p p e a ls  f r o m  in t e r n e t  s ta n d a r d s  p r o c e s s e s .40 

T h e  I E T F  is  a  v o lu n t e e r  g r o u p  w h i c h  m e e ts  r e g u la r l y  t o  d is c u s s  o p e r a t io n a l  a n d  

n e a r - t e r m  t e c h n i c a l  p r o b le m s , 41 a n d  i t  in c lu d e s  ‘ n e t w o r k  d e s ig n e r s ,  o p e r a to r s ,  

v e n d o r s ,  a n d  r e s e a r c h e r s  c o n c e r n e d  w i t h  t h e  e v o lu t i o n  o f  t h e  I n t e r n e t  a r c h i t e c t u r e  

a n d  t h e  s m o o t h  o p e r a t io n  o f  t h e  I n t e r n e t . ’ 42 S m a l le r  w o r k i n g  p a r t ie s  o f  t h i s  g r o u p  

a re  s o m e t im e s  e s ta b l is h e d ,  w h i c h  p r o d u c e  r e p o r t s  a n d  m a k e  r e c o m m e n d a t io n s  f o r

35 E dw ard M cB rid e, ‘R egu la ting  the Internet: T he C o n sen su s M a c h in e ,’ The E co n o m is t, 1 0-16  
June 2 0 0 0 , 77 .
36 Ibid.
37 A  F room kin , ‘A n  Introduction  to the “g o v ern a n ce” o f  the internet: T ow ards a cr itica l theory o f  
cy b ersp a ce .’ E xtracted  in  B F itzgera ld  & A  F itzgera ld , C y b e r la w  (2 0 0 2 )  9 4  - 97 .
38 M  C apore, ‘T h e S e lf-g o v ern in g  Internet: C oord ination  b y  D e s ig n .’ E xtracted  in  F itzgera ld  &  
F itzgerald , ab ove n 3 7 , 94.
39 Internet S o c ie ty , M issio n  S ta te m e n t < h ttp ://w w w .iso c .o rg /iso c /m iss io n />  at 17 June 2 0 0 4 .
40 Internet A rchitecture B oard h om e p age < h ttp ://w w w .ia b .o rg />  at 17 June 2 0 0 4 .
41 Internet E n gin eerin g  T ask  F orce h o m e page < h ttp ://w w w .ie tf .o rg /o v e rv ie w .h tm l>  at 17 June 
2 0 0 4
42 Ibid.
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s o lu t io n s  t o  p a r t i c u la r  p r o b le m s .  T h e r e  is  a ls o  th e  W o r l d  W id e  W e b  C o n s o r t iu m  

( W 3 C )  w h i c h  s p e c i f ie s  w e b  s ta n d a r d s ,43 a n d  t h e  I n t e r n e t  C o r p o r a t io n  f o r  

A s s ig n e d  N a m e s  a n d  N u m b e r s  ( I C A N N ) ,  w h i c h  is  a n  ‘ i n t e r n a t i o n a l l y  o r g a n iz e d ,  

n o n - p r o f i t  c o r p o r a t io n  [ w i t h ]  r e s p o n s ib i l i t y  f o r  I n t e r n e t  P r o t o c o l  ( I P )  a d d re s s  

s p a c e  a l l o c a t io n ,  p r o t o c o l  i d e n t i f i e r  a s s ig n m e n t ,  g e n e r ic  a n d  c o u n t r y  c o d e  T o p -  

L e v e l  D o m a i n  n a m e  s y s te m  m a n a g e m e n t ,  a n d  r o o t  s e r v e r  s y s te m  m a n a g e m e n t  

f u n c t i o n s . ’ 44

I n  a d d i t i o n  t o  th e  p le t h o r a  o f  b o d ie s  in v o l v e d  i n  in t e r n e t  g o v e r n a n c e  a n d  

d e v e lo p m e n t ,  t h e  in t e r n e t  la c k s  ‘ o w n e r s h ip ’ i n  a  c o n t r o l l a b le  s e n s e . C o m p u t e r s  

a re  o w n e d  b y  in d iv id u a ls ,  g o v e r n m e n ts ,  c o r p o r a t io n s ,  s c h o o ls  e tc ,  a n d  l i n k e d  to  

n e t w o r k s .  T h e s e  n e t w o r k s  l i n k  t o  o t h e r  n e t w o r k s  t o  f o r m  a n  in t e r n e t w o r k .  I t  is  n o t  

o w n e r s h ip ,  b u t  t h e  u s e  o f  p a r t i c u la r  p r o t o c o ls  a n d  l i n k s  w h i c h  a l l o w  th e s e  

n e t w o r k s  t o  j o i n  t h e  la r g e r  i n t e r n e t w o r k .  T h is  l a c k  o f  o w n e r s h ip  c r e a te s  f u r t h e r  

d i f f i c u l t y  f o r  th o s e  w i s h in g  t o  a s s e r t  c o n t r o l  o v e r  t h e  in t e r n e t .

C .  Jurisdiction

A n o t h e r  f e a t u r e  m i l i t a t i n g  a g a in s t  e a s y  c o n t r o l  is  w h a t  h a s  b e e n  t e r m e d  th e  

‘ s e a m le s s ’ n a t u r e  o f  t h e  w o r l d  w id e  w e b .  T h is  r e fe r s  t o  t h e  a b i l i t y  o f  th o s e  u s in g  

th e  w e b  t o  s e n d  a n d  r e c e iv e  c o n t e n t  t o  a n d  f r o m  s ite s  lo c a t e d  a n y w h e r e  i n  th e  

w o r l d ,  w i t h o u t  k n o w le d g e  o f  t h a t  s i t e ’ s lo c a t io n . 45 T h e r e  is  n o  w a i t  t o  a c c e s s  a  s i te  

i n  a n o th e r  c o u n t r y ,  t h e r e  is  n o  c u s to m s  s to p ,  n o  v i s i b l e  s ig n  a t  a l l .  A  s i t e  a c ro s s  

th e  g lo b e  c a n  b e  a c c e s s e d  as  q u i c k l y  a s  a  s i t e  a c ro s s  t h e  r o a d .  I n t e r n e t  s u r f e r s  c a n  

m o v e  a r o u n d  t h e  w o r l d  w i t h o u t  e v e n  b e in g  a w a r e  t h a t  t h e y  a re  d o in g  s o .

B e c a u s e  i t  is  i r r e le v a n t  o n  th e  n e t  w h e r e  c o n t e n t  is  h o u s e d  o r  s to r e d ,  s t o p p in g  th e  

h o s t in g  o f  m a t e r ia l  i n  o n e  j u r i s d i c t i o n  m a y  n o t  s to p  a c c e s s  t o  t h e  m a t e r ia l  e v e n

43 W orld  W id e W eb  C onsortium  h om e p age < h ttp ://w w w .w 3 .o rg /> . For an in teresting  v ie w  o f  the 
early  W 3C  se e  B ern ers-L ee, ab ove n 2 9 , C h 8 and 9.
44 IC A N N  h o m e P age, IC A N N  in fo rm a tio n  < h ttp ://w w w .ica n n .o rg /g en era l/>  and se e  M cbride, 
ab ove n 35.
45 U N E S C O , The In te rn e t a n d  so m e  in te rn a tio n a l re g u la to ry  is su es  r e la tin g  to  co n ten t. 
(Septem ber 1 997) 12.
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w i t h i n  t h a t  j u r i s d i c t i o n .  C o n t e n t  i n i t i a l l y  h o s te d  i n  o n e  j u r i s d i c t i o n  w i l l  o f t e n  b e  

c o p ie d  o r  ‘ m i r r o r e d ’ 46 o n  a  s i te  i n  a n o th e r  j u r i s d i c t i o n ,  s o  t h a t  e v e n  w h e n  c o n t e n t  

is  r e m o v e d  f r o m  o n e  s i te  i n  o n e  j u r i s d i c t i o n ,  i t  w i l l  s t i l l  b e  a c c e s s ib le  t o  u s e rs  i n  

th e  f i r s t  j u r i s d i c t i o n . 47 48 F o r  in t e r n e t  u s e rs ,  i t  is  i r r e le v a n t  w h e t h e r  o r  n o t  t h e  s i te  

t h e y  a c c e s s  is  lo c a l ;  t h e  a v a i l a b i l i t y  o f  th e  i n f o r m a t i o n  is  t h e  s a m e  e i t h e r  w a y .

W h i l e  th e  A u s t r a l i a n  G o v e r n m e n t  c le a r l y  h a d  j u r i s d i c t i o n  o v e r  u s e rs ,  IS P s ,  I C H s  

a n d  c o n t e n t  p r o v id e r s  i n  A u s t r a l i a ,  i t  h a d  n o  j u r i s d i c t i o n  o v e r  th o s e  lo c a te d  

o v e rs e a s .  T h u s  i n  c h o o s in g  a  r e g u la t o r y  s c h e m e  i t  n e e d e d  t o  ta k e  a c c o u n t  o f  t h e  

f a c t  t h a t  in t e r n e t  c o n t e n t  o u t s id e  A u s t r a l i a  m a y  b e  r e a d i l y  a v a i la b le  w i t h i n  

A u s t r a l i a ,  e v e n  w h e n  th e  c o n t e n t  w a s  p r o h ib i t e d  h e re .  T h e s e  j u r i s d i c t i o n a l  is s u e s  

p la c e d  s e r io u s  l i m i t s  o n  th e  a b i l i t y  o f  o n e  g o v e r n m e n t  e f f e c t i v e l y  t o  c o n t r o l  

c o n t e n t  w i t h i n  i t s  o w n  t e r r i t o r y .

D .  Technology.

M a n y  t e c h n i c a l  f a c t o r s  h a v e  b e e n  r e f e r r e d  t o  a b o v e  i n  t h e  d is c u s s io n  o f  th e  

d e v e lo p m e n t  o f  th e  in t e r n e t .  I n t e r n e t  p r o t o c o ls  i n v o l v i n g  p a c k e t  s w i t c h in g  a n d  a  

d i s t r i b u t e d  n e t w o r k  a re  im p o r t a n t  i n  e n s u r in g  t h a t  i n f o r m a t i o n  c a n  b e  t r a n s m i t t e d  

a n d  r e c e iv e d  r e g a r d le s s  o f  d i s r u p t io n  t o  t h e  s y s te m .  J u s t  a s  im p o r t a n t  h o w e v e r  is  

th e  t y p e  o f  c o n t e n t  w h i c h  t h is  n e w  t e c h n o lo g y  m a k e s  p o s s ib le .  P r e - in t e r n e t  

t e c h n o lo g ie s  a l l o w e d  a  d iv e r s e  r a n g e  o f  m e d ia ,  s u c h  a s  t e x t ,  v id e o ,  a u d io ,  

g r a p h ic s ,  f i l m ,  a n d  m a n y  d i s t r i b u t i o n  c h a n n e ls  s u c h  a s  p r i n t ,  r a d io ,  f r e e  t o  a i r ,  

c a b le  T V ,  e tc .  C u r r e n t  t e c h n o lo g y  a l l o w s  a l l  th e s e  m e d ia  t o  b e  t r a n s m i t t e d  v i a  th e

48
i n t e r n e t ,  a n d  m o r e o v e r ,  i t  a l lo w s  a m a lg a m a t io n  a n d  i n t e g r a t io n  o f  m a n y  o f  th e s e .  

I n  t e r m s  o f  i n t e r n e t  c e n s o r s h ip  t h is  t e c h n o lo g ic a l  w i z a r d r y  is  e x t r e m e ly  im p o r t a n t .  

I t  r a is e s  q u e s t io n s ,  f o r  e x a m p le ,  o f  w h e t h e r  a n  a m a lg a m a t io n  o f  v a r i o u s  f o r m s  o f  

m e d ia  is  a  n e w  f o r m  o f  m e d ia ,  r e q u i r i n g  n e w  id e a s  a n d  n e w ,  d i f f e r e n t ,  a n d

46 M cC rea, Sm art and A ndrew s, C SIR O , ab ove n 2 1 , 16-17 .
47 Jon C asim ir, A B o y  a n d  H is M ou se; M o re  P o s tc a r d s  fr o m  th e  N e t (1 9 9 7 )  159.
48 A ustralian  B roadcasting  A uthority, In ves tig a tio n  in to  th e  C o n ten t o f  O n lin e  S e rv ice s , R e p o r t to  
the M in is te r  f o r  C o m m u n ica tio n s & th e A rts  (1 9 9 6 )  3 6 -3 8 , and M cC rea , Sm art and A nd rew s, 
C SIR O  ab ove n  2 1 , 9.
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s p e c i f i c a l l y  f o c u s e d  c e n s o r s h ip  r e g im e s ,  o r  w h e t h e r  t h e  n e w  f o r m s  o f  m e d ia  c a n  

a p p r o p r ia t e l y  b e  e q u a te d  w i t h  p r e - e x is t i n g  f o r m s  o f  m e d ia .  T h e r e  is  n o t h i n g  i n  th e  

t e c h n o lo g y  t o  t e l l  u s  th e  a n s w e r ;  t e c h n i c a l l y  th e s e  n e w  f o r m s  o f  m a t e r ia l  c o u ld  b e  

c h a r a c te r is e d  as  th e  s a m e  as  o r  d i f f e r e n t  f r o m  th o s e  p r e v io u s l y  k n o w n .  T h u s  

j u d g m e n t  a b o u t  c h a r a c t e r is in g  in t e r n e t  m a t e r ia l  n e e d s  t o  b e  m a d e  o n  b a s e s  o t h e r  

t h a n  t e c h n ic a l .

F u r t h e r ,  a n  ‘ I n t e r n e t  u s e r  r e q u i r e s  a  P C ,  a  m o d e m ,  a n d  a  c o n t r a c t  w i t h  a n  I S P  to  

c o n n e c t  t o  th e  I n t e r n e t . ’ 49 W h i l e  r a d io  o r  t e le v i s i o n  t r a n s m is s io n s ,  a n d  e v e n  p r i n t ,  

r e q u i r e  s p e c ia l is e d  a n d  e x p e n s iv e  e q u ip m e n t ,  m a k i n g  c o n t e n t  a v a i la b le  o n  t h e  n e t  

is  s im p le  a n d  c h e a p ,  a n d  i t  is  e a s y  t o  m o v e  a r o u n d  b o t h  th e  c o n t e n t  a n d  t h e  m e a n s  

o f  t r a n s m is s io n .  T h e s e  f a c t o r s  c r e a te  p a r t i c u la r  d i f f i c u l t i e s  f o r  th o s e  s e e k in g  to  

r e g u la t e  in t e r n e t  c o n te n t .

E .  Social Aspects of the Internet

T h e  in t e r n e t  h a s  s o c ia l  a s p e c ts  w h i c h  a re  n o t  s e e n  i n  a n y  o t h e r  m e d iu m .  W h i l e  

th e s e  s o c ia l  a s p e c ts  w e r e  n o t  d e c is iv e  o f  w h a t  c o u ld  o r  c o u ld  n o t  b e  d o n e  to  

r e g u la t e  th e  in t e r n e t ,  t h e y  w e r e  c e r t a i n l y  r e l e v a n t  to  a r g u m e n t  s u r r o u n d in g  t h a t  

r e g u la t io n .  T h e  r e a l  i n v o lv e m e n t  o f  m a n y  p e o p le  w i t h  t h e  in t e r n e t ,  n o t  s i m p l y  as  a  

m e d iu m  b u t  as  a  w a y  o f  l i f e ,  h e ig h te n e d  t h e  w i l l i n g n e s s  o f  m a n y  t o  f i g h t  a g a in s t  

in t e r n e t  r e g u la t io n ,  a n d  t h u s  h e ig h te n e d  th e  le v e l  o f  c o n f l i c t  i n  w h i c h  th e  

le g is la t i o n  w a s  d r a f t e d  a n d  e n a c te d .

T h e  in t e r n e t  h a s  b e e n  d e s c r ib e d  as  ‘ p o t e n t i a l l y  th e  m o s t  e m p o w e r in g ,  t h e  m o s t  

e n l ig h t e n in g ,  t h e  m o s t  l i b e r a t i n g  t o o l  f o r  i n d i v i d u a l  s e l f - r e a l i s a t io n ,  a s  w e l l  as  f o r  

d e m o c r a t i s a t i o n . ’ 50 B y  ‘ a l l o w i n g  a n y o n e  t o  p a r t i c ip a t e ,  o n l i n e  s e r v ic e s  a re ,  a f t e r

49 M cC rea, Sm art and A nd rew s, C SIR O , ab o v e  n 2 1 , 14.
50 N ad ine S trossen , P resident o f  A m erican  C ou n cil for C iv il L iberties, q uoted  in  ‘A ustra lia  urged  
to repeal la w ’, Sydney Morning Herald (B u sin ess  sectio n ), 2 4  A u g u st 1999 .
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s p e e c h  i t s e l f ,  th e  m o s t  f r e e  a n d  d e m o c r a t ic  f o r m  o f  h u m a n  c o m m u n ic a t io n  y e t  

d e v i s e d . . .T h e s e  s e r v ic e s  c o n s t i t u t e  a  n e w  f o r m  o f  h u m a n  i n t e r a c t i o n . . . ,51

M a n y  e a r l y  u s e rs  o f  t h e  in t e r n e t  t h o u g h t  o f  i t  as  ‘ a  p la c e  w h e r e  b o r d e r s  w e r e  n o t  

t o  b e  b o u n d a r ie s ;  a c c e s s  w a s  t o  b e  o p e n  a n d  f r e e ;  p e o p le  c o u ld  e n t e r  a n d  e n g a g e  

w i t h o u t  r e v e a l in g  w h o  t h e y  w e r e  . .  . I t s  e s s e n c e  w a s  c a p t u r e d  i n  t h e  i r r e v e r e n c e  o f  

a  m o u s e :  W i t h  a  c l i c k  o n e  c o u ld  f la s h  j u s t  a b o u t  a n y w h e r e .  T h e  v e r y  d e s ig n  o f  

c y b e r s p a c e  w a s  ( i n  th e  p e r io d  o f  i t s  in f a n c y )  i n  c o n t r a s t  t o  t h e  w o r l d  t h a t  h a d  

c o n s t r u c t e d  i t . ’ 51 52 B e c a u s e  o f  th e s e  u n iq u e  f e a tu r e s ,  m a n y  u s e rs  f e a r e d  any 

r e s t r i c t i o n  o f  t h e  m e d iu m . 53

T h e r e  a re  m a n y  f a c t o r s  w h i c h  m a k e  th e  n e t  s p e c ia l ,  a n d  s o c ia l l y  d i f f e r e n t  f r o m  

a n y  o t h e r  m e d iu m .  F i r s t l y  t h e r e  is  th e  a b i l i t y  o f  t h e  n e t  t o  o v e r c o m e  th e  i s o la t i o n  

o f  a n  i n d i v i d u a l .  M a n y  p e o p le  w o u ld  t h i n k  t h a t  m e e t in g  a n d  in t e r a c t in g  w i t h  

s o m e o n e  t h e y  d o  n o t  k n o w ,  c a n  n o t  s e e  a n d  a re  n e v e r  l i k e l y  t o  m e e t  w o u l d  b e  a  

b o r in g  a n d  s o m e w h a t  w e i r d  p a s t im e ,  b u t  f o r  th o s e  w h o  m a y  h a v e  b e e n  lo n g  

is o la t e d  s u c h  is  n o t  t h e  c a s e . N e t  u s e rs  r e p o r t  a  g r e a t  s e n s e  o f  c o n n e c t io n  b r o u g h t  

a b o u t  b y  t h e i r  a b i l i t y  t o  m a k e  c o n ta c t  t h r o u g h  t h e  w e b  w i t h  p e o p le  t h e y  w o u l d  n o t  

m e e t  i n  r e a l  l i f e .  A n d  t h is  is  n o t  c o n f in e d  t o  c o m p u t e r  ‘ n e r d s  a n d  g e e k s ’ m e e t in g  

u p  w i t h  o t h e r  ‘ n e r d s  a n d  g e e k s ; ’ i t  a p p e a rs  t o  b e  a  f a r  b r o a d e r  p h e n o m e n o n  w h i c h  

c o v e r s  c o u n t le s s  in s ta n c e s  o f  th o s e  is o la t e d  i n  t h e i r  o w n  c o m m u n i t i e s . 54

S e c o n d ly ,  t h e  n e t  a l l o w s  m e e t in g s  t o  o c c u r  a c ro s s  g e o g r a p h ic a l  b o r d e r s ,  a n d  

a c ro s s  d is ta n c e s  b o t h  la r g e  a n d  s m a l l .  I t  m a y  a l l o w  f o r  e x a m p le  t h o s e  is o la t e d  i n  a  

s c h o o l  e n v i r o n m e n t  t o  c o n t a c t  s im i l a r  s tu d e n ts  i n  o t h e r  s c h o o ls ,  a n d  th o s e  is o la t e d  

in  t h e i r  b r o a d e r  c o m m u n i t ie s  to  m e e t  th o s e  o u t s id e .  A n d  c o n v e r s e ly ,  t h e  n e t

51 A ustralian  B road castin g  A uthority, above n 4 8 , 59; q uoting from  the su b m iss io n  o f  G illian  
A pp leton .
52 L aw ren ce L e ss ig , ‘R ead in g  the C onstitution  in  C y b ersp a ce .’ (1 9 9 6 )  4 5 (3 )  E m o ry  L a w  J o u rn a l  
86 9 , 887 .
53 ‘S o c ia lly , the fundam ental purpose o f  the Internet is the sharing o f  in form ation , so  censorsh ip  is 
noth ing  le ss  than a crim e - or, w h en  carried out b y  a governm ent, an act o f  war. C en sorsh ip  on  the 
sca le  p rop osed  w ill, quite literally , start a war - w ith  the A ustralian  govern m en t on  on e s id e  and  
the N et's hackers, cypherpunks, and c iv il libertarians on  the o th er .’ D an n y  Y ee , ‘Internet 
C en so rsh ip .’ S p eech  d elivered  to A u ssie .IS P  8th A pril 1999  foun d  at 
< h ttp ://d ann y .oz.au /freed om /A ISP .h tm l>  at 21 June 2 0 0 4 .
54 M  H auben  &  R  H auben, N etizen s, On the H is to ry  a n d  Im p a c t o f  U sen e t a n d  th e  In te rn e t (1 9 9 7 ).
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a l lo w s  n e x t - d o o r  n e ig h b o u r s  t o  m e e t  u p ,  e v e n  w i t h  n o  k n o w le d g e  o f  o n e  a n o th e r ’ s 

p h y s ic a l  p r o x i m i t y .  I t  is  a  p la c e  w h e r e  c o m m o n  in te r e s t s  a n d  c o m m o n  n e e d s  c a n  

b r i n g  p e o p le  t o g e th e r ,  r a t h e r  t h a n  g e o g r a p h y ,  c o m m u n i t y  o r  i n t r o d u c t i o n s . 55 

F u r t h e r ,  t h e  s p e e d  w i t h  w h i c h  m a t e r ia l  c a n  t r a v e l  o n  t h e  n e t  g r e a t l y  in c r e a s e s  

o p p o r t u n i t i e s  f o r  i n t e r a c t i v i t y ,  a n d  is  a n o th e r  f a c t o r  m a k i n g  t h e  n e t  s o c ia l l y  

u n iq u e .  T h e  a b i l i t y  t o  e x c h a n g e  i n f o r m a t i o n  i n  ‘ r e a l  t i m e ’ w i t h  s o m e o n e  a c ro s s  

th e  w o r l d ,  o r  in d e e d  w i t h  m a n y  p e o p le  i n  m a n y  p a r t s  o f  t h e  w o r l d ,  c h e a p ly ,  is  a  

n e w  a n d  p o w e r f u l  p h e n o m e n o n .

T h is  i n t e r a c t i v i t y  is  s i g n i f i c a n t  i n  m a k i n g  t h e  n e t  b o t h  p o p u l a r  a n d  u n iq u e .  A  h u g e  

a m o u n t  o f  i n f o r m a t i o n  is  o n  th e  n e t ,  b u t  a  h u g e  a m o u n t  o f  i n f o r m a t i o n  w a s  

a l r e a d y  a v a i la b le  o n  T V ,  i n  n e w s p a p e r s ,  f i l m s  a n d  m a g a z in e s .  O n  th e  n e t  

h o w e v e r ,  r e c ip i e n t s  o f  i n f o r m a t i o n  a re  n o t  s o le l y  r e c ip i e n t s ;  t h e y  c a n  b e  

p a r t i c ip a n t s  a ls o .  T h e  n e t  a l lo w s  p e o p le  t o  in t e r a c t  w i t h  t h e  m a t e r ia l  t h e y  a c c e s s ,  

t o  r e p l y  t o  o th e r s ,  t o  p u t  u p  m a t e r ia l  o f  t h e i r  o w n .  T h e  n e t  a l l o w s  i n f o r m a t i o n  t o  

m o v e  i n  m a n y  d i r e c t io n s ,  n o  lo n g e r  j u s t  o u t w a r d  f r o m  p r o v id e r s  t o  r e c ip ie n t s .

A n o t h e r  f a c t o r  u n iq u e  t o  th e  w e b  a n d  i t s  s o c ia l  l i f e  is  t h e  a b i l i t y  o f  p a r t i c ip a n t s  o r  

n e t  u s e rs  t o  r e m a in  b o t h  a n o n y m o u s  a n d  ‘ b o d y le s s ’ . ‘ O n  t h e  in t e r n e t ,  t h e  o ld  j o k e  

g o e s ,  n o - o n e  k n o w s  y o u ’ r e  a  d o g . ’ 56 57 N e t  p a r t i c ip a n t s  a re  n o t  t i e d  i n  a n y  w a y  t o  

t h e i r  ‘ r e a l  l i f e ’ p e r s o n a s ;  t h e y  c a n  b e  w h o  t h e y  w i l l  w h e n  t h e y  w i l l .  T h e y  c a n  

c h a n g e  v ie w s ,  c h a n g e  a g e n d a s ,  e v e n  c h a n g e  g e n d e r s ,  w i t h o u t  t h e  c o n s t r a in t s  

im p o s e d  b y  th e  p h y s ic a l  w o r ld .  ‘ W e  a re  a l l  a n o n y m o u s  o n l i n e ,  d is e m b o d ie d  

v o ic e s  w r a p p e d  i n  w h a t e v e r  p e r s o n a l i t ie s  w e  c h o o s e .  T h e r e  a re  n o  r u le s  t o  f o l l o w  

i n  t h e  c r e a t io n  o f  o u r  v i r t u a l  p e r s o n a ,  n o  b o u n d a r ie s  o r  r e s t r i c t i o n s . ’

T h e  b r e a d t h  o f  c o n t e n t  a v a i la b le  is  a n o th e r  f a c t o r  u n iq u e  t o  t h e  in t e r n e t ,  d e s c r ib e d  

b y  J u s t ic e  D a l z e l l  i n  th e  U S  D i s t r i c t  C o u r t  as  ‘ th e  m o s t  p a r t i c i p a t o r y  f o r m  o f  m a s s  

s p e e c h  y e t  d e v e lo p e d  ... i t  is  n o  e x a g g e r a t io n  t o  c o n c lu d e  t h a t  c o n t e n t  o n  t h e

55 Ibid.
56 F rom  cartoon  b y  Peter S teiner p u b lish ed  in  T he N e w  Y orker 5 /7 /1 9 9 3 , referred to in  C asim ir, 
ab ove n 4 7 , 2 0 2 .
57 C asim ir, ab ove n 47 .
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i n t e r n e t  is  as  d iv e r s e  as  h u m a n  t h o u g h t . ’ 58 T h e  n e t  a l l o w s  th o s e  f r o m  n o n ­

m a in s t r e a m  g r o u p s  to  v o ic e  t h e i r  id e a s  a n d  c o n c e r n s  a n d  t o  d is c u s s  t h e m  w i t h  

o th e r s .  M a n y  p e o p le  w o u ld  n o t  s h a re  id e a s  i n  a  s o c ie t y  w h e r e  t h e y  f e e l  t h e i r  id e a s  

a re  u n f a s h io n a b le ,  u n p o p u la r ,  o r  p o l i t i c a l l y  i n c o r r e c t ,  b u t  t h e  n e t  a l l o w s  a  f o r u m  

f o r  d is c u s s io n  o f  u n p o p u la r  o r  m i n o r i t y  v ie w s .  W h i l e  t h i s  m a y  e n c o u r a g e  o r  a t  

le a s t  a l l o w  th e  d e v e lo p m e n t  o f  a n t i - s o c ia l  v i e w p o in t s ,  i t  a ls o  g iv e s  a n  o p p o r t u n i t y  

t o  d is c u s s  id e a s  t h a t  a re  n o t  s o  m u c h  a n t i - s o c ia l ,  as  r e f l e c t i v e  o f  m i n o r i t y  in te r e s ts .

T ie d  t o  a l l  t h is  is  th e  a b i l i t y  o f  t h o s e  u s in g  th e  n e t  t o  h a v e  a  s a y  i n  w h a t  

i n f o r m a t i o n  is  a v a i la b le  i n  t h e  p u b l i c  d o m a in .  T h e  n e t  e m p o w e r s  u s e rs  t o  make 

n e w s ,  o r  t o  b e  a  s o u r c e  o f  i n f o r m a t i o n  i n  o n e ’ s o w n  r i g h t ,  r a t h e r  t h a n  a  p a s s iv e  

r e c i p i e n t  o f  i n f o r m a t i o n ,  o r  ‘ s u b je c t ’ o f  n e w s .  W h i l e  n e w s p a p e r s ,  r a d io ,  

m a g a z in e s  a n d  t e le v i s io n  a re  t h e  m a in  s o u rc e s  o f  i n f o r m a t i o n ,  t h r o u g h  t h e m  i t  c a n  

b e  d i f f i c u l t  t o  d is s e m in a t e  u n p o p u la r  o r  m i n o r i t y  v ie w s .  W h e n  u n p o p u la r  v ie w s  

are r e p o r t e d  i n  t h e  m a in s t r e a m  m e d ia ,  t h e y  a re  o f t e n  a c c o m p a n ie d  b y  j o u r n a l i s t i c  

d e r is i o n  a n d  n e g a t iv e  e d i t o r ia l i s in g .

T h e  n e t  o n  t h e  o t h e r  h a n d  a l l o w s  i n d i v i d u a l s  t o  d e c id e  n o t  o n l y  t o  p u b l i s h  

i n f o r m a t i o n ,  b u t  t o  d e c id e  h o w  th a t  i n f o r m a t i o n  s h o u ld  b e  p r e s e n te d ,  w h e n  i t  

s h o u ld  b e  m a d e  a v a i la b le ,  a n d  w h e t h e r  i t  s h o u ld  b e  l i n k e d  t o  o t h e r  i n f o r m a t i o n .  

N o t  o n l y  c a n  th o s e  p r o v i d i n g  th e  i n f o r m a t i o n  h a v e  a  s a y  i n  i t s  p u b l i c a t i o n ,  b u t  

r e c ip i e n t  i n t e r n e t  u s e rs  n o w  h a v e  a l t e r n a t iv e  a n d  le s s  ‘ e s t a b l i s h m e n t ’ s o u rc e s  o f  

i n f o r m a t i o n .  ‘ T h e  t o p  d o w n  m o d e l  o f  i n f o r m a t i o n  b e in g  d i s t r i b u t e d  b y  a  f e w  f o r  

m a s s  c o n s u m p t io n  is  n o  lo n g e r  th e  o n l y  n e w s .  . . .  P e o p le  n o w  h a v e  t h e  a b i l i t y  t o  

b r o a d c a s t  t h e i r  o b s e r v a t io n s  o r  q u e s t io n s  a r o u n d  t h e  w o r l d  a n d  h a v e  o t h e r  p e o p le

r e s p o n d . ’ 59 60 ‘ T h e  c o m m o n  p e o p le  h a v e  a  u n iq u e  v o ic e  t h a t  is  n o w  b e in g  a i r e d  i n  a

,60
n e w  w a y .

A n  e x c e l le n t  l o c a l  e x a m p le  o f  t h e  p o w e r  o f  t h e  n e t  as  a  n e w s  s o u r c e  c a n  b e  f o u n d  

i n  th e  p u b l i c a t i o n  o f  a  s t o r y  a b o u t  a n  a s s is te d  s u ic id e  i n  t h e  N o r t h e r n  T e r r i t o r y .  B y

' 8 A C L U  v  Reno, 9 2 9  F Supp. 824 , 835 842; q uoted  in  Reno v ACLU 117 S Ct 2 3 2 9 , 2 3 4 0  2 3 3 5  
(1 9 9 7 )
59 H auben  &  H auben , ab ove n  54, 4.
60 Ibid 10.
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p u b l i s h in g  i n f o r m a t i o n  a b o u t  t h e  d e a th  o n l y  o n  t h e  in t e r n e t ,  t h e  d o c t o r  i n v o l v e d  

e n s u r e d  t h a t  ‘ t h e  n e t - c o n n e c t e d  p a r t  o f  t h e  p u b l i c  c o u ld  r e a d  e x a c t l y  w h a t  h e  

w a n t e d  i t  t o  r e a d ,  in s te a d  o f  a  f i l t e r e d  o r  e d i t e d  v e r s i o n . . .  T h e  m e d ia  is  n o  lo n g e r  

j u s t  s o m e t h in g  t h a t  is  d o n e  t o  h im ;  i t  is  s o m e t h in g  h e  does. ’ 61

F . Conclusions.

T h e  t e c h n o lo g y  o f  t h e  in t e r n e t ,  t h e  la c k  o f  c e n t r a l i s e d  o r  n a t io n a l  c o n t r o l ,  t h e  

o p p o r t u n i t y  f o r  s o c ia l  e m p o w e r m e n t ,  a n d  t h e  u n iq u e n e s s  o f  t h e  m e d iu m ,  a l l  

f e a tu r e d  in  a r g u m e n ts  r e l a t i n g  b o t h  to  w h a t  c o u ld  a n d  c o u ld  n o t  b e  d o n e ,  a n d  to  

w h a t  s h o u ld  o r  s h o u ld  n o t  b e  d o n e .  T h u s  e v e n  w h e r e  t h e  G o v e r n m e n t  c la im e d  

o n l y  t o  b e  b r i n g i n g  t h e  in t e r n e t  i n t o  l i n e  w i t h  o t h e r  m e d ia ,  i t  w a s  a r g u e d  t h a t  th e  

in t e r n e t  c o u ld  n o t  a n d  s h o u ld  n o t  b e  t r e a te d  l i k e  o t h e r  m e d ia .  T h i s  i n  i t s e l f  r a is e d  

th e  p r o f i l e  o f  t h e  p r o p o s e d  s c h e m e ,  in c r e a s e d  t h e  le v e l  o f  o p p o s i t i o n ,  a n d  f o r c e d  

th e  g o v e r n m e n t  t o  a c t  i n  a  c o n t e x t  o f  h e ig h te n e d  c o n f l i c t .

M o r e o v e r ,  t o  r e g u la t e  t h e  c o n t e n t  a v a i la b le  o n  th e  in t e r n e t ,  t h e  A u s t r a l i a n  

G o v e r n m e n t  n e e d e d  t o  e s ta b l is h  a  r e g u la t o r y  f r a m e w o r k  c a p a b le  o f  d e a l in g  w i t h  

m a n y  f a c t o r s  w h i c h  h a d  n o t  p r e v io u s l y  b e e n  w i t h i n  i t s  r e g u la t o r y  k n o w le d g e  o r  

c o m p e te n c e .  I n  d o in g  s o ,  th e  G o v e r n m e n t  n e e d e d  t o  t a k e  a c c o u n t  o f  t h e  fe a tu r e s  

o f  t h e  in t e r n e t  d is c u s s e d  a b o v e ,  th e  m e t h o d s  a v a i la b le  f o r  i t s  r e g u la t i o n ,  th e  

c e n s o r s h ip  a n d  r e g u la t i o n  o f  c o n t e n t  i n  o t h e r  m e d ia  i n  A u s t r a l i a ;  i n t e r n e t  c o n t e n t  

r e g u la t i o n  i n  p la c e  i n  o t h e r  c o u n t r ie s ;  a n d  t h e  r e g u la t o r y  f r a m e w o r k s  a l r e a d y  i n  

p la c e  i n  s im i l a r  in d u s t r ie s  i n  A u s t r a l i a .  E a c h  o f  t h e s e  w i l l  b e  d is c u s s e d  i n  t h e  

f o l l o w i n g  c h a p te r s .

61 C asim ir, ab ove n 4 7 , 8 1 -8 3 .
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C H A P T E R  T H R E E :  M E T H O D S  O F  I N T E R N E T  C O N T E N T  C O N T R O L

B y  1 9 9 9  t h e  in t e r n e t  w a s  h i g h l y  d e v e lo p e d  t e c h n o lo g i c a l l y ,  r e a d i l y  a c c e s s ib le  i n  

A u s t r a l i a ,  h e a v i l y  u s e d ,  a n d  b r i m m i n g  w i t h  c o n t e n t  o f  a l l  t y p e s .  I t  w a s  t h e  

a v a i l a b i l i t y  o f  t h a t  c o n t e n t  w h i c h  c o n c e r n e d  t h e  A u s t r a l i a n  G o v e r n m e n t .  W h i l e  

m a n y  n a t io n s  w e r e  in te r e s te d  i n  c o n t r o l l i n g  in t e r n e t  c o n t e n t 1 n o  o n e  m e t h o d  h a d  

s h o w n  i t s e l f  t o  b e  p a r t i c u la r l y  e f f e c t i v e  o r  a p p r o p r ia te  f o r  c o n t r o l l i n g  a c c e s s  t o  

c o n t e n t  i n  a  d e m o c r a t i c  s o c ie t y .  T h is  c h a p te r  e x a m in e s  t h e  p o s s ib i l i t i e s  f o r  

i n t e r n e t  c o n t e n t  r e g u la t i o n  e x is t i n g  p r i o r  t o  t h e  e n a c tm e n t  o f  t h e  Online Services 

Act. I t  s h o u ld  b e  n o t e d  t h a t  t h is  c h a p te r ,  a n d  t h is  t h e s is  g e n e r a l l y ,  r e f e r  t o  th e  

c o n t r o l  o f  w e b  b a s e d  in t e r n e t  c o n t e n t ,  a n d  n o t  t o  a l l  c o n t e n t  d is t r i b u t e d  o r  

a c c e s s e d  v i a  t h e  in t e r n e t .

A .  Internet content control generally.

I t  is  n e c e s s a r y  f i r s t l y  t o  d i s t i n g u is h  d e g re e  o f  c o n t r o l ,  l o c a t io n  o f  c o n t r o l ,  a n d  

m e t h o d s  o f  c o n t r o l .  ‘ D e g r e e  o f  c o n t r o l ’ r e f e r s  h e r e  t o  t h e  a m o u n t  o f  c o n t r o l  

d e s i r e d  o r  a c h ie v e d .  ‘ L o c a t i o n  o f  c o n t r o l ’ r e fe r s  t o  w h e r e  t h a t  c o n t r o l  w i l l  b e  

a s s e r te d ,  w h i l e  ‘ m e t h o d  o f  c o n t r o l ’ r e fe r s  t o  th e  w a y  i n  w h i c h  t h e  c o n t r o l  w i l l  b e  

c a r r ie d  o u t .  O f  c o u r s e  th e s e  f a c t o r s  o v e r la p  a n d  i n t e r t w in e .  F o r  e x a m p le ,  th e  

d e g re e  o f  c o n t r o l  o r  l o c a t io n  o f  c o n t r o l  w i l l  b e  in f l u e n c e d  b y  a v a i la b le  m e t h o d s  o f  

c o n t r o l ;  t h e  c h o ic e  o f  lo c a t io n  o f  c o n t r o l  w i l l  d e p e n d  o n  t h e  d e s i r e d  d e g r e e  o f  

c o n t r o l  a n d  s o  f o r t h .  H o w e v e r ,  i t  is  w o r t h  l o o k i n g  a t  t h e  t h r e e  s e p a r a t e ly  t o  h e lp  

c l a r i f y  th e  o p t io n s  a v a i la b le  t o  th e  A u s t r a l i a n  G o v e r n m e n t  p r i o r  t o  t h e  e n a c tm e n t  

o f  t h e  Online Services Act.

1. Degrees of control.

A  g o v e r n m e n t  m a y  w i s h  t o t a l l y  t o  c o n t r o l  i t s  c i t i z e n s ’ a c c e s s  t o  c o n t e n t ,  m a y  n o t  

w i s h  t o  c o n t r o l  i t  a t  a l l ,  m a y  w i s h  to  c o n t r o l  a c c e s s  t o  s o m e  c o n t e n t  o n ly ,  o r  m a y  

w is h  t o  c o n t r o l  a c c e s s  f o r  s o m e  c i t i z e n s  o n ly .  I t  m a y  w i s h  o n l y  t o  im p r o v e

1 D isc u sse d  in m ore detail in C hapter Four: O verseas con ten t con tro l prior to the Online Services 
Act.
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c o n t r o ls  a v a i la b le  t o  u s e rs  t h e m s e lv e s .  W h e r e  t o t a l  c o n t r o l  is  d e s i r e d ,  i n  a n  

e x t r e m e  c a s e  a  g o v e r n m e n t  m a y  s to p  i t s  c i t i z e n s  f r o m  a c c e s s in g  c o m p u t e r s ,  o r  

s to p  i t s  c i t i z e n s  f r o m  a c c e s s in g  th e  in t e r n e t .  W h e r e  th e s e  m e t h o d s  a re  n o t  a n  

o p t io n ,  a  g o v e r n m e n t  m a y  s t i l l  e x e r t  a  h ig h  d e g re e  o f  c o n t r o l  o v e r  a c c e s s  to  

in t e r n e t  c o n t e n t ,  f o r  e x a m p le  b y  a l l o w in g  a c c e s s  t o  a p p r o v e d  c o n t e n t  o n ly .  I n  t h is  

c a s e , c o n t e n t  m a y  b e  p r o v id e d  a n d  h o s te d  l o c a l l y ,  s u b je c t  t o  a p p r o v a l  o n ly ,  a n d  

f o r e ig n  c o n t e n t  m a y  a ls o  b e  a c c e s s ib le ,  a g a in  s u b je c t  t o  a p p r o v a l .  C r i t e r i a  f o r  

a p p r o v a l  m a y  b e  b r o a d  o r  n a r r o w ,  d e p e n d in g  o n  t h e  a im s  o f  t h e  r e g u la t io n .  T h is  

m a y  b e  r e f e r r e d  t o  as  a  c lo s e d  o r  c o n t r o l l e d  e n v i r o n m e n t ,  w h e r e  in t e r n e t  c o n t e n t  is  

n o t  a v a i la b le  u n le s s  a p p r o v e d .

L e s s e r  c o n t r o l  m a y  a ls o  b e  a c h ie v e d  u s in g  t h e  o p p o s i t e  a p p r o a c h ,  w h e r e b y  a c c e s s  

t o  a l l  i n t e r n e t  c o n t e n t  is  a v a i la b le ,  u n le s s  t h e  c o n t e n t  is  e x c lu d e d  o r  b lo c k e d .

T h e r e  m a y  b e  a t t e m p ts  t o  e x c lu d e  s o m e  c o n t e n t  e n t i r e l y ,  o r  t o  e x c lu d e  c e r t a in  

c o n t e n t  f o r  s o m e  u s e rs  a n d  n o t  f o r  o th e r s .  T h e  a p p r o a c h  t a k e n  a t  t h is  i n i t i a l  p h a s e  

w i l l  s i g n i f i c a n t l y  a l t e r  t h e  d e g re e  o f  c o n t r o l  p o s s ib le  o v e r  i n t e r n e t  c o n te n t .

I t  m u s t  b e  r e m e m b e r e d  a ls o  t h a t  c o n t r o l  o v e r  a c c e s s  t o  i n t e r n e t  c o n t e n t  w i l l  n o t  

n e c e s s a r i ly  c o m e  f r o m  a  c e n t r a l  g o v e r n m e n t .  C o n t r o l  m a y  b e  e x e r c is e d  n o t  o n l y  

u p o n  c i t i z e n s  b u t  b y  t h e m  a ls o .  G o v e r n m e n t  m a y  f o r  e x a m p le  m a n d a te  s y s te m s  

w h e r e b y  u s e rs  h a v e  g r e a te r  c o n t r o l  o v e r  t h e i r  o w n  s e le c t io n  o f  c o n t e n t ,  w h e r e  

IS P s  o f f e r  d i f f e r e n t ia t e d  s e r v ic e s ,  w h e r e  c o n t e n t  p r o v id e r s  la b e l  t h e i r  c o n t e n t ,  

w h e r e  s e r v ic e  p r o v id e r s  s u c h  as  s c h o o ls  o r  l i b r a r ie s  m u s t  o r  m a y  c o n t r o l  c o n t e n t  

t o  w h i c h  t h e y  p r o v id e  a c c e s s .  F u r t h e r m o r e ,  d e m a n d s  f o r  s u c h  c o n t r o l  m a y  n o t  

c o m e  f r o m  g o v e r n m e n t  a t  a l l ;  u s e r  n e e d s  a n d  t h u s  m a r k e t  d e m a n d  m a y  f o r  

e x a m p le  r e s u l t  i n  t h e  d e v e lo p m e n t  o f  f i l t e r s  t o  o p e r a te  a t  u s e r  le v e l ,  i n  t h e  la b e l in g  

o f  c o n t e n t ,  i n  IS P s  o f f e r i n g  d i f f e r e n t ia t e d  o r  ‘ f a m i l y  f r i e n d l y ’ s e r v ic e s ,  o r  i n  

l i b r a r ie s  o f f e r i n g  a c c e s s  t o  c o n t r o l l e d  e n v i r o n m e n ts  o n ly .  2

2 C ountries for exam p le such  as M yanm ar or Cuba, d iscu ssed  further in  C hapter Four: O verseas  
content con tro l prior to the Online Services Act.
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2. Location of control.

L o c a t i o n  o f  c o n t r o l  r e f e r s  to  th e  a c tu a l  l o c a t io n  a t  w h i c h  c o n t r o l  w i l l  o c c u r ,  a n d  

th e r e  a re  a  v a r i e t y  o f  p o in t s  w h i c h  m a y  b e  u s e d  t o  a c h ie v e  g r e a te r  o r  le s s e r  

d e g re e s  o f  c o n t r o l .  F o r  e x a m p le ,  f o r e ig n - h o s t e d  in t e r n e t  c o n t e n t  m a y  b e  b lo c k e d  

o r  a p p r o v e d  a t  a  n a t io n a l  g a te w a y ,  a t  IS P  le v e l ,  b y  t h i r d  p a r t y  p r o x y  s e r v e r s ,  o r  a t  

u s e r  le v e l .  T h e  h ig h e r  th e  p o in t  o f  c o n t r o l ,  th e  m o r e  u n i f o r m  th e  r e g u la t i o n  w i l l  

b e ,  a n d  t h e  g r e a te r  c o n t r o l  c a n  b e  a c h ie v e d .  F o r  l o c a l  c o n t e n t ,  r e s t r i c t i o n s  c o u ld  

o c c u r  a g a in  a t  IS P  o r  p r o x y  s e r v e r  le v e r ,  a n d  /  o r  a t  c o n t e n t  p r o v id e r  o r  h o s t  le v e l .  

P u b l i s h e d  c r i t e r i a  c o u ld  d e f in e  f o r  p r o v id e r s  a n d  h o s ts  c o n t e n t  w h i c h  m a y  o r  m a y  

n o t  b e  h o s te d ,  o r  c o n t e n t  m a y  e v e n  r e q u i r e  a p p r o v a l  p r i o r  t o  h o s t in g .

I n  a d d i t i o n  t o  th e s e  p o in t s  o f  c o n t r o l ,  c o n t r o l  m a y  b e  e x e r t e d  o v e r  u s e rs  o f  t h e  

in t e r n e t  t h e m s e lv e s ,  a n d  o t h e r  p r o v id e r s  o f  i n t e r n e t  a c c e s s  s u c h  a s  in t e r n e t  c a fe  

p r o p r ie t o r s ,  l i b r a r ie s ,  s c h o o ls ,  u n iv e r s i t ie s ,  a n d  w o r k p la c e s .  A  c o m b in a t io n  o f  

p o in t s  o f  c o n t r o l  is  l i k e l y  t o  a c h ie v e  t h e  g r e a te s t  c o n t r o l ;  t o p  le v e l  p r e - a p p r o v a l  

e n s u r in g  as  f a r  as  p o s s ib le  t h a t  o n l y  a p p r o v e d  c o n t e n t  i s  a v a i la b le ,  a n d  r e s t r i c t io n s  

a t  l o w e r  le v e ls  a n d  u p o n  i n d i v i d u a l s  t o  d is c o u r a g e  c i r c u m v e n t i o n  o f  th e s e  

c o n t r o ls .

C o n t r o ls  e x e r c is e d  a t  g a te w a y s ,  IS P s  o r  p r o x y  s e r v e r s  a re  o f t e n  r e f e r r e d  t o  as 

‘ u p s t r e a m ’ c o n t r o ls ,  w h i l e  th o s e  c lo s e s t  t o  u s e rs  a re  r e f e r r e d  t o  a s  ‘ d o w n s t r e a m ’ 

c o n t r o ls .  W h i l e  c o n t r o ls  lo c a te d  h ig h e r  i n  t h e  c h a in ,  o r  f u r t h e r  u p s t r e a m ,  w o u l d  

g iv e  g r e a t e r  c o n t r o l  a n d  m o r e  u n i f o r m i t y ,  t h e  c o n v e r s e  is  a ls o  t r u e .  T h e  l o w e r  th e  

lo c a t io n  o f  c o n t r o l ,  o r  t h e  m o r e  d o w n s t r e a m  i t  is ,  th e  m o r e  c o n t r o l  c a n  b e  t a i l o r e d  

t o  s u i t  t h e  u s e r .  F i l t e r i n g  a t  IS P  le v e l  f o r  e x a m p le  m a y  b e  s e t  t o  s p e c i f i c  c r i t e r i a  

f o r  ‘ f a m i l i e s , ’ w h i l e  a t t h e  u s e r  le v e r  th e  f i l t e r i n g  m a y  b e  s e t  t o  r e f l e c t  t h e  w is h e s  

o f  t h e  i n d i v i d u a l  f a m i l y  u s in g  i t .  3

3. Method of control.

I t  is  n e c e s s a r y  t o  d i s t i n g u is h  h u m a n  m e t h o d s  o f  c o n t r o l  f r o m  a u t o m a t e d  m e t h o d s  

o f  c o n t r o l .  H u m a n  c o n t r o l  in v o lv e s  p e r s o n s  c h e c k in g  in t e r n e t  c o n t e n t  t o  d e c id e  

w h e t h e r  th e  c o n t e n t  m e e ts  c r i t e r i a  f o r  i n c l u s io n  o r  h o s t in g ,  o r  f o r  e x c lu s io n .  T h is  

c a n  b e  d o n e  p r i o r  t o  c o n t e n t  b e in g  m a d e  a v a i la b le  o n  t h e  in t e r n e t ,  o r  w h e n  c o n t e n t
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is  r e q u e s te d ,  o r  s im p l y  b y  s e le c t io n  o f  s u i t a b le  c o n t e n t .  I f  d o n e  i n  r e s p o n s e  t o  

r e q u e s ts  a  h u m a n  m a y  a c t u a l l y  a l l o w  o r  r e fu s e  a c c e s s  t o  t h e  c o n t e n t  r e q u e s te d ,  b u t  

m o r e  o f t e n  h u m a n  c h e c k in g  is  u s e d  a s  a  w a y  o f  c o m p i l i n g  l i s t s  o f  c o n t e n t  t o  b e  

in c lu d e d  ( w h i t e - l i s t s )  o r  e x c lu d e d  ( b l a c k - l i s t s ) ,  w h i c h  is  t h e n  c a r r ie d  o u t  u s in g  

a u to m a te d  m e th o d s .  L a b e l in g  o f  c o n t e n t  t o  i d e n t i f y  c a t e g o r y  o r  t y p e  o f  c o n t e n t  

m a y  a ls o  b e  d o n e  b y  h u m a n s ;  p o s s ib l y  a  c o n t e n t  p r o v id e r ,  h o s t ,  g o v e r n m e n t  b o d y ,  

o r  o t h e r  o r g a n iz a t io n  s e t  u p  f o r  th e  p u r p o s e .

C o m p u t e r  s o f t w a r e  ( f i l t e r s )  c a n  b e  p r o g r a m m e d  t o  a l l o w  a c c e s s  o n l y  t o  c o n t e n t  

c o n t a in e d  o n  a  w h i t e - l i s t ,  t o  a l l o w  a c c e s s  t o  a n y  c o n t e n t  n o t  c o n t a in e d  i n  a  b l a c k ­

l i s t ,  o r  t o  a l l o w  o r  r e je c t  a c c e s s  t o  c o n t e n t  c a r r y in g  s p e c i f ie d  la b e ls  o r  ta g s .  T h is  

f i l t e r i n g  c a n  o c c u r  a t  a n y  lo c a t io n ,  f r o m  n a t io n a l  g a t e w a y  t o  I S P ,  p r o x y ,  o r  u s e r .  

A d d i t i o n a l l y ,  f i l t e r s  b a s e d  o n  a n  e x c lu s io n a r y  a p p r o a c h  m a y  c o m b in e  t h e  u s e  o f  

b l a c k - l i s t s  w i t h  a  n u m b e r  o f  o t h e r  m e th o d s  o f  e x c lu s io n .

Z o n in g  is  a n o th e r  m e t h o d  o f  e n a b l in g  a u to m a te d  c o n t r o l  o f  i n t e r n e t  c o n te n t .  

Z o n in g  r e q u i r e s  s i te s  o r  u s e rs  to  b e  i d e n t i f i e d  i n  t e r m s  o f  c o n t e n t  h o s te d ,  u s e r  

c r e d e n t ia ls  e tc ,  a n d  e i t h e r  s i te s  th e m s e lv e s ,  o r  u s e r ’ s f i l t e r s ,  w o u l d  u s e  t h is  

i n f o r m a t i o n  as  a  b a s is  f o r  a l l o w in g  o r  d e n y in g  a c c e s s .  T h e  a d v a n ta g e s  a n d  

d is a d v a n ta g e s  o f  f i l t e r i n g ,  l a b e l in g ,  a n d  z o n in g  a re  d is c u s s e d  b e lo w .

B .  Filtering

M a n y  c o m m e r c ia l  f i l t e r  p r o d u c t s  w e r e  a l r e a d y  a v a i la b le  p r i o r  t o  t h e  e n a c tm e n t  o f  

th e  Online Services Act, a n d  m a n y  w e r e  k n o w n  b y  t h i s  t im e  t o  h a v e  s e r io u s  

f l a w s . 3 4 T h e  f o l l o w i n g  s e c t io n  d is c u s s e s  t h e  m e t h o d s  u s e d  t o  f i l t e r  a c c e s s  t o

3 L ab eling  is d iscu ssed  in  m ore depth  b elo w , this Chapter.
4 S tudies had rep eated ly  sh ow n  serious flaw s in con ten t filters. C y b er-R igh ts and C yber-L iberties  
(U K ) R eports, ‘W ho W atch es the W atchm en: Internet C ontent R ating  S y stem s and P rivatised  
C en so rsh ip ’ N o v  1997 , ‘W ho W atches the W atch m en  Part II -  A cco u n ta b ility  and E ffec tiv e  S e lf-  
R egu la tio n  in  the In form ation  A g e ’ Sept 1998 , E lectron ic P rivacy  In form ation  C entre, ‘F aulty  
Filters, H o w  con ten t filters b lo ck  a ccess  to K id -F rien d ly  in form ation  on  the In ternet’ D ec  1997 , 
along  w ith  P ea c e flr e ’s a n a lysis o f  C yberSitter, Sm art G ear, I filter, X -S to p , N etN a n n y , W eb S en se , 
C yber Patrol and B ess , and the E F A ’s report on  C la irv iew  Internet S heriff, w ere all a va ilab le  and 
w ell p u b lic ised  prior to the enactm ent o f  the Online Services Act.
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i n t e r n e t  c o n t e n t ,  a n d  g iv e s  e x a m p le s  o f  s o m e  o f  t h e  p r o b le m s  s e e n  i n  t h e  u s e  o f  

d i f f e r e n t  t e c h n iq u e s .  R e fe r e n c e s  in  t h is  s e c t io n  a re  d r a w n  f r o m  th e  p e r io d  p r i o r  t o  

t h e  Online Services Act, a n d  f r o m  m o r e  r e c e n t  r e p o r t s  o n  f i l t e r i n g  p r o d u c t s ,  t o  

i l l u s t r a t e  b o t h  t h a t  t h e  p r o b le m s  w e r e  a p p a r e n t  p r i o r  t o  t h e  g o v e r n m e n t ’ s 

i n t r o d u c t i o n  o f  t h e  Act, a n d  t h a t  th e  p r o b le m s  c o n t in u e d .

1. White-lists, inclusion filtering, or controlled environments.

W h i t e - l i s t s  a re  l i s t s  o f  in t e r n e t  a d d re s s e s  w h i c h  d o  n o t  c o n t a in  o f f e n d in g  m a t e r ia l .  

T h e y  a l l o w  a u to m a te d  i n c lu s io n  f i l t e r i n g ,  w h e r e b y  a  f i l t e r  d e n ie s  a c c e s s  t o  a n y  b u t  

t h e  l i s t e d  a d d re s s e s ,  r a t h e r  t h a n  e x c lu d in g  o f f e n d in g  s i te s .  T h e  u s e  o f  f i l t e r i n g  b y  

i n c l u s io n  o r  w h i t e - l i s t s  c re a te s  f o r  a  u s e r  a  c o n t r o l l e d  o r  c lo s e d  e n v i r o n m e n t .

W h i t e - l i s t s  n e e d  t o  b e  c o m p i l e d  b y  h u m a n s ,  a s  t h e r e  is  n o  o t h e r  s u f f i c i e n t l y  

r e l ia b le  m e t h o d  o f  e n s u r in g  t h a t  in a p p r o p r ia t e  m a t e r ia l  is  n o t  a c c e s s ib le .  W h i l e  

f i l t e r s  b a s e d  o n  p r o p e r l y  c o m p i l e d  ‘ w h i t e ’ o r  i n c l u s io n  l i s t s  w i l l  t h u s  b e  h i g h l y  

r e l i a b le  i n  e n s u r in g  t h a t  u s e rs  s e e  o n l y  n o n - o b je c t io n a b le  m a t e r ia l ,  a  m a j o r  

d r a w b a c k  w i t h  th e  u s e  o f  i n c lu s io n  o r  w h i t e - l i s t s  is  t h e  p a u c i t y  o f  m a t e r ia l  t o  

w h i c h  a  u s e r  w i l l  h a v e  a c c e s s .  F o r  e x a m p le ,  i n  F e b r u a r y  1 9 9 9 ,  w h i l e  t h e  Online 

Services Act w a s  b e in g  d r a f t e d ,  t h e  p u b l i c l y  in d e x a b le  w e b  w a s  e s t im a t e d  t o  

c o n t a in  a b o u t  8 0 0  m i l l i o n  p a g e s .5 A t  th e  s a m e  t im e  a  w e l l - k n o w n  p u b l i c l y  

a v a i la b le  i n c l u s io n  l i s t ,  Y a h o o l ig a n s ,  i n c lu d e d  o n l y  a b o u t  3 0 0 0  w e b  a d d re s s e s ,  a  

t i n y  p r o p o r t i o n  o f  t h e  in t e r n e t  p r o p e r . 6 B e c a u s e  m o s t  m a t e r ia l  o n  t h e  in t e r n e t  will 

not b e  o b je c t io n a b le ,  o n e  w o u ld  e x p e c t  a  r e a s o n a b ly  c o m p r e h e n s iv e  i n c l u s io n  l i s t  

w o u l d  c o n t a in  s o m e  m i l l i o n s  o f  s i te s .  H o w e v e r ,  g i v e n  t h e  s iz e  a n d  g r o w t h  o f  th e  

in t e r n e t , 7 a n d  th e  n e e d  t o  c h e c k  s i te s  i n d i v i d u a l l y  f o r  i n c lu s io n ,  i t  is  u n l i k e l y  t h a t  

a n  i n c lu s io n  l i s t  s u f f i c i e n t l y  b r o a d  f o r  g e n e r a l  u s e  c o u ld  e v e r  b e  c o m p i l e d .

T h is  w a s  r e c o g n iz e d  p r i o r  to  t h e  e n a c tm e n t  o f  t h e  Online Services Act, w i t h  th e  

A B A  r e p o r t i n g  t h a t  ‘ m a in t e n a n c e  o f  t h e  q u a l i t y  a n d  a p p r o p r ia te n e s s  o f  m a t e r ia l

5 P G reenfield , P M cR ea , S Ran, C SIR O , A c c e ss  P re v e n tio n  T ech n iqu es f o r  In te rn e t C o n ten t 
F ilte r in g  (D ecem b er  1 999) 6, prepared for the N ation a l O ffice  o f  the In form ation  E co n o m y .
6 Ibid.
7 B y  January 1997  there w ere already an estim ated  6 5 0 ,0 0 0  w eb  sites  availab le . M atthew  G ray, 
W eb G ro w th  S u m m a ry  < h ttp ://m it.edu /p eo p le /m k g ra y /n et/w eb -g ro w th -su m m a ry .h tm l>  at June 2 0  
2 0 0 4 .
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. . .  w a s  s e e n  as  a  p r a c t i c a l  d i f f i c u l t y  i n  t h e  im p le m e n t a t io n  o f  a  c o n t r o l l e d  

e n v i r o n m e n t .  H o w e v e r ,  th e  m a j o r  d r a w b a c k  w a s  t h e  d a n g e r  o f  s o  l i m i t i n g  th e  

a v a i la b le  m a t e r ia l  t h a t  i t s  e d u c a t io n a l  o r  o t h e r  u s e fu ln e s s  w a s  s i g n i f i c a n t l y  

d im in i s h e d . ’ 8 W h i l e  th e  u s e  o f  w h i t e - l i s t  f i l t e r i n g  m a y  b e  a p p r o p r ia te  f o r  s m a l l  

c h i l d r e n  t o  w h o m  q u a n t i t y  o f  i n f o r m a t i o n  is  u n im p o r t a n t ,  w h i t e - l i s t  f i l t e r i n g  is  

u n l i k e l y  t o  b e  a p p r o p r ia te  f o r  a n y o n e  e ls e .  W h e n  o n e  o f  t h e  b ig g e s t  a t t r a c t io n s  o f  

t h e  in t e r n e t  f o r  o ld e r  c h i l d r e n  a n d  a d u l t s  is  t h e  a b i l i t y  t o  c o n n e c t  w i d e l y  w i t h  

m a n y  p e o p le ,  a n d  t o  g a th e r  a  b r e a d t h  o f  i n f o r m a t i o n  f r o m  a n y w h e r e  i n  t h e  w o r l d  

o n  a n y  g i v e n  t o p ic ,  w h i t e - l i s t s  s t y m ie  m u c h  o f  t h i s  a t t r a c t io n .

2. Black-lists and exclusion filtering.

E x c lu s io n  f i l t e r i n g  a l l o w s  a c c e s s  t o  a n y  c o n t e n t  u n le s s  i t  is  e x c lu d e d .  I t  m a y  b e  

e x c lu d e d  b y  b e in g  p la c e d  o n  a  b la c k - l i s t ,  a  l i s t  o f  a d d re s s e s  f r o m  w h i c h  c o n t e n t  

w i l l  n o t  b e  r e t r ie v e d .  S u c h  l i s t s  m a y  b e  g e n e r a te d  b y  p e o p le  c h e c k in g  c o n t e n t  

r a n d o m ly ,  o r  i n  r e s p o n s e  t o  c o m p la in t s  o r  c o n c e r n s ;  m a y  b e  g e n e r a te d  

a u t o m a t i c a l l y ;  o r  m a y  b e  g e n e r a te d  b y  a  c o m b in a t io n  o f  t h e s e  m e a n s .  F i l t e r s  u s in g  

b la c k - l i s t s  m a y  r e l y  o n  f i l t e r i n g  b y  u n iv e r s a l  r e s o u r c e  l o c a t o r  ( U R L )  o r  p a c k e t  

f i l t e r i n g .  P a c k e t  f i l t e r i n g  r e l ie s  o n  r o u te r s ,  w h i c h  s te e r  m a t e r ia l  f r o m  p la c e  t o  

p la c e ,  b l o c k i n g  ‘ p a c k e t s ’ ( a  p ie c e  o f  i n f o r m a t i o n )  w h i c h  o r i g i n a t e  a t  p r o h ib i t e d  IP  

( in t e r n e t  p r o t o c o l )  a d d re s s e s .9 A n  IP  a d d re s s  s p e c i f ie s  a  p a r t i c u la r  c o m p u t e r ,  s o  

t h a t  b l o c k i n g  i n  t h i s  w a y  b lo c k s  a n y t h in g  c o m i n g  f r o m  a  p a r t i c u la r  c o m p u t e r ,  

a l t h o u g h  t h a t  c o m p u t e r  m a y  o f  c o u r s e  h o s t  m a t e r ia l  b o t h  o f f e n s iv e  a n d  

in o f f e n s iv e .  I t  is  a  p a r t i c u l a r l y  c o a rs e  m e t h o d  o f  f i l t e r i n g . 10 U R L  f i l t e r i n g  o n  th e  

o t h e r  h a n d  a l l o w s  f o r  m o r e  s p e c i f i c  b lo c k in g .  R a t h e r  t h a n  b l o c k i n g  e v e r y t h in g  

w h i c h  o r ig in a t e s  i n  a  g i v e n  c o m p u t e r ,  i t  r e a d s  t h e  a d d re s s  o f  s p e c i f i c  c o n t e n t  ( t h e  

U R L )  a n d  c a n  t h e r e f o r e  f i l t e r  m o r e  c a r e f u l l y ,  d i f f e r e n t i a t i n g  r i g h t  d o w n  to  

i n d i v i d u a l  p a g e s . 11 H o w e v e r ,  t h e  m o r e  s p e c i f i c  t h e  f i l t e r i n g ,  t h e  m o r e  a d d re s s e s  

w i l l  n e e d  t o  b e  in c lu d e d  i n  th e  f i l t e r s ,  a n d  s o  th e  s y s te m  m a y  b e c o m e  u n w ie ld y .

A u str a lia n  B road castin g  A uthority, In ves tig a tio n  in to  th e  C o n ten t o f  O n lin e  S erv ice s , R e p o r t to  
the M in is te r  f o r  C o m m u n ica tio n s & the A r ts  (1 9 9 6 )  3 5 , 160.
9 P M cR ae, B  Sm art &  M  A nd rew s, C SIR O , B lo c k in g  C o n ten t on th e  In tern e t: A T ech n ica l 
P e rsp e c tiv e  (June 1 998) 6 -7  and part 5, 3 2 -3 8 , prepared for the N a tio n a l O ffice  o f  the Inform ation  
E con om y.
10 G reenfield , M cR ea , Ran, ab ove n 5, 7
11 Ibid 7-8 .
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F u r t h e r m o r e ,  as in t e r n e t  m a t e r ia l  is  f r e q u e n t l y  r e o r g a n iz e d  a n d  r e lo c a t e d ,  i t  is  a  

m a m m o t h  ta s k  t o  k e e p  s u c h  U R L  l i s t s  c u r r e n t . 12

I n s te a d  o f ,  o r  m o r e  o f t e n  i n  a d d i t i o n  t o ,  t h e  i n i t i a l  e x c lu s io n  o f  b l a c k - l i s t e d  

c o n t e n t ,  f i l t e r s  m a y  e x a m in e  c o n t e n t  r e q u e s te d  o r  r e t r i e v e d  a n d  m e a s u r e  i t  a g a in s t  

f u r t h e r  c r i t e r i a  b e f o r e  i t  is  a l l o w e d  o r  r e je c te d .  T h e r e  a re  a  n u m b e r  o f  t e c h n iq u e s  

u s e d  in  f i l t e r s  f o r  t h i s  p u r p o s e .  K e y w o r d  f i l t e r i n g  a u t o m a t i c a l l y  m e a s u r e s  r e q u e s ts  

s e n t  o r  c o n t e n t  lo a d in g  a g a in s t  a  l i s t  o f  p r o h ib i t e d  w o r d s .  R e q u e s ts  c o n t a in i n g  

s u c h  w o r d s  w i l l  n o t  b e  s e n t ,  r e t r ie v e d  m a t e r ia l  c o n t a i n i n g  th e s e  w o r d s  w i l l  n o t  b e  

d i s p la y e d . 13 K e y w o r d  f i l t e r i n g  c a n  b l o c k  m a t e r ia l  c o n t a i n i n g  i n d i v i d u a l  p r o h ib i t e d  

w o r d s  o r  c o m b in a t io n s  o r  s t r in g s  o f  s u c h  w o r d s .

P r o f i l e  f i l t e r i n g  lo o k s  a t  t h e  ‘ c h a r a c t e r is t i c s ’ o f  t h e  c o n t e n t  r e c e iv e d  b y  a  

c o m p u t e r ,  c h a r a c t e r is t ic s  s u c h  as  th e  r a t i o  o f  p ic t u r e s  t o  t e x t  i n  r e q u e s te d  m a t e r ia l .  

A  c o n s id e r a b le  a m o u n t  o f  c o n t e n t  n e e d s  t o  b e  r e c e iv e d  t o  e n a b le  a  p r o f i l e  c h e c k  

as  t h i s  f i l t e r i n g  is  d o n e  o n  th e  r e c e iv e r ’ s c o m p u t e r ,  a n d  t h a t  m a t e r ia l  m a y  b e  

d is p la y e d  o n  t h e  m o n i t o r  i n  t h e  m e a n t im e . 14 A n o t h e r  m e t h o d  is  im a g e  a n a ly s is  

f i l t e r i n g ,  w h i c h  ‘ r e l ie s  o n  te c h n iq u e s  s u c h  as  t h e  d e t e c t io n  o f  s k in  to n e ,  o r  in d e e d  

o n  th e  a n a ly s is  o f  im a g e s  t h e m s e lv e s . ’ 15 L i k e  p r o f i l e  f i l t e r i n g ,  im a g e  a n a ly s is  a ls o  

r e q u i r e s  m a t e r ia l  t o  b e  r e c e iv e d  b e f o r e  a n a ly s is  a n d  s o  m a y  a l l o w  d is p la y  o f  

o b je c t io n a b le  m a t e r ia l .

E x c lu s io n  f i l t e r i n g  u s in g  o n l y  b la c k - l i s t s  is  l i k e l y  t o  b e  le s s  r e l i a b l e  t h a n  w h i t e - l i s t  

o r  i n c l u s io n  f i l t e r i n g ,  as ‘ u n r a te d  s i te s  a re  p r e s u m e d  t o  b e  in n o c e n t , ’ a n d  a c c e s s  to  

a l l  s i te s  is  t h e r e f o r e  a l lo w e d  u n le s s  t h e y  a re  e x c lu d e d . 16 T h u s  w h e r e  w h i t e - l i s t s  

t e n d  t o  u n d e r - in c lu d e ,  b la c k - l i s t s  t e n d  t o  u n d e r - e x c lu d e .  B l a c k - l i s t s  u s e d  i n  

c o m b in a t io n  w i t h  a  v a r i e t y  o f  o t h e r  f i l t e r i n g  t e c h n iq u e s  m a y  b e  m o r e  e f f e c t i v e  

t h a n  b la c k - l i s t s  a lo n e  i n  e x c lu d in g  p r o b le m a t i c  m a t e r ia l ,  b u t  a l l  o f  th e s e  

t e c h n iq u e s  o f  e x c lu s io n  h a v e  f la w s .

12 Ibid.
13 Ibid 7.
14 Ibid 8.
15 Ibid.
16 Ibid 6.
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3. Flaws in filters.

E x c lu s io n  o r  b la c k - l i s t s  o f t e n  i n v o l v e  b lo c k in g  f a r  t o o  la r g e  f o r  t h e  p r o b le m  a t  

h a n d .  ‘ D e ja  N e w s ’ f o r  e x a m p le  w a s  e n t i r e l y  b lo c k e d  b y  s o m e  f i l t e r s ,  a s  s o m e  o f  

i t s  n e w s  g r o u p s  c a r r ie d  o f f e n d in g  m a t e r i a l , 17 18 a l t h o u g h  m a n y  th o u s a n d s  d id  n o t .  

T h e  j o b  o f  i d e n t i f y i n g  i n d i v i d u a l  o f f e n d in g  p a g e s  o r  e v e n  g r o u p s  m a y  b e  t o o  la r g e  

a n d  c a n  le a d  t h e r e f o r e  t o  e x t r e m e ly  b r o a d - b r u s h  f i l t e r i n g .  S o m e  f i l t e r  p r o d u c t s  a d d  

t o  t h i s  p r o b le m  b y  g i v i n g  u s e rs  l i t t l e  c h o ic e .  N e t  N a n n y  f o r  e x a m p le  r e q u i r e d  

u s e rs  t o  e m p lo y  th e  w h o le  o f  i t s  b la c k - l i s t ,  o r  n o n e  o f  i t .  H a d  t h e  l i s t  b e e n  b r o k e n

d o w n  i n t o  c a te g o r ie s ,  u s e rs  c o u ld  h a v e  h a d  m u c h  m o r e  s a y  in t o  t h e i r  f i l t e r i n g ;  f o r

1 8
e x a m p le  b y  s e t t in g  th e  p r o d u c t  to  u s e  s o m e  b l a c k - l i s t  c a te g o r ie s  b u t  n o t  o th e r s .

T h e  d i f f i c u l t y  o f  m o n i t o r i n g  s i te s  f o r  a d d i t i o n  t o  o r  r e m o v a l  f r o m  b la c k - l i s t s  le a d s  

t o  m a n y  f i l t e r  p r o v id e r s  u s in g  e x c lu s io n  l i s t s  i n  c o m b in a t io n  w i t h  w o r d ,  im a g e  o r  

p r o f i l e  c h e c k in g  o f  m a t e r ia l  r e q u e s te d  o r  r e c e iv e d ,  b u t  th e s e  t e c h n iq u e s  h a v e  t h e i r  

o w n  p r o b le m s .

T h e r e  a re  c o u n t le s s  e x a m p le s  o f  p r o b le m s  w i t h  k e y w o r d ,  w o r d  c o m b in a t io n  o r  

w o r d  s t r i n g  f i l t e r i n g . 19 T h e  W h i t e  H o u s e  w e b  s i te  w a s  r e p o r t e d l y  b lo c k e d  b y  a  

f i l t e r  r e s p o n d in g  t o  th e  w o r d  ‘ c o u p le , ’ 20 w h i l e  a  h i g h  s c h o o l  s t u d e n t  w a s  u n a b le  t o  

a c c e s s  h is  o w n  s c h o o l  w e b  s i te  f r o m  h is  s c h o o l  l i b r a r y  w h e n  a  f i l t e r  r e s p o n d e d  t o  

th e  w o r d  ‘ h i g h . ’ 21 I n  u s in g  w o r d  d e t e c t io n  C y b e r S e n t i n e l  b lo c k e d  a n  e n t r y  p a g e  

w i t h  th e  m e s s a g e  “ ‘T h is  s i t e  c o n t a in s  n o  p o r n o g r a p h y .  I t  c o n t a in s  n o  p ic t u r e s  o f  

m a le  o r  f e m a le  g e n i t a l s , ”  p r e s u m a b ly  b e c a u s e  t h e  w o r d s  p o r n o g r a p h y  a n d  g e n i t a ls  

a p p e a r e d  o n  t h e  s c r e e n . ’ 22 T h e  b l o c k i n g  o f  b r e a s t  c a n c e r  i n f o r m a t i o n  t h r o u g h  th e  

f i l t e r i n g  o f  t h e  w o r d  ‘ b r e a s t ’ h a s  b e e n  a  c o m m o n ly  u s e d  e x a m p le ,  b u t  f i l t e r

17 T he C ensorw are Project, Cyber Patrol and Deja News, Censorwareproduct blocks an important 
research resource (1 9 9 8 )  <  h ttp ://cen sorw are.net/rep orts/d ejan ew s/>  at 4  A u g u st 2 0 0 4 .
18 C SIR O , Effectiveness of Internet Software Filtering Products (S ep t 2 0 0 1 ) .
19 G reenfield , M cR ea , Ran, ab ove n 5,1.
20 A ustralian  B road castin g  A uthority, ab ove n  8, 152.
21 D ig ita l F reed om  N etw ork , Foil the Filters Contest (2 0 0 0 )  <h ttp ://d fn .org /A lerts/con test.h tm >  at 
10 O ctob er 2 0 0 0  (th is p ag e  no lon ger ex ists), but reference can  b e  foun d  at O p en  S ource  
R oundtab le < h ttp ://w w w .lin u x d ev cen ter .eo m /p u b /a /lin u x /2 0 0 0 /0 9 /2 9 /r t.h tm l >  at 1 A u g u st 2 0 0 4 .
22 C SIR O , ab ove n 18.
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p r o v id e r s  n o w  c la im  th a t  c o n t e x t  is  e x a m in e d  t o  s o m e  d e g r e e ,  b y  b l o c k i n g

o f f e n d in g  w o r d s  o n l y  w h e n  i t  is  l i k e l y  t h a t  t h e y  a re  u s e d  i n  a n  o f f e n d in g  w a y .

H o w e v e r ,  k e y w o r d  f i l t e r i n g  m a y  b e  p r o b le m a t i c  e v e n  w h e n  c o m b in e d  w i t h  

‘ c o n t e x t u a l ’ a n a ly s is .  F i l t e r s  b l o c k i n g  v i o l e n t  la n g u a g e  a re  l i k e l y  t o  f i l t e r  o u t  n e w s  

r e p o r t s ,  f i l t e r s  b l o c k i n g  s e x u a l l y  e x p l i c i t  la n g u a g e  m a y  w e l l  f i l t e r  o u t  c e n s o r s h ip  

in f o r m a t io n .

S o f tw a re  th a t  uses  k e y w o r d  b lo c k in g  to  b lo c k  th e  w o r d  “ N a z i ”  w i l l  b lo c k  

o u t  h is t o r y  s ite s  a b o u t  th e  H o lo c a u s t  as w e l l .  E v e n  th e  to o ls  th a t  w o r k  

o n ly  w h e n  c e r ta in  w o r d s  a p p e a r  to g e th e r  o r  n e a r  e a c h  o th e r  a re  l i k e l y  to  

b lo c k  o u t  s ite s  l i k e  th e  S im o n  W ie s e n th a l C e n te r ’ s p a g e  o n  th e  g r o w th  o f  

h a te  g ro u p s  o n l in e ,  o r  a n  a r t ic le  o n  w h ite  s u p re m a c is t  a c t iv i t y  o n  th e  

S o u th e rn  P o v e r ty  L a w  C e n te r  s ite .23 24 25

F i l t e r s  u s in g  im a g e  a n a ly s is  t e c h n iq u e s  a ls o  h a v e  p r o b le m s .  I n  o n e  p r o d u c t  a t

•*) c

le a s t ,  w h e r e  s k in  to n e s  a p p e a r e d  t o  b e  t h e  p r i m a r y  t r i g g e r  f o r  d e n ia l  o f  a c c e s s ,  

b la c k  a n d  w h i t e  n u d e  p h o to s  e s c a p e d  d e t e c t io n ,  w h i l e  p ic t u r e s  w i t h  f l e s h y  to n e s ,  

e v e n  o f  fa c e s  o r  d e s e r t  s c e n e s ,  w e r e  w r o n g l y  c la s s i f ie d  a s  p o r n o g r a p h y ,  a n d  

r e je c t e d . 26

T h e  e n o r m i t y  o f  th e  w o r k  i n v o l v e d  i n  c o m p i l i n g  c o m p r e h e n s iv e  b la c k - l i s t s ,  g iv e n  

th e  q u a n t i t y  o f  c o n t e n t  o n  th e  in t e r n e t ,  a n d  t h e  f l u i d i t y  w i t h  w h i c h  i t  m a y  b e  

m o v e d ,  r e m o v e d ,  a d ju s t e d  o r  m o d i f i e d ,  c o u p le d  w i t h  t h e  p r o b le m s  o f  a u to m a te d  

f i l t e r i n g  a n d  b lo c k i n g  t e c h n iq u e s ,  s u g g e s t  t h a t  t h e  u s e  o f  f i l t e r s  t o  r e s t r i c t  a c c e s s  t o  

c o n t e n t  m a y  b e  p a r t i a l l y  e f f e c t i v e  a t  b e s t .  T h e s e  m a y  n o t  h o w e v e r  b e  t h e  w o r s t  o f  

f i l t e r w a r e ’ s p r o b le m s .

23

23 O vum , In te rn e t C o n ten t F ilte r in g : A R e p o r t to  D C IT A . (A pril 2 0 0 3 )  17.
24 G etN etW ise , T ools f o r  F a m ilie s
< h ttp ://w w w .g eto etw ise .o rg /to o ls/in d ex .p h p 3 7 d efm itio n H D lo ck h a te>  at 2 0  June 2 0 0 4 . For a 
rev iew  o f  a filter w h ich  uses k ey  w ord  and string b lo ck in g  se e  for ex a m p le  B e n e t H asse lto n , S ites  
B lo c k e d  b y  C y b e r  S en tin e l < h ttp ://p ea cefire .o rg /cen so rw a re/C y b er_ S en tin e l/cy b er-sen tin e l-  
b lo ck ed .h tm l>  at 2 0  June 2 0 0 4 .
25 E yeguard.
26 C SIR O , ab ove n 18, 55 .
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4. Non-technical flaws in filtering.

P r io r  t o  th e  e n a c tm e n t  o f  t h e  Online Services Act, S e n a to r  S t o t t - D e s p o ja  t o l d  th e  

S e n a te :  ‘ I t  is  c r u c i a l  t h a t  th e  o p e r a t io n  o f  c o n t e n t  c o n t r o l  i n  a  l i b e r a l  d e m o c r a c y  is  

o p e n  a n d  a c c o u n ta b le .  W e  c e r t a in l y  n e e d  t o  e n s u re  t h a t  t h e  v a lu e  s y s te m s  a n d  th e  

d e c is io n s  m a d e  i n  b l o c k in g  c o n t e n t  a re  e x p l i c i t . ’ U n f o r t u n a t e l y ,  n u m e r o u s  

e x a m p le s  s u g g e s te d  t h a t  c o m m e r c ia l l y  a v a i la b le  f i l t e r  p r o d u c t s  m a y  n o t  b e  

s u f f i c i e n t l y  t r a n s p a r e n t .

(a) Bias

A  s ig n i f i c a n t  p r o b le m  w i t h  th e  u s e  o f  f i l t e r s  f o r  in t e r n e t  c o n t e n t  r e g u la t i o n  is  th e  

o p p o r t u n i t y  f o r  b ia s  w i t h i n  p r o d u c t s .  F o r  c o m m e r c ia l  p u r p o s e s  t h e  e x c lu s io n  l i s t s  

a n d  f i l t e r  t e c h n iq u e s  u s e d  b y  c o m m e r c ia l  f i l t e r  p r o d u c t s  a re  o f t e n  k e p t  s e c re t ,  a n d  

a re  h i g h l y  p r o t e c t e d .  F o r  e x a m p le ,  w h e n  t h e  ‘ C y b e r N o t ’ 27 28 29 30 c o d e  w a s  c r a c k e d  a n d  

p u b l i s h e d ,  a  l a w - s u i t  e n s u e d  t o  s to p  d is s e m in a t io n  o f  t h e  in f o r m a t i o n .  T h u s  

th o s e  w h o s e  s e a rc h e s  a re  s u b je c t  t o  f i l t e r i n g  m a y  n o t  k n o w  j u s t  w h a t  c o n t e n t  is  

a n d  is  n o t  b e in g  b lo c k e d .  T h is  n e e d  n o t  m a t t e r  i f  u s e rs  a re  a b le  t o  r e l y  o n  f i l t e r  

p r o v id e r s  to  h a v e  t h e  s a m e  u n d e r s t a n d in g  o f  f i l t e r i n g  c a t e g o r ie s  a s  t h e  u s e r  d o e s ,  

a n d  i f  f i l t e r  m a k e r s  c a n  b e  r e l ie d  u p o n  t o  s t i c k  f a i t h f u l l y  t o  th o s e  c a te g o r ie s .  

U n f o r t u n a t e l y ,  m a n y  e x a m p le s  s h o w  t h a t  th e s e  c o n d i t i o n s  d o  n o t  e x is t .

A m e r i c a  O n l in e  ( A O L )  f o r  e x a m p le  p r o v id e d  a  f i l t e r  t o  p r o t e c t  c h i l d r e n  b y  

r e s t r i c t i n g  t h e m  to  ‘ k id s  o n l y ’ w e b  s ite s .  W h e n  u s e d ,  c h i l d r e n  c o u ld  a c c e s s  th e  

w e b  s i te  o f  t h e  R e p u b l i c a n  N a t io n a l  C o m m i t t e e ,  b u t  n o t  o f  t h e  D e m o c r a t i c  

N a t i o n a l  C o m m i t t e e ;  c o u ld  s e e  th e  w e b  s i te s  o f  t h e  C o n s e r v a t iv e  P a r t y  a n d  

L ib e r t a r i a n  P a r t y ,  b u t  n o t  o f  th e  G r e e n  P a r t y  o r  R e f o r m  P a r t y .  A O L ’ s ‘ y o u n g  

te e n s ’ f i l t e r ,  le s s  r e s t r i c t i v e  t h a n  ‘ k id s  o n l y , ’ a l l o w e d  a c c e s s  t o  s i te s  p r o m o t i n g  

g u n  u s e ,  b u t  b lo c k e d  g u n  s a f e t y  o r g a n iz a t io n s  s u c h  as  C o a l i t i o n  t o  S to p  G u n

27 Cth, P a r lia m e n ta ry  D e b a te s , Senate, 11 M ay 1 9 99 , 4 7 4 3 . Q u otin g  from  D em o cra t (m inority) 
R eport o f  Sen ate S e le c t  C om m ittee on  Inform ation  T e ch n o lo g y , tab led  11 M a y  1999 .
28 C yber P atro l’s b lack -list.
29 M ic ro sy s te m s  S o ftw a re  Inc a n d  M a tte l Inc  v S c a n d a n a v ia  O n lin e  A B, Is la n d n e t.co m , E d d y  L O  
J an sson , a n d  M a tth e w  S k a la , 98  F. Supp. 2d  74; 2 0 0 0  U .S  D is t  (D . M ass. M arch. 2 8 , 2 0 0 0 )
For links to n ew s articles and com m en ts on  the ca se  see  
< h ttp ://w w w .p o litech b o t.co m /cy b erp a tro l/>  at 2 0  June 2 0 0 4 .
30 B rian L iv in g sto n e , A O L ’s y o u th  f i l te r s  p r o te c t  k id s fr o m  D e m o c ra ts  (2 0 0 0 )  W ired  W atch dog  
N e w s .c o m  <  h ttp ://n ew s .co m .c o m /2 0 1 0 -1 0 7 1 -2 8 1 3 0 4 .h tm l>  4 A u g u st 2 0 0 4 .
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V io le n c e . 31 A c c o r d in g  to  a s t u d y  w h ic h  s e a rc h e d  f o r  o v e r  1 0 0  s i te s  o v e r  a  n u m b e r  

o f  d a y s ,  A O L ’ s f i l t e r s  r e p e a t e d ly  a l lo w e d  t h e  v i e w i n g  o f  f a r  m o r e  c o n s e r v a t iv e  

s i te s  t h a n  d e m o c r a t i c  o r  l i b e r a l  s i te s ,  a n d  th e s e  r e s u l t s  w e r e  c o n s is t e n t  t h r o u g h o u t  

th e  t e s t in g  p e r io d . 32

M a t e r i a l  o n  i n d i v i d u a l ’ s w e b  s ite s  h a s  b e e n  b lo c k e d  b y  f i l t e r s  a l t h o u g h  th e  

m a t e r ia l  w a s  c o p ie d  d i r e c t l y  f r o m  la r g e  c o n s e r v a t iv e  w e b s i t e s  n o t  b lo c k e d  b y  th e  

s a m e  s o f t w a r e .  I t  h a s  b e e n  s u g g e s te d  t h a t  f i l t e r  m a k e r s  m a y  b e  h e s i t a n t  t o  b l o c k  

th e  s i te s  o f  la r g e  c o n s e r v a t iv e  g r o u p s  as  t h e y  a re  i n  f a c t  m a r k e t  a l l i e s  w i t h  s im i l a r  

g o a ls .  L a r g e  c o n s e r v a t iv e  o r g a n iz a t io n s  a re  th o s e  p u s h in g  h a r d e s t  f o r  t h e  

in t r o d u c t i o n  o f  f i l t e r i n g  s o f t w a r e  i n  h o m e s ,  s c h o o ls  a n d  l i b r a r ie s ,  a n d  f i l t e r  m a k e r s  

h a v e  a  l o t  t o  lo s e ,  e c o n o m ic a l l y ,  b y  g e t t in g  s u c h  o r g a n iz a t io n s  o f f - s i d e . 33

F u r t h e r  e x a m p le s  o f  b ia s  c a n  b e  s e e n  in  t h e  b l o c k i n g  o f  t h e  s i te s  o f  E le c t r o n ic  

F r o n t ie r s  A u s t r a l i a  ( a  n o n - p r o f i t  n a t io n a l  o r g a n is a t io n  f o r m e d  t o  p r o t e c t  a n d  

p r o m o t e  th e  c i v i l  l i b e r t i e s  o f  u s e rs  a n d  o p e r a to r s  o f  c o m p u t e r  b a s e d  

c o m m u n ic a t io n s  s y s te m s ) 34 35 a n d  P e a c e f i r e  ( c r e a te d  t o  r e p r e s e n t  t h e  in te r e s t s  o f  

p e o p le  u n d e r  1 8  i n  th e  d e b a te  o v e r  f r e e d o m  o f  s p e e c h  o n  t h e  I n t e r n e t ,  a  ‘ p e o p le

t r
f o r  y o u n g  p e o p le 's  f r e e d o m  o f  s p e e c h ’ o r g a n iz a t io n )  b y  a  n u m b e r  o f  f i l t e r  

p r o d u c t s .  P e a c e f i r e ’ s a n t i - c e n s o r w a r e  s i te  w a s  l i s t e d  a s  o f f e n d in g  e v e r y  n o n  

r e s e r v e d  c a t e g o r y  o f  C y b e r  P a t r o l ’ s ‘ C y b e r N o t ’ l i s t ;  i t  w a s  b lo c k e d  i n  t h e  

c a te g o r ie s  ‘ V io l e n c e  /  P r o f a n i t y  /  P a r t ia l  N u d i t y ,  F u l l  N u d i t y ,  S e x u a l  A c t s  /  T e x t ,  

G r o s s  D e p ic t i o n s  /  T e x t ,  I n t o le r a n c e ,  S a ta n ic  o r  C u l t ,  D r u g s  /  D r u g  C u l t u r e ,  

M i l i t a n t  /  E x t r e m is t ,  S e x  E d u c a t io n ,  Q u e s t io n a b le  /  I l l e g a l  &  G a m b l in g ,  A l c o h o l  

&  T o b a c c o ! ’ 36

T h e  w e b  s i t e  o f  E le c t r o n ic  F r o n t ie r s  A u s t r a l i a  w a s  b lo c k e d  b y  S u r f  W a t c h  as  

‘ s e x u a l l y  e x p l i c i t ’ a l t h o u g h  E F A ’ s s i t e  d i d  n o t  c o n t a in  a n y  s e x u a l l y  e x p l i c i t

31 Ibid.
32 Ibid.
’3 D ec la n  M cC u llo ch , Filters Kowtowing to Hate (2 7  M ay  2 0 0 0 )  W ired  N e w s
< h ttp ://w w w .w ired .eo m /n ew s/p r in t/0 ,1 2 9 4 ,3 6 6 2 1 ,0 0 .htm >  at 2 0  June 2 0 0 4 .  
j4 < h ttp ://w w w .efa .o rg .a U /A b o u tE F A /W elco m e.h tm l# in tro >  at 2 0  June 2 0 0 4 .
35 < h ttp ://p eacefire .org /in fo /ab ou t-p eaceflre .sh tm l>  at 2 0  June 2 0 0 4 .
36 E ddy L O Jansson  &  M atthew  Skala, The Breaking of Cyber Patrol 
< h ttp ://w w w .sn ark .freeserve .co .u k /cen sorw are/cp 4b reak .h tm l>  at 4  A u g u st 2 0 0 4 .
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m a t e r ia l . 37 I t  d i d  h o w e v e r  c o n t a in  c o n s id e r a b le  c r i t i c i s m  o f  f i l t e r i n g  s o f t w a r e .  T h e  

w e b  s i te  o f  t h e  S o u th  A u s t r a l i a n  d i v i s i o n  o f  th e  L ib e r a l  P a r t y  w a s  a ls o  b lo c k e d  b y  

S u r f  W a t c h ,  a f t e r  t h e  S o u th  A u s t r a l i a n  L ib e r a l  P a r t y  C o u n c i l  r e s o lv e d  t h a t  ‘ th e  

f e d e r a l  g o v e r n m e n t  s h o u ld  r e v o k e  i t s  r e c e n t l y  i n t r o d u c e d  I n t e r n e t  C e n s o r s h ip  

le g is la t i o n  as  i t  is  u n w o r k a b le . ’ 38

(b) Differing Standards

M a n y  f i l t e r  p r o d u c t s  s p e c i f y  t h e  b a s is  o n  w h i c h  t h e y  f i l t e r ,  a n d  s o m e  a l l o w  u s e rs  

to  s e le c t  f o r  t h e m s e lv e s  w h i c h  c a te g o r ie s  t h e y  w o u l d  l i k e  t o  b e  a b le  t o  a c c e s s ,  a n d  

w h i c h  s h o u ld  b e  u n a v a i la b le . 39 C a te g o r ie s  in c lu d e  t h in g s  l i k e  v io le n c e ,  s e x ,  

o f f e n s iv e  la n g u a g e ,  h a te ,  c r im e  e tc .  P r o b le m s  m a y  a r is e  h o w e v e r  f r o m  th e  f u z z y  

n a tu r e  o f  t h e  c a te g o r ie s ,  a n d  d is a g r e e m e n t  o v e r  b o u n d a r ie s .

T a k e ,  f o r  e x a m p le ,  a  p i c t u r e  o f  a  n a k e d  w o m a n .  H e r  b o d y  p a r t s  a re  la b e le d  u s in g  

s c ie n t i f i c  n a m e s .  T a k e  t h e  s a m e  w o m a n ,  ta k e  a w a y  t h e  n a m e s ,  a n d  a d d  a  b la c k  b r a  

p u s h e d  u p  a n d  b la c k  p a n ts  p u s h e d  d o w n .  T a k e  th e  s a m e  w o m e n ,  p a in t e d  b y  

R e u b e n s .  T a k e  t h e  s a m e  w o m a n  l y i n g  o n  a  b e d  r e a d in g  t h e  W iz a r d  o f  O z .  T a k e  

th e  s a m e  w o m a n  l y i n g  o n  a  b e d  r e a d in g  P la y B o y .  W h i c h  o f  t h e s e  a re  

in a p p r o p r ia t e  f o r  c h i ld r e n ?  W h ic h  a re  e x p l i c i t ?  W h ic h  a re  t o o  e x p l i c i t ?  T h e  

a p p r o p r ia te n e s s  o f  n u d i t y ,  s e x ,  p o r n o g r a p h y  e tc  h a s  a lw a y s  b e e n  a n  a re a  o f  

d is p u t e ,  w i t h  d i f f e r e n t  i n d i v i d u a l s ,  d i f f e r e n t  f a m i l i e s ,  a n d  d i f f e r e n t  c o m m u n i t ie s  

t a k in g  d i f f e r e n t  p e r s p e c t iv e s . 40

(c) Broad brush blocking

F i l t e r  p r o v id e r s  n e e d  s o m e t im e s  t o  m a k e  d e c is io n s  a b o u t  w h e t h e r  t o  p o s s ib l y  

u n d e r - b lo c k  o r  o v e r - b lo c k  in t e r n e t  c o n te n t .  T h e  b l o c k i n g  o f  ‘ D e ja  n e w s , ’ a  h u g e  

a r c h iv e  o f  U s e n e t  m e s s a g e s ,  a n d  a  s e r io u s  r e s e a r c h  r e s o u r c e  u s e d  b y  m a n y  

p r o f e s s io n a ls ,  i l l u s t r a t e d  t h is  p r o b le m .  A  s m a l l  p o r t i o n  o f  t h e  t e x t  s o u g h t  t o  b e

37 E lectron ic  Frontiers A ustralia , ‘G overn m ent A p p roved  N e t  F ilters A ttem p t to S ilen ce  C ritic s .’ 
(press release , 29  June 2 0 0 0 )

39
Ibid.
C SIR O , ab ove n 18, 6.

40 H ate sp eech  is another g o o d  exam p le o f  the d iff icu lty  o f  ca tegoriza tion . It appears that som e  
filter products c la ss ify  particular conten t as hate d ep en d in g  n ot o n ly  on  w hat is said , but on  w ho is 
say in g  it. M cC u llo ch , ab ove n 33.
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b lo c k e d  b y  C y b e r  P a t r o l  h a d  s e x u a l c o n te n t ,  b u t  t o  b l o c k  t h is  o v e r  3 0 0  g ig a b y te s  

o f  d a ta ,  r e p r e s e n t in g  2 5 0  m i l l i o n  m e s s a g e s ,  w a s  b la c k - l i s t e d ,  o r  a d d e d  t o  th e  

‘ C y b e r N o t ’ l i s t . 41 A s  m a n y  p u b l i c  l i b r a r ie s  u s e d  t h e  s o f t w a r e ,  c r i t i c i s m  o f  th e  

b l o c k i n g  w a s  h u g e .  I t  w a s  s a id  t h a t  ‘ b l o c k i n g  l i b r a r y  p a t r o n s  f r o m  u s in g  D e ja  

n e w s  b e c a u s e  s o m e  o f  t h e  n e w s g r o u p s  h a v e  s e x u a l  c o n t e n t  is  t h e  e q u iv a le n t  o f  

r e f u s in g  t o  c a r r y  th e  E n c y c lo p a e d ia  B r i t t a n i c a  b e c a u s e  s o m e  o f  t h e  a r t i c le s  c o v e r  

s e x u a l  t o p i c s . ’ 42 T h e r e  h a v e  b e e n  a t  le a s t  t w o  o t h e r  s i m i l a r  o c c u r r e n c e s  o f  C y b e r  

P a t r o l  u s in g  e x t r e m e ly  b r o a d  b r u s h  b lo c k in g ;  5 0 , 0 0 0  p a g e s  i n  t h e  W e s t  

H o l l y w o o d  p a g e s  o f  G e o c i t ie s ,  a n d  o v e r  a  m i l l i o n  p a g e s  a t  m e m b e r s . t r ip o d . c o m .  

B o t h  o f  th e s e  w e r e  u n b lo c k e d  a f t e r  a d v e r s e  p u b l i c i t y . 43

I n t e r n e t  S h e r i f f  h a s  a ls o  b e e n  a c c u s e d  o f  s im i l a r  o v e r - b lo c k in g  p r o b le m s .  I t  h a s  

b e e n  f o u n d  t o  a p p ly  ‘ a n  e x c e p t i o n a l l y  b r o a d  b r u s h  i n  d e c id in g ,  n o t  o n l y  w h a t  i t  

d e e m s  p o r n o g r a p h ic ,  b u t  a ls o  i n  b l o c k in g  e n t i r e  s i t e s . ’ 44 B e s s  ( s o ld  as  i f l l t e r  i n  

A u s t r a l i a )  h a s  c a u s e d  s i m i l a r  c o m p la in t s ;  f i l t e r  u s e rs  c a n  c h o o s e  t o  b a n  a l l  f r e e  

h o m e s i t e  p a g e s ,  o r  le t  t h e m  a l l  t h r o u g h .  B e s s ’ s m a k e r s  s a y  i n d i v i d u a l  h o m e  p a g e s  

a re  t o o  d i f f i c u l t  t o  m o n i t o r  as  t h e i r  c o n t e n t  c h a n g e s  s o  f r e q u e n t l y ,  a n d  t h e r e f o r e  

u s e rs  m u s t  c h o o s e  t o  a l l o w  a l l  o r  n o t h i n g . 45

(d) Errors

H o n e s t  e r r o r s  m a y  b e  o f  le s s  c o n c e r n  t h a n  in t e n t i o n a l  b ia s ,  b u t  h i g h  e r r o r  r a te s  

m a y  r a is e  q u e s t io n s  r e g a r d in g  t h e  u s e fu ln e s s  o f  f i l t e r  p r o d u c t s .  I n  a  s t u d y  w h i c h  

in v o l v e d  d e - c r y p t in g  I - G e a r ’ s l i s t  o f  b lo c k e d  s ite s ,  o f  t h e  f i r s t  f i f t y  s i te s  d e c r y p te d ,  

t w e n t y  e ig h t  ( 5 6 % )  w e r e  f o u n d  t o  b e  o b v io u s  e r r o r s ,  t e n  ( 2 0 % )  m a r g in a l  e r r o r s ,  

a n d  t w e lv e  ( 2 4 % )  c o r r e c t l y  b lo c k e d . 46 E v e n  le a v in g  a s id e  m a r g in a l  e r r o r s ,  t h e  

o b v io u s  e r r o r  r a te  w a s  c l e a r l y  t o o  h ig h  f o r  t h e  f i l t e r  t o  b e  r e l i e d  u p o n .

41 T he C ensor w are Project, ab ove n 17.
42 Ibid.
43 Ibid.
44 E lectronic Frontiers A ustralia , R ep o rt: C la irv ie w  In tern e t Sheriff, An In d e p e n d e n t R e v ie w  
(1 9 9 9 )  < h ttp ://w w w .efa .org .au /P u b lish /rep ort_ ish eriff.h tm l>  at 2 0  June 2 0 0 4 .
45 T he C ensorw are P roject, P a ss in g  P o rn , B a n n in g  th e  B ib le  (undated) 
< http ://cen sorw are.net/rep orts/b ess/>  at 27  Ju ly 2 0 0 4 .
46 P eacefire , IG D e c o d e :  I -G e a r  lis t c o d e b re a k e r  < h ttp ://p eacefire .org /cen sorw are/I-  
G ea r/ig d eco d e />  at 2 0  June 2 0 0 4 .
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A  s i m i l a r  s t u d y  w a s  d o n e  u s in g  th e  S u r f  W a t c h  f i l t e r .  W o r k i n g  a lp h a b e t ic a l l y ,  

a t t e m p ts  w e r e  m a d e  t o  a c c e s s  th e  f i r s t  t h o u s a n d  . c o m  d o m a in s ,  u s in g  t h e  S u r f  

W a t c h  f i l t e r  s e t  t o  e x c lu d e  o n l y  ‘ S e x u a l l y  E x p l i c i t ’ m a t e r ia l .  1 4 7  o f  t h e  f i r s t  

t h o u s a n d  w e r e  f o u n d  t o  b e  b lo c k e d  a s  s e x u a l l y  e x p l i c i t ,  a l t h o u g h  9 6  o f  th o s e  w e r e  

p a g e s  ‘ u n d e r  c o n s t r u c t io n . ’ O f  th e  r e m a in in g  5 1  b lo c k e d  s i te s  n in e  w e r e  s e x u a l l y  

e x p l i c i t ,  w h i l e  4 2  d id  n o t  c o n t a in  s e x u a l l y  e x p l i c i t  m a t e r ia l  a n d  w e r e  b lo c k e d  i n

47
e r r o r .

I n  te s ts  o f  h u n d r e d s  o f  im a g e s  th e  B A I R  f i l t e r  ‘ i n c o r r e c t l y  b lo c k e d  d o z e n s  o f  

p h o to g r a p h s  i n c lu d in g  p o r t r a i t s ,  la n d s c a p e s ,  a n im a ls  a n d  s t r e e t  s c e n e s . I t  b a n n e d  

r e a d e r s  f r o m  v i e w i n g  n e w s  p h o to s  a t  t im e . c o m  a n d  n e w s w e e k . c o m ,  b u t  r a te d  

im a g e s  o f  o r a l  s e x ,  g r o u p  s e x ,  a n d  m a s t u r b a t io n  a s  a c c e p ta b le  f o r  y o u n g s t e r s . ’ I -  

G e a r  3 .5  s e e m s  a ls o  t o  h a v e  g i v e n  b iz a r r e  r e s u l t s .  W i t h  t h e  f i l t e r  s e t  t o  b l o c k  

p o r n o g r a p h y  /  e r o t i c a  a b o u t  9 8 %  o f  s u c h  c o n t e n t  w a s  b lo c k e d .  H o w e v e r ,  w h e n  th e  

f d t e r  w a s  s e t  t o  a l l o w  s u c h  c o n te n t ,  m o r e  a r t  /  p h o t o g r a p h y  w a s  a l l o w e d  t h r o u g h ,  

b u t  a b o u t  9 8 %  o f  p o r n o g r a p h y  /  e r o t i c a  w a s  s t i l l  b l o c k e d ! 47 48 49

M o s t  a n a ly s e s  o f  f i l t e r  p r o d u c t s  o c c u r r e d  i n  r e s p o n s e  t o  fe a r s  t h a t  t h e  u s e  o f  s u c h  

p r o d u c t s  w o u l d  b e  m a n d a te d ,  a n d  t h u s  w e r e  m a i n l y  c a r r ie d  o u t  b e t w e e n  a b o u t  

1 9 9 7  a n d  2 0 0 0 .  I n  2 0 0 1  N e t A l e r t  a n d  th e  A B A  j o i n t l y  c o m m is s io n e d  r e s e a r c h  

in t o  f i l t e r  e f f e c t i v e n e s s 50 w h i c h  s h o w e d  e x t r e m e ly  v a r i a b le  r e s u l t s ,  m a n y  o f  w h i c h  

a re  r e f e r r e d  to  a b o v e .  P r o b le m s  w e r e  s t i l l  b e in g  d o c u m e n t e d  i n  2 0 0 1  a n d  2 0 0 2 ;  

a n d  a  2 0 0 3  r e p o r t  t o  D C I T A  o n  in t e r n e t  c o n t e n t  f i l t e r i n g  s ta te s  t h a t  ‘ i t  is  n o  m o r e  

p r a c t i c a l  t o  u s e  c o m p le x  a n a ly s is  t e c h n iq u e s  s u c h  a s  t e x t u a l  a n d  im a g e  a n a ly s is  to  

a u t o m a t i c a l l y  f i l t e r  w e b  c o n t e n t  i n  2 0 0 3  t h a n  i n  2 0 0 0 .  T h e r e  h a v e  b e e n  n o  m a j o r  

d e v e lo p m e n t s  i n  t e c h n o lo g y . ’ 51 T h e  r e p o r t  g o e s  o n  t o  s ta te  t h a t  w h i l e  th e  

t e c h n iq u e s  o f  a r t i f i c i a l  i n t e l l i g e n c e  h a v e  b e e n  r e f i n e d  d u r i n g  t h i s  t im e  a n d  h a v e

47 B enn ett H aselton , SurfWatch error rate for first 1,000 .com domains (2 0 0 0 )  
< h ttp ://p eacefire .o rg /cen so rw a re/S u rfW a tch /fir st-1 0 0 0 -co m -d o m a in s.h tm l>  at 2 0  June 2 0 0 4 .
48 D ec la n  M cC u llagh , Smut Filter Blocks All But Smut (2 0  June 2 0 0 0 )  W ired  N e w s  
< h ttp ://w w w .w ired .eo m /n ew s/p r in t/0 ,1 2 9 4 ,3 6 9 2 3 .00 .h tm >  at 2 0  June 2 0 0 4 .
49 C SIR O , ab o v e  n  18, 6 6 -6 7 .
50 Ibid.
51 O vum , ab o v e  n 2 3 , 5. S ee  a lso  N ation a l C o a litio n  again st C en sorsh ip , Internet Filters, A public 
policy research (w ritten  b y  M arjorie H ein s & C hristina C ho) F all 2 0 0 1 , and H enry  J K aiser  
F am ily  F oundation  R eport See no evil: How internet filters affect the search for online health
information D ec  2 0 0 2 .
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in c r e a s e d  a c c u r a c y ,  s u c h  te c h n iq u e s  d e m a n d  c o n s id e r a b le  c o m p u t in g  p o w e r  a n d  

t h u s  c a u s e  s i g n i f i c a n t  d e la y s . 52 T h e  s a m e  r e p o r t  s u g g e s ts  t h a t  t h e r e  m a y  h a v e  b e e n  

im p r o v e m e n t s  i n  th e  a b i l i t y  o f  f i l t e r s  to  c a r r y  o u t  m o r e  g r a n u la r  o r  b e t t e r  d e f in e d  

f i l t e r i n g  o f  U R L  a n d  IP  in d ic e s , 53 a l t h o u g h  t h e  p r o b le m s  ( r e f e r r e d  t o  a b o v e )  o f  

c r e a t in g  s u c h  in d ic e s  r e m a in .

C . Labeling

L a b e l in g  in v o lv e s  a  t a g  o r  la b e l  b e in g  a t t a c h e d  t o  i n t e r n e t  c o n t e n t  b y  a  p r o v id e r ,  

h o s t ,  g o v e r n m e n t  b o d y ,  o r  t h i r d  p a r t y ,  w h i c h  i d e n t i f i e s  t h e  t y p e  o r  c a t e g o r y  o f  

c o n te n t .  A  n u m b e r  o f  la b e ls  m a y  b e  a s s ig n e d  t o  a n  i n d i v i d u a l  p a g e  t o  a l l o w  m o r e  

s p e c i f i c  i n f o r m a t i o n  as t o  w h a t  k in d  o f  c o n t e n t  t h e  p a g e  o r  s i t e  in c lu d e s .  F i l t e r  

s o f t w a r e  t h e n  r e a d s  th e s e  ta g s  as a  b a s is  f o r  a l l o w i n g  o r  r e j e c t in g  r e l e v a n t  i n t e r n e t  

c o n t e n t . 54

L a b e l in g  a l l o w s  m u l t i p l e  c la s s i f ic a t io n s ,  s o  t h a t  o n e  p a g e  m a y  b e  t a g g e d  f o r  

e x a m p le  s e x / h e a l t h / e d u c a t io n ,  a n o th e r  v io le n c e / n e w s ,  a n d  a n o th e r  c u l t / r e l i g i o n .  

S u c h  c la s s i f i c a t io n s  c o u ld  e v e n  b e  c o m b in e d  w i t h  r a t in g s ,  f o r  e x a m p le  

s e x l / h e a l t h 3 / e d u c a t i o n 3 ,  a n o th e r  v io le n c e 4 /n e w s 2  a n d  a n o th e r  c u l t 3 / r e l i g i o n 5 .  N o  

c h o ic e s  w o u l d  b e  m a d e  a t  th e  la b e l in g  le v e l  a s  t o  w h a t  c o n t e n t  w a s  d e s i r a b le ,  

a p p r o p r ia te ,  d a n g e r o u s ,  p e r m i t t e d  o r  p r o h ib i t e d ;  t h e  m a t e r ia l  w o u l d  s i m p l y  b e  

c la s s i f ie d  a n d  r a te d .  U s e r s  c o u ld  t h e n  s e t  f i l t e r s  t o  a l l o w  s e le c t io n  o n  t h e  b a s is  o f  

la b e ls .

H o w e v e r ,  e v e n  w i t h  e s ta b l is h e d  c r i t e r ia ,  w h a t  o n e  p e r s o n  m a y  r a te  as  s e x 3  a n o th e r  

m a y  r a te  as  a r t l .  F u r t h e r ,  th e  m o r e  p e o p le  a s s ig n in g  t h e  la b e ls  t h e  m o r e  v a r i e t y  

t h e r e  w o u l d  b e  i n  t h e  c la s s i f i c a t io n ,  a n d  t h e  le s s  u s e f u l  t h e  s c h e m e  w o u l d  b e .  T h u s  

i f  c o n t e n t  p r o v id e r s  d e t e r m in e d  f o r  t h e m s e lv e s  h o w  c o n t e n t  w a s  t o  b e  r a te d ,  la b e ls  

m a y  b e  o f  l i t t l e  g e n e r a l  v a lu e .  L a b e l in g  b y  a  c e n t r a l i z e d  b o d y  o r  o t h e r  t h i r d  p a r t y

Ibid 23. It is not clear w hether this increased  accuracy  m akes the tech n iq u e n early  accurate, or 
even  accep ta b ly  accurate, or ju st m ore accurate than p rev io u sly . T h e report g iv e s  no referen ces to 
source m aterial.
53 O vum , ab o v e  n 2 3 , 2 3 .
54 P latform  for Internet C ontent S election . < h ttp ://w w w .w 3 .o rg /P IC S />  at 2 0  June 2 0 0 4
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m a y  o v e r c o m e  t h is  p r o b le m .  C u r r e n t l y  t h e  I n t e r n e t  C o n t e n t  R a t in g s  A s s o c ia t i o n  

( I C R A )  f o r  e x a m p le ,  i n  is s u in g  la b e ls ,  a s k s  c o n t e n t  p r o v id e r s  a  n u m b e r  o f  s p e c i f i c  

q u e s t io n s  a b o u t  t h e i r  c o n te n t .  L a b e ls  a re  a s s ig n e d  o n  t h e  b a s is  o f  t h e i r  r e s p o n s e s ,  

a n d  th e  I C R A  c r i t e r i a  f o r  a s s ig n in g  la b e ls  t o  c o n t e n t  is  t r a n s p a r e n t  a n d  f r e e l y  

a v a i la b le .

A s  m e n t io n e d  a b o v e ,  th e  a s s ig n m e n t  o f  la b e ls  d o e s  n o t  d e n o te  w h a t  c o n t e n t  is  

s u i t a b le ,  a p p r o p r ia te ,  d a n g e r o u s ,  e tc .  R a th e r ,  f i l t e r s  o n  a  u s e r ’ s c o m p u t e r  a re  s e t  t o  

s e le c t  c o n t e n t  o n  t h e  b a s is  o f  th e  la b e ls  i t  c a r r ie s .  F i l t e r s  c o u ld  b e  s e t  u p  b y  

in d i v i d u a l s ,  o r  a l t e r n a t i v e l y  te m p la te s  c o u ld  b e  d e v e lo p e d  b y  t h i r d  p a r t ie s ,  s u c h  as 

th e  O F L C ,  b u s in e s s e s ,  o r  e v e n  c o m m u n i t y  g r o u p s .  F o r  e x a m p le ,  t h e  O F L C  m a y  

d e s ig n  a n  ‘ u n d e r  1 5 s ’ t e m p la t e ,  w h i c h  w o u l d  e x c lu d e  a l l  c o n t e n t  c a r r y i n g  la b e ls  

w h i c h  s u g g e s t  t o  t h e  O F L C  th a t  t h e  c o n t e n t  is  u n s u i t a b le  f o r  y o u n g e r  p e r s o n s .  A  

s c h o o l  e d u c a t io n  d e p a r t m e n t  m a y  c r e a te  a  t e m p la t e  w h i c h  a l l o w s  a c c e s s  o n l y  t o  

c o n t e n t  la b e le d  t o  s u g g e s t  i t  h a s  e d u c a t io n a l  v a lu e .  S o  l o n g  a s  t h e  t e c h n i c a l  

p r o t o c o ls  f o r  la b e l i n g  a n d  c o n te n t  s e le c t io n  w e r e  u n i f o r m ,  u s e rs  c o u ld  t a k e  

r e s p o n s ib i l i t y  f o r  t h e m s e lv e s  s e le c t in g  a p p r o p r ia te  c o n t e n t ,  o r  c o u ld  c h o o s e  f o r  

th e m s e lv e s  t o  u s e  t e m p la t e s  b e s t  r e f l e c t i n g  t h e i r  o w n  v ie w s .

I n  t h e  la te  19 9 0 s  t h e r e  w a s  a  s t r o n g  m o v e m e n t  i n t e r n a t i o n a l l y  t o w a r d  t h e  

d e v e lo p m e n t  o f  s u c h  s c h e m e s  f o r  c o n t e n t  la b e l i n g  a n d  s e le c t io n ,  t h e  b e s t  k n o w n  

o f  w h i c h  w e r e  P la t f o r m  f o r  I n t e r n e t  C o n t e n t  S e le c t io n  ( P I C S ) ,  R e c r e a t io n a l  

S o f t w a r e  A d v i s o r y  C o u n c i l  f o r  t h e  I n t e r n e t  ( R S A C i ) ,  a n d  la t e r  t h e  I n t e r n e t  

C o n t e n t s  R a t in g s  A s s o c ia t i o n  ( I C R A ) .  P r i o r  t o  t h e  Online Services Act t h e  A B A  

h a d  c o n c lu d e d 55 t h a t  th e  G o v e r n m e n t  s h o u ld  s u p p o r t  f u r t h e r  d e v e lo p m e n t  o f  s u c h  

s y s te m s ,  w h i c h  w o u l d  a l l o w  -  o r  c o u ld  r e q u i r e  -  l a b e l i n g  o f  c o n t e n t  b y  o w n e r s  a n d  

p r o v id e r s ,  o r  b y  t h i r d  p a r t ie s . 56 T h e s e  c o u ld  t h e n  b e  u s e d  as  t h e  b a s is  f o r  i n t e r n e t  

u s e rs  th e m s e lv e s  to  d e c id e  w h ic h  c a te g o r ie s  o f  m a t e r ia l  t h e y  w is h e d  t o  a c c e s s  o r

55 A ustralian  B road castin g  A uthority, ab ove n 8, 158.
56 A n y  third parties co u ld  b e used . L abeling cou ld  b e  d one b y  a b o d y  su ch  as the O FL C , or b y  
independent ratings a g en cies , churches, ed u cation  groups etc.
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r e s t r i c t . 57 58 T h e  A B A ’ s 1 9 9 6  r e p o r t  l i s t e d  m a n y  a d v a n ta g e s  o f  la b e l i n g ,  a n d  w e n t  o n  

to  s t r o n g ly  s u p p o r t  i t  as  th e  p r e f e r r e d  m e t h o d  o f  r e g u la t i n g  in t e r n e t  c o n te n t .

‘It seems to offer parents and supervisors a method of protecting minors 
from material which may be inappropriate for them, allows adults 
themselves to be shielded from material which they do not wish to view, 
whilst at the same time maximising freedom of speech and choice for ... 
users who do not want to have their access to Internet content unduly 
limited.’59

S u c h  s c h e m e s  h a v e  t h e  p o t e n t ia l  t o  o f f e r  a  m o r e  r e f i n e d  b a s is  f o r  c o n t e n t  

s e le c t io n ,  a n d  t o  a l l o w  u s e rs  m o r e  r e s p o n s ib i l i t y  i n  t h i s  s p h e re .  S e n a to r  A l s t o n  

s a id  i n  1 9 9 8  t h a t  t h e  g o v e r n m e n t  w a s  ‘ p u r s u in g  i n t e r n a t io n a l  c o l l a b o r a t i o n  t o  

e s ta b l is h  c o n t e n t  l a b e l in g  a n d  f i l t e r i n g  s ta n d a r d s  w o r l d w i d e .  T h e s e  s ta n d a r d s  w i l l  

g iv e  a l l  u s e rs ,  a n d  p a r t i c u l a r l y  p a r e n ts ,  t h e  p o w e r  t o  i d e n t i f y  a n d  c o n t r o l  th e  t y p e  

o f  m a t e r ia l  t o  w h i c h  t h e y  h a v e  a c c e s s  o n  t h e  i n t e r n e t . ’ 60 T h e  b e n e f i t s  o f  la b e l i n g  

c o n t in u e d  t o  b e  p r o m o t e d ,  w i t h  t h e  A B A  n o t i n g  i n  a n  e a r l y  r e p o r t  o n  t h e  o n l i n e  

r e g u la t o r y  s c h e m e  th a t  a  r a t i n g  s y s te m  h a d  b e e n  la u n c h e d  ‘ w h i c h  c a n  b e  a d a p te d  

t o  d i f f e r e n t  n a t io n a l ,  c u l t u r a l  a n d  i n d i v i d u a l  n e e d s . ’ 61

H o w e v e r ,  w h i l e  t h e  id e a  o f  c o n t e n t  la b e l i n g  l o o k e d  t o  o f f e r  r e a l  p o s s ib i l i t i e s  f o r  

u s e r  c h o ic e  i n  c o n t e n t  s e le c t io n ,  i t  h a d  d r a w b a c k s  a ls o .  F i r s t l y ,  t h e r e  w o u l d  n e e d  

t o  b e  a g r e e m e n t ,  a t  g o v e r n m e n t  o r  i n d u s t r y  l e v e l ,  o n  a  s c h e m e  o r  s c h e m e s  t o  b e  

u s e d .  A  p r o t o c o l  s u c h  as  P IC S  w o u ld  a l l o w  c o n t e n t  s e le c t io n  b a s e d  o n  la b e ls .  

L a b e l in g  a c c o r d in g  t o  m o r e  t h a n  o n e  s c h e m e  w o u l d  b e  p o s s ib le ,  b u t  t o o  m a n y  

s c h e m e s  m a y  m a k e  la b e le d  c o n t e n t  d i f f i c u l t  t o  f i l t e r .  L a b e l i n g  w o u l d  n o t  b e  a  v e r y  

e f f e c t i v e  m e t h o d  f o r  c o n t e n t  s e le c t io n  i f  s o m e  f i l t e r s  c o u ld  r e a d  t h e  ta g s  o f  s o m e  

s c h e m e s  a n d  n o t  o th e r s .

57 T he b est k n ow n  o f  su ch  sy stem s is PIC S, or P latform  for Internet C onten t S e lec tio n , but other  
su ch  la b ellin g  sch em es are a lso  in  developm en t. F or a critique o f  su ch  sy stem s se e  E lectron ic  
Frontiers A ustralia  < h ttp ://w w w .efa .o rg .a U /Issu es/C en so r/cen s2 .h tm l# filter>  at 2 0  June 2 0 0 4 .
58 A ustralian  B roadcasting  A uthority, ab ove n 8, 1 5 6 -1 5 8 .
59 K aren K o o m en  ‘F reed om  o f  S p eech  and the Internet in A u stra lia ’ (S p ee ch  d eliv ered  at the 
C om m u n ication s L aw  C entre C onferen ce on  ‘F ree S p eech  in  A u stra lia ’, S y d n ey , 10 Septem ber  
1997) 16.
60 Senator A lsto n , ‘R egu la tory  C h allen ges in C y b ersp a ce’ (S p ee ch  d eliv ered  at Interactive K id s  
’9 8 , S yd n ey , 18 M a y  1998).
61 S eco n d  Six  M on th  R e p o r t on C o -R e g u la to ry  S ch em e f o r  In te rn e t C o n ten t R e g u la tio n , J u ly  to  
D e c e m b e r  2 0 0 0  T ab led  in  Senate b y  the M inister for C om m u n ication s, T e c h n o lo g y  and the Arts 
(A pril 2 0 0 1 ) .
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S e c o n d ly ,  l a b e l i n g  w o u ld  b e  m o s t  b e n e f i c i a l  i f  t h e r e  w e r e  a  ‘ c r i t i c a l  m a s s ’ o f  

la b e le d  m a t e r ia l , 62 e v e n  i f  a  g r e a t  d e a l  o f  m a t e r ia l  r e m a in e d  u n la b e l le d .  O n c e  

s u f f i c i e n t  m a t e r ia l  w a s  la b e le d ,  f i l t e r s  c o u ld  b e  u s e d  t o  e x c lu d e  u n la b e l le d  

m a t e r ia l ,  w h i c h  w o u ld  p r o v id e  a n  i n c e n t i v e  f o r  o th e r s  t o  la b e l .  I t  w a s  r e c o g n iz e d  

p r i o r  t o  t h e  Online Services Act h o w e v e r  t h a t  t o  g e t  s u f f i c i e n t  m a t e r ia l  la b e le d  

i n i t i a l l y ,  l a b e l i n g  w o u ld  p r o b a b ly  n e e d  t o  b e  m a n d a te d  i n  a t  le a s t  s o m e  o f  th e  

m a j o r  c o n t e n t  p r o v i d i n g  n a t io n s ,  o r  s o m e  in c e n t iv e  o f f e r e d  t o  e n c o u r a g e  la b e l in g .  

F u r t h e r ,  i f  la b e ls  w e r e  to  b e  u s e d  in  c o n t e n t  c o n t r o l ,  t h e y  w o u l d  n e e d  t o  b e  a p p l ie d  

b y  t h i r d  p a r t ie s ,  o r  t h e r e  w o u ld  n e e d  t o  b e  s o m e  s a n c t io n  f o r  w r o n g l y  l a b e l in g .

L a b e l in g  c le a r l y  h e ld  s o m e  p r o m is e ,  a l t h o u g h  w i t h  d i f f i c u l t i e s  t o  b e  o v e r c o m e .  

H o w e v e r ,  w h i l e  th e  id e a  o f  l a b e l i n g  h a d  i n i t i a l l y  b e e n  h e r a ld e d  a s  a  m e t h o d  o f  

e m p o w e r in g  u s e rs  t o  t a k e  c o n t r o l  o f  t h e i r  o w n  a c c e s s  t o  i n t e r n e t  c o n t e n t ,  b y  1 9 9 7  

t h e r e  w a s  c o n s id e r a b le  c o n c e r n  t h a t  f i l t e r i n g  u s in g  s u c h  s c h e m e s  m a y  b e  im p o s e d  

a t  h ig h e r  le v e ls .  I t  w a s  a r g u e d  t h a t  w h i l e  t h e  s c h e m e s  t h e m s e lv e s  w e r e  v a lu e -  

n e u t r a l ,  t h e  d e v e lo p m e n t  o f  s c h e m e s  s u c h  a s  P I C S  ‘ m a k e s  c e n s o r s h ip  e a s y  

b e c a u s e  i t  e m b e d s  t h e  t o o ls  o f  c e n s o r s h ip  i n t o  th e  r o o t  a r c h i t e c t u r e  o f  o n l i n e  

p u b l i s h i n g . ’ 63 I t  w a s  s a id  t h a t  ‘ t e c h n o lo g y  w h i c h  e m p o w e r s  p a r e n t s  t o  c o n t r o l  th e  

a c c e s s  o f  t h e i r  c h i l d r e n ,  e q u a l l y  e m p o w e r s  g o v e r n m e n t s  t o  c o n t r o l  t h e  a c c e s s  o f  

t h e i r  a d u l t  c i t i z e n s  . . .  M a n y  o f  th e  o r i g i n a l  P I C S  a d v o c a te s  h a v e  b e c o m e  a la r m e d  

b y  th e  e x t e n t  t o  w h i c h  P I C S  m a k e s  t h e  W e b  c e n s o r  f r i e n d l y . ’ 64 * ‘ B l o c k i n g  

s o f t w a r e  is  b a d  e n o u g h  . . .  P IC S  is  t h e  d e v i l . ’

T h is  n e w  p e r s p e c t iv e  o n  la b e l in g  s c h e m e s  t o o k  th e  g lo s s  o f f  s o m e w h a t .  W h i l e  i n  

E u r o p e  la b e l in g  a n d  r a t i n g  is  s t i l l  h e a v i l y  p r o m o t e d , 66 i t  is  e s t im a t e d  t h a t  a b o u t

62 G reenfield , M cR ea , R an, ab ove n 5, 23 .
63 L L e ss ig , T yra n n y in th e In fra stru c tu re  (Ju ly  1 997) W ired  N e w s .  
h ttp ://w w w .w ired .com /w ired 75 .07 /cyb er_righ ts .h tm l
64 G raham , Irene; ‘The N e t L a b e llin g  D e lu s io n : S a v io u r  o r  D e v il?  ’ (undated), 
< h ttp ://libertus.n et/lib erty /lab el.h tm l>  at 20  June 2 0 0 4  and see  B o h o rq u ez , F A , ‘T h e P rice o f  
PICS: T h e P rivatization  o f  Internet C en so rsh ip .5 (1 9 9 9 )  43  N ew  York L a w  S c h o o l L a w  R ev iew .
523 .
6:> L essig , ab ove n 63.
66 M ich ael Rotert, P resident o f  Euro ISP A , ‘T h e R esp o n se  o f  the Internet In d u stry ,’ (Paper  
p resented  at the IN H O P E  C onferen ce , T he Internet 2 004: Safe or Just Safer? B erlin , 2 0  N o v em b er  
2 0 0 3 ) . S teph en  B alkam , C EO  o f  IC R A , S u b m issio n  to  R e v ie w  o f  th e  o p e ra tio n  o f  S ch ed u le  5 to

44

http://www.wired.com/wired75.07/cyber_rights.html
http://libertus.net/liberty/label.html


1 0 0 ,0 0 0  s ite s  h a v e  a p p l ie d  to  I C R A  f o r  la b e ls  s in c e  2 0 0 1 ,  b u t  i t  is  n o t  c le a r  h o w  

m a n y  s ite s  u s e  th e m .  E v e n  i f  a l l  1 0 0 ,0 0 0  s i te s  a re  la b e le d ,  t h i s  r e m a in s  a  s m a l l  

p r o p o r t i o n  o f  a l l  i n t e r n e t  c o n te n t ,  w h i c h  is  e s t im a t e d  t o  i n c lu d e  w e l l  o v e r  8  b i l l i o n  

w e b  p a g e s ,67 a n d  5 0  m i l l i o n  s i te s  i n  M a y  2 0 0 4 . 68

D .  Zoning

P r io r  t o  th e  e n a c tm e n t  o f  t h e  Online Services Act, t h e r e  h a d  a ls o  b e e n  d is c u s s io n  

o f  t h e  p o s s i b i l i t y  o f  ‘ z o n in g  th e  in t e r n e t ’ a s  a  m e t h o d  o f  r e s t r i c t i n g  a c c e s s  t o  

c o n te n t .  Z o n in g  c o u ld  o c c u r  i n  a  g r e a t  v a r i e t y  o f  w a y s ,  a n d  t h u s  z o n in g  r e f e r s  

m o r e  t o  id e a s  o f  d e l in e a t i n g  in t e r n e t  s p a c e s  o r  u s e rs ,  t h a n  t o  p a r t i c u la r  m e t h o d s  o f  

d o in g  t h is .  Z o n in g  m a y  a ls o  b e  o p e r a t iv e  a t  a  n u m b e r  o f  d i f f e r e n t  le v e ls ,  a n d  f r o m  

i n c lu s i v e  o r  e x c lu s iv e  p o s i t io n s .

A  r e q u i r e m e n t  t o  z o n e ,  o r  a g r e e m e n t  t o  z o n e ,  c o u ld  r e s u l t  i n  p r o v id e r s  a n d  /  o r  

h o s ts  o f  c o n t e n t  i d e n t i f i y i n g  s i te s  o r  p a r t s  o f  s i te s  a s  i n c l u d i n g  c e r t a in  c o n t e n t ,  o r  

as  n o t  i n c l u d in g  c e r t a in  c o n te n t .  I n  th e  U S  f o r  e x a m p le  h o s ts  m a y  i d e n t i f y  s i te s  as 

i n c l u d in g  ‘ c o n t e n t  h a r m f u l  t o  m in o r s ’ o r  a l t e r n a t i v e l y  i d e n t i f y  s i t e s  a s  n o t  

i n c l u d in g  ‘ c o n t e n t  h a r m f u l  t o  m in o r s . ’ I n  A u s t r a l i a n  p a r la n c e ,  s i t e s  c o u ld  b e  

i d e n t i f i e d  a s  i n c l u d in g  R  o r  X - r a t e d  c o n t e n t ,  o r  a l t e r n a t i v e l y  a s  i n c l u d i n g  o n l y  G -  

r a te d  c o n t e n t ,  G  a n d  M - r a t e d  c o n t e n t  e tc .  A t  s i t e  l e v e l ,  a c c e s s  c o u ld  b e  a l l o w e d  o r  

d e n ie d  d e p e n d in g  o n  th e  u s e r ’ s i d e n t i t y .  A g a in  t h i s  c o u ld  b e  in c l u s i v e  o r  

e x c lu s iv e ;  a n  a d u l t  s i t e  f o r  e x a m p le  m a y  r e je c t  a l l  u s e rs  n o t  e x h i b i t i n g  a n  a d u l t  

i d e n t i t y , 69 o r  m a y  a l l o w  a l l  u s e rs  n o t  e x h i b i t i n g  a  c h i l d ’ s i d e n t i t y . 70

th e  B ro a d c a s tin g  S e rv ic e s  A c t 19 9 2  (N o v em b er 2 0 0 2 )  and for earlier d iscu ss io n  o f  the sch em e see  
D a v id  Kerr, Internet W atch  Foundation , A ctio n  P la n  on  P ro m o tin g  S a fe r  U se  o f  th e  In tern et, 
P re p a r a to r y  A c tio n s  -  S e l f  L a b e llin g  a n d  F ilte rin g , F in a l R e p o r t-E x e c u tiv e  S u m m a ry , (A pril 
2000).
67 G o o g le  c la im s to search  4 b illio n  w eb  p a ges, A b o u t G o o g le :  G o o g le  W eb S ea rch  F e a tu re s  
< h ttp ://w w w .g o o g le .co m .a u /h e lp /fea tu res .h tm l>  at 27  July 2 0 0 4 .
68 N etC raft, W eb S e rv e r  S u rvey  (M ay  2 0 0 4 ).
< h ttp ://n ew s.n etcra ft.co m /a rch iv es/w eb _ serv er_ su rv ey .h tm l>  at 2 0  June 2 0 0 4 .
69 T he adult ver ifica tio n  sy stem  in fact u sed  for A ustra lian  h o sted  R -rated  m aterial under the 
O n lin e  S e rv ic e s  A c t  is an  exam p le o f  such  ‘z o n in g .’ T h is adult zo n in g  h o w e v er  has b een  strongly  
cr itic ised  as u n n ecessa r ily  cu m bersom e, and the alternative su g g est io n  o f  ch ild  zo n in g  has 
gen era lly  b een  preferred. < h ttp ://w w w .efa .o rg .a u /C a m p a ig n s/9 9 .h tm l>  at 2 0  June 2 0 0 0 .
0 S ee  for exa m p le  L aw ren ce L e ss ig  and Paul R esn ick , Z o n in g  S p e e c h  on  th e In tern e t: A L e g a l a n d  

T ech n ica l M o d e l (1 9 9 9 )  < h ttp ://cy b erla w .sta n fo rd .ed u /lessig /co n ten t/in d ex .h tm l>  at 2 0  June 
2 0 0 4 , and L aw rence L ess ig , C o d e  a n d  O th er  L a w s o f  C y b e r sp a c e  (1 9 9 9 )
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S u c h  z o n in g  w o u ld  r e q u i r e  w a y s  to  i d e n t i f y  u s e rs ,  w i t h  p o s s ib le  m e th o d s  

in c lu d in g  f o r  e x a m p le  p a s s w o r d s ,  d i g i t a l  s ig n a tu r e s  o r  c e r t i f i c a t e s  o f  

a u t h e n t ic a t io n . 71 S u c h  p a s s w o r d s ,  s ig n a tu r e s  o r  c e r t i f i c a t e s  w o u l d  i d e n t i f y  u s e rs  

e i t h e r  a s  s p e c i f i c  p e r s o n s ,  o r  as  p e r s o n s  w i t h  p a r t i c u la r  a t t r ib u t e s ,  b e in g  a  c e r t a in  

a g e  f o r  e x a m p le ,  o r  l i v i n g  i n  a  p a r t i c u la r  c o u n t r y . 72 G o v e r n m e n t  o r  q u a s i -  

g o v e r n m e n t  o r g a n is a t io n s  c o u ld  a l lo c a t e  p a s s w o r d s ,  s ig n a tu r e s  o r  c e r t i f i c a t e s ,  o r  

t h is  c o u ld  b e  d o n e  b y  p r i v a t e  e n te r p r is e ,  w h o  c o u ld  t a k e  r e s p o n s ib i l i t y  f o r  

v e r i f y i n g  t h a t  a  p e r s o n  w a s  w h o  t h e y  c la im e d  t o  b e ,  o r  h a d  t h e  a t t r ib u t e s  

c la im e d . 73 W h e n  a  u s e r  t h e n  t r i e d  t o  a c c e s s  a  s i t e ,  t h a t  s i t e  c o u ld  b e  s e t  u p  e i t h e r  to  

a l l o w  a c c e s s  o n l y  i f  a  u s e r  c o u ld  s h o w  t h a t  h e  o r  s h e  w a s  a n  a d u l t ,  o r  a l t e r n a t i v e l y  

t o  r e je c t  a c c e s s  i f  a  u s e r  w a s  id e n t i f i e d  a s  a  c h i l d .  T o  a v o id  t h e  b u r d e n  o f  n e e d in g  

c o n s t a n t ly  t o  p r o v e  id e n t i t ie s  w h i l e  u s in g  t h e  in t e r n e t ,  s o f t w a r e  c o u ld  a l l o w  

c o m p u t e r s  t o  b e  s e t  u p  w i t h  t h is  i n f o r m a t i o n ,  s o  t h a t  w i t h i n  a  f a m i l y  f o r  e x a m p le ,  

a  p e r s o n  lo g g e d  in  a s  u s e r  1 o r  2  m a y  h a v e  u n r e s t r i c t e d  a c c e s s  t o  t h e  in t e r n e t ,  

w h e r e a s  u s e rs  3 ,  4  a n d  5 a re  i d e n t i f i e d  o n  l o g  i n  as  h a v in g  r e s t r i c t e d  a c c e s s .74 75

O f  c o u r s e  t h i s  t y p e  o f  i d e n t i f i c a t i o n  o f  i n t e r n e t  u s e rs  m a y  t h r e a t e n  a n o n y m i t y .  I f  

a n  i n d i v i d u a l  w a s  r e q u i r e d  t o  i d e n t i f y  h is  o r  h e r s e l f  t o  g a in  a  c e r t i f i c a t e  o r  

p a s s w o r d ,  t h a t  i n d i v i d u a l  c o u ld  t h e n  b e  i d e n t i f i e d  w h e n  u s in g  t h e  in t e r n e t .  I t  is  n o t  

n e c e s s a r y  f o r  t h is  t o  b e  t h e  c a s e  h o w e v e r .  F o r  e x a m p le ,  fa c e  t o  f a c e  t r a n s a c t io n s  

c o u ld  b e  u s e d  to  is s u e  p a s s w o r d s ,  as  m o s t  a d u l t s  c o u ld  b e  i d e n t i f i e d  as  a d u l t s  

w i t h o u t  s h o w in g  i d e n t i f i c a t i o n .  E v e n  i f  i d e n t i f i c a t i o n  n e e d e d  t o  b e  s h o w n ,  t h e r e  is  

n o  n e e d  t o  k e e p  r e c o r d s  o f  w h o  is  is s u e d  w i t h  w h i c h  p a s s w o r d  o r  c e r t i f i c a t e .  I t  

w o u l d  b e  n e c e s s a r y  o n c e  t o  p r o v e  t h a t  s o m e o n e  is  a n  a d u l t ,  i t  w o u l d  n o t  b e  

n e c e s s a r y  t o  r e c o r d  d e t a i ls  o f  t h a t  p e r s o n ,  o r  t h e  i d e n t i t y  o f  th o s e  t o  w h o m  

p a s s w o r d s  a re  is s u e d .  I n  t h a t  c a s e , u s e rs  c o u ld  p r o v e  t h e y  w e r e  a d u l t s  f o r  th e  

p u r p o s e  o f  i n t e r n e t  a c c e s s ,  w i t h o u t  n e e d in g  t o  s u r r e n d e r  t h e i r  a n o n y m i t y .

71 L aw ren ce L e ss ig , C o d e  a n d  O th e r  L a w s o f  C y b e r sp a c e  (1 9 9 9 )  C h 4 , and e sp e c ia lly  3 4 -3 5
72 Ibid.
73 Ibid.
74 S ee  for exa m p le  L e ss ig  and R esn ick , ab ove n  7 0 , L ess ig , ab ove n  7 1 , 176.
75 N o te  that approved  restricted  a ccess  sy stem s in  A ustralia  require the a p p lica n t’s n am e as 
m andatory in form ation . R e s tr ic te d  A c c e ss  S ystem s D e c la ra tio n  19 9 9  (N o  1) m ade under the 
B ro a d c a s tin g  S e rv ic e s  A c t 1992 (Cth).
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A l t e r n a t i v e  m e th o d s  o f  z o n in g  in c lu d e  IP  o r  d o m a in  a l lo c a t io n s .  IP  a l lo c a t io n s  

c o u ld  b e  m a d e  o n  th e  b a s is  o f  c o n t e n t  c a r r ie d .  F o r  e x a m p le ,  o n l y  s i te s  c o n t a in i n g  

c o n t e n t  n o t  h a r m f u l  t o  m in o r s ,  o r  G - r a te d ,  c o u ld  b e  h o s t e d  a t  I P  n u m b e r s  

7 7 7 .7 7 . 7 7 . 7 7 7  t o  9 9 9 .9 9 . 9 9 . 9 9 9 . 76 A l t e r n a t i v e l y ,  s u c h  a l lo c a t io n s  c o u ld  b e  m a d e  

s p e c i f i c a l l y  f o r  th o s e  h o s t in g  a d u l t  s i te s .  I f  t h e  la t t e r ,  s i te s  c o u ld  r e j e c t  u s e rs  

w i t h o u t  a d u l t  c e r t i f i c a t i o n ,  i f  t h e  f o r m e r ,  u s e rs  c o u ld  s e t  f i l t e r s  t o  a l l o w  a c c e s s  t o  

c o n t e n t  h o s te d  o n l y  a t  IP  a d d re s s e s  w i t h i n  t h e  g i v e n  r a n g e .  S i m i l a r l y ,  s p e c i f i c  

d o m a in  a l lo c a t io n s  w e r e  m o o t e d ,  s u c h  a s  . k id s  o r  . x x x . 77 R e s t r i c t i o n s  m a y  l i m i t  

w h a t  c o u ld  b e  h o s te d  i n  t h e  f o r m e r ,  t h e  la t t e r  w o u l d  b e  r e q u i r e d  t o  r e s t r i c t  a c c e s s  

u n le s s  s a t i s f ie d  u s e rs  w e r e  a d u l t s .

W h i l e  i n  t h e  U S  a n d  A u s t r a l i a  r e s t r i c t i n g  a c c e s s  t o  p o r n o g r a p h ic  c o n t e n t  h a s  b e e n  

t h e  fo c u s  o f  z o n in g  d is c u s s io n ,  z o n in g  c o u ld  e q u a l l y  b e  u s e d  t o  d e n o te  a t t r ib u t e s  

o t h e r  t h a n  c h i l d  /  a d u l t  u s e rs  o r  c o n te n t .  A t t r i b u t e s  s u c h  a s  c i t i z e n s h ip  o r  lo c a t io n  

c o u ld  a ls o  b e  v e r i f i e d  u s in g  p a s s w o r d s ,  c e r t i f i c a t e s  a n d  s ig n a tu r e s ,  a n d  m o r e  

r e c e n t l y  i t  h a s  a ls o  b e e n  s u g g e s te d  t h a t  c o u n t r y  d o m a in s  o f  IS P s  c o u ld  b e  u s e d .  

F o r  e x a m p le ,  e x p e r t  t e s t im o n y  to  a  F r e n c h  C o u r t  i n  th e  Yahoo! c a s e  s u g g e s te d  

t h a t  s i te s  c o u ld  b e  s e t  u p  t o  r e je c t  a c c e s s  t o  u s e rs  w h o s e  IS P s  w e r e  lo c a t e d  i n  a  

p a r t i c u la r  p la c e ,  t h u s  a l l o w i n g  ( t h e o r e t i c a l l y  a t  le a s t )  f o r  r e q u i r e m e n t s  t h a t  p r o -  

N a z i  a n d  W h i t e  S u p r e m is t  s i te s  b e  s e t  u p  t o  r e je c t  a c c e s s  t o  u s e rs  i d e n t i f i e d  as 

F r e n c h  o r  G e r m a n ,  o r  w h o s e  a c c e s s  o r ig in a t e s  w i t h  a n  I S P  i n  t h a t  j u r i s d i c t i o n .

W h i l e  z o n in g  h a s  g r e a t  a t t r a c t io n s ,  a n d  i f  e f f e c t i v e  c o u ld  o v e r c o m e  m a n y  o f  t h e  

p r o b le m s  o f  r e g u la t i n g  t h e  in t e r n e t ,  i n  c o m m o n  w i t h  o t h e r  a p p r o a c h e s  i t  r a is e s  

m a n y  d i f f i c u l t i e s .  F i r s t l y ,  as w i t h  l a b e l in g ,  t h e r e  is  t h e  q u e s t io n  o f  w h o  w i l l  d e c id e  76 77 78 79

76 W illia m  H  C lin ger IV , ‘Internet P rotoco l N u m erica l A d d ress Z o n in g ,’ T estim o n y  f o r  
C o m m issio n  on  O n lin e  C h ild  P ro tec tio n . A u g u st 2 0 0 0 .
77 B o th  dom ains w ere ap p lied  for but rejected  b y  IC A N N  in  2 0 0 0 . Patricia Jacobus, IC A N N  s ta f f  
o p p o se s  “.kids, ” “.x x x ” dom ain s. (1 0  N o v em b er  2 0 0 0 )  C N  N e w s .c o m  
< h ttp ://n e w s .c o m .c o m /2 1 0 2 -1 0 2 3 _ 3 -2 4 8 4 5 5 .h tm l?tag=st.u til.prin t >  at 21 June 2 0 0 4 . A nother  
ap p lication  for .x x x  d om ain  is currently b efore IC A N N  < h ttp ://w w w .ica n n .o rg /tld s/stld -a p p s-  
19m ar0 4 /x x x .h tm >  at 21 June 2 0 0 4 .
78 L IC R A  e t U E JF  vs Y ahoo! Inc a n d  Yahoo F ra n c e  (2 0  N o v em b er  2 0 0 0 )  T ribunal d e Grande 
Instance de Paris (Superior Court o f  Paris) < h ttp ://w w w .g ig a la w .co m /lib r a ry /ffa n c e-y a h o o -2 0 0 0 -  
1 l-2 0 .h tm l>  at 21 June 2 0 0 4 .
79 G eorge A  C hidi, In te rn e t m o ves  to w a rd  ‘v ir tu a l z o n in g ’ (D ecem b er  15 2 0 0 0 )  C N N .c o m  
< h ttp ://cn n .co m /2 0 0 0 /T E C H /co m p u tin g /1 2 /1 5 /g erm a n .la w s.o n .w eb .id g />  at 21 June 2 0 0 4 .
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w h e t h e r  o r  n o t  c o n t e n t  is  h a r m f u l  t o  m in o r s ,  o r  G  o r  M  o r  R  o r  X - r a t e d ?  S e c o n d ly ,  

w h o  w i l l  m a n d a te  o r  a g re e  to  th e  z o n in g ?  W o u ld  i t  b r e a c h  p r i v a c y  a n d  

u n n e c e s s a r i ly  b u r d e n  s p e e c h  f o r  a d u l t s  t o  b e  r e q u i r e d  t o  p r o v e  t h e y  a re  a d u l t s ?  

W h o  w o u l d  e n s u re  t h a t  a  c h i l d r e n ’ s d o m a in  f o r  e x a m p le  r e a l l y  d i d  h o s t  o n l y  

c o n t e n t  s u i t a b le  f o r  c h i ld r e n ?  W o u ld  th o s e  i d e n t i f y i n g  a s  c h i l d r e n  h a v e  a c c e s s  t o  

t o o  l i t t l e  c o n te n t?  I s  z o n in g  t o o  c o a rs e  a n  in s t r u m e n t ?  W h o  w o u l d  is s u e  

c e r t i f i c a t e s  a n d  w h a t  s h o u ld  t h e y  c o s t?  W o u ld  t h e  b u r d e n s  p la c e d  o n  in t e r n e t  u s e rs  

a n d  /  o r  th e  in t e r n e t  i n d u s t r y  o u t w e ig h  th e  b e n e f i t s ?

B e y o n d  th e s e  p r o b le m s  l ie s  th e  p r o b le m  o f  j u r i s d i c t i o n .  S o  lo n g  a s  t e c h n o lo g y  is  

a v a i la b le  a n y  c o u n t r y  c a n  m a n d a te  s o m e  f o r m  o f  z o n in g  f o r  m a t e r ia l  h o s te d  

t h e r e in ,  a n d  f o r  a c c e s s  t o  c o n te n t  o f  u s e rs  p r e s e n t  t h e r e in ,  b u t  c a n n o t  r e a c h  o u t s id e  

th e  j u r i s d i c t i o n .  T h u s  z o n in g  w i t h i n  th e  j u r i s d i c t i o n  w o u l d  o n l y  b e  u s e f u l  i f  a c c e s s  

w a s  r e s t r i c t e d  t o  th e  j u r i s d i c t i o n  a t  le a s t  f o r  s o m e  u s e rs .  O t h e r w is e  u s e rs  c o u ld

on
s t i l l  f r e e l y  a c c e s s  u n z o n e d  c o n te n t  f r o m  o t h e r  j u r i s d i c t i o n s .

T h u s  t o  b e  a n  e f f e c t i v e  m e t h o d  o f  c o n te n t  c o n t r o l ,  ‘ z o n i n g ’ w o u l d  s t i l l  r e q u i r e  

a g r e e m e n t  b e t w e e n  g o v e r n m e n ts ,  o r  w i t h i n  th e  in t e r n e t  i n d u s t r y  i t s e l f ,  t h a t  s i te s ,  

a n d  /  o r  u s e rs ,  b e  a p p r o p r ia t e l y  i d e n t i f i e d .  O t h e r w is e ,  w h i l e  l o c a l  s i te s  m a y  s to p  

c h i l d r e n  e n t e r in g ,  o r  m a y  r e q u i r e  a d u l t s  t o  p r o v e  t h e y  a re  a d u l t s ,  o v e rs e a s  s i te s  n o t  

s o  z o n e d  w o u l d  s t i l l  b e  a c c e s s ib le  t o  a l l .  80

80 In fact this is ex a c tly  w hat occurs presen tly  in A ustralia . R -rated  A ustra lian  h o sted  con ten t m ust 
b e h ou sed  so  as to d en y  a ccess  to any user u n less that user is  id en tified  as adult. H o w ev er , that 
sam e user has no restriction  w h en  a ccess in g  sim ilar, or X -rated , or ev e n  R C  co n ten t i f  h o sted  
overseas. < h ttp ://w w w .efa .o rg .a u /C a m p a ig n s/9 9 .h tm l>  at 21 June 2 0 0 4 . A part from  
in e ffe c t iv e n e ss , the burdens o f  the A ustralian  sch em e have b een  cr itic ised  on  m an y  grounds, ‘T he  
p rop osa ls are ad m in istratively  onerous to the extent that fe w  A ustra lian  con ten t h o sts  w o u ld  b e  
prepared to incur the co sts  in v o lv ed  in  setting up the re levant sy stem s. It w o u ld  b e  far easier  to 
sim p ly  set up sites  o ffsh o re  in a country w here such  regulatory burdens are not im p o s e d ... T he  
p rop osed  id en tifica tion  details are ea sily  forged, dem onstrating co n v en tio n a l w isd o m  that e ffec tiv e  
age-au th en tication  sy stem s are a lm ost im p ossib le  to im p lem en t on  the In tern et.’ E lectron ic  
Frontiers A ustralia , C o m m en ts on A u stra lia n  B ro a d c a s tin g  A u th o r ity  (A B A ) C o n su lta tio n  P a p e r  
on R e s tr ic te d  A c c e ss  S ystem s  (1 9 9 9 )  < h ttp ://w w w .efa .o rg .a U /P u b lish /A B A resp 9 9 1 1 .h tm l# su m m >  
at 22  June 2 0 0 0 .
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E. C on clu sion s.

I t  c a n  b e  s e e n  f r o m  th e  a b o v e  t h a t  t e c h n o lo g y  p la c e d  s e r io u s  l i m i t s  o n  w h a t  th e  

A u s t r a l i a n  G o v e r n m e n t  c o u ld  a c h ie v e  i n  t e r m s  o f  i n t e r n e t  c o n t e n t  c o n t r o l .  W h i l e  

s o m e  c h o ic e s  w e r e  a v a i la b le  to  th e  G o v e r n m e n t  i n  t e r m s  o f  t h e  d e g r e e  o f  c o n t r o l  

i t  w is h e d  t o  e x e r c is e ,  t h e  lo c a t io n s  a t  w h i c h  c o n t r o l  w o u l d  b e  e x e r te d ,  a n d  th e  

m e t h o d s  u s e d  t o  e f f e c t  t h a t  c o n t r o l ,  a n y  c o n t r o l  w o u l d  b e  d e p e n d e n t  u p o n  t h e  

a v a i la b le  t e c h n o lo g ie s .  W h i l e  th e  f i l t e r i n g  t e c h n o lo g ie s  a n d  p r o d u c t s  d is c u s s e d  

a b o v e ,  b a s e d  o n  U R L ,  I P ,  w o r d ,  im a g e  o r  p r o f i l e  a n a ly s is  c l e a r l y  h a d  m a j o r  f la w s ;  

s u c h  t e c h n o lo g y  c o u ld  a t  le a s t  b e  a p p l ie d  b y  u s e rs  th e m s e lv e s ,  a t  l o w  c o s t ,  a n d  

w i t h o u t  n e e d  f o r  i n t e r n a t io n a l  a g re e m e n ts .  W h i l e  f i l t e r i n g  f r o m  la b e ls  w o u l d  h a v e  

im p r o v e d  u s e r  c h o ic e ,  s u f f i c i e n t  l a b e l i n g  t o  b e  u s e f u l  w o u l d  l i k e l y  h a v e  r e q u i r e d  

s o m e  f o r m  o f  i n t e r n a t io n a l  a g r e e m e n t .  Z o n in g  m e t  t h e  s a m e  d i f f i c u l t i e s .

T h e  t e c h n o lo g y  l i m i t e d  w h a t  g o v e r n m e n t  c o u ld  d o  t o  c o n t r o l  t h e  in t e r n e t ,  b u t  

t e c h n o lo g y  w a s  o n l y  o n e  a s p e c t  t h a t  th e  G o v e r n m e n t  n e e d e d  t o  t a k e  i n t o  a c c o u n t .  

O f  c o u r s e ,  i t  w o u ld  b e  in f lu e n c e d  a ls o  b y  w h a t  w a s  b e in g  d o n e  i n  t h is  s p h e re  

o v e rs e a s ,  c o n t r o l  o f  c o n t e n t  in  o t h e r  m e d ia  i n  A u s t r a l i a ,  a n d  r e g u la t i o n  o f  o t h e r  

i n d u s t r y  i n  A u s t r a l i a .  E a c h  o f  th e s e  w i l l  b e  e x a m in e d  i n  t u r n  i n  t h e  f o l l o w i n g  

c h a p te r s .
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C H A P T E R  F O U R :  O V E R S E A S  C O N T E N T  C O N T R O L  P R I O R  T O  T H E

ONLINE SER VICES A CT.

T h e  o n l i n e  s e r v ic e s  r e g im e  a t t e m p ts  t o  r e g u la t e  t h e  A u s t r a l i a n  p a r t  o f  a  g lo b a l  

i n d u s t r y .  T o  u n d e r s ta n d  b e t t e r  th e  e n a c tm e n t  o f  t h e  A u s t r a l i a n  le g i s l a t i o n  i t  is  

n e c e s s a r y  t o  l o o k  t o  th e  in t e r n a t io n a l  c o n t e x t  a t  t h e  t im e .  W h i l e  t h e r e  w a s  a s  y e t  

n o  in t e r n a t io n a l  a g r e e m e n t  r e l a t i n g  t o  th e  r e g u la t i o n  o f  in t e r n e t  c o n t e n t ,  m a n y  

c o u n t r ie s  a r o u n d  t h e  w o r l d  w e r e  g r a p p l in g  w i t h  s i m i l a r  is s u e s ,  a n d  a t t e m p ts  t o  

c e n s o r  o r  r e g u la t e  i n t e r n e t  c o n t e n t  w e r e  v a r i e d  a n d  c o m p le x . 1 A  n u m b e r  o f  th e s e  

a t t e m p ts  w e r e  f a m i l i a r  t o  th e  A u s t r a l i a n  G o v e r n m e n t  p r i o r  t o  d r a f t i n g  th e  

A u s t r a l i a n  le g is la t i o n .  I n  p a r t i c u la r ,  m e t h o d s  o f  i n t e r n e t  c o n t e n t  r e g u la t i o n  i n  th e  

U K ,  M a l a y s i a  a n d  S in g a p o r e  h a d  b e e n  th e  s u b je c t  o f  a  c o m p a r a t iv e  s t u d y  

c o m m is s io n e d  b y  U N E S C O ,  a n d  u n d e r t a k e n  b y  t h e  A B A . 2 3

A. The UNESCO Report

A t  t h e  t im e  o f  t h e  A B A  u n d e r t a k in g  th e  c o m p a r a t iv e  s t u d y  f o r  U N E S C O ,  

M a l a y s i a  h a d  n o t  in t r o d u c e d  la w s  s p e c i f i c a l l y  to  r e g u la t e  i n t e r n e t  c o n t e n t ,  a n d  h a d

o f
i n  f a c t  s ta te d  t h a t  t h e  in t e r n e t  i n  M a l a y s i a  w o u l d  n o t  b e  c e n s o r e d .  M a l a y s i a  w a s  

h o p in g  t o  d e v e lo p  a n d  p r o f i t  f r o m  th e  c r e a t io n  o f  a n  u n c e n s o r e d  ‘ m u l t i m e d ia  

s u p e r  c o r r i d o r ’ w h i c h  i t  w a s  h o p e d  w o u l d  b r i n g  in v e s t m e n t  a n d  b u s in e s s  in t o  

M a l a y s i a . 4 T h e  g o v e r n m e n t  th u s  p r e f e r r e d  a n  in t e r n a t io n a l  a g r e e m e n t  ‘ as  t o  w h a t  

c a n  a n d  c a n n o t  g o  o n  [ t h e  in t e r n e t ]  i n  r e s p o n s e  t o  p o r n o g r a p h ic  c o n t e n t , ’ 5 t o  a 

n a t io n a l  f r a m e w o r k  w h i c h  m a y  h a v e  b e e n  s e e n  a s  l i m i t i n g  f r e e d o m  o n  t h e  in t e r n e t  

i n  M a l a y s i a  s p e c i f i c a l l y .  H o w e v e r ,  t h e  c o n d i t i o n s  o f  s e r v i c e  l a i d  d o w n  b y  

M a l a y s i a ’ s t w o  IS P s  r e q u i r e d  s u b s c r ib e r s  n o t  t o  u s e  t h e  n e t w o r k  ‘ f o r  a n y  a c t i v i t i e s

1 Current o v ersea s sch em es are d iscu ssed  in m ore len gth  in  C hapter Fourteen: C om parative  
con ten t con tro l -  current o v erseas reg im es. P resen tly  h o w ev er , o n ly  the p re-1 9 9 9  situ ation  is  
d iscu ssed , to p la ce  the drafting and en actm en t o f  the O n lin e  S e rv ic e s  A c t  in  con text.
" A ustralian  B roadcasting  Authority', The In tern e t a n d  S o m e In te rn a tio n a l R e g u la to ry  Issu es  
R e la tin g  to  C o n ten t: A P ilo t C o m p a ra tiv e  S tu d y  P r e p a r e d  f o r  U N E S C O  (1 9 9 7 ) .
3 Ib id  36.
4 Ibid 2 9 , and see  D a v id so n , A D , ‘I W ant m y  C en sored  M T V ,’ 31 V and. J. T ransnat’l L. 97  
January 1998.
5 A ustralian  B roadcasting  A uthority, ab ove n 2, 36 .
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n o t  a l l o w e d  u n d e r  a n y  l a w  o f  M a l a y s i a ; ’ 6 7 ‘ t o  c o m p ly  w i t h  a n d  n o t  t o  c o n t r a v e n e  

a l l  a p p l i c a b le  la w s  o f  M a l a y s i a  r e l a t i n g  t o  t h e  s e r v ic e ,  n o t  t o  u s e  t h e  s e r v ic e  f o r  

a n y  u n l a w f u l  p u r p o s e . . a n d  n o t  t o  u s e  th e  s e r v ic e  t o  s e n d  o r  r e c e iv e  a n y  m e s s a g e  

w h i c h  is  o f f e n s iv e  o n  m o r a l ,  r e l i g io u s ,  r a c ia l  o r  p o l i t i c a l  g r o u n d s  o r  o f  a n y  a n x ie t y

n
t o  a n y  p e r s o n . . . ’

C o n v e r s e ly ,  S in g a p o r e  h a d  s p e c i f i c a l l y  e x te n d e d  i t s  d e f i n i t i o n  o f  b r o a d c a s t in g  

s e r v ic e s  t o  in c lu d e  in t e r n e t  s e r v ic e s .  A s  a  r e s u l t ,  u n d e r  t h e  Singapore 

Broadcasting Authority Act 1994 th e  S in g a p o r e  B r o a d c a s t in g  A u t h o r i t y  w a s  

b o u n d  t o  e n s u re  t h a t  n o t h in g  w a s  in c lu d e d  i n  a n y  in t e r n e t  s e r v i c e  w h i c h  w a s  

a g a in s t  p u b l i c  in t e r e s t  o r  o r d e r ,  n a t io n a l  h a r m o n y ,  o r  w h i c h  o f f e n d e d  a g a in s t  g o o d  

ta s te  o r  d e c e n c y . 8 IS P s  a n d  c o n t e n t  p r o v id e r s  w e r e  r e q u i r e d  t o  b e  l ic e n s e d  u n d e r  a  

‘ d e e m e d ’ c la s s  l ic e n s e  s c h e m e ,  w h e r e b y  i t  w a s  n o t  n e c e s s a r y  t o  r e g is t e r  

i n d i v i d u a l l y ,  b u t  t h e  S B  A  h a d  a u t h o r i t y  t o  m o d i f y ,  p la c e  c o n d i t i o n s  u p o n ,  o r  e v e n  

c a n c e l  l ic e n s e s  i f  C o d e s  o f  P r a c t ic e  is s u e d  b y  th e  S B A  w e r e  n o t  c o m p l i e d  w i t h ,  o r  

i f  a n y  la w s  w e r e  c o n t r a v e n e d . 9 T h e  a im  o f  t h e  c la s s  l ic e n s e  s c h e m e  w a s  t o  

‘ e n c o u r a g e  r e s p o n s ib le  u s e  o f  t h e  in t e r n e t  w h i l e  f a c i l i t a t i n g  i t s  h e a l t h y  

d e v e lo p m e n t . ’ 10 W h i l e  IS P s  a n d  I C H s  w e r e  n o t  r e q u i r e d  a c t i v e l y  t o  m o n i t o r  

w e b s i t e s ,  t h e y  w e r e  r e q u i r e d  t o  b lo c k  a c c e s s  t o  c e r t a in  w e b s i t e s  n o t i f i e d  t o  t h e m  

b y  th e  S B A ,  a n d  t o  u s e  t h e i r  b e s t  e f f o r t s  t o  e n s u re  n o t h i n g  c o n t r a r y  t o  th e  

Broadcasting Act w a s  in c lu d e d  in  t h e i r  i n t e r n e t  s e r v i c e s . 11 12 13 B l o c k i n g  o f  a r o u n d  1 0 0  

p o r n o g r a p h ic  w e b s i t e s  w a s  r e q u i r e d  a s  a  s y m b o l i c  g e s tu r e .  S in g a p o r e ’ s M i n i s t e r  

o f  I n f o r m a t i o n  l i k e n e d  t h e  in t e r n e t  t o  a  la r g e  c i t y ,  w h e r e  ‘ t h e r e  a re  w h o le s o m e  

w e l l - l i t  p a r t s  a n d  t h e r e  a re  d a r k  a l le y s  w i t h  d i r t ,  s le a z e  a n d  c r i m e . ’ I t  w a s  th e

6 Ibid 37 , referring to JA R IN G  C onditions o f  S erv ice .
7 Ibid referring to T M N et T erm s and C ond itions for D ia l-u p  A c c e s s  S erv ice .
8 S in g a p o re  B ro a d c a s tin g  A u th o rity  A c t s 6 (2 )(c )  referred to in  A ustra lian  B road castin g  A uthority, 
ab o v e  n 2 , 38.
9 Ib id  s 2 4  referred to in  A ustralian  B roadcasting  A uthority , a b o v e  n  2 , 39 .
10 A ustralian  B road castin g  A uthority, ab ove n  2, 39 .
11 Ibid  4 2 , 40 .
12 A ru nachalam  &  E ddie K uo, ‘G overn ing  the Internet R e g im e ’ (P ap er p resen ted  at Internet 
P o litica l E co n o m y  Forum , S ingap ore, 2 0 0 1 ) 16.
13 G eorge Y eo , S ingapore M in ister o f  Inform ation  and the A rts, q u oted  in A m y  K roll, ‘A n y  W h ich  
W ay B ut L oose: N a tio n s R egu late the Internet.’ (Su m m er 1 9 9 6 ) 4  T ulane J o u rn a l o f  C o m p a ra tiv e
a n d  In te rn a tio n a l L a w  2 7 5 , 7.
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G o v e r n m e n t ’ s j o b  t o  ‘ h e lp  i t s  c i t iz e n s  k e e p  t o  th e  w e l l - l i t  a re a s  a n d  n o t  a l l o w  

th e m  t o  s t r a y  t o  th e  w r o n g  s id e  o f  t h e  t r a c k s . ’ 14

T h e  c o n t e n t  r e g u la t o r y  r e g im e s  o f  t h e  U K  a im e d  t o  b e  t e c h n o lo g y  n e u t r a l ,  a n d  

t h u s  a p p l ie d  t o  c o n t e n t  o n  th e  in t e r n e t  as  t o  c o n t e n t  i n  a n y  o t h e r  m e d i u m . 15 I n  th e  

U K  th e  in t e r n e t  in d u s t r y ,  i n  c o n c e r t  w i t h  g o v e r n m e n t ,  h a d  b e e n  a c t i v e  i n  

d e v e lo p in g  d i r e c t io n s  f o r  r e g u la t io n  o f  i n t e r n e t  c o n t e n t .  B y  S e p te m b e r  1 9 9 6  

n e g o t ia t io n s  b e t w e e n  t h e  I n t e r n e t  S e r v ic e  P r o v id e r s  A s s o c ia t i o n ,  ( I S P A ) ,  t h e  

L o n d o n  I n t e r n e t  E x c h a n g e ,  th e  S a f e t y  N e t  F o u n d a t io n ,  t h e  U K  D e p t  o f  T r a d e  a n d  

I n d u s t r y ,  t h e  H o m e  O f f i c e ,  a n d  th e  M e t r o p o l i t a n  P o l i c e ,  h a d  le d  t o  t h e  

d e v e lo p m e n t  o f  t h e  R 3  S a f e t y  N e t  P r o p o s a l ;  a  s e l f  r e g u la t o r y  s c h e m e  f o r  th e  

in t e r n e t  i n d u s t r y . 16 T h e  m a in  te n e ts  o f  t h is  s c h e m e  w e r e  e n c o u r a g in g  R a t i n g  o f  

m a t e r ia l  t o  a l l o w  u s e rs  t o  c h o o s e  c o n t e n t  a p p r o p r ia t e ly ,  e s t a b l i s h in g  a  s y s te m  f o r  

R e p o r t i n g  o f  c o m p la in t s  r e g a r d in g  i l l e g a l  in t e r n e t  c o n t e n t ,  a n d  R e s p o n s ib i l i t y  o n  

b o t h  c o n t e n t  p r o v id e r s  i n  r a t i n g  w h a t  t h e y  p r o v id e ,  a n d  o n  IS P s  t o  r e m o v e  i l l e g a l  

c o n t e n t ,  o r  c o n t e n t  p e r s i s t e n t l y  o r  d e l i b e r a t e l y  m is - r a t e d . 17 I n  t h e  U K  a n  in d u s t r y  

c o d e  o f  p r a c t i c e  h a d  a ls o  b e e n  a d o p te d  w h i c h  r e q u i r e d  m e m b e r s  t o  u s e  r e a s o n a b le  

e n d e a v o u r s  to  e n s u re  t h e i r  s e r v ic e s  d id  n o t  c o n t a in  a n y t h i n g  i l l e g a l  o r  e n c o u r a g e  

i l l e g a l  a c ts ,  b u t  w h i c h  a ls o  w e n t  c o n s id e r a b ly  f u r t h e r .  U n d e r  t h e  h e a d in g  

‘ D e c e n c y ’ m e m b e r s  w e r e  r e q u i r e d  t o  u s e  r e a s o n a b le  e n d e a v o u r s  t o  e n s u re  

‘ s e r v ic e s  a n d  p r o m o t i o n a l  m a t e r ia l  [ d i d ]  n o t  c o n t a in  m a t e r ia l  i n c i t i n g  v io le n c e ,  

s a d is m ,  c r u e l t y  o r  r a c ia l  h a t r e d , ’ a n d  ‘ a re  n o t  u s e d  t o  p r o m o t e  o r  f a c i l i t a t e  

p r o s t i t u t i o n . ’ 18

B. The ABA Report

O t h e r  d e v e lo p m e n t s  i n  c o n t e n t  r e g u la t i o n  o v e rs e a s  w e r e  a ls o  b r o u g h t  t o  th e  

a t t e n t io n  o f  t h e  A u s t r a l i a n  g o v e r n m e n t  b e f o r e  th e  d r a f t i n g  o f  t h e  O n l i n e  S e r v ic e s

14 Ibid.
15 A ustra lian  B road castin g  A uthority, above n  2, 4 2 .
16 Ibid.
17 Ibid 4 3 .
18 ib id  4 4 -4 5 .
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B i l l .  A n  A B A  r e p o r t  t o  t h e  g o v e r n m e n t  i n  J u l y  1 9 9 8 19 i d e n t i f i e d  s o m e  c o m m o n  

th e m e s  i n  i n t e r n a t io n a l  r e g u la t o r y  d e v e lo p m e n t s ,  i n c l u d i n g

•  ‘ a  r e c o g n i t i o n  o f  th e  r o l e  o f  in d u s t r y  s e l f - r e g u la t i o n  i n  t h e  o n l i n e  

e n v i r o n m e n t . . . ;

•  in t e r e s t  i n  th e  p o t e n t ia l  r o l e  o f  f i l t e r i n g  a n d  la b e l in g  p r o d u c t s  a n d  

s e r v i c e s . . . ;

•  s u p p o r t  f o r  t h e  u s e  o f  ‘ h o t l i n e  s e r v i c e s ’ f o r  t h e  r e p o r t i n g  o f  i l l e g a l  c o n te n t ,  

a n d  i n  p a r t i c u la r  c h i l d  p o r n o g r a p h y ;

•  a  r e c o g n i t i o n  o f  t h e  im p o r t a n c e  o f  c o m m u n i t y  e d u c a t i o n . . . ;

•  a  r e c o g n i t i o n  o f  th e  im p o r t a n c e  o f  i n t e r n a t io n a l  c o o p e r a t io n .

T h e s e  th e m e s  w e r e  i d e n t i f i e d  b y  t h e  A B A  i n  m o n i t o r i n g  d e v e lo p m e n t s  a n d  w o r k  

i n  th e  U S A ,  J a p a n ,  S in g a p o r e ,  th e  U K ,  t h e  E u r o p e a n  C o m m is s io n ,  U N E S C O  a n d  

th e  O E C D . 20

C . US attempts at content control

A n  a t t e m p t  i n  th e  U S A  t o  r e g u la t e  o n l i n e  c o n t e n t  a ls o  h a d  a  h i g h  p r o f i l e  p r i o r  t o  

t h e  d r a f t i n g  a n d  e n a c tm e n t  o f  t h e  Online Services Act. T h e  U S  Communications 

Decency Act 1996, w h i c h  c r im in a l i z e d  t h e  t r a n s m is s io n  o f  o b s c e n e  o r  in d e c e n t  

m a t e r ia l  t h r o u g h  a  t e le c o m m u n ic a t i o n s  d e v ic e  t o  a  p e r s o n  u n d e r  1 8  y e a rs  o ld ,  h a d  

b e e n  h e ld  u n c o n s t i t u t i o n a l  i n  t h e  U S A  s h o r t l y  b e f o r e  t h e  e n a c tm e n t  o f  th e  

A u s t r a l i a n  le g i s l a t i o n . 21 A l t h o u g h  t h e  c o n s t i t u t i o n a l i t y  is s u e  w a s  n o t  r e le v a n t  i n  

t h e  A u s t r a l i a n  s e t t in g ,  t h e  c h a l le n g e s  t o  a n d  d e c is io n s  a b o u t  t h e  Communications 

Decency Act i n s p i r e d  m a n y  a r g u m e n ts  w i t h i n  A u s t r a l i a ,  a s  w e l l  as  g i v i n g  

c o n s id e r a b le  i n s ig h t  i n t o  p o l i t i c a l ,  s o c ia l ,  a n d  t e c h n o lo g ic a l  a s p e c ts  o f  i n t e r n e t  

c o n t e n t  r e g u la t io n .

19 A ustralian  B road castin g  A sso c ia tio n , Interim Online Services Report (Ju ly  1 9 9 8 ).
20 Ibid.
21 R en o  v A C L U  117 S Ct 2329 (1997).
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D. O th er  m e th o d s  o f  c o n tro l

M a n y  d i f f e r i n g  m e th o d s  o f  c e n s o r s h ip  a n d  c o n t e n t  r e g u la t i o n  w e r e  b e in g  u s e d  i n  

o t h e r  c o u n t r ie s  a ls o  p r i o r  t o  th e  in t r o d u c t i o n  o f  t h e  Online Services Amendment. 

W h i l e  m o s t  w e r e  n o t  i n f l u e n t i a l  i n  th e  d e c is io n s  o f  t h e  A u s t r a l i a n  g o v e r n m e n t  

r e g a r d in g  h o w  a n d  w h a t  t o  r e g u la te ,  t h e y  a re  w o r t h  n o t i n g  t o  g i v e  a  b e t t e r  p ic t u r e  

o f  t h e  m y r ia d  m e th o d s  b e in g  u s e d  a t th e  t im e  in  a t t e m p t s  t o  a c h ie v e  s im i l a r  e n d s .

a) Strict regulation

S o m e  c o u n t r ie s  c o n t r o l l e d  a c c e s s  t o  c o n t e n t  t h r o u g h  a l l o w i n g  o n l y  t h e  t r u s t e d  f e w  

t o  h a v e  a c c e s s  t o  c o m p u t e r s  a n d  in t e r n e t  c o n n e c t io n s .  I n  M y a n m a r  ( f o r m a l l y  

B u r m a )  f o r  e x a m p le ,  i t  w a s  f o r b id d e n  t o  a c c e s s  t h e  w o r l d  w id e  w e b ,  u n a u t h o r iz e d  

u s e  o f  a  m o d e m  w a s  p u n is h a b le  b y  7  to  15  y e a rs  i n  j a i l ,  a n d  e m a i l  a c c e s s  w a s  

r e s t r ic t e d  t o  f e w e r  t h a n  1 0 0 0  p e o p le  c lo s e  t o  th e  r u l i n g  p a r t y  ( S P D C ) . 22 I n  C u b a ,  

a l t h o u g h  th e  n u m b e r  o f  C u b a n s  u s in g  th e  in t e r n e t  h a d  g r o w n  s t e a d i l y ,  D r a k e ,  

K a l a t h i l  a n d  B o a s  o b s e r v e d  th a t :

th e  p o te n t ia l  p a c e  o f  g r o w th  is  l im i t e d  b y  p u b l ic  p o l i c y  a l lo w in g  in te rn e t  

a cce ss  o n ly  th ro u g h  a p p ro v e d  in s t i t u t io n s  -  s e le c t u n iv e r s i t ie s  a n d  p la c e s  o f  

e m p lo y m e n t .  T h is  p o l ic y  e n s u re s  th a t  th e  in te rn e t  is  u s e d  m a in ly  b y  th e  

p o l i t i c a l l y  t r u s tw o r th y ,  a n d  o n ly  in  e n v iro n m e n ts  w h e re  u se  c a n  b e  

in f o r m a l ly  m o n ito r e d .  T h e re  a re  s t i l l  n o  In te rn e t  C a fe s  a l lo w e d  in  C u b a , a n d  

in d iv id u a l  a cce ss  is  p r o h ib i te d ,  b e y o n d  a  f e w  w e l l  c o n n e c te d  in d iv id u a ls  w h o  

w o r k  o u t  o f  t h e i r  h o m e s . E s s e n t ia l ly ,  in te rn e t  d i f f u s io n  in  C u b a  is  d e te rm in e d  

b y  g o v e rn m e n t  p o l i c y  ra th e r  th a n  th e  m a r k e t . . ,23

O t h e r  c o u n t r ie s  r e q u i r e d  a l l  i n f o r m a t i o n  c o m in g  in t o  t h e  c o u n t r y  b y  in t e r n e t  t o  b e  

r o u t e d  t h r o u g h  a  g o v e r n m e n t  m o n i t o r e d  s e r v e r ,  s o  t h a t  t h e  g o v e r n m e n t  i t s e l f  h a d  

d i r e c t  c o n t r o l  o v e r  m o n i t o r i n g  a n d  b lo c k in g  m a t e r ia l  s e e n  a s  p r o b le m a t i c .  T h e  

U n i t e d  A r a b  E m i r a te s  f o r c e d  a l l  i n t e r n e t  t r a f f i c  t h r o u g h  a  s in g le  g a t e w a y . 24 S a u d i

22 Sandy Barron, ‘M yanm ar W orks Hard to K eep  the Internet O u t’, N e w  Y ork T im es  14 July 2 0 0 0 .
23 W illia m  J. D rake, Shanthi K alath il, T aylor C. B o a s, ‘D icta torsh ip s in  the D ig ita l A ge: S om e  
C onsideration s on  the Internet in  C hina and C u b a ’, In fo rm a tio n  Im p a c ts  M a g a z in e , O ctob er 2 0 0 0 . 
A cc e ss ib le  at site  o f  C arnegie E n dow m en t for International P ea ce
h ttp ://w w w .ce ip .o rg /file s/P u b lica tio n s/d ic ta to rsh ip s d ig ita l age.asp ?p= 5& fronr= pu bd ate a ccessed  
27  July 2 0 0 4 .
24 H um an R igh ts W atch , The In te rn e t in the M id E a s t a n d  N o rth  A fr ica : F re e  E x p ress io n  a n d  
C en so rsh ip  (June 1 999) < h ttp ://w w w .h rw .o rg /a d v o ca cy /in tem et/m en a /u a e .h tm >  at 21 June 2 0 0 4  
and see  Jennifer L ee, ‘P un ch in g  H o le s  in Internet W a lls ’ N e w  Y ork T im es , 2 6  A pril 2 0 0 1 .
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A r a b ia  s p e n t  a lm o s t  t w o  y e a rs  d e v e lo p in g  t h e  t e c h n o lo g y  n e c e s s a r y  t o  f i l t e r  

a lm o s t  a l l  w e b  d a ta  e n t e r in g  th e  c o u n t r y  t h r o u g h  a  c e n t r a l  s e r v e r .  W h i l e  t h e r e  

w e r e  m a n y  p r i v a t e  IS P s ,  a l l  c o n t e n t  w a s  f i l t e r e d  a t  o n e  g a t e w a y . * 26

S t i l l  o t h e r  c o u n t r ie s  a l lo w e d  e a s y  a c c e s s  t o  c o m p u t e r s  a n d  t o  t h e  in t e r n e t ,  b u t  

a l l o w e d  o n l y  l i c e n s e d  o r  r e g is te r e d  IS P s  t o  o p e r a te .  C o n d i t i o n s  f o r  o p e r a t in g  IS P s  

c o u ld  b e  v e r y  s t r i c t ,  a n d  s o m e  in c lu d e d  r e q u i r e m e n t s  f o r  m o n i t o r i n g  a n d  b lo c k in g  

m a t e r ia l .  F o r  e x a m p le ,  C h in a  r e q u i r e d  IS P s  t o  b e  r e g is t e r e d ,  a n d  t o  k e e p  r e c o r d s  

o f  a l l  c o n t e n t  w h i c h  a p p e a r e d  o n  t h e i r  w e b  s ite s  a n d  o f  a l l  u s e rs  w h o  d ia l l e d  o n to  

t h e i r  s e r v e r s .  IS P s  w e r e  h e ld  r e s p o n s ib le  f o r  b l o c k i n g  v a s t  c a te g o r ie s  o f  i n t e r n e t  

c o n t e n t . 27

b) Use of general laws to control internet content

I n  o t h e r  p la c e s  g e n e r a l  l e g i s la t i o n  w a s  a p p l ie d  i n  a t t e m p t s  t o  c o n t r o l  c o n t e n t  o n  a 

f r e e l y  a c c e s s ib le  in t e r n e t .  T h e  C o m p u S e r v e  c a s e  i n  G e r m a n y  w a s  o n e  e x a m p le ,  

w h ic h  i n v o l v e d  th e  c r im in a l  t r i a l  a n d  c o n v i c t i o n  o f  t h e  M a n a g in g  D i r e c t o r  o f  a  

G e r m a n  IS P ,  o n  c h a r g e s  o f  ‘ f a c i l i t a t i n g  a c c e s s  t o  v i o l e n t ,  c h i l d  o r  a n im a l  

p o r n o g r a p h ic  c o n t e n t , ’ u n d e r  l e g is la t i o n  r e g a r d in g  Dissemination of Publications 

Morally Harmful to Youth2* A l t h o u g h  i n  t h i s  in s ta n c e  t h e  c o n v i c t i o n  w a s  la t e r  

o v e r t u r n e d 29 a t t e m p ts  t o  u s e  g e n e r a l  -  n o t  in t e r n e t  r e la t e d  -  l a w  t o  c o n t r o l  i n t e r n e t

~5 L ee, ab ove n 24.
26 H um an R igh ts W atch, ab ove n 24.
27 C h in a ’s  Iro n -F is te d  In te rn e t R eg s  (1 6 th O ct 2 0 0 0 )  W ired  N e w s
< h ttp ://w w w .w ir ed .e o m /n ew s/p o lit ic s /0 ,1 2 8 3 ,3 9 1 9 2 ,0 0 .h tm l>  at 21 June 2 0 0 4 , and see  K ristina  
R eed , ‘F rom  the G reat F irew all o f  C hina to the B erlin  F irew all: T h e C ost o f  C onten t R egu la tio n  
on  Internet C o m m erce .’ (Fall 2 0 0 0 )  13 T ra n sn a tio n a l L a w y e r  4 5 1 , 4 5 8 -4 6 3 .
28 U lr ich  S ieber, C o m m en ta ry  on th e C on clu sion  o f  P ro c e e d in g s  in th e  "C o m p u S erve  C ase"  
(A c q u itta l o f  F e lix  S om m ) M o v in g  F o rw a rd  in to  th e  N e w  M illen n iu m  - A N e w  C u ltu re  o f  
R e sp o n s ib ility  on the In tern e t (undated) < h ttp ://w w w .so m m -c a se .d e />  at 21 June 2 0 0 4 . In this case  
the M an agin g  D irector o f  a G erm an ISP had p a ssed  on  to its U S  parent co m p a n y  a G overn m ent  
request to rem ove a num ber o f  n ew sgrou ps carrying ch ild  p ornography. T he n ew sg ro u p s w ere  
rem oved , and a later request to  rem ove m any m ore n ew sg ro u p s w a s a lso  p a ssed  on  to and  
co m p lied  w ith  b y  its U S  parent com pany. A fter  so m e tim e h o w e v er  the parent co m p an y  
in troduced  a filter program  w h ich  a llo w ed  subscribers to b lo ck  con ten t for th e m se lv e s , and so  the 
ISP stop p ed  centra lly  b lo ck in g  these  n ew sgrou p s. T h is resu lted  in  p ro secu tio n  o f  the M an ag in g  
D irector o f  the G erm an ISP.
29 A p p ea l against the co n v ic tio n  w as a llo w ed  as it w as h eld  that the a ccu sed  w as not tech n ica lly  
able to rem ove the n ew sg ro u p s, and had m ade reason ab le efforts to request the rem ova l o f  the 
n ew sgrou p s b y  the parent com pany, w h ich  co u ld  tech n ica lly  h ave carried  it out. B  Frydm an & I 
R orive, ‘R egu la tin g  Internet C ontent through Interm ediaries in  E urope and the U S A .’ (2 0 0 2 )
Z e its c h r i f t  f u r  R e c h ts s o z io lo g ie  23 Heft 1 41, 45-46.
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c o n t e n t  h a v e  a ls o  b e e n  s e e n  m o r e  r e c e n t l y  i n  F r a n c e ,  G e r m a n y  a n d  N o r w a y . 30 I n  

e a c h  c a s e  h o w e v e r  i t  h a s  b e e n  c le a r  t h a t  s u c h  la w s  c a n  in f l u e n c e  o n l y  c o n t e n t  

o r i g i n a t i n g  w i t h i n  t h e  j u r i s d i c t i o n ,  a n d  w i l l  h a v e  n o  e f f e c t  o n  t h e  s a m e  o r  

e q u iv a le n t  c o n t e n t  h o u s e d  b e y o n d  t h e  j u r i s d i c t i o n ,  b u t  a c c e s s ib le  w i t h i n  i t .

c) Non-governmental approaches

A n o t h e r  a p p r o a c h  u s e d  i n  s o m e  c o u n t r ie s  p r i o r  t o  t h e  Online Services Act w a s  th e  

s e t t in g  u p  o f  h o t l in e s  w h i c h  c o u ld  t a k e  c o m p la in t s  a b o u t  a l l e g e d ly  i l l e g a l  m a t e r ia l  

o n l in e ,  a n d  t h e n  a c t  as c o n d u i t s  f o r  c h a n n e l i n g  t h a t  i n f o r m a t i o n  o n  t o  p o l i c e  a n d  

o t h e r  l a w  e n f o r c e m e n t  a g e n c ie s .  T h e s e  h o t l in e s ,  w h i c h  a im  ‘ t o  p r e v e n t  i l l e g a l  

a c t i v i t y  a n d  a b u s e  o f  c h i l d r e n , ’ w e r e  c o m m o n  i n  E u r o p e  b y  t h e  la te  1 9 9 0 s ,  s u c h  

t h a t  I N H O P E  ( I n t e r n e t  H o t l i n e  P r o v id e r s  o f  E u r o p e )  w a s  e s t a b l is h e d  i n  1 9 9 9  w i t h  

s u p p o r t  f r o m  th e  E u r o p e a n  C o m m is s io n  t o  p r o v id e  a  f o r u m  f o r  h o t l i n e  p r o v id e r s  

t o  s h a re  t h e i r  e x p e r ie n c e s  a n d  c o n c e r n s .31 S u c h  a  h o t l i n e  a ls o  o p e r a te d  i n  th e  

U S A  ( C y b e r t i p l i n e ) , 32 a n d  a im e d  t o  e n c o u r a g e  t h e  r e p o r t i n g  o f  t r a f f i c k i n g  o f  c h i l d  

p o r n o g r a p h y  a n d  o n l i n e  s o l i c i t a t i o n  o f  c h i l d r e n ,  a n d  t o  a l l o w  t h a t  i n f o r m a t i o n  t o  

b e  p a s s e d  o n  t o  v a r io u s  in t e r n a t io n a l  l a w  e n f o r c e m e n t  a g e n c ie s .  T h e  v a r io u s  

h o t l in e s  d r e w  s o m e  f u n d i n g  f r o m  g o v e r n m e n t  b u t  w e r e  s u p p o r t e d  a ls o  b y  f u n d i n g  

f r o m  th e  p r i v a t e  s e c to r .  T h e y  h a v e  n o t  r e q u i r e d  le g i s l a t i v e  b a c k in g ;  t h e  h o t l in e s  

a re  c o n c e r n e d  a b o u t  m a t e r ia l  a n d  b e h a v io u r  w h i c h  is  i l l e g a l  a n y w a y ,  n o t  s im p l y  

b e c a u s e  i t  is  o n  th e  in t e r n e t .

C O N C L U S I O N S

A t  th e  t im e  o f  th e  d r a f t i n g  a n d  e n a c tm e n t  o f  t h e  Online Services Act, a l t h o u g h  

m a n y  s ta te s  a p p e a r e d  t o  r e c o g n iz e  t h a t  in t e r n e t  c o n t e n t  r e g u la t i o n  r e q u i r e d  

in t e r n a t io n a l  a g r e e m e n t  t o  b e  e f f e c t i v e ,  n o  s u c h  a g r e e m e n t  h a d  b e e n  r e a c h e d .  I t  is  

c le a r  n e v e r th e le s s  t h a t  m a n y  c o u n t r ie s  w e r e  g r a p p l in g  i n d i v i d u a l l y  w i t h  c o n c e r n s  

a b o u t  in t e r n e t  c o n t e n t  a n d  i t s  r e s t r i c t i o n ,  a n d  t h a t  a t t e m p t s  t o  c o n t r o l  i n t e r n e t

30 T h ese  m ore recent attem pts to apply  gen eral con ten t law s to  in ternet con ten t are d iscu ssed  
further b e lo w  in  C hapter Fourteen: C om parative con ten t control.
31 < h ttp ://w w w .in h o p e .o rg />  at 21 June 2 0 0 4 .
32 < h ttp ://w w w .m iss in g k id s .co m /cy b ertip />  at 21 June 2 0 0 4 .
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c o n t e n t  w e r e  i n  n o  w a y  c o n f in e d  to  n o n - d e m o c r a t i c  c o u n t r ie s ,  n o r  t o  th o s e  

w i t h o u t  r e s p e c t  f o r  c i t i z e n ’ s r ig h t s .  A l l  o v e r  t h e  w o r l d  t h e  q u e s t io n  o f  h o w  t o  

c o n t r o l  i n t e r n e t  c o n t e n t  w a s  b e in g  r a is e d ,  b u t  d i f f e r e n t  c o u n t r ie s  h a d  a n s w e r e d  th e  

q u e s t io n  i n  d i f f e r e n t  w a y s .  N a t u r a l l y ,  w h a t  c o n t e n t  w a s  i l l e g a l  d i f f e r e d  f r o m  

c o u n t r y  t o  c o u n t r y ,  as  d i d  v ie w s  a b o u t  w h a t  m a t e r ia l  w a s  h a r m f u l ,  o r  e v e n  

o b je c t io n a b le .  I n  A u s t r a l i a ,  a  g r e a t  d e a l  o f  c o n t e n t  w a s  n o t  i l l e g a l  p e r  s e , b u t  w a s  

i l l e g a l  t o  d is t r i b u t e  t o  th o s e  u n d e r  1 8  f o r  e x a m p le ,  a n d  c o u ld  b e  s e e n  a s  h a r m f u l  t o  

m in o r s  a l t h o u g h  le g a l  t o  o w n .  E a c h  c o u n t r y  h a d  i t s  o w n  v ie w s ,  a n d  i t s  o w n  r u le s ,  

r e g a r d in g  w h a t  c o n t e n t  s h o u ld  b e  c o n t r o l l e d  a n d  h o w .

T h e r e  w a s  t h u s  n o  s u c c e s s fu l  g e n e r a l  ‘ m o d e l ’ f o r  t h e  A u s t r a l i a n  G o v e r n m e n t  t o  

c o p y ,  b u t  i t  c a n  b e  s e e n  t h a t  th e  s c h e m e  i t  e n a c te d  in c o r p o r a t e d  a s p e c ts  o f  m a n y  o f  

th e  s c h e m e s  a l r e a d y  i n  p la c e  a r o u n d  t h e  w o r l d ;  s u c h  a s  t h e  u s e  o f  i n d u s t r y  c o d e s  

o f  p r a c t ic e ,  s y s te m s  f o r  r e p o r t i n g  a n d  i n v e s t ig a t i n g  c o m p la in t s ,  r e q u i r e m e n t s  f o r  

c o n t e n t  b l o c k in g  b y  IS P s ,  a n d  r e g u la t i o n  o f  l o c a l l y  h o s te d  c o n te n t .

M o r e  c u r r e n t  a p p r o a c h e s  t o  i n t e r n e t  c o n t e n t  c o n t r o l  a re  d is c u s s e d  f u r t h e r  i n  

C h a p t e r  F o u r t e e n  b e lo w ,  w h e r e  o v e rs e a s  a c t i v i t y  is  e x a m in e d  i n  t h e  l i g h t  o f  th e  

o p e r a t io n  o f  t h e  A u s t r a l i a n  s c h e m e .  P r e s e n t l y  h o w e v e r ,  t o  c o n t in u e  e x p lo r i n g  th e  

c o n t e x t  o f  t h e  e n a c tm e n t  o f  t h e  Online Services Act, i t  is  n e c e s s a r y  t o  l o o k  t o  th e  

s i t u a t io n  r e g a r d in g  c e n s o r s h ip  a n d  f r e e  s p e e c h  i n  A u s t r a l i a  a t  t h a t  t im e .
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I n  p r e p a r in g  t o  r e g u la t e  a c c e s s  t o  c o n t e n t  o n  th e  in t e r n e t ,  t h e  F e d e r a l  G o v e r n m e n t  

f o u n d  i t s e l f  fa c e d  w i t h  a  g e n u in e ly  n e w  t e c h n o lo g y ,  w i t h  n o v e l  s o c ia l  a n d  c u l t u r a l  

a s p e c ts  n o t  f o u n d  i n  a n y  o t h e r  m e d iu m .  W h i l e  th e s e  w e r e  n e w ,  c e n s o r s h ip  a n d  

c l a s s i f i c a t io n  w e r e  n o t .  A  h i g h l y  s t r u c t u r e d  s y s te m  to  r e g u la t e  c o n t e n t  a l r e a d y  

e x is t e d  i n  A u s t r a l i a ,  a n d  th e  G o v e r n m e n t  w a s  th u s  p la c e d  i n  a  p o s i t i o n  w h e r e ,  i f  i t  

w e r e  t o  r e g u la t e  i n t e r n e t  c o n t e n t ,  i t  n e e d e d  e i t h e r  t o  a d ju s t  a n  o ld  s c h e m e  t o  a  n e w  

m e d iu m ,  o r  t o  c o m e  u p  w i t h  a  n e w  s c h e m e .  T h e  h i s t o r y  o f  t h e  e x i s t i n g  s c h e m e  

s h o w s  t h e  lo n g  r o a d  A u s t r a l i a n  G o v e r n m e n t s  h a d  t r a v e le d  t o  f i n a l l y  r e a c h  a  

r e a s o n a b ly  u n i f o r m  n a t io n a l  s c h e m e  f o r  c e n s o r s h ip  a n d  c la s s i f i c a t io n ,  a n d  h e lp s  t o  

e x p la in  th e  G o v e r n m e n t ’ s k e e n  d e s i r e  t o  f i t  t h e  n e w  t e c h n o lo g y  in t o  t h a t  e x i s t i n g  

s c h e m e .

F u r t h e r ,  b e c a u s e  t h e  d e b a te  o v e r  A u s t r a l i a ’ s i n t e r n e t  r e g u la t i o n  w a s  p la y e d  o u t  i n  

t h e  w a k e  o f  t h e  U S  c a s e  o f  Reno v ACLU , '  f r e e  s p e e c h  a r g u m e n ts  c o m m o n ly  u s e d  

t o  s u p p o r t  a n  a n t i - c e n s o r s h ip  s ta n c e  i n  th e  U S A  w e r e  u s e d  a ls o  i n  a t t e m p ts  t o  

r e s is t  c o n t e n t  r e g u la t io n  i n  A u s t r a l ia .  H o w e v e r ,  A u s t r a l i a n  f r e e  s p e e c h  p r o t e c t io n s  

v a r y  g r e a t l y  f r o m  th o s e  i n  th e  U S A ,  a n d  i t  is  n e c e s s a r y  t o  d i s t i n g u is h  b e t w e e n  th e  

t w o  t o  u n d e r s ta n d  t h e  p o w e r s  o f  t h e  A u s t r a l i a n  G o v e r n m e n t  i n  t e r m s  o f  c o n t e n t  

r e g u la t io n .  A  d is c u s s io n  o f  A u s t r a l i a ’ s f r e e  s p e e c h  p r o t e c t io n s  f o l l o w s  a  

d is c u s s io n  o f  th e  c la s s i f i c a t io n  a n d  c e n s o r s h ip  s y s te m .

A .  Classification and Censorship in Australia

C la s s i f i c a t io n  a n d  c e n s o r s h ip  i n  A u s t r a l i a  is ,  a n d  h a s  f o r  s o m e  y e a r s ,  b e e n  

‘ m a n a g e d ’ u n d e r  a  c e n t r a l  c la s s i f i c a t io n  s y s te m ,  w h i c h  is  a  c o m b in a t io n  o f  

F e d e r a l ,  S ta te  a n d  T e r r i t o r y  la w .  L a w s  p a s s e d  b y  t h e  C o m m o n w e a l t h  a l l o w  th e  

O f f i c e  o f  F i l m  a n d  L i t e r a t u r e  C la s s i f i c a t io n  t o  m a k e  d e c is io n s  o n  b e h a l f  o f  t h e

1 Reno v ACLU 117 S Ct 2 3 2 9  (1 9 9 7 ).

58



C o m m o n w e a l t h ,  S ta te s  a n d  T e r r i t o r ie s ,  b u t  th e s e  d e c is io n s  r e l y  f o r  e n f o r c e m e n t  

u p o n  o t h e r  C o m m o n w e a l t h ,  S ta te  a n d  T e r r i t o r y  le g is la t i o n .

T h e  C o m m o n w e a l t h  h a s  a lw a y s  b e e n  in v o l v e d  i n  c e n s o r s h ip  t h r o u g h  i t s  p o w e r  t o  

r e g u la t e  in t e r s t a t e  a n d  o v e rs e a s  t r a d e ,  a n d  t h r o u g h  i t s  p o w e r  o f  l a w  m a k i n g  f o r  

th e  T e r r i t o r i e s , 2 3 4 b u t  m o r e  r e c e n t l y  t h e  C o m m o n w e a l t h  h a s  a ls o  c la im e d  le g is la t i v e  

c o m p e te n c e  u n d e r  t h e  c o r p o r a t io n s  p o w e r ,  t h e  e x t e r n a l  a f f a i r s  p o w e r ,  a n d  th e  

p o s t a l  a n d  t e le c o m m u n ic a t i o n s  p o w e r . 5 C o n v e r s e ly  t h e  S ta te s  h a v e  f u l l  p o w e r  t o  

m a k e  la w s  i n  t h is  a re a .6 W h i l e  th e  c u r r e n t  c e n t r a l i s e d  c l a s s i f i c a t io n  r e g im e  lo o k s  

n e a t  a n d  a d m in i s t r a t i v e l y  s e n s ib le ,  t h is  c u r r e n t  s t r u c t u r e  b e l ie s  t h e  h i s t o r y  o f  

c la s s i f i c a t io n  a n d  c e n s o r s h ip  i n  A u s t r a l i a .

B .  A Brief History of Censorship in Australia

F r o m  th e  b e g in n i n g  o f  w h i t e  s e t t le m e n t 7 8 A u s t r a l i a  h a s  h a d  c e n s o r s h ip .  B r i t i s h  la w ,  

b o t h  s ta tu te  a n d  c o m m o n  la w ,  w a s  ‘ r e c e iv e d ’ i n t o  th e  v a r i o u s  c o lo n ie s  o f

o
A u s t r a l i a  u p o n  s e t t le m e n t .  E v e n  w h e n  th e  c o lo n ie s ,  a n d  la t e r  t h e  S ta te s  a n d  th e  

C o m m o n w e a l t h ,  b e g a n  m a k i n g  t h e i r  o w n  la w s ,  c e n s o r s h ip  l a w  c o n t in u e d  t o  a l i g n  

c lo s e ly  w i t h  t h a t  o f  E n g la n d .  W h i l e  B r i t i s h  c e n s o r s h ip  h a d  i n i t i a l l y  f o c u s e d  

m a i n l y  o n  t h e  s u p r e s s io n  o f  r e l i g io u s  a n d  p o l i t i c a l  d is s e n t , 9 f r o m  th e  la t e  1 8 th 

c e n t u r y  s o c ia l  c h a n g e  m e a n t  t h a t  c e n s o r s h ip  b e c a m e  m o r e  c o n c e r n e d  w i t h  s e x u a l

2 T h is p o w er is  su bject to A u stra lia n  C o n stitu tio n  s 9 2 .
3 A u stra lia n  C o n stitu tio n  s 51 (i) and see  A ustralian  L aw  R efo rm  C o m m issio n , C en so rsh ip  
P ro c e d u re , R eport N o  5 5 , (Canberra 1 991) 2.
4 A u stra lia n  C on stitu tio n , s 122.
5 B ills  D ig es t, C la ssifica tio n  (P u b lica tion s, F ilm s and C om puter G am es) B ill  1995  (A C T ), 2. 
A u stra lia n  C o n stitu tio n  s 5 1 (x x ), (x x ix ), and (v) resp ec tiv e ly .
6 W h ile  the C om m o n w ea lth  is a governm ent o f  sp ec ific  p o w ers, states h o ld  residual p o w er  to 
leg is la te  over any m atter not ex c lu s iv e ly  g iv e n  to the C o m m on w ealth . S ee  for exam p le  
C o n stitu tio n  A c t 1902 (N S W ), s 5: ‘T h e L egisla ture shall, su b ject to  the p ro v isio n s o f  the 
C om m o n w ea lth  o f  A ustralia  C onstitu tion  A ct, have p o w er to m ake la w s for the p ea ce , w elfare, 
and g o o d  govern m en t o f  N e w  South  W ales in  a ll ca ses  w h a tso e v e r ... ’
7 T h e author a ck n o w led g es  that argum ent ex ists  over w heth er A ustra lia  w a s ever rea lly  ‘se tt le d ’ in  
leg a l term s. For the purpose o f  this paper h o w ev er  the term  se ttled  is preferred, as it is  g en era lly  
u sed  to ex p la in  the recep tion  o f  B ritish  law  b y  the A ustra lian  co lo n ie s .
8 B la ck sto n e , C o m m en ta rie s  on the L a w s o f  E n g la n d , ( 1 1th Ed, 1 7 9 1 ) V o l 1, 108, referred to in 
C ook, C reyke, G ed d es and H o llo w a y , L a y in g  D o w n  th e L a w  (5 th Ed, 2 0 0 1 )  3 3 -3 4 .
9 D  L indsay, C en so r in g  the In tern et: The A u stra lia n  A p p ro a ch  to  R e g u la tin g  In te rn e t C on ten t. 
R esearch  Paper N o  9, N o v  1999 (U n iv ersity  o f  M elb ourne, C entre for M edia , C om m u n ication s  
and Inform ation  T e ch n o lo g y  L aw ) 4 2 .
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m a t e r ia l ,  a n d  o b s c e n i t y . 10 I n  A u s t r a l ia ,  m a t e r ia l  t h e  t e n d e n c y  o f  w h i c h  w a s  to  

‘ d e p r a v e  a n d  c o r r u p t  th o s e  w h o s e  m in d s  a re  o p e n  t o  s u c h  i m m o r a l  i n f lu e n c e s  a n d  

i n t o  w h o s e  h a n d s  a  p u b l i c a t i o n  o f  t h is  s o r t  m a y  f a l l , ’ 11 w a s  c e n s o r e d  a s  o b s c e n e .  

A  m u c h  s t r i c t e r  te s t  o f  o b s c e n i t y  w a s  a d o p te d  b y  t h e  C u s t o m s  D e p a r t m e n t  i n  

1 9 3 0 ,  s u m m a r iz e d  as  ‘ w h e t h e r  t h e  a v e ra g e  h o u s e h o ld e r  w o u l d  a c c e p t  t h e  b o o k  i n  

q u e s t io n  as r e a d in g  m a t t e r  f o r  h is  f a m i l y . ’ 12

A s  m o s t  l i t e r a t u r e  a n d  f i l m s  w e r e  im p o r t e d  in t o ,  r a t h e r  t h a n  p r o d u c e d  in ,  

A u s t r a l i a ,  t h e  C o m m o n w e a l t h  g o v e r n m e n t  p la y e d  a  p i v o t a l  r o l e  i n  c e n s o r s h ip ,  

r e f u s in g  t o  a l l o w  th e  im p o r t a t i o n  o f  c e r t a in  m a t e r i a l , 13 e v e n  t h o u g h  c e n s o r s h ip  

w a s  n o t  o n e  o f  i t s  s p e c i f ie d  p o w e r s . 14 O f t e n  h o w e v e r ,  t h i s  l e v e l  o f  c e n s o r s h ip  w a s  

o n l y  t h e  b e g in n in g ,  a n d  m a t e r ia l  w h i c h  w a s  a l l o w e d  p a s t  th e  C o m m o n w e a l t h  

c u s to m s  a n d  c e n s o r s h ip  o f f i c e r s  w a s  t h e n  s u b je c t  t o  r e - e x a m i n a t io n  b y  c e n s o rs  i n  

i n d i v i d u a l  S ta te s .  S ta te s  d id  n o t  s u r r e n d e r  t h e i r  c e n s o r s h ip  p o w e r  i n  f a v o u r  o f  th e  

C o m m o n w e a l t h ,  a n d  s o  t h is  d u a l  c la s s i f i c a t io n  s y s te m  ( f e d e r a l  d e c is io n  f o l l o w e d  

b y  s ta te  d e c is io n ) ,  c o n t in u e d  t o  o p e r a te  f o r  a  c o n s id e r a b le  t im e .  T h e r e  w a s  n o  

u n i f o r m i t y  o f  d e c is io n s  b e tw e e n  th e  v a r io u s  S ta te s ,  a n d  n o  u n i f o r m i t y  b e t w e e n  

S ta te s  a n d  t h e  C o m m o n w e a l t h .

I t  is  n o t  n e c e s s a r y  t o  l i s t  t h e  v a r io u s  c e n s o r s h ip  r e g im e s  w h i c h  a p p l ie d  i n  

A u s t r a l i a  f r o m  t im e  t o  t im e ,  b u t  u n t i l  t h e  la te  1 9 0 0 s  t h e  m a in  f e a tu r e s  o f  

c e n s o r s h ip  i n  A u s t r a l i a  w e r e  a r b i t r a r in e s s ,  s e c r e c y ,  c o n f u s io n ,  l a c k  o f  u n i f o r m i t y ,  

a n d  s t r ic t n e s s .  T h e  b a s is  o f  m a n y  c e n s o r s h ip  d e c is io n s  w a s  u n c le a r ,  a n d  d e c is io n s  

w e r e  o f t e n  m a d e  o n  th e  b a s is  o f  a n  i n d i v i d u a l ’ s o p in i o n  b y  c u s t o m s  o f f i c e r s ,  

p o l i c e  o r  p o l i t i c ia n s .

W h i l e  t h i s  c e n s o r s h ip  s y s te m  la s te d  a  lo n g  t im e ,  s o  d id  o p p o s i t i o n  t o  i t .  C o le m a n ,  

i n  a  f o r w a r d  t o  th e  s e c o n d  e d i t i o n  o f  h is  b o o k  ‘ Obscenity, Blasphemy, Sedition;

10 Ibid 43 .
11 Justice C o ck b u m  in ^  v H icklin  (1 8 6 8 )  LR 3 Q B  3 6 0 , 3 7 3 .
12 P C olem an , O b scen ity , B la sp h em y  a n d  S ed itio n ; 1 0 0  Y ears o f  C en so rsh ip  in A u s tra lia  (2 nd ed  
1974) 14.
13 G G riffith , C en so rsh ip : L a w  a n d  A d m in is tra tio n  (1 9 9 3 )  1.
14 A s d iscu sse d  above. C om m o n w ea lth  leg is la tiv e  p o w ers are sp ec if ied  in the C o m m o n w ea lth  
C onstitution , and do not in clu d e p ow ers to leg is la te  for cen sorsh ip , but a num ber o f  other pow ers  
have b een  u sed  b y  the C om m o n w ea lth  in  this area.
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100 years of Censorship in Australia,15 d is c u s s e s  a n  8 0  y e a r  ‘ c r u s a d e ’ a g a in s t  

c e n s o r s h ip  i n  A u s t r a l i a ,  i n  w h i c h  th e  dramatis personae w e r e  ‘ c h u r c h  g r o u p s ,  

w o m e n ’ s g r o u p s ,  m o r a l is t s ,  b o o k s e l le r s ,  p u b l is h e r s ,  f r e e - t h in k e r s ,  r e v o lu t io n a r ie s ,  

j o u r n a l i s t s ,  p o m o g r a p h e r s ,  s e x  r e f o r m e r s ,  m u c k - r a k e r s ,  r e l i g i o u s  b ig o t s ,  r a c e  

c r a n k s ,  p o l i t i c i a n s ,  la w y e r s ,  ju d g e s ,  m a g is t r a te s ,  c u s t o m s  o f f i c e r s ,  p o s t a l  o f f i c i a l s ,  

a n d  p o l i c e m e n . ’ 15 16 17 18 C o le m a n  a d d s  t h a t  . . T h e  b a s ic  f a c t  a b o u t  A u s t r a l i a n  

c e n s o r s h ip  . . .  u n t i l  r e c e n t  y e a rs  is  t h a t  i t  w a s  a  lo n g  s e r ie s  o f  a lm o s t  e n t i r e l y

17
in d e f e n s ib le  p r o h ib i t i o n s  a n d  p r o s e c u t io n s . . .  ’

18
C r i t i c i s m  o f  t h e  c e n s o r s h ip  r e g im e  as  a n a c h r o n is t i c  a n d  r e p r e s s iv e  m  n a tu r e  

c a m e  t o  a  h e a d  i n  th e  1 9 6 0 s ,  w i t h  th e  F i l m  C e n s o r s h ip  B o a r d  c r i t i c i s e d  a s  ‘ a  l a w  

u n t o  i t s e l f ,  w o r k i n g  i n  s e c re t ,  f r e e  o f  j u d i c i a l  a n d  p o l i t i c a l  c o n t r o l . ’ 19 20 * O f  l i t e r a t u r e  

c e n s o r s h ip  i t  w a s  s a id  t h a t  ‘ d e s p i t e  t h e  a p p e a r a n c e  o f  a  le g a l  f r a m e w o r k ,  th e  

C o m m o n w e a l t h  s y s te m  o f  c e n s o r s h ip  is  m e r e ly  a  fa p a d e  t o  c lo a k  t h e  r e a l i t y  o f  

c e n s o r s h ip  b y  th e  m in is t e r  a n d  h is  d e p a r t m e n t a l  o f f i c i a l s . ’

D u r i n g  t h is  d e c a d e  m a n y  n o w  f a m o u s  c e n s o r s h ip  d e c is io n s  w e r e  m a d e ,  i n c l u d in g  

th e  C o m m o n w e a l t h  C e n s o r ’ s d e c is io n  t o  b a n  h o r r o r  f i l m s  a s  ‘ u n d e s i r a b le  i n  th e  

p u b l i c  i n t e r e s t , ’ t h e  b a n n in g  o f  a n  e v e r  g r o w i n g  l i s t  o f  a u th o r s  i n c l u d i n g  J D  

S a l in g e r ,  D H  L a w r e n c e  a n d  M a r y  M c C a r t h y ,  a n d  t h e  p r o s e c u t io n  o f  th o s e  

in v o l v e d  i n  th e  p r o d u c t io n  o f  t h e  O z  m a g a z in e  i n  N e w  S o u t h  W a le s .  E a c h  o f  

th e s e  d e c is io n s  f u e le d  t h e  a l r e a d y  s im m e r in g  c r i t i c i s m  o f  t h e  o p e r a t io n  o f  t h e  

c e n s o r s h ip  r e g im e  i n  A u s t r a l i a .

15 (2 nd ed , 1974).
16 C olem an , ab o v e  n  12, P ro logue. (T o  this lis t on e co u ld  n o w  add the IT industry, nerds and g eek s  
and n etizen s.)
17 Ibid
18 G riffith , ab o v e  n 13, 5
19 Ib id  6.
20 E C am pbell and H  W hitm ore, Freedom in Australia, (1 9 6 6 )  152 q uoted  in  G riffith , ab ove n  13,
6 .

G riffith , ab ove n 13, 5. T he latter p rosecu tion , w here the d ec is io n  o f  a M agistrate w a s then  
overturned on appeal b y  a Judge, led  in N S W  to the re-in troduction  o f  ju ry  trials for o b scen ity  
ca ses, w h ich  had b een  a b o lish ed  in 1880 . C olem an , ab ove n 12, 4 5 -4 6 .
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‘Australia’s Censorship Crisis,,n a  c o l l e c t i o n  o f  e s s a y s  p u b l i s h e d  i n  1 9 7 0 ,  

c la im e d  t o  b e  ‘ th e  c r y s t a l l i z a t i o n  o f  a n  u r g e n t  p u b l i c  f e e l i n g  t h a t  c e n s o r s h ip  

p r o c e d u r e s . . .d o  n o t  a c c o r d  w i t h  th e  ‘ c o m m u n i t y  s t a n d a r d s ’ n o w  h e ld  b y  th e  

y o u n g  a n d  y e t  m a t u r e  m a j o r i t y  o f  A u s t r a l i a n s . ’ 22 23 H o w e v e r ,  th e s e  e s s a y s  a r g u e d  

le s s  a g a in s t  c e n s o r s h ip  p e r  se  a n d  m o r e  a g a in s t  a r b i t r a r y  a n d  s e c r e t  c e n s o r s h ip ;

policemen, magistrates and judges are incompetent to decide....... this
book is a recognition that the community -  not policemen, politicians or 
magistrates -  have the basic and fundamental right to determine and 
assert what are ‘community standards.’... Secret and illiterate film 
censorship, book banning by anonymous decision, the whole decrepit 
apparatus is and must be subject to responsible and adult scrutiny ... The 
average reasonable mature Australian citizen is entitled to examine the 
idiotic, inconsistent, incomprehensible moral judgments and bannings 
made in his name by confused legal functionaries or anonymous public 
servants.24

A s  a  r e s u l t  o f  th e  c o n t i n u i n g  p u b l i c  c r i t i c i s m  o f  b o t h  i n d i v i d u a l  c e n s o r s h ip  

d e c is io n s ,  a n d  o f  t h e  c e n s o r s h ip  s y s te m  i t s e l f ,  c h a n g e s  b e g a n  t o  c r e e p  in .  

A r t i c u l a t i n g  f o r  th e  F e d e r a l  G o v e r n m e n t  a  s h i f t i n g  a t t i t u d e  t o  c e n s o r s h ip ,  D o n  

C h ip p ,  as  F e d e r a l  M i n i s t e r  f o r  C u s to m s  a n d  E x c is e ,  a n d  t h e r e f o r e  r e s p o n s ib le  f o r  

c e n s o r s h ip ,  s a id :

.. .It is a monstrous thing.. .that there is one man.. .who can say to you as an 
adult: ‘I say you cannot read this or see this or hear it.’ It is an evil concept... 
People should censor more and more... The individual, the bookseller, 
should have a responsibility, the television station, the radio station, the 
parent, the individual; government should censor less and less, move more 
and more out of the field and leave it to individual choice.25

D u r i n g  C h i p p ’ s t e r m  as  M i n i s t e r  h e  in s t i t u t e d  a  r e p o r t i n g  m e c h a n is m  r e q u i r i n g  th e  

F i l m  C e n s o r s h ip  B o a r d  t o  r e p o r t  o n  w h i c h  f i l m s  i t  h a d  c u t  o r  b a n n e d ,  a n d  a  F i l m  

B o a r d  o f  R e v ie w  w a s  e s ta b l is h e d  to  r e p la c e  t h e  e a r l i e r  s y s te m  o f  r e v i e w  b y  a  

s in g le  a p p e a l C e n s o r . 26 T h e  M e m b e r s h ip  o f  th e  F i l m  C e n s o r s h ip  B o a r d  w a s  a ls o  

o v e r h a u le d ,  a n d  a lo n g  w i t h  th e  C h i e f  a n d  D e p u t y  C h i e f  C e n s o r ,  s e v e n  o t h e r  B o a r d  

m e m b e r s  w e r e  a p p o in t e d ,  t o  m o v e  t h e  f u n c t i o n  o f  t h e  b o a r d  a w a y  f r o m  th e  r o l e  o f

22 G  D utton  &  M  Harris (ed s), Australia’s Censorship Crisis (1 9 7 0 ).
23 Ibid  6.
24 Ibid 6 -7 .
25 C olem an , ab o v e  n 12, 24 .
26 G riffith , ab ove n 13, 6.
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e x p e r t s  a n d  t o w a r d  th e  r o l e  o f  j u r y ,  m a k i n g  in f o r m e d  d e c is io n s  o n  t h e  b a s is  o f  

r e a s o n a b le n e s s .  A n n u a l  r e p o r t s  o f  t h e  B o a r d  e v e n  b e g a n  t o  in c lu d e  t h e  B o a r d  

m e m b e r s ’ c u r r i c u la  v i t a e  s o  t h a t  th e  p u b l i c  c o u ld  s e e  w h o  w e r e  m a k i n g  th e  

d e c is io n s .  A l l  o f  t h is  w a s  in te n d e d  t o  in d ic a t e  a  m o v e  a w a y  ‘ f r o m  a  ‘ c lo s e d ’ 

m o d e l  a n d  t o w a r d  a n  ‘ o p e n ’ m o d e l  o f  c e n s o r s h ip . ’ 27 28 29 30 31

T o  a s s is t  i n  a c h ie v in g  u n i f o r m i t y  i n  l i t e r a t u r e  c e n s o r s h ip ,  a  N a t i o n a l  L i t e r a t u r e  

B o a r d  w a s  a ls o  e s ta b l is h e d  i n  1 9 6 7 ,  w i t h  5 o f  t h e  9  B o a r d  m e m b e r s  n o m in e e s  o f  

t h e  s ta te s .  H o w e v e r ,  t h e  B o a r d ’ s r e c o m m e n d a t io n s  w e r e  a d v i s o r y  o n ly ,  a n d  

c o u ld  b e ,  a n d  o f t e n  w e r e ,  o v e r r id d e n  b y  t h e  F e d e r a l  M i n i s t e r .  M o s t  s ta te s  

c o n t in u e d  w i t h  t h e i r  o w n  l i t e r a t u r e  c e n s o r s h ip ,  a l t h o u g h  t h e y  t o o  w e r e  a t t e m p t in g  

t o  m o v e  t o w a r d  le s s  a r b i t r a r y  m o d e ls ,  w h i c h  f o c u s e d  o n  c l a s s i f i c a t io n  r a t h e r  t h a n  

c e n s o r s h ip  p e r  s e , a n d  w h i c h  a l lo w e d  r e v i e w  a n d  a p p e a l  m e c h a n is m s .  T h e  

p r o c e s s  o f  d e c is io n  m a k i n g  a t  t h e  f e d e r a l  l e v e l ,  e v e n  w i t h  t h e  e s t a b l is h m e n t  o f  t h e  

N a t i o n a l  L i t e r a t u r e  B o a r d ,  r e m a in e d  o b s c u r e ,  a n d  w a s  s u b s t a n t ia l l y  b e y o n d  p u b l i c  

s c r u t in y  a n d  u n d e r s t a n d in g . 32 33 A s  a  r e s u l t  t h e  B o a r d  b e c a m e  r e d u n d a n t  a n d  w a s  

a b o l is h e d  in  1 9 7 7 ,  a n d  th e  s ta te s  c o n t in u e d  in d e p e n d e n t ly  to  c e n s o r  a n d  c la s s i f y  

l i t e r a t u r e .

W h i l e  t h e  c e n s o r s h ip  a n d  c l a s s i f i c a t io n  s y s te m  h a d  b e e n  ‘ m o d e r n is e d ’ t o  s o m e  

e x t e n t ,  i t  w a s  s t i l l  e x t r e m e ly  f r a g m e n ta r y .  T h e  C o m m o n w e a l t h  m a d e  f i l m  

c e n s o r s h ip  a n d  c la s s i f i c a t io n  d e c is io n s  f o r  a l l  s ta te s ,  b u t  s o m e  s ta te s  c o n t in u e d  t o  

h a v e  t h e i r  o w n  r e v i e w  m e c h a n is m s .  L i t e r a t u r e  c e n s o r s h ip  w a s  s t i l l  c a r r ie d  o u t  a t  

b o t h  t h e  f e d e r a l  a n d  s ta te  le v e ls .

A s  a  r e s u l t ,  i n  1 9 8 4 ,  a  l e g is la t i v e  s c h e m e  a im e d  a t  b r i n g i n g  A u s t r a l i a n  

c la s s i f i c a t io n  a n d  c e n s o r s h ip  r e g im e s  i n t o  a  u n i t a r y  n a t io n a l  s y s te m  w a s  p u t  i n t o

27 Ibid 7.
28 Ibid.
29 C olem an , ab o v e  n 12, 24 .
30 G riffith , ab o v e  n 13, 8.
31 Ibid 9.
32 Ibid.
33 Ibid 8.
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p la c e . 34 W h i l e  th e  C o m m o n w e a l t h  h a d  n o  g e n e r a l  p o w e r  o v e r  c e n s o r s h ip ,  i t  

a m e n d e d  i t s  c u s to m s  r e g u la t io n s ,  a n d  e n a c te d  le g i s l a t i o n  f o r  t h e  A C T  u n d e r  i t s  

t e r r i t o r i e s  p o w e r , 35 in t e n d in g  t h a t  t h is  l e g is la t i o n  w o u l d  b e  m i r r o r e d  i n  a l l  s ta te s  

a n d  t h e  N o r t h e r n  T e r r i t o r y . 36 37 T h e  p r i n c i p l e s  b e h in d  t h e  l e g i s la t i o n  w e r e  a g re e d  to  

b y  t h e  M in i s t e r s  o f  t h e  C o m m o n w e a l t h ,  S ta te s  a n d  T e r r i t o r ie s ,  a n d  w e r e :

•  A d u l t s  a re  e n t i t l e d  t o  r e a d ,  h e a r  a n d  s e e  w h a t  t h e y  w i s h  i n  p r i v a t e  a n d  

i n  p u b l i c ;

•  P e o p le  s h o u ld  n o t  b e  e x p o s e d  t o  u n s o l i c i t e d  m a t e r ia l  o f f e n s iv e  to  

t h e m ;

•  C h i ld r e n  m u s t  b e  a d e q u a t e ly  p r o t e c t e d  f r o m  m a t e r ia l  l i k e l y  t o  h a r m  o r

T7
d is t u r b  th e m .

T h e  a im  o f  t h e  l e g is la t i o n  w a s  t o  e s ta b l is h  a  n a t io n a l  c l a s s i f i c a t i o n  s y s te m  u n d e r  

w h i c h  a l l  f i l m s  a n d  p u b l i c a t io n s  c o u ld  b e  c la s s i f ie d ,  a n d  t o  p r o v id e  f o r  r e s t r i c t i n g  

a n d  p r o h i b i t i n g  t h a t  m a t e r ia l  w h i c h  o u g h t  n o t ,  u n d e r  t h e  c l a s s i f i c a t i o n  g u id e l in e s ,  

b e  f r e e l y  a v a i la b le ,  o r  a v a i la b le  a t  a l l .  H o w e v e r ,  t h e  s c h e m e  f a i l e d  i n  t h is  

o b je c t i v e  as  t h e  l e g is la t i o n  w a s  n o t  i n  f a c t  p i c k e d  u p  i n  a l l  t h e  S ta te s  a n d  

T e r r i t o r ie s ,  s o  t h a t  w h i l e  th e  ‘ n a t i o n a l ’ s c h e m e  o p e r a te d  e f f e c t i v e l y  i n  s o m e  

p la c e s ,  c e n s o r s h ip  a n d  c la s s i f i c a t io n  i n  A u s t r a l i a  r e m a in e d ,  i n  r e a l i t y ,  s o m e w h a t  

f r a g m e n te d  a n d  p ie c e m e a l . 38

D u e  t o  th e  f a i l u r e  o f  th e  s c h e m e ,  i n  1 9 9 0  t h e  C o m m o n w e a l t h  A t t o r n e y  G e n e r a l  

r e f e r r e d  t h e  m a t t e r  o f  f i l m  a n d  l i t e r a t u r e  c e n s o r s h ip  p r o c e d u r e  t o  t h e  A u s t r a l i a n  

L a w  R e f o r m  C o m m is s io n  ( A L R C ) .  T h e  r e f e r e n c e  s ta te d  t h a t  w h i l e  th e  

C o m m o n w e a l t h ,  S ta te s  a n d  T e r r i t o r ie s  w e r e  i n  b r o a d  a g r e e m e n t  a s  t o  p o l i c y ,  i t  

w a s  d i f f i c u l t  t o  a d m in is t e r  th e  a re a  as th e  la w s  w e r e  u n n e c e s s a r i l y  c o m p l i c a t e d  

a n d  n o t  u n i f o r m .  T h e  A L R C  w a s  a s k e d  t o  r e p o r t  o n  ‘ h o w  th e  la w s  r e l a t i n g  t o  

c e n s o r s h ip . . .  c a n  b e  s i m p l i f i e d  a n d  m a d e  m o r e  u n i f o r m  a n d  e f f i c i e n t  w h i l e  g i v i n g

34 A ustralian  L aw  R eform  C om m ission , Censorship Procedure, R eport N o  55 , (Canberra 1991) 3.
35 Ibid.
36 Ibid.
37 Ibid, and see  G riffith , ab ove n 13, 7.
j8 A ustralian  L aw  R eform  C om m ission , ab ove n 3 4 , 6.
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e f f e c t  t o  th e  p o l i c y  a g r e e d . . T h e  A L R C  w e r e  a ls o  a s k e d  t o  d r a f t  m o d e l  

le g is la t io n .

A f t e r  a g r e e m e n t  b e t w e e n  C o m m o n w e a l t h ,  S ta te  a n d  T e r r i t o r y  m in is t e r s ,  n e w  

c la s s i f i c a t io n  le g is la t i o n  c a m e  in t o  e f f e c t  i n  J a n u a r y  1 9 9 6 .  T h e  C o m m o n w e a l t h  

G o v e r n m e n t  a g a in  e n a c te d  le g is la t i o n  f o r  th e  A C T ,  w h i c h  w a s  t o  ‘ f o r m  a  b a s is  f o r  

a  j o i n t  C o m m o n w e a l t h  -  S ta te  s c h e m e  f o r  t h e  c l a s s i f i c a t io n  o f  [ p u b l i c a t i o n s ,  

f i l m s ,  a n d  c o m p u t e r  g a m e s ] . ’ 39 40 I t  w a s  a g a in  e x p e c te d  t h a t  e a c h  S ta te  a n d  T e r r i t o r y  

w o u l d  e n a c t  i d e n t i c a l  l e g i s la t i o n  t o  r e s u l t  i n  a  u n i f o r m  n a t io n a l  s c h e m e .

A c c o r d in g  t o  t h e  B i l l s  D ig e s t  t o  t h e  A C T  l e g is la t i o n ,  ‘ a l t h o u g h  t h e  is s u e  o f  

c la s s i f i c a t io n  h a s  a lw a y s  b e e n  a n  im p o r t a n t  is s u e  f o r  g o v e r n m e n t s ,  t h e  r e c e n t  

c o n c e r n  a b o u t  u n c la s s i f ie d  v id e o  g a m e s  a n d  c o m p u t e r  t e c h n o lo g y ,  a n d  th e  

a v a i l a b i l i t y  o f  X - r a t e d  v id e o s  i n  c e r t a in  s ta te s  o n l y  h a s  le d  t o  a  p u s h  f o r  a  m o r e  

u n i f o r m  r e g im e . ’ 41

C . The Classification Scheme at the drafting of the Online Services Act.

C la s s i f i c a t io n  o f  f i l m s ,  c o m p u t e r  g a m e s ,  a n d  p u b l i c a t io n s  is  n o w  c a r r ie d  o u t  b y  

t h e  ( n a t io n a l )  C la s s i f i c a t io n  B o a r d ,  w h i c h  is  p a r t  o f  t h e  O f f i c e  o f  F i l m  a n d  

L i t e r a t u r e  C la s s i f i c a t io n .  I n  m a k in g  c la s s i f i c a t io n s  t h e  B o a r d  is  r e q u i r e d  t o  r e f l e c t  

c o n t e m p o r a r y  c o m m u n i t y  s ta n d a r d s  a n d  t o  a p p ly  c r i t e r i a  s e t  o u t  i n  t h e  N a t io n a l  

C la s s i f i c a t io n  C o d e ,42 w h i c h  f o r m s  a  s c h e d u le  t o  t h e  Act. T h e  C o d e  c o n t a in s  th e  

g e n e r a l  p r i n c i p l e s  to  b e  ta k e n  in t o  a c c o u n t  i n  c l a s s i f i c a t io n  d e c is io n s ,  b u t  is  t o  b e  

a p p l ie d  i n  c o n ju n c t i o n  w i t h  C la s s i f i c a t io n  G u id e l in e s  w h i c h  g i v e  m o r e  d e t a i l  

a b o u t  t h e  n a t u r e  o f  t h e  v a r i o u s  c a te g o r ie s ,  a n d  t h e  s c o p e  a n d  l i m i t s  o f  m a t e r ia l

39 C la ss if ica tio n  (P u b lica tio n s , F ilm s a n d  C o m p u te r  G a m es) A c t  1995  (A C T ) s 3: T h e purpose o f  
this A ct is to p rov id e for the c la ssifica tio n  o f  p u b lica tion s, f ilm s and com p uter ga m es for the 
A ustralian  C apital Territory. T his A ct is in tended  to form  part o f  a C om m on w ealth /S ta te /T erritory  
sch em e for the c la ss if ica tio n  o f  pub lication s, f ilm s and com puter g a m es and for the en forcem en t o f  
those c la ss if ica tio n s . N ote: P ro v isio n s dea lin g  w ith  the co n seq u en ces  o f  n ot h a v in g  m aterial 
c la ss if ie d  and the en forcem en t o f  c la ss if ica tio n  d ec is io n s  are to b e  foun d  in  co m p lem en tary  law s  
o f  the S tates and T erritories.
40 B ills  D ig es t, ab ove n 5 , 1.

Ibid 2.
42 C la ss if ica tio n  (P u b lica tio n s , F ilm s a n d  C o m p u ter  G a m es) A c t 1 9 9 5  (C th) s 9.
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s u i t a b le  f o r  c la s s i f i c a t io n  w i t h i n  e a c h  c a t e g o r y . 43 B o t h  t h e  C o d e  a n d  th e  

G u id e l in e s  a re  a g re e d  t o  b y  th e  v a r io u s  C o m m o n w e a l t h ,  S ta te  a n d  T e r r i t o r y  

m in is t e r s  r e s p o n s ib le  f o r  c e n s o r s h ip  in  t h e i r  v a r i o u s  j u r i s d i c t i o n s ,  a n d  c a n  b e  

a l te r e d  o n l y  b y  t h e i r  u n a n im o u s  d e c is io n . 44 T h e  C o d e  a n d  G u id e l in e s  a re  b o t h  

p u b l i c l y  a v a i la b le . 45

M a t e r i a l  t o  b e  b r o a d c a s t  o n  t e le v i s io n  a n d  r a d io  is  n o t  c la s s i f i e d  u n d e r  t h i s  c o d e .  I t  

is  r e g u la t e d  in s te a d  b y  t h e  Broadcasting Services Act 1 9 9 2  ( C t h ) ,  a n d  v a r io u s  

i n d u s t r y  c o d e s ;  a n d  c e n s o r s h ip  a n d  c la s s i f i c a t io n  a re  d e a l t  w i t h  a ls o  i n  b r o a d c a s t  

l ic e n s e  c o n d i t i o n s . 46 P r o g r a m s  a re  c la s s i f ie d  i n  a c c o r d a n c e  w i t h  t h e  N a t i o n a l  

C la s s i f i c a t io n  C o d e ,  b u t  a d d i t i o n a l  r e s t r i c t io n s  a p p ly ,  s u c h  a s  t h e  t im e s  a t  w h i c h  

d i f f e r e n t l y  r a t e d  p r o g r a m s  c a n  b e  b r o a d c a s t . 47

C la s s i f i c a t io n  r e g im e s  a re  s l i g h t l y  d i f f e r e n t  d e p e n d in g  o n  t h e  m e d iu m .  A l l  f i l m s  

a n d  v id e o s  m u s t  b e  c la s s i f ie d  b e f o r e  t h e y  c a n  b e  s o ld ,  h i r e d ,  o r  s h o w n  p u b l i c l y  i n  

A u s t r a l i a . 48 C o m p u t e r  g a m e s  m u s t  b e  c la s s i f ie d  b e f o r e  t h e y  c a n  b e  s o ld ,  h i r e d  o r  

d e m o n s t r a t e d . 49 C o n v e r s e ly ,  n o t  a l l  p r i n t e d  p u b l i c a t io n s  r e q u i r e  c la s s i f i c a t io n ,

43 C la ss if ica tio n  (P u b lica tio n s , F ilm s a n d  C o m p u ter  G a m es) A c t 1 9 9 5  (C th) s 12, and O ffice  o f  
F ilm  and Literature C la ssifica tio n , G u id e lin es f o r  the C la ss if ic a tio n  o f  C o m p u ter  G a m es  
(A m en d m en t No. 1) ( 1 9 9 9 ) 4 .
44 C la ss if ic a tio n  (P u b lica tio n s , F ilm s a n d  C o m p u ter  G a m es) A c t 1 9 9 5  (C th) s 6  re C ode  
am endm ent, and s 12 re am endm ent o f  G u id elin es.
45 T h e N a tio n a l C la ssifica tio n  C ode is a sch ed u le  to the C la ss if ic a tio n  (P u b lica tio n s , F ilm s a n d  
C o m p u ter  G a m es) A c t 1 9 9 5  (Cth). G u id elin es are tab led  in  p arliam ent and gazetted . Current 
g u id e lin es  are in clu d ed  w ith  this th esis  at ap pend ix  2 , and ca n  b e foun d  on  the O F L C  w eb site  at 
< h ttp ://w w w .o flc .g o v .a u /reso u rce .h tm l? reso u rce= 6 2 & filen a m e= 6 2 .p d f> for f ilm  and com puter  
g am es and at <  h ttp ://w w w .o flc .g o v .a u /reso u rce .h tm l? reso u rce= 6 3 & filen a m e= 6 3 .p d f>  for 
pub lication s. A c c e sse d  27  July 2 0 0 4 .
46 S ee  S a lly  W alker, M ed ia  L aw . C o m m en ta ry  a n d  M a te r ia ls  (2 0 0 0 )  for further d iscu ss io n  o f  this.
47 L indsay, ab o v e  n 9, 5 5 -5 7 .
48 O ffice  o f  F ilm  and Literature C lassifica tion , G u id e lin es  f o r  th e  C la ss if ic a tio n  o f  F ilm s a n d  
V id eo ta p es  (A m en d m en t N o .2) (1 9 9 9 )  2. Separate G u id elin es for f ilm  and com p uter ga m es w ere in  
force prior to the en actm en t o f  the O n lin e  S e rv ic e s  A ct. N o w  h o w e v er  there is on e set o f  gu id e lin es  
co v erin g  c la ss if ica tio n  o f  b oth  film s and com puter ga m es, w h ich  states that b oth  film s and  
com puter ga m es m ust b e  c la ss if ie d  b efore they  are ‘re lea sed  or a d v ertised .’ A s  the in tent o f  this 
sec tio n  is to illustrate the co n tex t into w h ich  the O n lin e  S e rv ic e s  A c t  w a s en acted , the G u id elin es  
in  force at that tim e are referred to in  the rem ainder o f  th is chapter.
49 O ffice  o f  F ilm  and Literature C lassifica tion , G u id e lin es  f o r  th e  C la ss if ic a tio n  o f  C o m p u ter  
G am es (A m en d m en t No. 1) (1999) 1. N o te  that these are n o w  “G u id elin es for the C la ss ifica tio n  o f  
F ilm s and C om puter G am es (2 0 0 3 )  R efer above n 4 8 .
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o n l y  th o s e  l i k e l y  to  w a r r a n t  r e s t r i c t i o n  ( s u b m i t t a b le  p u b l i c a t io n s )  m u s t  b e  

s u b m i t t e d  t o  a n d  c la s s i f ie d  b y  th e  B o a r d . 50

T h e  b a s ic  p r i n c i p l e s  b e h in d  c la s s i f i c a t io n  a re  t h e  s a m e  r e g a r d le s s  o f  m e d iu m .  T h e  

N a t i o n a l  C la s s i f i c a t io n  C o d e  in c lu d e s  t h e  p r i n c i p l e s  e n u n c ia t e d  i n  1 9 8 4 :

C la s s i f i c a t io n  d e c is io n s  a re  t o  g iv e  e f f e c t ,  as  f a r  a s  p o s s ib le ,  t o  t h e  f o l l o w i n g  

p r i n c ip l e s :

( a )  a d u l t s  s h o u ld  b e  a b le  to  r e a d ,  h e a r  a n d  s e e  w h a t  t h e y  w a n t ;

( b )  m in o r s  s h o u ld  b e  p r o t e c t e d  f r o m  m a t e r ia l  l i k e l y  t o  h a r m  o r  d i s t u r b  t h e m ;

( c )  e v e r y o n e  s h o u ld  b e  p r o t e c t e d  f r o m  e x p o s u r e  t o  u n s o l i c i t e d  m a t e r ia l  t h a t  

t h e y  f i n d  o f f e n s iv e ;

a n d  a  f u r t h e r  p r i n c i p l e  a d d e d  m o r e  r e c e n t ly ;

( d )  th e  n e e d  t o  t a k e  a c c o u n t  o f  c o m m u n i t y  c o n c e r n s  a b o u t :

( i )  d e p ic t io n s  t h a t  c o n d o n e  o r  i n c i t e  v io le n c e ,  p a r t i c u l a r l y  s e x u a l  v io le n c e ;  

a n d

( i i )  t h e  p o r t r a y a l  o f  p e r s o n s  i n  a  d e m e a n in g  m a n n e r . 51 52

52
T h e  C o d e  t h e n  g o e s  o n  t o  s p e c i f y  h o w  e a c h  k i n d  o f  m a t e r ia l  is  t o  b e  c la s s i f ie d .  

F i l m  c la s s i f i c a t io n s  in c lu d e  G  f o r  g e n e r a l  e x h ib i t i o n ,  P G  f o r  m a t e r ia l  r e q u i r i n g  

p a r e n t a l  g u id a n c e ,  M  f o r  m a t e r ia l  t h a t  c a n n o t  b e  r e c o m m e n d e d  f o r  p e r s o n s  u n d e r  

1 5 ,  M A  f o r  m a t e r ia l  t h a t  c a n n o t  b e  r e c o m m e n d e d  f o r  p e r s o n s  u n d e r  1 5  w i t h o u t  

t h e  g u id a n c e  o f  t h e i r  p a r e n ts  o r  g u a r d ia n s ,  R  f o r  m a t e r ia l  t h a t  is  u n s u i t a b le  f o r  a  

m i n o r  t o  s e e , a n d  R C  ( R e fu s e d  C la s s i f i c a t io n )  f o r  m a t e r ia l  l i k e l y  t o  c a u s e  o f f e n c e  

to  a  r e a s o n a b le  a d u l t  a n d  u n s u i t a b le  f o r  a  m i n o r  t o  s e e . C la s s i f i c a t i o n  f o r  c o m p u t e r  

g a m e s  is  s l i g h t l y  d i f f e r e n t .  T h e r e  is  n o  P G  o r  R  c la s s i f i c a t io n ,  a n d  t h e r e  is  a  G  

( 8 + )  c l a s s i f i c a t io n  f o r  g a m e s  w h i c h  m a y  n o t  b e  s u i t a b le  f o r  c h i l d r e n  u n d e r  8 .

F o r  p u b l i c a t io n s  t h e r e  a re  f o u r  c la s s i f i c a t io n s  o n ly ,  U n r e s t r i c t e d ,  C a t e g o r y  1 - 

R e s t r i c t e d  f o r  m a t e r ia l  u n s u i t e d  t o  th o s e  u n d e r  1 8 ,  a n d  w h i c h  m a y  o f f e n d  s o m e

5° o f f i c e  o f  F ilm  and Literature C lassifica tion , G u id e lin es  f o r  th e  C la ss if ic a tio n  o f  P u b lic a tio n s , 
(1 9 9 9 )  7.
51 C la ss if ica tio n  (P u b lica tio n s , F ilm s a n d  C o m p u ter  G a m es) A c t 1 9 9 5  (C th) S ch ed u le  S ectio n  5, 
N ation a l C la ss ifica tio n  C ode. P oin t (d ) has b een  added  m ore recen tly  than (a) -  (c).
52 T h e co d e  is an nexed  as A p p en d ix  1.
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a d u l t s  a ls o ,  C a t e g o r y  2 - R e s t r ic t e d  w h i c h  is  s i m i l a r  t o  t h e  p r e v io u s  c a t e g o r y  b u t  

w i t h  m o r e  s e x ,  n u d i t y  o r  a d u l t  t h e m e s ,  a n d  R C  f o r  m a t e r ia l  r e f u s e d  C la s s i f i c a t io n .

C la s s i f i c a t io n s  m a d e  b y  th e  N a t io n a l  C la s s i f i c a t io n  B o a r d  a re  g i v e n  e f f e c t  t h r o u g h  

le g is la t i o n  e n a c te d  b y  th e  v a r io u s  S ta te s  a n d  T e r r i t o r i e s , 53 w h i c h  p r o v id e  f o r  

e n f o r c e m e n t  o f  t h e  s c h e m e .54 T h e  C o m m o n w e a l t h  l e g i s l a t i o n  in t e r a c t s  t h e r e f o r e  

w i t h  o f f e n c e  p r o v is i o n s  e n a c te d  i n  e a c h  S ta te  a n d  T e r r i t o r y  i n  r e l a t i o n  t o  th e  

p o s s e s s io n ,  p u b l i c a t i o n  o r  d i s t r i b u t i o n  o f  c e r t a in  m a t e r i a l . 55

H o w e v e r ,  b e c a u s e  S ta te s  a n d  T e r r i t o r ie s  h a v e  n o t  a l l  i n t r o d u c e d  t h e  s a m e  o f f e n c e  

a n d  e n f o r c e m e n t  p r o v is i o n s ,  c e n s o r s h ip  a n d  c l a s s i f i c a t i o n  is  s t i l l  n o t  r e a l l y  

u n i f o r m  i n  A u s t r a l i a .  F o r  e x a m p le ,  i t  is  p r o h ib i t e d  i n  e v e r y  s ta te  t o  s e l l  o r  h i r e  X -  

r a te d  v id e o s ,  w h i l e  t h is  is  a l lo w e d  i n  t h e  T e r r i t o r ie s .  F u r t h e r ,  w h i l e  th e  

C la s s i f i c a t io n  B o a r d  c la s s i f ie s  p u b l i c a t io n s  o n  b e h a l f  o f  N e w  S o u t h  W a le s ,  

V i c t o r i a ,  S o u t h  A u s t r a l i a ,  Q u e e n s la n d  a n d  t h e  T e r r i t o r ie s ,  W A  a n d  T a s m a n ia  

o p e r a te  t h e i r  o w n  s c h e m e s .56 S o  w h i l e  c e n s o r s h ip  a n d  c l a s s i f i c a t i o n  i n  A u s t r a l i a  is  

p r o b a b ly  c lo s e r  t o  u n i f o r m  th a n  e v e r  b e f o r e ,  t h e r e  a re  s t i l l  c o n s id e r a b le  

d i f f e r e n c e s  a n d  in c o n s is t e n c ie s  w h i c h  m a y  n e v e r  b e  o v e r c o m e .

A f t e r  a l l  t h i s  w o r k  t o w a r d  a  n a t io n a l  c la s s i f i c a t io n  a n d  c e n s o r s h ip  s c h e m e ,  

i n t e r n e t  c o n t e n t  c a m e  a lo n g .  B y  t h e  la te  1 9 9 0 s ,  r e g u la t o r y  p r o v is i o n s  f o r  th e  

c o n t r o l  o f  in t e r n e t  c o n t e n t  i n  v a r io u s  s ta te s  a n d  t e r r i t o r i e s  w a s  a l r e a d y  c r e a t in g  

f r a g m e n te d ,  u n c e r t a in  a n d  in c o n s is t e n t  l e g is la t i v e  f r a m e w o r k s . 57 I n  t h e  c o n t e x t  o f

53 In N S W , A C T , N T , S A , T A S , V ic  the leg is la tio n  is: C la ss if ic a tio n  (P u b lica tio n s , F ilm s a n d  
C o m p u te r  G a m es) E n fo rcem en t A c t 1995 . In Q ld  the leg is la tio n  is C la ss if ic a tio n  o f  C o m p u ter  
G a m es a n d  Im a g es  A c t 1995 , C la ss ifica tio n  o f  F ilm s A c t 1991 , C la ss if ic a tio n  o f  P u b lic a tio n s  A c t  
1991 . In W A  the relevant leg is la tio n  is the C en so rsh ip  A c t  1996 .
54 John D ick ie , C la ss if ica tio n  a n d  C o m m u n ity  A ttitu d es, R esearch  P aper N o  5 (Jan 1 9 9 8 ) 2 
(U n iv ersity  o f  M elb ourne, Centre for M edia , C om m u n ication s and In form ation  T e ch n o lo g y  L aw ).
55 T he C o m m o n w ea lth  / State /  T erritory agreem en t ‘relating to a rev ised  co -o p era tiv e  sch em e for 
cen sorsh ip  in A u stra lia ’ can  b e  found o n lin e v ia  the O FL C  w eb site  at 
< h ttp ://w w w .o flc .g o v .a u /reso u rce .h tm l? reso u rce= 2 1 5 & filen a m e:= 2 1 5 .p d f> 2 8  Ju ly 2 0 0 4 .
56 G riffith , ab ove n 13, 11.
57 Prior to the en actm en t o f  the O n lin e S e rv ic e s  A c t, so m e S tates and T erritories had enacted  
le g is la tio n  a im ed  at control o f  internet conten t. T he C o m m o n w ea lth  G overn m en t w as con cern ed  
b y  th is ‘p o ss ib le  regulatory fragm entation  o f  d iffer in g  State/T erritory le g is la t io n  and the p o ss ib le  
ad verse e ffec t  on  the d ev elo p m en t o f  the o n lin e in d u stry .’ B roa d ca stin g  S erv ice s  A m en d m en t  
(O n lin e S erv ice ) B ill 1999 , S eco n d  R ead in g  S p eech , Cth, P a r lia m e n ta ry  D e b a te s , Senate, 21 A pril 
1999 , 3 9 5 7 , 3 9 5 8  (Senator Ian C am pbell, Parliam entary Secretary  to S enator A lsto n , M in ister  for
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e a r l i e r  a t t e m p ts  a t  c e n t r a l i z in g  c o n t e n t  c o n t r o l  f o r  o t h e r  m e d ia ,  t h e  G o v e r n m e n t  

w a s  a w a r e  o f  h o w  d i f f i c u l t  i t  w o u ld  b e  to  c r e a te  a  u n i f o r m  n a t io n a l  s c h e m e  o n c e  

S ta te s  a n d  T e r r i t o r ie s  h a d  a l r e a d y  e n t r e n c h e d  t h e i r  o w n  r e g im e s .  T h e  F e d e r a l  

G o v e r n m e n t  w a s  th u s  u n d e r s t a n d a b ly  k e e n  t o  a v o id  t h e  e s t a b l is h m e n t  o f  a n o th e r  

f r a g m e n te d  c e n s o r s h ip  s c h e m e .  I t  t h e r e f o r e  m o v e d  t o w a r d  t h e  c r e a t io n  o f  a  n e w  

s c h e m e  t o  c o v e r  i n t e r n e t  c o n te n t ,  w h ic h  r e q u i r e d  t h e  g o v e r n m e n t  t o  l o o k  a ls o  to  

f r e e d o m  o f  s p e e c h  c o n c e r n s .

D .  Freedom of speech.

M a n y  a r g u m e n ts  a g a in s t  t h e  i n t r o d u c t io n  o f  th e  Online Services Act w e r e  b a s e d  

o n  f r e e d o m  o f  s p e e c h .  S o m e  a r g u m e n ts  w e r e  b a s e d  o n  a  g e n e r a l  d e s i r e  n o t  t o  h a v e  

s p e e c h  r e g u la t e d  o r  r e s t r ic t e d ,  a n d  s o m e  b a s e d  o n  a  d e s i r e  n o t  t o  h a v e  t h e  in t e r n e t  

r e g u la te d .  C o m m o n ly  h o w e v e r ,  a r g u m e n ts  m a d e  o n  t h e  g r o u n d s  o f  f r e e  s p e e c h  

f a i l e d  t o  d i s t i n g u is h  b e t w e e n  g e n e r a l l y  a p p l ic a b le  concepts o f  f r e e  s p e e c h ,  a n d  th e  

s p e c i f i c  p r o t e c t io n s  f o r  f r e e  s p e e c h  e x is t in g  i n  A u s t r a l i a  o r  i n  t h e  U S .

I t  w a s  n o t  s u r p r i s in g  t h a t  t h is  w a s  s o ,  f i r s t l y  as t h e r e  h a d  b e e n  l i t t l e  f o c u s  o n  

f r e e d o m  o f  s p e e c h  in  A u s t r a l i a n  p o l i t i c s  o r  la w ,  a n d  s e c o n d l y  b e c a u s e  f r e e  s p e e c h  

p r o t e c t io n s  i n  th e  U S A  h a d  j u s t  b e e n  s u c c e s s f u l ly  u s e d  t o  im p e a c h  th e  

Communications Decency Act, t h e  U S A ’ s f i r s t  f e d e r a l  a t t e m p t  a t  i n t e r n e t  

c e n s o r s h ip . 58 H o w e v e r ,  i t  is  n e c e s s a r y  i n  a n y  d is c u s s io n  o f  f r e e  s p e e c h  i n  

A u s t r a l i a  t o  u n d e r s ta n d  w h a t  r i g h t s  t o  f r e e d o m  o f  s p e e c h  e x is t  i n  A u s t r a l i a ,  a n d  to  

u n d e r s ta n d  j u s t  h o w  l i m i t e d  s u c h  r ig h t s  a re . O n c e  t h i s  i s  u n d e r s t o o d ,  i t  is  e a s y  t o  

s e e  w h y  c la s s i f i c a t io n  a n d  c e n s o r s h ip  i n  A u s t r a l i a  h a s  n o t  le d  t o  t h e  p r o b le m s  

e n c o u n te r e d  i n  p la c e s  s u c h  as t h e  U S A  w h e r e  la w s  a t t e m p t in g  t o  c e n s o r  o r  r e s t r i c t  

c o m m u n ic a t io n s  h a v e  i n f r i n g e d  a g a in s t  p r o t e c t io n s  f o r  f r e e d o m  o f  s p e e c h .

C om m u n ication s, Inform ation  T ech n o lo g y  and the Arts). State and T erritory regu la tion  o f  internet 
content b oth  b efore and after the enactm ent o f  the Online Services Act is d iscu sse d  in depth  in  
C hapter 10: State and T erritory leg is la tiv e  provisions.
58 Reno vACLU 117 S Ct 2 3 2 9  (1 9 9 7 ).
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I n  th e  U n i t e d  S ta te s ,  u n l i k e  A u s t r a l ia ,  s p e e c h  is  p r o t e c t e d  f r o m  r e s t r i c t i o n ,  e x c e p t  

i n  s o m e  n a r r o w  a n d  w e l l  d e f in e d  c a te g o r ie s .  T h e  u n e q u iv o c a l  t e x t  o f  t h e  F i r s t  

A m e n d m e n t  t o  t h e  U S  C o n s t i t u t i o n  -  ‘ C o n g r e s s  s h a l l  m a k e  n o  l a w  . . .  a b r id g in g  

th e  f r e e d o m  o f  s p e e c h ’ -  p la c e s  t h e  b u r d e n  o n  g o v e r n m e n t  t o  j u s t i f y  i t s  

e n c r o a c h m e n ts  o n  f r e e  e x p r e s s io n . 59 A l t h o u g h  t h e  te s t  h a s  b e e n  s ta te d  i n  v a r io u s  

w a y s ,  ‘ th e  q u e s t io n  h a s  a lw a y s  b e e n  w h e t h e r  t h e r e  is  a  s u f f i c i e n t  j u s t i f i c a t i o n  f o r  

l e g is la t i v e  r e s t r i c t i o n  o f  t h e  g u a r a n te e d  r i g h t . ’ 60 I n  A u s t r a l i a  o n  t h e  o t h e r  h a n d ,  

a l t h o u g h  f r e e d o m  o f  s p e e c h  id e a ls  o f t e n  in f l u e n c e d  b o t h  t h e  j u d i c i a r y  a n d  th e  

le g is la t u r e ,  i t  w a s  t r e a te d  as a  ‘ r e s id u a l  l i b e r t y ’ r a t h e r  t h a n  a n  e s s e n t ia l  a n d  c e n t r a l  

o n e .  S u c h  f r e e d o m  o n l y  e x is t e d  ‘ t o  th e  e x t e n t  t h a t  l e g i s l a t i o n  o r  c o m m o n  la w  r u le s  

d id  n o t  r e s t r i c t  i t . ’ 61

T h e  s o u r c e  o f  s u c h  p r o t e c t io n s  d i f f e r s  a ls o .  I n  th e  U S A  a n d  m a n y  o t h e r  c o u n t r ie s ,  

r i g h t s  t o  f r e e d o m  o f  s p e e c h  ( a m o n g s t  o t h e r  t h in g s )  a re  e x p l i c i t l y  g r a n t e d  b y  a  

c o n s t i t u t i o n  o r  o t h e r  d o c u m e n t . 62 63 I n  A u s t r a l i a ,  a l t h o u g h  t h e r e  h a v e  b e e n  m a n y  

a r g u m e n ts  m a d e  i n  f a v o u r  o f  s u c h  e x p l i c i t  e n a c tm e n ts ,  m o v e s  t o  in t r o d u c e  s u c h  

a  d o c u m e n t  h a v e  n o t  c o m e  t o  f r u i t i o n . 64 A s  a  r e s u l t ,  i n  o r d e r  t o  i d e n t i f y  p r o t e c t io n  

f o r  f r e e d o m  o f  s p e e c h  i n  A u s t r a l i a  i t  is  n e c e s s a r y  t o  l o o k  n o t  t o  o n e  d o c u m e n t  b u t  

t o  v a r i o u s  p o s s ib le  s o u rc e s .  T h e s e  in c lu d e  t h e  g e n e r a l  o r  c o m m o n  la w ,  

i n t e r n a t io n a l  l a w  o r  c o n v e n t io n s ,  a n d  t h e  A u s t r a l i a n  C o n s t i t u t i o n .  I t  is  w o r t h  

e x a m in in g  e a c h  o f  th e s e .

1. Free speech and the general law in Australia.

I n  A u s t r a l i a  a  g e n e r a l  r i g h t  t o  f r e e  s p e e c h  h a s  n e v e r  b e e n  r e c o g n is e d .  S u c h  a  r i g h t  

w a s  n o t  r e c o g n is e d  i n  t h e  U K  p r i o r  t o  t h e  r e c e p t io n  o f  E n g l i s h  la w  i n t o  th e

59 R  S m olla , F re e  S p eech  in an  O p en  S o c ie ty  (1 9 9 2 )  5.
60 M urray W ilc o x . An A u stra lia n  C h a rte r  o f  R ig h ts?  (1 9 9 3 )  27 .
61 S a lly  W alker, M ed ia  L aw , C o m m en ta ry  a n d  M a te r ia ls  (2 0 0 0 )  13.
6~ For exam p le First A m end m en t to U n ited  States C onstitu tion , C anadian  Charter o f  R igh ts and  
F reed om s, N e w  Z ealand  B ill o f  R igh ts A ct, South  A fr ican  B ill  o f  R igh ts, E uropean  C o n ven tion  
for the P rotection  o f  H um an  R ights and Fundam ental F reedom s; a ll referred to in S a lly  W alker, 
M e d ia  L aw , C o m m en ta ry  a n d  M a te r ia ls  (2 0 0 0 )  6 -8 , and see  a lso  d iscu ss io n  on  the form er tw o  in  
W ilco x , ab o v e  n 59.
63 S ee  for exa m p le  W ilco x , ab ove n 60.
64 Ibid.
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c o lo n ie s  o f  A u s t r a l i a ,  a n d  th e  c o n t in u o u s  d e v e lo p m e n t  o f  c o m m o n  l a w  i n  th e  

A u s t r a l i a n  e n v i r o n m e n t  h a s  n o t  p r o d u c e d  s u c h  a  r i g h t .

I t  is  t r u e  t h a t  t h e r e  h a s  b e e n  r e c o g n is e d  a  g e n e r a l  f r e e d o m  t o  d o  a n y t h i n g  n o t  

r e s t r i c t e d  b y  la w .  B u t  th e  r i g h t  t o  f r e e d o m  o f  s p e e c h  o n l y  e x is t s  t h e r e f o r e  w h e r e  

t h e r e  is  n o t h i n g  t o  p r e v e n t  i t s  e x e r c is e ,65 a n d  as  a  r e s u l t  ‘ f r e e  s p e e c h  d o e s  n o t  

m e a n  f r e e  s p e e c h ,  i t  m e a n s  s p e e c h  h e d g e d  i n  b y  a l l  t h e  la w s  o f  d e f a m a t io n ,  

b la s p h e m y ,  s e d i t io n  a n d  s o  f o r t h ,  i t  m e a n s  f r e e d o m  g o v e r n e d  b y  t h e  l a w . ’ 66

T h e r e  h a v e  a ls o  b e e n  m o r e  r e c e n t  p r o n o u n c e m e n t s  b y  t h e  H i g h  C o u r t  o n  th e  

g e n e r a l  l a w  i n  r e l a t i o n  t o  f r e e d o m  o f  s p e e c h .  A l t h o u g h  t h e r e  m a y  g e n e r a l l y  b e  a  

f r e e d o m  t o  s p e a k ,  t h a t  f r e e d o m  w i l l  n o t  n e c e s s a r i ly  p r e v a i l  o v e r  o t h e r  in t e r e s t s . 67 

‘ F r e e d o m s  o r  im m u n i t i e s  r e c o g n is e d  b y  t h e  c o m m o n  la w  a re ,  g e n e r a l l y  s p e a k in g ,  

l i a b le  t o  im p a i r m e n t  o r  a b r o g a t io n  b y  l e g i s l a t i o n . ’ 68 I t  i s  c le a r  t h e n  t h a t  t h e  g e n e r a l  

l a w  w o u ld  n o t  r e s t r i c t  th e  le g is la t i v e  p o w e r s  o f  t h e  g o v e r n m e n t  w i t h  r e g a r d  t o  

c e n s o r s h ip  l e g is la t io n .

2 .  Free Speech and international conventions.

A  s e c o n d  p o s s ib le  s o u r c e  o f  r ig h t s  t o  f r e e d o m  o f  s p e e c h  is  i n t e r n a t io n a l  l a w  a n d  

c o n v e n t io n s .  H o w e v e r ,  u n le s s  e n a c te d  i n t o  A u s t r a l i a n  d o m e s t ic  l a w ,  th e s e  w i l l  

d i r e c t l y  b in d  n e i t h e r  p a r l i a m e n t  n o r  t h e  c o u r t s .  A l t h o u g h  A u s t r a l i a  is  a  p a r t y  t o  th e  

International Covenant on Civil and Political Rights, ( I C C P R ) 69 i t  is  n o t  b o u n d  in  

d o m e s t ic  l a w  t o  a p p ly  t h a t  c o n v e n t io n . 70 I t s  im p o r t a n c e  l ie s  r a t h e r  i n  t h e  f a c t  t h a t

65 A u stra lia n  C a p ita l T e lev is io n  P ty  L im ite d  v The C o m m o n w ea lth  (1 9 9 2 )  177 C L R  106 , 182 per 
D a w so n  J.
66 J a m e s  v Cth  (1 9 3 6 )  55 C L R  1 per Lord W right, PC.
67 A u stra lia n  C a p ita l T elev ision  P ty. L im ite d  v The C o m m o n w ea lth  (1 9 9 2 )  177 C L R  106, 142 per  
M ason  CJ, 159 per B rennan J.
68 N a tio n w id e  N ew s P ty . L im ite d  v W ills (1 9 9 2 )  177 C L R  1, 4 8  per B rennan J.
69 N e w  Y ork , 19 D e c  1 9 66 , A u st T rea ty  S e r ie s  198 0  N o  23 . W ith  regard  to A u stra lia ’s reservations  
to that C oven an t see  IC C P R  w ith  n otes re ratifications and reservations. 
< h ttp ://w w w .clea .org .u k /trea ties/Iccp r.h tm >  at 21 June 2 0 0 4 .
70 T h e IC C P R  is in clu d ed  as a sch ed u le  to the H um an R ig h ts  a n d  E q u a l O p p o r tu n ity  C o m m iss io n  
A c t  1996  (C th). A cco rd in g  to s 11 the fun ction s o f  H R E O C  in clu d e  ex a m in in g  en actm en ts to 
ascertain  w heth er th ey  are, or w o u ld  be, in co n sisten t w ith  or contrary to an y  hum an  right, 
inquiring into any act or practice that m ay b e  in co n sisten t w ith  or contrary to  any hum an  right, 
prom otin g  an understanding and accep tance, and the p ub lic  d iscu ss io n , o f  hum an  rights in  
A ustralia; and undertaking research and ed u cational program s and other program s for the purpose
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i t  m a y  i n d i r e c t l y  in f l u e n c e  th e  c o u r t s  ‘ t o  h a v e  g r e a te r  r e g a r d  t o  t h e  I C C P R  as  a  

s o u r c e  o f  f u n d a m e n t a l  r ig h t s  n o r m s . . .  ’ 7I 72 W h i l e  c o u r t s  h a v e  h e ld  t h a t  a  j u d i c i a l  

i n t e r p r e t a t io n  w h i c h  d o e s  n o t  c o n f l i c t  w i t h  s u c h  a  c o n v e n t io n  w i l l  b e  p r e f e r r e d  t o  

o n e  w h i c h  d o e s ,  p a r l i a m e n t  s t i l l  h a s  a  r i g h t  t o  e n a c t  l e g i s l a t i o n  w i t h o u t  r e g a r d  to  

a n d  e v e n  i n  c o n f l i c t  w i t h  in t e r n a t io n a l  c o n v e n t io n s  w h i c h  h a v e  n o t  b e e n  e n a c te d  

i n t o  d o m e s t ic  l a w . 73

H o w e v e r ,  A u s t r a l i a  is  a ls o  a  p a r t y  t o  th e  F i r s t  O p t io n a l  P r o t o c o l  o f  t h e  I C C P R ,  

w h i c h  a l l o w s  a n  i n d i v i d u a l  t o  p e t i t i o n  th e  U n i t e d  N a t io n s  H u m a n  R ig h t s  

C o m m i t t e e  o n c e  a l l  d o m e s t ic  a v e n u e s  o f  o b t a i n i n g  a  r e m e d y  h a v e  b e e n  

e x h a u s te d .74 T h u s  i n  t h e o r y ,  e v e n  w i t h o u t  t h e  I C C P R  b e in g  e n a c te d  a s  A u s t r a l i a n  

la w ,  l e g i s la t i o n  w h i c h  c u t  a c ro s s  r i g h t s  p r o t e c t e d  b y  t h e  c o n v e n t io n  c o u ld  b e  

c h a l le n g e d  b y  a n  i n d i v i d u a l  b e f o r e  t h e  H u m a n  R ig h t s  C o m m i t t e e .  W h i l e  A u s t r a l i a  

h a s  b e e n  a  s ig n a t o r y  to  th e  p r o t o c o l  s in c e  1 9 9 1 ,  o n l y  o n e  s u c c e s s fu l  c h a l le n g e  to  

A u s t r a l i a ’ s la w s  h a s  b e e n  m a d e  u n d e r  t h is  p r o t o c o l . 75

W h e t h e r  e n a c te d  d o m e s t i c a l l y  o r  e n f o r c e d  u n d e r  t h e  F i r s t  O p t i o n a l  P r o t o c o l ,  i t  is  

u n l i k e l y  t h a t  t h e  I C C P R  w o u ld  s t y m ie  th e  Online Services Amendment. A r t i c l e  1 9  

o f  th e  I C C P R  m a k e s  q u i t e  c le a r  t h a t  th e  r i g h t s  i t  p r o c la im s  t o  f r e e d o m  o f  

e x p r e s s io n  a re  r i g h t s  w h i c h  n e e d  b a la n c in g  a g a in s t  o t h e r  r ig h t s ,  a n d  a re  n o t  t o  b e  

c o n s t r u e d  a s  a b s o lu te  r ig h t s .  A r t i c l e  1 9  s ta te s :

( 1 )  e v e r y o n e  s h a l l  h a v e  t h e  r i g h t  t o  h o ld  o p in io n s  w i t h o u t  in t e r f e r e n c e ;

( 2 )  e v e r y o n e  s h a l l  h a v e  t h e  r i g h t  t o  f r e e d o m  o f  e x p r e s s io n ,  w h i c h  in c lu d e s  th e  

f r e e d o m  t o  s e e k ,  r e c e iv e  a n d  im p a r t  i n f o r m a t i o n . . .

o f  prom otin g  hum an r ig h ts ... In the A ct ‘hum an  r ig h ts’ refers to rights and freed om s reco g n ized  b y  
the C oven an t (a m o n g st other th in gs), read as a reference to the rights and freed o m s reco g n ised  b y  
the C oven an t ‘as it ap p lies to A u stra lia ’ (s  3).
71 S a lly  W alker. M e d ia  L a w : C o m m en ta ry  a n d  M a te r ia ls  (2 0 0 0 )  7 0 .
72 M in is te r  o f  S ta te  f o r  Im m ig ra tio n  a n d  E th n ic  A ffa irs  v Ah H in  T eoh  (1 9 9 5 )  183 C L R  2 7 3 .
73 S ee  a lso  S ir A n th o n y  M ason , Centre for International and P u b lic  L aw , A N U  L aw  F acu lty , 
H um an R ig h ts  a n d  A u stra lia n  J u d g es , Law  and P o lic y  Paper N o  3 (1 9 9 6 ).
74 First O ptional P ro to co l to the IC C PR, A rtic les  1& 2
< h ttp ://w w w .u n h ch r.ch /h tm l/m en u 3/b /a_op t.h tm >  at 21 June 2 0 0 4 , in  force for A ustralia  25  D ec  
1991.
°  T oonen  v A u stra lia , C om m u nication  N o  4 8 8 /1 9 9 2 , U n  D o c  C C P R /C /5 0 /D /4 8 8 /1 9 9 2  (1 9 9 4 )  
found  at
< h ttp ://w w w .u n h ch r.ch /tb s/d o c .n s f /0 /d 2 2 a 0 0 b c d l3 2 0 c 9 c 8 0 2 5 6 7 2 4 0 0 5 e 6 0 d 5 ? 0 p e n d o c u m e n t>  at 
25  June 2 0 0 4 .
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( 3 )  [ t h e  a b o v e  r ig h t s  c a r r y  w i t h  t h e m ]  s p e c ia l  d u t ie s  a n d  r e s p o n s ib i l i t i e s  . . .

a n d  m a y  t h e r e f o r e  b e  s u b je c t  t o  c e r t a in  r e s t r i c t i o n s  . . .

( b )  f o r  t h e  p r o t e c t io n  o f  n a t io n a l  s e c u r i t y ,  p u b l i c  h e a l t h  o r  m o r a ls .

I t  a p p e a r s  t h a t  th e  t e r m s  o f  th e  I C C P R  a re  s u f f i c i e n t l y  b r o a d  t o  a l l o w  th e  t y p e  o f  

c e n s o r s h ip  l e g is la t i o n  e n a c te d  b y  th e  C o m m o n w e a l t h ,  S ta te s  a n d  T e r r i t o r ie s .  

F u r t h e r m o r e ,  t h e  t y p e s  o f  e x p r e s s io n  w h i c h  i n t e r n a t io n a l  b o d ie s  h a v e  d e a l t  w i t h  

r e g a r d in g  f r e e d o m  o f  e x p r e s s io n  s u g g e s t  t h a t  a n y  s p e e c h  s t i f l e d  b y  t h e  Online
Hf\Services Act is  n o t  t h a t  m o s t  l i k e l y  t o  b e  p r o t e c t e d  b y  t h e  C o v e n a n t .

3 . Free speech and the Australian Constitution.

A  f u r t h e r  p o s s ib le  s o u r c e  o f  f r e e  s p e e c h  r i g h t s  o r  p r o t e c t io n s  is  t h e  

C o m m o n w e a l t h  C o n s t i t u t i o n ,  w h i c h  r e s t r i c t s  t h e  e x t e n t  t o  w h i c h  g o v e r n m e n t s  c a n  

l i m i t  c o m m u n ic a t io n  o n  p o l i t i c a l  a n d  g o v e r n m e n t a l  m a t t e r s .  P r i o r  t o  1 9 9 2 ,  

a l t h o u g h  f r e e d o m  o f  s p e e c h  w a s  v a lu e d  a n d  d id  in f l u e n c e  t h e  j u d i c i a r y  t o  s o m e  

e x t e n t , 76 77 n o  c o n s t i t u t i o n a l  p r o t e c t io n  f o r  f r e e d o m  o f  s p e e c h  h a d  b e e n  r e c o g n is e d .  

M o r e  r e c e n t l y  h o w e v e r ,  a  n u m b e r  o f  H i g h  C o u r t  c a s e s  h a v e  h e ld  t h a t  s u c h  

c o n s t i t u t i o n a l  p r o t e c t io n s  d o  e x is t . 78

(a) The source of the freedom.

A n  im p l i e d  f r e e d o m  to  c o m m u n ic a t e  o n  g o v e r n m e n t  a n d  p o l i t i c a l  m a t t e r s  is  f o u n d  

b y  th e  H ig h  C o u r t  t o  a r is e  f r o m  th e  e n t r e n c h m e n t  i n  t h e  A u s t r a l i a n  C o n s t i t u t i o n  o f

76 ‘C a ses b efore in ternational ju d ic ia l b o d ie s h ave esta b lish ed  k e y  safegu ard s for freed o m  o f  
ex p ression . T h ese  in c lu d e  the princip le that a free press is o f  cardinal im portance to d em ocracy , 
the o b lig a tio n  on  g overn m en ts to a llo w  private broadcasters, the p r in cip le  that p o lit ic ia n s  m ust 
tolerate a greater d egree o f  cr itic ism  under d efam ation  and related  la w s than ord inary c itizen s, the  
im portance o f  p rotectin g  the con fid en tia lity  o f  journa lists sou rces, the illeg it im a cy  o f  requiring  
journa lists to ob tain  lic en se s  and the right o f  m ilitary  p erson n el to cr itic ise  the m ilita ry .’ L e g a l a n d  
c o n s titu tio n a l g u a ra n te e s  o f f r e e d o m  o f  ex p ress io n , < h ttp ://w w w .u n esco .o rg /o p /en g /3 m a y 9 8 /a r t-  
19.htm >  at 21 June 2 0 0 4 .
77 S a lly  W alker ab ove n 71 , 13-14.
78 N a tio n w id e  N ew s P ty  L td  v W ills (1 9 9 2 )  177 C L R  1, A u stra lia n  C a p ita l T e lev is io n  P ty  L td  v 
C o m m o n w ea lth  (1 9 9 2 )  177 CLR 106, T h eoph an ou s  v H e r a ld  a n d  W eekly  T im es L td  (1 9 9 4 )  182  
C L R  104, S tep h en s  v W est A u stra lia n  N e w sp a p e rs  L td  (1 9 9 4 )  182 C L R  2 1 1 , C unliffe  v 
C o m m o n w ea lth  (1 9 9 4 )  C L R  2 7 2 , L a n g e  v A u stra lia n  B ro a d c a s tin g  C o rp o ra tio n  (1 9 9 7 )  189 C LR  
5 2 0 , L e v y  v S ta te  o f  V ictoria  a n d  O th ers  (1 9 9 7 )  189 C L R  5 7 9 . For d iscu ss io n  o f  the d ev elo p m en t  
o f  the la w  in  this area se e  M ich a el C hesterm an, F reed o m  o f  S p eech  in A u stra lia n  L aw , a  D e lic a te  
P la n t (2 0 0 0 )  particu larly  ch  2.
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a  g o v e r n m e n t a l  s y s te m  b a s e d  o n  r e p r e s e n ta t iv e  d e m o c r a c y .  T h e  e n t r e n c h e d  

r e p r e s e n ta t iv e  d e m o c r a c y  r e q u i r e s  a  g o v e r n m e n t  d i r e c t l y  c h o s e n  b y  t h e  p e o p le ,  

w h ic h  in  t u r n  r e q u i r e s  f r e e  e le c t io n s .  F re e  e le c t io n s  r e q u i r e  r e a l  c h o ic e ,  a n d  to  

h a v e  r e a l  c h o ic e  t h e r e  m u s t  b e  a n  a b i l i t y  t o  c o m m u n ic a t e  o n  r e l e v a n t  m a t te r s .  

‘ F r e e d o m  o f  c o m m u n ic a t io n  o n  m a t te r s  o f  g o v e r n m e n t  a n d  p o l i t i c s  is  a n  

in d is p e n s a b le  in c id e n t  o f  t h a t  s y s te m  o f  r e p r e s e n ta t iv e  g o v e r n m e n t  w h i c h  th e

79
C o n s t i t u t i o n  c r e a t e s . . . ’

A  s t r in g  o f  H i g h  C o u r t  c a s e s  in  th e  1 9 9 0 s  h a d  a l l  h e ld  t h a t  a n  im p l i e d  

c o n s t i t u t i o n a l  f r e e d o m  o f  c o m m u n ic a t io n  e x is t e d ,  b u t  t h e  d e c is io n s  a n d  

i n d i v i d u a l  ju d g m e n t s  w i t h i n  t h e m  d i f f e r e d  m a r k e d ly .  I n  a n  a t t e m p t  t o  c l a r i f y  th e  

b a s is  a n d  t h e  s c o p e  o f  th e  f r e e d o m s  i m p l i e d  i n  t h e  C o n s t i t u t i o n ,  t h e  H i g h  C o u r t  i n  

Lange79 80 81 b r o u g h t  d o w n  a  u n a n im o u s  d e c is io n .  T h e  c o u r t  w a s  v e r y  c a r e f u l  i n  t h is  

c a s e  t o  c o n f in e  i t s  im p l i c a t i o n  o f  f r e e d o m s  t o  t h e  s p e c i f i c  t e x t  o f  t h e  C o n s t i t u t i o n .  

W h i l e  s o m e  e a r l i e r  j u d g e m e n t s , 82 h a d  i m p l i e d  r i g h t s  a n d  f r e e d o m s  f r o m  th e  n a tu r e  

o f  t h e  p o l i t y  o r  f r o m  th e  C o n s t i t u t i o n  g e n e r a l ly ,  t h e  c o u r t  i n  Lange r e je c t e d  t h is  

a p p r o a c h ,  h o ld i n g  t h a t  ‘ u n d e r  th e  C o n s t i t u t i o n  t h e  r e l e v a n t  q u e s t io n  is  n o t  “ W h a t  

is  r e q u i r e d  b y  r e p r e s e n ta t iv e  a n d  r e s p o n s ib le  g o v e r n m e n t ? ”  b u t  r a t h e r  “ W h a t  d o  

th e  terms a n d  structure [ i t a l i c s  a d d e d ]  o f  t h e  C o n s t i t u t i o n  p r o h i b i t ,  a u t h o r is e  o r  

r e q u i r e ? ” ’ 8^ I n  Lange th e  C o u r t  f o u n d  t h a t  s e c t io n s  ‘ 7  a n d  2 4  a n d  t h e  r e la te d  

s e c t io n s  o f  t h e  C o n s t i t u t i o n  n e c e s s a r i ly  p r o t e c t  th e  f r e e d o m  o f  c o m m u n ic a t io n  . . .  

c o n c e r n in g  p o l i t i c a l  o r  g o v e r n m e n t a l  m a t t e r s  w h i c h  e n a b le  t h e  p e o p le  t o  e x e r c is e  

a  f r e e  a n d  i n f o r m e d  c h o ic e  as  e le c t o r s . ’ 84

(b) Individual rights to free speech.

T h e  H i g h  C o u r t  w a s  v e r y  c le a r  t h a t  t h e  f r e e d o m  t o  c o m m u n ic a t e  w h i c h  r e q u i r e d  

p r o t e c t io n  u n d e r  th e  C o n s t i t u t i o n  c o u ld  n o t  b e  c h a r a c t e r is e d  as  a n  i n d i v i d u a l ’ s

79 L a n g e  v A u stra lia n  B ro a d c a s tin g  C o rp o ra tio n  (1 9 9 7 )  189 C L R  5 2 0 , 5 5 9 .
80 S ee  lis t o f  ca ses  ab o v e  n 78 .
81 L a n g e  v A u stra lia n  B ro a d c a s tin g  C o rp o ra tio n  (1 9 9 7 )  189 C L R  5 2 0 .
82 Particularly th o se  o f  Justice M urphy. S ee  A u stra lia n  C a p ita l T e lev is io n  P ty . L im ite d  v The 
C o m m o n w ea lth  (1 9 9 2 )  177 C LR  106, 1 8 5 ff  per D a w so n  J, d iscu ss in g  ca ses  w here M urphy J had  
sou ght to im p ly  freed om s o f  m ovem en t, sp eech , and other com m u n ica tio n , u s in g  im p lica tion s  
b ased  ‘not u pon  the text o f  the constitu tion , but upon  the nature o f  our s o c ie ty .’ D a w so n  J then  
w en t on to d iscu ss the various ju d gem en ts in w h ich  M urphy J ’s v ie w s  are rejected .
8j L a n g e  v A u stra lia n  B ro a d c a s tin g  C o rp o ra tio n  (1 9 9 7 )  189 C L R  5 2 0 , 56 7 .
84 Ibid  560 .
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r i g h t  t o  f r e e  c o m m u n ic a t io n .  T h e  s e c t io n s  o f  t h e  C o n s t i t u t i o n  g i v i n g  r is e  t o  

p r o t e c t io n  f o r  f r e e d o m  o f  c o m m u n ic a t io n s  ‘ d o  n o t  c o n f e r  p e r s o n a l  r i g h t s  o n

in d i v i d u a l s .  R a th e r ,  t h e y  p r e c lu d e  th e  c u r t a i lm e n t  o f  t h e  p r o t e c t e d  f r e e d o m . ’

‘ T h e y  a re  a  l i m i t a t i o n  o r  c o n f in e m e n t  o f  l a w s  a n d  p o w e r s  w h i c h  g i v e  r is e  t o  a n

86
i m m u n i t y  r a t h e r  t h a n  a  r i g h t  i n  t h e  s t r i c t  s e n s e . ’

I t  is  im p o r t a n t  t o  n o te  a ls o  th a t  i n  m o s t  o f  t h e  ' f r e e  s p e e c h ' c a s e s  t h e  H i g h  C o u r t  

e x a m in e d  a s p e c ts  o f  t h e  r i g h t s  a n d  r e s t r i c t io n s  o n  p o w e r  w h i c h  a r is e  u n d e r  th e  

F i r s t  A m e n d m e n t  t o  th e  U S  C o n s t i t u t i o n .  T h e  H i g h  C o u r t  f o u n d  t h a t  a l t h o u g h  U S  

ju r i s p r u d e n c e  w a s  h e l p f u l  i n  i t s  a n a ly s is ,  t h e  A u s t r a l i a n  p o s i t i o n  d i f f e r s  m a r k e d ly  

a n d  is  c le a r l y  d is t in g u is h a b le  f r o m  th a t  o f  t h e  U S .  T h e  f r a m e r s  o f  t h e  A u s t r a l i a n  

C o n s t i t u t i o n  h a d  e x a m in e d  a n d  s p e c i f i c a l l y  r e je c t e d  t h e  U S  m o d e l  p r i o r  t o  th e  

e n a c tm e n t  o f  t h e  A u s t r a l i a n  C o n s t i t u t i o n ,  a n d  t h e r e  is  t h e r e f o r e  n o  c a s e  f o r  th e  

i m p o r t  o f  U S  f r e e  s p e e c h  n o t io n s  i n  i n t e r p r e t in g  t h e  A u s t r a l i a n  C o n s t i t u t i o n .

(c) The scope of the freedom.

I n  r e l a t i o n  t o  in t e r n e t  c o n t e n t  r e g u la t i o n  o r  c e n s o r s h ip ,  t h e  s c o p e  o f  t h i s  f r e e d o m  

is  i t s  m o s t  im p o r t a n t  a s p e c t.  W h i l e  t h e  f r e e d o m  im p l i e d  b y  t h e  A u s t r a l i a n  

C o n s t i t u t i o n  e f f e c t i v e l y  l i m i t s  g o v e r n m e n t  p o w e r  i n  s o m e  in s ta n c e s ,  i t  is  c le a r  t h a t  

t h e  f r e e d o m  is  c o n f in e d .  W h a t  is  le s s  c le a r  is  t h e  e x t e n t  o f  i t s  c o n f in e m e n t .

A c c o r d in g  t o  Lange*1 t o  d e t e r m in e  w h e t h e r  a  l a w  is  i n v a l i d  d u e  t o  i n c o n s is t e n c y  

w i t h  t h e  C o n s t i t u t i o n a l l y  im p l i e d  f r e e d o m ,  a  t w o - s t e p p e d  a p p r o a c h  is  n e c e s s a r y .  

‘ F i r s t ,  d o e s  t h e  l a w  e f f e c t i v e l y  b u r d e n  f r e e d o m  o f  c o m m u n ic a t io n  a b o u t  

g o v e r n m e n t  o r  p o l i t i c a l  m a t t e r s  e i t h e r  i n  i t s  t e r m s ,  o p e r a t io n  o r  e f f e c t?  S e c o n d ,  i f  

th e  la w  e f f e c t i v e l y  b u r d e n s  t h a t  f r e e d o m ,  is  t h e  l a w  r e a s o n a b ly  a p p r o p r ia te  a n d  

a d a p te d  t o  s e r v e  a  le g i t im a t e  e n d  th e  f u l f i l l m e n t  o f  w h i c h  i s  c o m p a t ib le  w i t h  th e  

m a in t e n a n c e  o f  t h e  c o n s t i t u t i o n a l l y  p r e s c r ib e d  s y s te m  o f  r e p r e s e n ta t iv e  a n d  * 86 87

85

r ibid*86 Ibid, quoting  D ea n e J in Theophanous v The Herald and Weekly Times and Another (1 9 9 4 )  182  
C L R  104, 168.
87 Lange v Australian Broadcasting Corporation (1 9 9 7 )  189 C L R  5 2 0 .
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r e s p o n s ib le  g o v e r n m e n t  . . . ?  I f  t h e  f i r s t  q u e s t io n  is  a n s w e r e d  “ y e s ”  a n d  t h e  s e c o n d

oo
is  a n s w e r e d  “ n o ”  th e  la w  is  i n v a l i d . ’

C o n s e q u e n t ly ,  i t  is  n e c e s s a r y  f i r s t l y  to  d e t e r m in e  w h a t  c o m m u n ic a t io n s  c o u ld  b e  

s a id  t o  b e  ‘ c o m m u n ic a t io n s  a b o u t  g o v e r n m e n t  o r  p o l i t i c a l  m a t t e r s . ’ I t  is  c le a r  t h a t  

‘ c o m m u n ic a t i o n ’ m a y  e x te n d  b e y o n d  s p e e c h ,  b u t  le s s  c le a r  w h a t  is  ‘ g o v e r n m e n t  

o r  p o l i t i c a l . ’ S in c e  th e  u n a n im o u s  d e c is io n  i n  t h e  Lange c a s e  i t  a p p e a r s  t h a t  

p r o t e c t e d  c o m m u n ic a t io n s  m a y  in c lu d e  c o m m u n ic a t io n s  n o t  o n l y  a b o u t  

p a r l i a m e n t  a n d  i t s  m e m b e r s  a n d  p o t e n t ia l  m e m b e r s ,  b u t  a ls o  a b o u t  t h e  c o n d u c t  o f  

g o v e r n m e n t  m in is t e r s  a n d  t h e i r  d e p a r tm e n ts ,  p u b l i c  s e r v a n ts ,  p u b l i c  u t i l i t i e s  a n d  

s t a t u t o r y  a u t h o r i t ie s . 88 89 90 T h e  p r o t e c t io n  m a y  a ls o  e x t e n d  t o  w h a t  a p p e a r s  t o  b e  

d is c r e te  S ta te  o r  T e r r i t o r y  is s u e s  d u e  t o  th e  ‘ in c r e a s in g  in t e g r a t io n  o f  s o c ia l ,  

e c o n o m ic  a n d  p o l i t i c a l  m a t t e r s  i n  A u s t r a l i a . ’ 91 92 F u r t h e r m o r e ,  t h e  p r o t e c t io n  is  n o t

92
c o n f in e d  t o  c o m m u n ic a t io n s  o c c u r r in g  d u r in g  e le c t io n  p e r io d s .

W h e r e  c o m m u n ic a t io n  is  c le a r l y  p o l i t i c a l  o r  g o v e r n m e n t a l  le s s  p r o b le m s  a r is e ,  b u t  

in  s o m e  s i t u a t io n s  d e f i n i n g  ‘ p o l i t i c a l  o r  g o v e r n m e n t a l ’ h a s  b e e n  m o r e  d i f f i c u l t .  

S in c e  Lange,93 d e c is io n s  i n  th e  c a s e s  o f  Levy,94 Brown95 a n d  Coleman96 h a v e  

i l l u s t r a t e d  s o m e  o f  t h e  k in d s  o f  c o m m u n ic a t io n  w h i c h  m i g h t  b e  c o v e r e d  b y  th e  

i m p l i e d  f r e e d o m s .  I t  w a s  s u c c e s s f u l ly  a r g u e d  b e f o r e  t h e  H i g h  C o u r t  i n  Levy f o r  

e x a m p le  t h a t  a  n o n - v e r b a l  p r o t e s t  a g a in s t  d u c k  s h o o t i n g  c o u ld  b e  s e e n  a s  p o l i t i c a l  

c o m m u n ic a t io n ,  a n d  i t s  l e g is la t i v e  r e s t r i c t i o n  t h e r e f o r e  s u b je c t  t o  t h e  im p l i e d  

f r e e d o m .  S i m i l a r l y  in  Coleman, th e  Q u e e n s la n d  C o u r t  o f  A p p e a l  a c c e p te d  t h a t  

o r a l  s ta te m e n ts  s u c h  a s  ‘ T h is  is  C o n s ta b le  [ P ] ,  a  c o r r u p t  p o l i c e  o f f i c e r , ’ a n d

88 L a n g e  v A u stra lia n  B ro a d c a s tin g  C o rp o ra tio n  (1 9 9 7 ) 189 C L R  5 2 0 , 5 6 7 -5 6 8 .
89 L a n g e  v A u stra lia n  B ro a d c a s tin g  C o rp o ra tio n  (1 9 9 7 ) 189 C L R  5 2 0 .
90 M ich a el C hesterm an, F reed o m  o f  S p eech  in A u stra lia n  L aw , a  D e lic a te  P la n t  (2 0 0 0 ),  
particu larly ch  2 , 18, referring to L a n g e  v A u stra lian  B ro a d c a s tin g  C o rp o ra tio n  (1 9 9 7 )  189 C L R  
5 2 0 , 5 5 8 -9 , 561 .
91 C hesterm an, ab ove n 9 0 , 18-19 , referring to L evy  v S ta te  o f  V ic to ria  a n d  O th ers  (1 9 9 7 )  189 C LR  
5 7 9 , 596 .
92 C hesterm an, ab ove n 9 0 , 19, referring to L a n g e  v A u stra lia n  B ro a d c a s tin g  C o rp o ra tio n  (1 9 9 7 )  
189 C L R  5 2 0 , 56 1 .
93 L a n g e  v A u stra lia n  B ro a d c a s tin g  C o rp o ra tio n  (1 9 9 7 ) 189 C L R  5 2 0 .
94 L e v y  v S ta te  o f  V ictoria  a n d  O th ers  (1 9 9 7 ) 189 C L R  57 9 .
95 B ro w n  v M em b ers  o f  the C la ss ifica tio n  R e v ie w  B o a rd  o f  th e  O ffice  o f  F ilm  a n d  L ite ra tu re  
C la ss if ica tio n  (1 9 9 8 )  154 A L R  67.
96 C o lem a n  v P a n d  A n o r  (2 0 0 1 )  189 A L R  341 .
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d i s t r i b u t i o n  o f  w r i t t e n  m a t e r ia l  e n t r e a t in g  r e a d e r s  t o  ‘ G e t  t o  k n o w  y o u r  l o c a l  

c o r r u p t  t y p e  c o p p e r s ’ m a y  w e l l  f a l l  i n t o  th e  c a t e g o r y  o f  c o m m u n ic a t io n s  a b o u t  

g o v e r n m e n t  o r  p o l i t i c a l  m a t t e r s . 97 98

I n  Brown o n  t h e  o t h e r  h a n d ,  a n  a r g u m e n t  t h a t  s h o p l i f t i n g  i n s t r u c t io n s  w e r e  

p o l i t i c a l  s p e e c h  f a i l e d  t o  w i n  m a j o r i t y  s u p p o r t .  I n  t h a t  c a s e , a n  a r t i c l e  c o n t a in i n g  

s h o p l i f t i n g  in s t r u c t io n s  w a s  p u b l i s h e d  i n  ’ R a b e la is ’ , a  u n i v e r s i t y  s tu d e n t  

n e w s p a p e r .  A f t e r  in v e s t ig a t i o n  b y  t h e  C o m m o n w e a l t h  O f f i c e  o f  F i l m  a n d  

L i t e r a t u r e  C la s s i f i c a t io n ,  th e  a r t i c l e  w a s  r e fu s e d  c l a s s i f i c a t i o n  u n d e r  th e  

Classification (Publications, Films and Computer Games) Act 1995 ( C t h ) ,  o n  th e  

b a s is  t h a t  i t  i n s t r u c t e d  i n  m a t te r s  o f  c r im e .  O n c e  r e f u s e d  c la s s i f i c a t io n ,  d i s t r i b u t i o n  

o f  t h e  a r t i c l e  b e c a m e  a n  o f f e n c e  u n d e r  e q u iv a le n t  V i c t o r i a n  le g is la t i o n .  T h e  

F e d e r a l  C o u r t  h e a r d  a n  a p p e a l a g a in s t  th e  r e f u s a l  o f  t h e  O F L C  t o  c l a s s i f y  th e  

p u b l i c a t i o n . 99

J u s t ic e  F r e n c h  t h o u g h t  i t  a r g u a b le  t h a t  th e  t e x t  i n  q u e s t io n  f e l l  w i t h i n  t h e  p r o t e c t e d  

c a t e g o r y ,  s t a t in g  t h a t  ‘ p o l i t i c a l  m a t t e r s  a re  n o t  l i m i t e d  t o  m a t t e r s  c o n c e r n in g  th e  

f u n c t i o n in g  o f  g o v e r n m e n t .  T h e y  m a y  in c lu d e  b r o a d  d is c u s s io n  a b o u t  th e  s o c ia l  

a n d  e c o n o m ic  o r g a n is a t io n  o f  s o c ie t y  as  w e l l  as a b o u t  i t s  la w s  a n d  p r o p o s a ls  f o r  

t h e i r  c h a n g e . ’ 100 H e  t h o u g h t  t h a t  t h e r e  w e r e  m a n y  a r g u m e n ts  a g a in s t  t h e  a r t i c l e  

b e in g  s e e n  as  p o l i t i c a l  d is c u s s io n ,  b u t  f o u n d  n o n e th e le s s  t h a t  ‘ i n e le g a n t ,  a w k w a r d  

a n d  u n c o n v i n c i n g  a s  is  i t s  a t t e m p t  t o  j u s t i f y  i t s  p r a c t i c a l  m e s s a g e  a b o u t  s h o p l i f t i n g  

b y  r e fe r e n c e  t o  th e  e v i l s  o f  c a p i t a l i s m ,  i t  is  a r g u a b le  t h a t  i n  s o m e  a s p e c ts  i t  w o u ld  

f a l l  w i t h i n  a  b r o a d  u n d e r s t a n d in g  o f  p o l i t i c a l  d i s c u s s io n . ’ 101

97 C o lem a n  v P  a n d  A n o r  (2 0 0 1 )  189 A L R  3 4 1 . Justice M cM urdo n oted  that as the S o lic ito r  
G eneral, on  b e h a lf  o f  the A ttorney, had co n ced ed  that these  w ere co m m u n ica tio n s about p o litica l 
or g overn m en ta l m atters, he co u ld  jum p  straight to the seco n d  lim b o f  the L a n g e  test, 3 4 2 -3 .  
Justice D a v ie s  d id  not can vass this, w h ile  Justice T h om as foun d  it u n n ecessa ry  to d ec id e  this 
p oin t, as a d ec is io n  that the la w  w as in va lid  w o u ld  m ake ‘characterisation  o f  [the A p p e la n t’s] 
con d u ct or la n g u a g e ... u n n ecessa ry ,’ 35 4 .
98 B ro w n  v M e m b e rs  o f  th e  C la ss ifica tio n  R e v ie w  B o a r d  o f  th e  O ffice  o f  F ilm  a n d  L ite ra tu re  
C la ss if ica tio n  (1 9 9 8 )  154 A L R  67.
99 Ibid.
100 Ibid per French J at 80 .
101 B row n  v M em b ers  o f  the C la ss ifica tio n  R e v ie w  B o a rd  o f  th e  O ffice  o f  F ilm  a n d  L ite ra tu re  
C la ss if ica tio n  (1 9 9 8 )  82 FC R  2 2 5 , per French J at 2 38 .
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T h e  o t h e r  j u s t i c e s  d is a g r e e d  h o w e v e r ,  w i t h  J u s t ic e  H e e r e y  s t a t in g  t h a t  t h e  a r t i c l e  

d id  n o t  c o n c e r n  p o l i t i c a l  o r  g o v e r n m e n t  m a t te r s .  I n  r e s p o n s e  t o  s u b m is s io n s  t h a t  

e n c o u r a g e m e n t  o f  t h e f t  m a y  b e  s e e n  as  a n  e x p r e s s io n  o f  p o l i t i c a l  d is s e n t  o r  

in c i t e m e n t  t o  s o c ia l  c h a n g e ,  h e  n o t e d  t h a t  th e :

a u th o r  is  n o t  a d v o c a t in g  th e  re p e a l o f  th e  la w  o f  th e f t ,  e i th e r  g e n e r a l ly  o r  in  

re s p e c t o f  t h e f t  f r o m  s h o p s  o w n e d  b y  la rg e  c o rp o ra t io n s .  T h e  a r t ic le  says  

n o th in g ,  e x p re s s ly  o r  b y  im p l ic a t io n ,  a b o u t  th e  c o n d u c t  o f  h o ld e rs  o f  

e le c te d  o r  a p p o in te d  p u b l ic  o f f ic e  o r  th e  p o l ic ie s  w h ic h  s h o u ld  b e  f o l lo w e d  

b y  th e m . T h e  a r t ic le  is  n o t  a d d re s s e d  to  re a d e rs  in  t h e i r  c a p a c ity  as f e l lo w -  

c i t iz e n s  a n d  v o te rs .  T h e  a r t ic le  d o e s  n o t  e v e n  a d v o c a te  b r e a k in g  o n e  la w  as 

a m e a n s  o f  s e c u r in g  th e  re p e a l o f  a n o th e r  la w  p e rc e iv e d  as b a d . . , 102

H a v in g  r e je c t e d  t h a t  a r g u m e n t  J u s t ic e  H e e r e y  w e n t  o n  t o  s ta te  t h a t  ‘ a l l  t h i s  m a y  b e  

in  o n e  s e n s e  p o l i t i c s ,  b u t  th e  c o n s t i t u t i o n a l  f r e e d o m  o f  p o l i t i c a l  c o m m u n ic a t io n  

a s s u m e s  -  in d e e d  e x is t s  to  s u p p o r t ,  f o s t e r  a n d  p r o t e c t  -  r e p r e s e n ta t iv e  d e m o c r a c y  

a n d  t h e  r u l e  o f  la w .  T h e  a d v o c a c y  o f  l a w  b r e a k in g  f a l l s  o u t s id e  t h i s  p r o t e c t io n  a n d  

is  a n t i t h e t i c a l  t o  i t . ’ 103

I t  a p p e a r s  f r o m  th e  d e c is io n  i n  Brown t h a t ,  i f  t h e  s h o p l i f t i n g  i n s t r u c t io n s  h a d  b e e n  

u s e d  t h e r e  a s  a  w a y  o f  a d v o c a t in g  c h a n g e s  i n  th e  la w ,  t h e y  m a y  h a v e  b e e n  s e e n  as 

‘ p o l i t i c a l  s p e e c h ’ s u b je c t  t o  c o n s t i t u t i o n a l  p r o t e c t io n .  I s  i t  p o s s ib le  t h e n  t h a t  

c o n t e n t  r e s t r ic t e d  o r  p r o h ib i t e d  b y  t h e  Online Services Act w o u l d  a ls o  f i t  w i t h i n  

t h a t  c a te g o r y ?  I f  c o n t e n t  w h i c h  w o u ld  b e  p r o h ib i t e d  o r  R - r a t e d  is  u s e d  t o  m a k e  a  

p o l i t i c a l  p o in t ,  a s  f o r  e x a m p le  i n  t h e  T h a r u n k a  p u b l i c a t i o n  o f  t h e  1 9 7 0 s , 104 m ig h t  

i t  b e  s u c c e s s f u l l y  a r g u e d  t h a t  th e  Online Services Act is  u n c o n s t i t u t i o n a l?

I t  a p p e a r s  p o s s ib le ,  b u t  u n l i k e l y .  A l t h o u g h  m o r e  d e c is io n s  b a s e d  o n  d i f f e r i n g  f a c t  

s i t u a t io n s  w i l l  h e lp  o v e r  t im e  t o  a n s w e r  th e  q u e s t io n  o f  w h a t  c o m m u n ic a t io n  d o e s  

a n d  d o e s  n o t  f a l l  w i t h i n  t h e  c o n f in e s  o f  t h e  c o n s t i t u t i o n a l  p r o t e c t io n ,  t h e  m a j o r i t y  

o f  H i g h  C o u r t  J u s t ic e s ,  i n  a  r a n g e  o f  c a s e s ,  h a v e  t e n d e d  t o w a r d  c o n f i n i n g  t h e

102 B row n  v M em b ers  o f  the C la ss ifica tio n  R e v ie w  B o a rd  o f  th e  O ffice  o f  F ilm  a n d  L ite ra tu re  
C la ss if ica tio n  (1 9 9 8 )  154 A L R  67  per Justice H eerey  at 87.

103 Ibid 8 7 -8 8 .

104 R eg. v B a co n  [1 9 7 3 ] 1 N S W L R  8 7 , [1 9 7 7 ] 2 N S W L R  5 0 7 .
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a m b i t  o f  t h e  im p l i e d  c o n s t i t u t i o n a l  f r e e d o m . 105 T h e  H i g h  C o u r t  is  e x p e c te d  s h o r t l y  

t o  h a n d  d o w n  i t s  a p p e a l d e c is io n  i n  th e  Coleman c a s e ,106 w h i c h  i t s e l f  m a y  g iv e  

b e t t e r  d e f i n i t i o n  t o  th e  c o m m u n ic a t io n s  c o v e r e d  b y  t h e  i m p l i e d  c o n s t i t u t i o n a l  

f r e e d o m .  I f  th e  c o n f in e d  in t e r p r e t a t io n  c o n t in u e s ,  i t  is  u n l i k e l y  t o  b e  a  r e le v a n t

c o n s t r a in t  o n  th e  Online Services Act.

F u r t h e r ,  e v e n  w h e r e  le g is la t i o n  d o e s  b u r d e n  c o m m u n ic a t io n  w i t h i n  th e  

g o v e r n m e n t a l  /  p o l i t i c a l  s p h e re ,  th e  im p l i e d  f r e e d o m  w i l l  n o t  i n v a l i d a t e  a  l a w  

e n a c te d  t o  s a t i s f y  a  l e g i t im a t e  e n d  i f  ‘ t h e  o b je c t  o f  t h e  l a w  is  c o m p a t ib le  w i t h  th e  

m a in t e n a n c e  o f  t h e  c o n s t i t u t i o n a l l y  p r e s c r ib e d  s y s te m  o f  r e p r e s e n ta t iv e  a n d  

r e s p o n s ib le  g o v e r n m e n t . . .  [ a n d ]  . .  . th e  l a w  is  r e a s o n a b ly  a p p r o p r ia te  a n d  a d a p te d  

t o  a c h ie v in g  t h a t  l e g i t im a t e  o b je c t  o r  e n d . ’ 107 108 I t  is  u n c le a r  h o w e v e r ,  w h e n  a  l a w  

w i l l  b e  s o  a d a p te d .  S in c e  Lange t h e r e  h a v e  b e e n  a  n u m b e r  o f  j u d i c i a l  f o r m u la t io n s  

as  t o  h o w  ‘ r e a s o n a b ly  a p p r o p r ia te  a n d  a d a p t e d ’ is  t o  b e  m e a s u r e d .  T h e  c o u r t  m a y  

l o o k  t o  w h e t h e r  t h e  r e s t r i c t i o n  o n  c o m m u n ic a t io n  is  i t s e l f  i n t e n t i o n a l ,  o r  is  m e r e ly  

in c id e n t a l  t o  s o m e  o t h e r  p u r p o s e ,  w h e t h e r  th e  r e s t r i c t i o n  is  p r o p o r t i o n a t e  w i t h  th e  

c o m p e t in g  p u b l i c  in t e r e s t  w h i c h  th e  la w  is  d e s ig n e d  t o  s e r v e ,  a n d  w h e t h e r  t h e r e  

w e r e  a l t e r n a t iv e  o r  le s s  r e s t r i c t i v e  m e th o d s  o f  a c h ie v in g  t h e  s a m e  o r  s i m i l a r  

e n d s .  E a c h  o f  th e s e  e n q u i r ie s  m a y  b e  g i v e n  m o r e  o r  le s s  p r o m in e n c e  m  

i n d i v i d u a l  c a s e s ,  a n d  i t  r e m a in s  u n c le a r  w h a t  te s t  w i l l  b e  u s e d  t o  d e t e r m in e  th e  

c i r c u m s t a n c e s  i n  w h i c h  r e s t r i c t io n s  w i l l  o r  w i l l  n o t  i n v a l i d a t e  le g is la t i o n .

D e c id e d  c a s e s  h e lp  i l l u s t r a t e  t h e  c o n f in e s  o f  th e  f r e e d o m  i n  t h i s  r e g a r d .  I n  Levy f o r  

e x a m p le  i t  w a s  h e ld  t h a t  e v e n  t h o u g h  t h e  p r o t e s t  a c t io n  b e in g  r e s t r i c t e d  w a s  

p o l i t i c a l ,  a  l a w  s t o p p in g  t h e  p r o t e s t  w a s  i n  f a c t  n e c e s s a r y  t o  p r o t e c t  t h e  s a f e t y  o f  

d u c k  s h o o te r s  a n d  p r o te s te r s .  T h e  l e g is la t i o n  w a s  a im e d  a t  a  l e g i t im a t e  e n d  w i t h  

a p p r o p r ia te  r e s t r i c t io n s  o n l y . 109 I n  Brown, J u s t ic e  F r e n c h  f o u n d  t h a t  a l t h o u g h  th e  

s p e e c h  m a y  h a v e  b e e n  p o l i t i c a l ,  t h e  C la s s i f i c a t io n  C o d e  u n d e r  w h i c h  t h e

105 For d iscu ss io n  o f  th ese  d ev elo p m en ts see  C hesterm an, a b o v e  n 9 1 , C h 2, and e sp e c ia lly  4 4 -5 5 .
106 C o lem a n  v P, H igh  Court, B 9 8  o f  2 0 0 2  heard O ctob er 2 0 0 3 , ju d g em en t reserved  (2 9  June 
2 0 0 4 ).
107 L a n g e  v A u stra lia n  B ro a d c a s tin g  C o rp o ra tio n  (1 9 9 7 )  189 C L R  5 2 0 , 56 2 .
108 E lisa  A rc io n i, ‘P o lit ic s , P o lic e  and P roportionality , A n  O pportunity  to E xp lore the L ange Test: 
C olem an  v  P o w e r ’ [2 0 0 3 ] S yd n ey  L a w  R e v ie w  17, 5 -7 , and for further d iscu ss io n  o f  th is see  
C hesterm an, ab o v e  n 9 0 , Ch 2 , 6 9 -7 2 .
109 L e v y  v S ta te  o f  V ictoria  a n d  O th ers  (1 9 9 7 )  189 C L R  579 .
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p u b l i c a t i o n  w a s  c la s s i f ie d  s o u g h t  ‘ b y  r e a s o n a b le  a n d  a p p r o p r ia te  m e a n s  t o  p r o t e c t  

th e  r u l e  o f  l a w  w h i c h  is  o f  th e  e s s e n c e  o f  d e m o c r a t i c  s o c ie t y  w i t h  r e p r e s e n ta t iv e  

a n d  r e s p o n s ib le  g o v e r n m e n t ’ a n d  c o n s e q u e n t ly  w o u l d  n o t  b e  i n v a l i d a t e d  b y  th e  

im p l i e d  f r e e d o m . 110

C O N C L U S I O N S

I t  c a n  b e  s e e n  f r o m  th e  a b o v e  t h a t  th e  la w  r e l a t i n g  t o  f r e e d o m  o f  s p e e c h  i n  

A u s t r a l i a  is  u n l i k e l y  t o  c re a te  a  b a r r ie r  f o r  a  G o v e r n m e n t  w i s h i n g  t o  r e s t r i c t  a c c e s s  

to  m a t e r ia l  r e f u s e d  c la s s i f i c a t io n ,  o r  c la s s i f ie d  R  o r  X ,  w h e t h e r  t h a t  m a t e r ia l  is  o n  

th e  in t e r n e t  o r  i n  a n y  o t h e r  m e d iu m . 111 T h e  g e n e r a l  l a w ,  a n d  p r o b a b l y  

i n t e r n a t io n a l  c o n v e n t io n s  a ls o ,  w i l l  n o t  b e  s e e n  t o  l i m i t  t h e  G o v e r n m e n t ’ s a b i l i t y  

to  r e s t r i c t  s u c h  m a t e r ia l .  F u r t h e r ,  g iv e n  th e  r e a s o n a b ly  n a r r o w  i n t e r p r e t a t io n  o f  

c o m m u n ic a t io n s  s u b je c t  to  th e  im p l i e d  c o n s t i t u t i o n a l  p r o t e c t io n s ,  l i t t l e  c o n t e n t  

r e s t r i c t e d  b y  t h e  Classifications Act, a n d  th u s  b y  t h e  Online Services Act, is  l i k e l y  

t o  i n v o k e  t h i s  p r o t e c t io n .  T h e  Online Services Act a s  i t  r e la te s  t o  i n t e r n e t  c o n t e n t  

r e g u la t i o n  is  t h u s  u n l i k e l y  to  b e  c h a l le n g e d  o r  a v o id e d  o n  t h e  b a s is  o f  f r e e d o m  o f  

s p e e c h .

110 B row n  v M em b ers  o f  the C la ss ifica tio n  R e v ie w  B o a rd  o f  the O ffice  o f  F ilm  a n d  L ite ra tu re  
C la ss if ica tio n  (1 9 9 8 )  82 FCR 2 2 5 , per French J at 2 39 .
111 U n le ss  that con ten t cou ld  be c la ss if ied  as ‘p o lit ic a l’ m aterial. T h is is h o w e v er  u n lik e ly , as 
restriction  o f  p o lit ica l m aterial tends not to be the a im  or the resu lt o f  th is type o f  restriction.
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C H A P T E R  S I X :  R E G U L A T O R Y  B A C K G R O U N D

T o  u n d e r s ta n d  A u s t r a l i a ’ s c o - r e g u la t o r y  s c h e m e  f o r  i n t e r n e t  c o n t e n t  r e g u la t i o n ,  i t  

is  n e c e s s a r y  t o  h a v e  a n  u n d e r s t a n d in g  o f  t h e  A u s t r a l i a n  r e g u la t o r y  f r a m e w o r k  

w h i c h  p r e c e d e d  th e  i n t r o d u c t i o n  o f  t h e  Online Services Act. T h is  c h a p te r  w i l l  t h u s  

d e a l  b r i e f l y  w i t h  th e  p r e - e x is t i n g  r e g u la t i o n  i n  s i m i l a r  in d u s t r ie s ,  b e f o r e  l o o k in g  a t  

t h e  b a c k g r o u n d  t o  r e g u la t i o n  o f  t h e  c o m p u t e r  i n d u s t r y  a n d  t h e  c o n t e n t  i t  c a r r ie s .

U n l i k e  t h e  A u s t r a l i a n  S ta te s ,  w h i c h  h a v e  a  g e n e r a l  p o w e r  t o  m a k e  la w s  f o r  th e  

p e a c e ,  w e l f a r e ,  a n d  g o o d  g o v e r n m e n t  o f  t h e i r  t e r r i t o r y , 1 t h e  C o m m o n w e a l t h  c a n  

e n a c t  le g is la t i o n  o n l y  i f  i t  f a l l s  w i t h i n  a  h e a d  o f  p o w e r  s p e c i f i c a l l y  c o n f e r r e d  b y  

th e  C o n s t i t u t i o n .  S in c e  th e  e n a c tm e n t  o f  t h e  C o m m o n w e a l t h  C o n s t i t u t i o n  i n  1 9 0 0  

h o w e v e r ,  m a n y  p o w e r s  s p e c i f ie d  b y  t h e  C o n s t i t u t i o n  h a v e  b e e n  in t e r p r e t e d  

b r o a d l y  b y  t h e  H i g h  C o u r t  t o  ta k e  i n t o  a c c o u n t  s o c ia l  a n d  t e c h n o lo g ic a l  c h a n g e .  

A l t h o u g h  w h a t  is  n o w  c o m m o n ly  r e f e r r e d  t o  as  t h e  ‘ t e le c o m m u n ic a t i o n s  p o w e r , ’ 

is  i n  f a c t  w o r d e d  o n l y  as  a  p o w e r  t o  p a s s  la w s  w i t h  r e s p e c t  t o  ‘ p o s t a l ,  t e le g r a p h ic ,  

t e le p h o n ic ,  a n d  o t h e r  l i k e  s e r v i c e s ; 1 th e  p o w e r  h a s  b e e n  m o r e  b r o a d l y  in t e r p r e t e d  

b y  th e  c o u r t  t o  a l l o w  th e  C o m m o n w e a l t h  t o  le g is la t e  o v e r  m a n y  n e w  t e c h n o lo g ic a l  

d e v e lo p m e n t s . 2 3 R a d io  b r o a d c a s t in g ,  a n d  b y  a n a lo g y  t e l e v i s i o n  b r o a d c a s t in g ,  h a v e  

b e e n  h e ld  b y  t h e  H i g h  C o u r t  t o  b e  c o v e r e d  b y  s5  l ( v ) ,  a n d  a l t h o u g h  t h e r e  h a s  b e e n

1 C o n stitu tio n  A c t 190 2  (N S W ) s 5 ‘T he leg isla ture s h a ll . ..h a v e  p o w er  to m ake law s for the p eace , 
w elfare, and g o o d  governm ent o f  N e w  South  W ales in  all ca ses  w h a tso e v e r .’ D ifferen t S tates u se  
different w ords, but b a sica lly  all g iv e  sim ilar ly  broad p ow ers.
2 For further d iscu ss io n  see  G erald ine Chin, ‘T e ch n o lo g ica l C han ge and T h e A ustralian  
C o n stitu tio n ’ (2 0 0 0 )  24  (3 ) M elb o u rn e  U n ivers ity  L a w  R e v ie w  6 0 9 .
3 R v  B ris la n : E x P a r te  W illiam s  (1 9 3 5 )  54  C L R  2 6 2 . T h is ca se  d ec id ed  b y  a 4:1 m ajority  that 
‘b ro a d ca stin g ’ co u ld  b e regulated  b y  the federal g o vern m en t ex erc is in g  its p o w ers under s 5 1 (v ) o f  
the C onstitu tion . In terestingly , it appears that D ix o n  J, w h o  d issen ted  in  that ca se , m a y  w e ll have  
h eld  that internet serv ices d id  fit w ith in  s 5 l ( v )  a lthou gh  he h eld  that broad castin g  d id  not. H e  
foun d  the s e c t io n ’s reference to p ost, telegraphic, te lep h o n ic  and other lik e  se rv ic es  co v ered  
serv ices w h ich  ‘co n sis t  in an esta b lish ed  sy stem  organ ized  for the p urpose o f  p erform in g a 
fun ction  to sa tisfy  the dem ands o f  the m em bers o f  the co m m u n ity . T h e dem and  th ey  g o  to sa tisfy  
in co m m o n  is for m eans o f  in terchanging in te llig en ce  at a d istance. T h e prim ary requirem ent o f  
the com m u n ity  they  fu lfil is for a m ethod  by  w h ich  an in d iv idu a l w h o  desires to com m u n icate  w ith  
another at a d istance m ay d ispatch  and have d eliv ered  to h im  h is m essa g e , or esta b lish  d irect oral 
com m u n ica tio n  w ith  h im . N o  doubt the n eed  o f  rece iv in g  co m m u n ica tio n s, i f  sent, is an im portant 
w ant o f  a com m un ity . T he tw o  th ings are m utual. B u t the a b ility  o f  the in d iv id u a l to orig inate the 
co m m u n ica tio n  rece iv ed  is the first con d ition . T he ex p ress io n  "other lik e  serv ices"  covers, I should  
think, ev ery  sy stem  or organ ized  p ro cess o f  furn ish ing m ean s o f  in d iv id u a l in ter­
co m m u n ica tio n . .. ’ 2 9 2 , 2 9 3 . D ix o n  J held  that broadcasting  w as n ot sim ilar  in  that it re lied  on  one
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n o  c o u r t  d e c is io n  d i r e c t l y  o n  th e  m a t te r ,  r e g u la t i o n  o f  t h e  in t e r n e t  w o u l d  l i k e l y  

a ls o  b e  in c lu d e d . 4

S o m e  f o r m  o f  f e d e r a l  r e g u la t io n  o f  in t e r n e t  c o n t e n t  i n  A u s t r a l i a  h a d  b e e n  

a n t ic ip a te d  s in c e  a t  le a s t  1 9 9 3 ,  w h e n  th e  F e d e r a l  G o v e r n m e n t  o r d e r e d  a n  e n q u i r y  

i n t o  C o m p u t e r  B u l l e t i n  B o a r d s . 5 F r o m  t h a t  t im e  o n  ‘ g o v e r n m e n t s  o f  A u s t r a l i a  

[ h a d ]  b e e n  a t t e m p t in g  t o  d e v e lo p  la w s  t o  r e g u la t e  t r a n s m is s io n s  o v e r  c o m p u t e r  

n e t w o r k s ,  w i t h  a  p a r t i c u la r  f o c u s  o n  r e s t r i c t i n g  t h e  a v a i l a b i l i t y  o f  p o r n o g r a p h ic  

m a t e r i a l . . . ’ 6

T o  s o m e  e x t e n t  i t  w a s  fo r e s e e a b le  a ls o  t h a t  in t e r n e t  r e g u la t i o n ,  w h e n  i t  c a m e ,  

s h o u ld  t a k e  th e  f o r m  i t  d id ,  n o t  i n  te r m s  o f  d e t a i l  b u t  i n  t e r m s  o f  a  b r o a d l y  ‘ s e l f -  o r  

c o - r e g u la t o r y ’ s c h e m e  e s ta b l is h e d  b y  le g is la t i o n ,  a n d  o v e r s e e n  b y  t h e  A u s t r a l i a n  

B r o a d c a s t in g  A u t h o r i t y .  S in c e  1 9 8 2 ,  w h e n  th e  Broadcasting Services Act w a s  

in t r o d u c e d ,  i t  h a d  b e e n  c le a r  t h a t  i n  t h is  s e c to r 7 8 a  ‘ s o f t - t o u c h ,  s e l f -  o r  c o -

Q
r e g u la t o r y ’ a p p r o a c h  w a s  p r e f e r r e d  b y  g o v e r n m e n t .

rece iv in g  in form ation  transm itted  outw ard from  a central p o in t w ith  ‘no  in ter-com m un ication ; no  
m eans is p ro v id ed  b y  w h ich  on e  ind iv idual can  orig inate a m essa g e  or es ta b lish  co m m u n ica tio n  
w ith  a n o th er ... ’ 2 9 3 . R  v  B rislan  h eld  5 l ( v )  to co v er  radio broad castin g , m ore recen tly  J o n e s  v 
C o m m o n w ea lth  (N o  2 ) (1 9 6 5 )  112 C L R  2 0 6  h eld  that this p o w er ex ten d ed  a lso  to te le v is io n  
broadcasting.
4 The C om m on w ealth  governm ent is not o b lig ed  to state the p o w er  under w h ich  it is leg is la tin g . 
Thus it is o n ly  w here the leg is la tio n  is ch a llen ged  in  the H ig h  Court as b ey o n d  govern m en t pow er  
that the C om m o n w ea lth  w o u ld  need  to sp ec ify  a particular head  o f  pow er. Furtherm ore, the 
governm ent n eed  not sp ec ify  on e head o f  pow er, it m ay  re ly  on  a num ber o f  h ead s o f  p o w er  for 
one p iece  o f  leg is la tio n , here for exam p le 5 1 (v ) te leco m m u n ica tio n s is  the m o st o b v io u s, but 
p ow ers su ch  as s 51 (i)  trade and com m erce, and s 5 1 (x x )  corporations m a y  a lso  b e  in v o k ed  to  
support any particular p ie c e  o f  leg is la tion .
5 C om puter B u lle tin  B oard  S y stem s T ask  Force, R eg u la tio n  o f  C o m p u te r  B u lle tin  B o a r d  S erv ice s  
(1 9 9 5 ).
6 K im b erley  H eitm an , ‘V apours and M irrors’ (M arch  2 0 0 0 )  6 (1 ) U N S W L J F o ru m , In tern e t 
C o n ten t C o n tro l 3 0 , 30.
7 A lthough  there have b een  and still are argum ents about the correctn ess o f  grou p ing  in ternet w ith  
broadcasting, s im ilar ities can certain ly  be seen  in term s o f  the serv ice  com p risin g  the tran sm ission  
o f  content and in form ation  to the pub lic at large.
8 T he term s co -reg u la tio n , s e l f  regulation , and en fo rced  se lf-reg u la tio n  are a ll u sed  to describ e  
varying d egrees o f  regulation , b y  industry it s e lf  and b ack ed  b y  govern m en t san ction s or the threat 
o f  them . S e lf-reg u la tio n  is lik e ly  to b e the m ost industry d riven  o f  th ese  reg im es, w ith  en forced  
s e lf  regu lation  or co -reg u la tio n  p la c in g  in creased  em p hasis on  the ro le  o f  g o v ern m en t in  the  
regulatory reg im e. W h ile  co -regu la tion  su g g ests  govern m en t and industry a ctin g  in  con cert to 
regulate an industry, se lf-reg u la tio n  m ore o ften  d en otes an industry  regu lating  itse lf, but w ith in  (or  
even  w ithout) a le g is la tiv e  fram ew ork. In truth h o w ev er  the various term s are not n ecessa r ily  
descrip tive o f  on ly  one circum stance, and often  m ore than on e  term  co u ld  be u sed  to d escrib e a 
particular regulatory structure. W hat is clear h o w ev er  is that in  su ch  a ca se  regu la tion  w ill not be
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A. R eg u la tio n  o f  in d u s try

I n  t h e  y e a rs  p r i o r  t o  th e  p a s s a g e  o f  t h e  Online Services Act, g o v e r n m e n t s ,  b o t h  in  

A u s t r a l i a  a n d  e ls e w h e r e ,  h a d  b e e n  m o v i n g  a w a y  f r o m  g o v e r n m e n t - c e n t r e d  

r e g u la t io n ,  b u t  a ls o  a w a y  f r o m  n o - r e g u la t i o n .  U n r e g u la t e d  in d u s t r ie s ,  e s p e c ia l l y  

in d u s t r ie s  im p o r t a n t  t o  th e  e c o n o m y  o v e r a l l ,  p r o v i d i n g  p u b l i c  g o o d s ,  o r  s e r v in g  

th e  p u b l i c  in t e r e s t ,  w e r e  s e e n  as  p r o b le m a t i c  w h e n  u n r e g u la t e d ,  c a u s in g  c o n c e r n  

f o r  g o v e r n m e n t s  a n d  c o n s u m e r s  a l i k e . * 9 O n  th e  o t h e r  h a n d ,  o v e r - r e g u la t i o n  a n d  

h e a v y  g o v e r n m e n t  r e g u la t i o n  w a s  s a id  t o  t i e  u p  in d u s t r y ,  o f t e n  s u b v e r t in g  m a r k e t  

fo r c e s ,  a n d  i n h i b i t i n g  e c o n o m ic  g r o w t h  a n d  p r o g r e s s .  T h e  1 9 8 0 s  a n d  1 9 9 0 s  t h u s  

s a w  in c r e a s in g  m o v e s  i n  d e v e lo p e d  n a t io n s  t o w a r d  t h e  m id d l e  r o a d  o f  

l e g i s l a t i v e l y  b a c k e d  s e l f  o r  c o - r e g u la t i o n , 10 w h i c h  w a s  in c r e a s in g l y  v ie w e d  as  a  

m o r e  d e s i r a b le  m e t h o d  o f  e n s u r in g  a n  a p p r o p r ia te  d e g r e e  o f  r e g u la t i o n ,  w h i l e  n o t  

o v e r l y  b u r d e n in g  t h e  r e le v a n t  in d u s t r y .

T h e  a d v a n ta g e s  o f  c o - r e g u la t i o n  a n d  s e l f - r e g u la t i o n  a re  s a id  t o  b e  m a n y .  F i r s t l y  

h ig h e r  le v e ls  o f  e x p e r t is e  a n d  t e c h n ic a l  k n o w le d g e  a re  l i k e l y  t o  b e  f o u n d  w i t h i n  

th e  i n d u s t r y  i t s e l f  t h a n  w i t h i n  a n y  g o v e r n m e n t  r e g u la t o r .  F u r t h e r ,  e x p e r t s  w i t h i n  

a n  i n d u s t r y  a re  l i k e l y  to  h a v e  a  b e t t e r  u n d e r s t a n d in g  o f  w h a t  t h e  in d u s t r y  w o u ld  

se e  as  r e a s o n a b le  a n d  u s e f u l  i n  t e r m s  o f  r e g u la t io n .  E f f i c i e n c y  is  a n o th e r  b e n e f i t  

s a id  t o  a r is e  f r o m  s e l f  o r  c o - r e g u la t io n .  T h o s e  w i t h i n  a n  i n d u s t r y  h a v e  e a s ie r  

a c c e s s  t o  t h e  in d u s t r y ,  a n d  t h e r e f o r e  e x p e r ie n c e  l o w e r  c o s ts  i n  a c q u i r i n g  t h e  

n e c e s s a r y  i n f o r m a t i o n  t o  f o r m u la t e  a n d  s e t  s ta n d a r d s .  T h i s  i n s id e  i n v o lv e m e n t  

o u g h t  a ls o  t o  le a d  t o  l o w e r  m o n i t o r i n g  a n d  e n f o r c e m e n t  c o s ts ,  p a r t l y  a s  th o s e  

w i t h i n  i n d u s t r y  a re  a b le  t o  a c t  m o r e  i n f o r m a l l y  a n d  e n jo y  t h e  t r u s t  o f  t h e  in d u s t r y  

i t s e l f  w h i c h  o u t s id e  o r  g o v e r n m e n t a l  r e g u la t o r s  w o u l d  n o t .  F u r t h e r ,  i n  a  r e g im e  o f  

s e l f  o r  c o - r e g u la t i o n  th e  i n d u s t r y  i t s e l f  i s  l i k e l y  t o  b e a r  m o r e  o f  t h e  c o s t ,  w h e r e a s

e x c lu s iv e ly  governm enta l, but the d egrees to w h ich  industry takes re sp o n sib ility  for regulating  
it s e lf  m ay  vary con sid erab ly .
9 A n th on y  I O gus, R eg u la tio n : L e g a l F orm  a n d  E co n o m ic  T h eory  (1 9 9 4 )  C h 3.
10 For further d iscu ss io n  o f  le g is la t iv e ly  b acked  se lf-reg u la tio n  see  Ian A y res and John  
B raithw aite, R e sp o n s iv e  R eg u la tio n : T ra n scen d in g  th e D e re g u la tio n  D e b a te  (1 9 9 2 )  esp e c ia lly  Ch  
4 ‘E n forced  S e lf-R e g u la tio n .’ S ee  a lso  K aren Y eu n g , ‘N eg o tia ted  C o m p lia n ce  S trategies: T he  
quest for e ffec tiv e n e ss  and the im portance o f  con stitu tion al p r in c ip le s ,’ (U n p u b lish ed , paper  
presented  at A L R C  co n feren ce , S yd n ey , June 2 0 0 0 ) .
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w i t h  g o v e r n m e n t a l  o r  e x t e r n a l  r e g u la t o r s  a  g r e a t  d e a l  a t  le a s t  o f  t h e  c o s ts  o f  

r e g u la t i o n  a re  l i k e l y  t o  b e  b o r n e  b y  g o v e r n m e n t  a n d  t h e r e f o r e  b y  t a x  p a y e r s . 11

M o v e s  t o w a r d  c o  a n d  s e l f - r e g u la t i o n  h a d  b e e n  e v id e n t  i n  a  g r e a t  m a n y  in d u s t r ie s  

i n  A u s t r a l i a ,  a n d  c o u ld  c l e a r l y  b e  s e e n  i n  t h e  m e d ia  a n d  t e le c o m m u n ic a t i o n s  

in d u s t r ie s .  P r i n t  m e d ia ,  t e le v i s io n ,  r a d io ,  a n d  t e le c o m m u n ic a t i o n s  w e r e  a l l  s u b je c t  

t o  v a r y i n g  d e g re e s  o f  s e l f  a n d  c o - r e g u la t i o n . 12 13 F o r  s o m e  in d u s t r ie s  l e g is la t i o n  

r e q u i r e d  t h a t  t h e  i n d u s t r y  l a r g e l y  r e g u la t e  i t s e l f ,  s o  as  t o  b e  m o r e  r e s p o n s iv e  t o  th e  

n e e d s  o f  c o n s u m e r s  a n d  s o c ie t y ,  t o  e n s u re  t h a t  b e t t e r  p r o d u c t s  o r  s e r v ic e s  w e r e  

a v a i la b le  t o  c o n s u m e r s ,  b u t  a ls o  t o  e n c o u r a g e  e f f i c i e n c y  a n d  c o m p e t i t i v e n e s s  i n  

th e  i n d u s t r y  i t s e l f .  O n  th e  o t h e r  h a n d ,  w i t h o u t  l e g is la t i o n ,  t h e  p r i n t  m e d ia  h a d  

i t s e l f  s e t u p  th e  A u s t r a l i a n  P re s s  C o u n c i l  t o  r e g u la t e  c o n c e r n s  a b o u t  

p u b l i c a t i o n s . 14

A n  A B A  Is s u e s  P a p e r  p r e c e d in g  t h e  in v e s t ig a t i o n  in t o  t h e  r e g u la t i o n  o f  o n l i n e  

s e r v ic e s  a l lu d e d  t o  th e  m a n y  a d v a n ta g e s  o f  c o d e s  o f  p r a c t i c e , 15 a n d  i n d u s t r y  c o d e s  

o f  p r a c t i c e  w e r e  b e c o m in g  a  s ta n d a r d  s t r u c t u r a l  p a r t  o f  m u c h  r e g u la t io n .  F o r  

e x a m p le ,  u n d e r  th e  Broadcasting Services Act 1 9 9 2  t h e r e  a re  s e p a ra te  c o d e s  o f  

p r a c t i c e  r e g u la t i n g  c o m m e r c ia l  t e le v i s io n ,  c o m m e r c ia l  r a d io ,  c o m m u n i t y  r a d io ,  

s u b s c r ip t io n  b r o a d c a s te r s ,  a n d  n a r r o w c a s te r s .  T h e r e  w a s  a n  A B C  C o d e  o f  P r a c t ic e  

m a d e  u n d e r  t h e  Australian Broadcasting Corporation Act 1 9 8 3 ,  a n d  a n  S B S  C o d e

11 S ee  R  B a ld w in  &  M  C ave, U n d ers ta n d in g  R eg u la tio n : T heory, S tr a te g y  a n d  P r a c tic e  (1 9 9 9 )  Ch  
10. A nd  se e  A ustra lian  B roadcasting  A uthority , In v e s tig a tio n  in to  th e  C o n ten t o f  O n -lin e  S erv ices, 
Issu es  P a p e r  (D ecem b er  1 995) 24 .
12 T h e regu lation  o f  th ese  industries is d iscu ssed  in  Senate S e le c t  C om m ittee  on  In form ation  
T e ch n o lo g ie s , Cth, In th e  P u b lic  In teres t: M o n ito r in g  A u stra lia 's  M e d ia  (A p ril 2 0 0 0 ) .
13 S ee  for exa m p le  B ro a d c a s tin g  S e rv ic e s  A c t 1 9 9 2  (C th) s 3.
14 A ustralian  P ress C ou n cil H om e P age, h ttp ://w w w .p ressco u n cil.o rg .a u / at 2 0  A u g u st 2 0 0 4 , and  
note particu larly ‘A bou t the Press C ou n cil - B en e fits  o f  S e lf  R eg u la tio n ,’ 
h ttp ://w w w .p ressco u n cil.o rg .a u /p csite /a b o u t/b en efits .h tm l at 2 0  A u g u st 2 0 0 4 .
15 A ustra lian  B road castin g  A uthority, In ves tig a tio n  in to  th e C o n te n t o f  O n -lin e  S erv ice s , Issu es  
P a p e r  (D ecem b er  1 995) 24.
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o f  P r a c t ic e  m a d e  u n d e r  t h e  Special Broadcasting Service Act 1 9 9 1 . 15 16 17 A  c o d e  o f

17
p r a c t ic e  f o r  th e  t e le c o m m u n ic a t i o n s  i n d u s t r y  w a s  b e in g  d e v e lo p e d .

T h e  r e s p o n s ib i l i t i e s  r e s t in g  u p o n  e a c h  g r o u p  o r  i n d u s t r y  v a r i e d  c o n s id e r a b ly .  F o r  

th e  P re s s  th e  s c h e m e  w a s  c le a r l y  s e l f - r e g u la t o r y .  F o r  c o m m e r c ia l  b r o a d c a s te r s  

th e re  w a s  e x t e n s iv e  le g is la t i v e  p r e s c r ip t i o n  o f  t h e  i n d u s t r y ’ s r o le s ,  w h i c h  w o u l d  

b e  b e t t e r  d e s c r ib e d  a s  c o - r e g u la t io n .  O t h e r  i n d u s t r ie s  l a y  b e t w e e n  t h e  t w o .  T h e  

r e s p o n s ib i l i t y  f o r  d e v e lo p in g  c o d e s  o f  p r a c t ic e ,  f o r  d e c id in g  w h a t  s h o u ld  o r  s h o u ld  

n o t  b e  in c lu d e d  i n  t h e  c o d e s ,  f o r  d e a l in g  w i t h  c o m p la in t s ,  m o n i t o r i n g  c o d e  

c o m p l ia n c e ,  a n d  f o r  im p o s in g  s a n c t io n s ,  v a r i e d  c o n s id e r a b ly ,  b u t  a l l  th e s e  o t h e r  

in d u s t r ie s  h a d  o r  w e r e  d e v e lo p in g  r e g u la t o r y  s c h e m e s ,  g e n e r a l l y  s o m e w h e r e  o n  

th e  s p e c t r u m  b e t w e e n  s e l f - r e g u la t i o n  a n d  c o - r e g u la t io n .

H o w e v e r ,  t h e  in t e r n e t  i n d u s t r y  r e m a in e d  r e l a t i v e l y  u n r e g u la t e d . 18 A l t h o u g h  i t  h a d  

s p e n d  a  g re a t  d e a l  o f  t im e  d r a f t i n g  c o d e s  i t  h a d  n o t  y e t  f i n a l i s e d  o n e ,  a n d  n o  

fe d e r a l  r e g u la t o r y  s c h e m e  d e a l t  s p e c i f i c a l l y  w i t h  t h e  in t e r n e t  o r  in t e r n e t  c o n te n t .  

S o m e  c o n t e n t  o f f e n c e s  w e r e  c o v e r e d  b y  s ta te  l e g i s l a t i o n , 19 b u t  t h i s  w a s  s e e n  as  a n

15 H o w  prescriptive the relevant leg is la tio n  is for each  b o d y  or group, and h o w  m u ch  resp o n sib ility
the b od y  or industry it s e l f  has in drafting C odes o f  P ractice varies. W h ile  fu ll re sp o n sib ility  for 
d evelo p in g  cod es m ay  lie  w ith  industry, leg is la tio n  m ay  prescribe to a greater or le sser  exten t w hat 
those co d es m ust, m ay or m ay not cover.
17 Senate S e lect C om m ittee  on  Inform ation  T e ch n o lo g ie s , Cth, In th e  P u b lic  In teres t: M o n ito r in g  
A u stra lia 's  M ed ia  (A pril 2 0 0 0 ).
18 C ontent control w as n ot the o n ly  regu lation  b ein g  pursued  h o w ev er . B e tw e en  199 7  and 2001  
other m ajor regulatory ch a n g es w ere a lso  m ade in  term s o f  privacy: P r iv a c y  A m en d m en t (P r iv a te  
S ec to r) A c t 2 0 0 0  (Cth) w h ich  en acted  10 privacy  p rin cip les for d ea lin g  w ith  data, O ffice  o f  
Federal P rivacy C o m m issio n er  < h ttp ://w w w .p riv a cy .g o v .a u /p u b lica tio n s/n p p s0 1 .h tm l>  at 23 June 
2 0 0 4  and copyright: C o p y r ig h t A m en d m en t (D ig ita l A g en d a ) A c t 2 0 0 0  (C th) w h ich  in troduced  ‘the  
m ost com p rehensive reform s to A ustralian  cop yright in  30  years. In es sen ce , the A ct updated  the 
C o p yrig h t A ct 1968  to take accoun t o f  tech n o lo g ica l d ev elo p m en ts su ch  as the In tern et..
A ustralian  G overnm ent, D epartm ent o f  C om m u nications, In form ation  T e c h n o lo g y  and the Arts, 
G u id e  to  the C o p y r ig h t A m en d m en t (D ig ita l A g en d a ) A c t  2 0 0 0  
< h ttp : //w w w ,d c ita .g o v .a u /A r t ic le /0 „ 0 _ l-2 _ l-4 _ 1 3 2 8 7 ,0 0 .h tm l>  at 23  June 2 0 0 4
19 Q ueensland  had en acted  the C la ss ifica tio n  o f  C o m p u ter  G a m es a n d  Im a g es  A c t  in  1995 .
V ictoria  in 1995 and W A  and the N orthern  Territory in  199 6  en acted  le g is la tio n  sp ec if ica lly  
regulating on lin e conten t. T he N S W  governm ent in  199 6  drafted for d iscu ss io n  a b ill to regulate  
on line serv ices, w ith  a v ie w  to its adoption  a lso  b y  other states and territories. T h e A C T  in  1999  
p rop osed  am endm ents to its o w n  C la ssifica tio n  A ct to  in clu d e regu la tion  o f  internet conten t. T he  
role o f  the states in  cen sorsh ip  and c la ssifica tio n  is d iscu ssed  in  m ore detail in  C hapter 4: 
C ensorship  and Free S p eech , and m ore recent state and territory le g is la t io n  is d iscu ssed  in  m ore  
detail in Chapter Ten: State and T erritory leg is la tiv e  p rov ision s.
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u n s a t i s f a c t o r y  a n d  f r a g m e n t a r y  w a y  t o  r e g u la te  w h a t  w a s  a  g lo b a l  -  o r  a t  t h e  v e r y

10
le a s t  a fe d e r a l  -  p r o b le m .

T h e  in t e r n e t  w a s  b e c o m in g  m o r e  w i d e l y  a c c e s s ib le  a n d  a  m o r e  m a in s t r e a m  s o u rc e  

o f  i n f o r m a t i o n  a n d  ‘ c o n t e n t , ’ a n d  th e  in t e r n e t  i n d u s t r y  h a d  n o t  m a n a g e d  t o  

d e v e lo p  a n y  s c h e m e  to  r e g u la t e  i t s e l f .  I n  t h e  l i g h t  o f  t h e  r e g u la t i o n  o f  t h e  

in d u s t r ie s  m e n t io n e d  a b o v e ,  i t  w a s  n o t  s u r p r is in g  t h e n  t h a t  t h e  in t e r n e t  w o u l d  b e  

f u r t h e r  r e g u la t e d  b y  th e  G o v e r n m e n t .  B u t ,  b e c a u s e  o f  t h e  d i f f e r e n t  s t r u c t u r e s  a n d  

t e c h n o lo g ie s  i n v o l v e d ,  a lo n g  w i t h  t h e  d i f f e r e n t  h i s t o r y  a n d  s o c ia l  a s p e c ts  o f  th e  

in t e r n e t ,  i t  w a s  n o t  e a s y  f o r  g o v e r n m e n t  s i m p l y  t o  r e p l i c a t e  f o r  t h e  in t e r n e t  th e  

r e g u la t o r y  m o d e ls  i n  f o r c e  i n  o t h e r  in d u s t r ie s .

A .  Regulation of computer networks

B y  1 9 9 2  c o m p u t e r  n e t w o r k s  w e r e  r e c o g n iz e d  a s  a  m e t h o d  o f  d i s t r i b u t i n g  ‘ c o n t e n t ’ 

g lo b a l l y ,  b u t  r e c o g n iz e d  a ls o  a s  r e q u i r i n g  a  d i f f e r e n t  a n d  p e r h a p s  d i s t i n c t  f o r m  o f  

r e g u la t io n  f r o m  c o n t e n t  d is t r i b u t e d  t h r o u g h  o t h e r  m e d ia .  T h e  f i r s t  G o v e r n m e n t  

s p o n s o r e d  e n q u i r y  t o  l o o k  s p e c i f i c a l l y  a t  t h e  r e g u la t i o n  o f  c o n t e n t  a c c e s s ib le  o v e r  

c o m p u t e r  n e t w o r k s  c a m e  in  1 9 9 2 ,  w i t h  th e  F e d e r a l  G o v e r n m e n t  o r d e r in g  a n  

e n q u i r y  in t o  C o m p u t e r  B u l l e t i n  B o a r d s . 20 21 T h e  i n i t i a t i o n  o f  t h e  B u l l e t i n  B o a r d  

T a s k  F o r c e  w a s  c l o s e ly  t i e d  t o  a t t e m p ts  t o  r e g u la t e  a d u l t  a n d  i l l e g a l  c o n t e n t  i n  

c o m p u t e r  g a m e s .  W h i l e  c e n s o r s h ip  m in is t e r s  w e r e  l o o k i n g  t o  c h a n g e  c o m p u t e r  

g a m e s  c la s s i f i c a t io n s  t o  a l l o w  th e m  t o  c o n t a in  o n l y  c o n t e n t  s u i t a b le  f o r  c h i l d r e n ,  i t  

b e c a m e  c le a r  t h a t  s u c h  r e g u la t i o n  c o u ld  a p p ly  o n l y  t o  c o m p u t e r  g a m e s  p h y s i c a l l y  

d is t r i b u t e d ,  a n d  w o u ld  n o t  r e a c h  th e  g a m e s  a c c e s s e d  v i a  b u l l e t i n  b o a r d s .  T h u s  th e  

C e n s o r s h ip  M in i s t e r s  e x c lu d e d  c o n t e n t  a v a i la b le  o n  B B S  f r o m  th e  g e n e r a l

20 T he C om m on w ealth  G overn m ent w as con cern ed  b y  ‘p o ss ib le  regulatory  fragm entation  o f  
differing State/T erritory leg is la tio n  and the p o ss ib le  adverse e ffec t  o n  the d ev e lo p m en t o f  the  
on line in du stry .’ B roadcasting  S erv ices A m en d m en t (O n lin e S erv ice ) B ill 1 9 99 , S eco n d  R ead ing  
S peech , Cth, Parliamenta/y Debates, Senate, 21 A pril 1999 , 3 9 5 7 , 3 9 5 8  (Senator Ian C am pbell, 
Parliam entary Secretary to Senator A lsto n , M in ister for C om m u n ication s, In form ation  T e ch n o lo g y  
and the Arts).

21 C om puter B u lle tin  B oard  S ystem s T ask  F orce, ab ove n 5.
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c la s s i f i c a t io n  s c h e m e ,  b u t  c r e a te d  t h e  B B S  T a s k  F o r c e  t o  l o o k  f u r t h e r  i n t o  i t s

22
r e g u la t io n .

A p a r t  f r o m  c o n c e r n s  a b o u t  u n r e g u la t e d  c o m p u t e r  g a m e s ,  c o n t e n t  o n  B B S  m o r e  

g e n e r a l ly  a ls o  le d  t o  ‘ c o m m u n i t y  c o n c e r n . ’ A s  t h e  e m e r g e n c e  o f  m a n y  n e w  

t e c h n o lo g ie s  -  i n c l u d in g  f i l m ,  t e le v is io n ,  v id e o ,  a n d  c a b le  T V  -  h a d  l i k e w is e  le d  t o  

c o m m u n i t y  c o n c e r n  a b o u t  t h e  c o r r u p t io n  o f  s o c ie t y ,  i t  w a s  n o t  s u r p r i s in g  t h a t  

‘ c o m m u n i t y  c o n c e r n ’ s h o u ld  a g a in  a r is e  w i t h  t h e  a d v e n t  o f  B u l l e t i n  B o a r d s .  

A l t h o u g h  th e  T a s k  F o r c e  n o t e d  t h a t  i t  w a s  t h i s  c o n c e r n  w h i c h  f u e l l e d  th e  

g o v e r n m e n t ’ s i n v e s t ig a t i o n  o f  p o s s ib le  r e g u la t io n ,  w h e n  t h e  T a s k  F o r c e  w a s  

f o r m e d  a n d  c o m m is s io n e d  b y  th e  g o v e r n m e n t  to

‘ c o n s id e r  o p t io n s  f o r  d e v e lo p in g  a  s y s te m  o f  r e g u la t i o n  o f  B B S  th a t  w o u ld  

a l l o w  u s e rs ,  p a r e n t s  a n d  g u a r d ia n s  t o  m a k e  i n f o r m e d  e n t e r t a in m e n t  c h o ic e s  

f o r  t h e m s e lv e s  a n d  th o s e  i n  t h e i r  c a re ,  a n d

p r o v id e  a d e q u a te  p r o t e c t io n  t o  c h i l d r e n  f r o m  m a t e r ia l  t h a t  m i g h t  o t h e r w is e  

h a r m  a n d  d i s t u r b , ’

le s s  th a n  4 %  o f  A u s t r a l i a n  h o m e s  w e r e  t h o u g h t  t o  h a v e  a  c o m p u t e r  a n d  a  m o d e m ,  

n e c e s s a r y  to  g a in  a c c e s s  t o  b u l l e t i n  b o a r d s .  F u r t h e r m o r e ,  o n  c a l l i n g  f o r  

s u b m is s io n s  f r o m  th e  p u b l i c ,  t h e  T a s k  F o r c e  d id  n o t  r e c e iv e  a  s in g le  s u b m is s io n  

‘ f r o m  p e r s o n s  c o m p la in i n g  t h a t  t h e y  o r  t h e i r  c h i l d r e n  h a d  g a in e d  a c c e s s  t o  

o f f e n s iv e  m a t e r ia l  p o s te d  o n  B B S . ’ 22 23 24

22 Ibid. ‘O n 4 th N o v em b er  1993 C om m on w ealth , S tate and T erritory C en sorsh ip  M in isters agreed  
that regulation  for a regulatory sch em e for com puter gam es or im a g es  o ffered  for s a le . . .be drafted  
as a matter o f  p r io r ity .. ..T h e com puter gam e sch em e w ill o n ly  ap p ly  to ‘ov er  the co u n ter’ sa les o f  
com puter g am es and im ages. It is clear that g am es and other m ateria l that m ig h t o th erw ise  com e  
w ithin  the n ew  c la ss if ic a tio n  reg im e is free ly  a v a ilab le  over the te lep h o n e n etw ork  on  B B S . D u e  to 
the need  to act sw iftly  and the leg a l and tech n ica l a sp ects in v o lv ed  in  the regu la tion  o f  B B S , that 
m aterial w as ex c lu d ed  from  the p roposal. H o w ever, in  v ie w  o f  the co n cern s ex p ressed  b y  m any  in  
the com m u n ity  at the p rosp ect o f  ch ildren  ga in in g  a cc ess  to v io le n t or se x u a lly  e x p lic it  m aterial 
through h om e com puters, it w as agreed that a task force b e created  sp e c if ic a lly  to  lo o k  at w a y s in  
w hich  the conten t o f  m aterial ava ilab le on  b u lletin  boards co u ld  be reg u la ted .’: at 11.
23 ‘H istory  sh o w s that ev ery  im portant in novation  in  com m u n ica tio n s te c h n o lo g y  has ca u sed  a 
m oral p a n ic .’ D  L ind say , U n iv ersity  o f  M elbourne, C entre for M ed ia , C om m u n ication s and  
Inform ation  T e ch n o lo g y  L aw , C en so r in g  th e In tern e t: The A u stra lia n  A p p ro a c h  to  R e g u la tin g  
In tern e t C on ten t. R esearch  Paper N o  9 (N o v  1999) 5 5 -5 7 . N o te  a lso  P eter C hen , A u stra lia ’s 
O nline C ensorsh ip  R eg im e: T h e A d v o c a cy  C oa lition  F ram ew ork and  G overn an ce C om pared  (PhD  
T h esis, A N U , 2 0 0 0 )  103.
24 C om puter B u lle tin  B oard  S ystem s T ask  F orce, ab o v e  n 5, 4.
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T h e  B B S  T a s k  F o r c e  r e c o g n is e d  t h a t  r e g u la t o r y  p r o b le m s  a r i s in g  o n  B B S  w e r e  

l i k e l y  t o  b e  f a r  b r o a d e r  t h a n  p o r n o g r a p h y  c o n c e r n s ,  a n d  i n c lu d e d  c o n c e r n s  a b o u t  

u n a u th o r is e d  c o p y in g  a n d  d i s t r i b u t i o n  o f  c o p ie d  m a t e r ia l ,  d i s t r i b u t i o n  o f  s t o le n  

c r e d i t  c a r d  a n d  p h o n e  n u m b e r s ,  d i s t r i b u t i o n  o f  c o n f i d e n t i a l  a n d  d e f a m a t o r y  

in f o r m a t io n ,  a n d  r a c ia l  v i l i f i c a t i o n .  T h e  T a s k  F o r c e  n o t e d  h o w e v e r  t h a t  

‘ c o m m u n i t y  a t t e n t io n  t o  d a te  h a s  fo c u s s e d  o n  t h e  m a n u f a c t u r e  a n d  d i s t r i b u t i o n  o f

? c
c o m p u t e r is e d  p o r n o g r a p h y . ’

T h e  T a s k  F o r c e  id e n t i f i e d  f o u r  o p t io n s  f o r  r e g u la t i o n  o f  B B S ,  i n  a d d i t i o n  to  th e  

‘ d o - n o t h in g ’ o p t io n . 25 26 27 28 29 ‘ D o in g  n o t h i n g ’ i t  d i d  n o t  r e c o m m e n d ,  a s  a l t h o u g h  B B S  

s a tu r a t io n  w a s  a t  t h a t  p o i n t  m in im a l ,  i t  a n t i c ip a t e d  s u b s t a n t ia l  g r o w t h  i n  u s a g e  

w h i c h  c o u ld  m a k e  la t e r  r e g u la t i o n  m o r e  d i f f i c u l t .  F u r t h e r m o r e ,  t h e  T a s k  F o r c e  

b e l ie v e d  t h a t  a  ‘ d o - n o t h in g ’ a p p r o a c h  c o u ld  ‘ b e  in t e r p r e t e d  b y  a  s e g m e n t  o f  t h e

77
c o m m u n i t y  . . .  as  a n  a d m is s io n  o f  im p o t e n c e  b y  t h e  g o v e r n m e n t . ’

T h e  T a s k  F o r c e  r e c o m m e n d e d  w h a t  i t  c a l le d  ‘ O p t io n  A , ’ t h a t  t h e  B B S  c o m m u n i t y  

b e  r e q u i r e d  t o  r e g u la te  i t s e l f  b y  d r a f t i n g  ‘ b e s t  p r a c t i c e  g u id e l i n e s ’ ( i n d u s t r y  c o d e s  

o f  p r a c t ic e )  w i t h  w h i c h  B B S  o p e r a to r s  w o u ld  b e  r e q u i r e d  t o  c o m p ly .  A l o n g  w i t h  

th e s e  g u id e l in e s ,  c o m p la in t s  c o u ld  b e  m a d e  t o  th e  O F L C  r e g a r d in g  s p e c i f i c  

c o n te n t ,  w h i c h  c o u ld  t h e n  b e  c la s s i f ie d  a n d  i t s  r e m o v a l  b y  B B S  o p e r a to r s  o r d e r e d .  

T h e  T a s k  F o r c e  a c k n o w le d g e d  p o s s ib le  d i f f i c u l t i e s  w i t h  c o d e  c o m p l i a n c e  b e in g  

e n fo r c e d  b y  a  n o n - g o v e r n m e n t  b o d y  s u c h  as  a n  in d u s t r y  a s s o c ia t io n ,  b u t  t h o u g h t  

n o n e th e le s s  t h a t  t r u e  s e l f - r e g u la t i o n  f o r  B B S  o p e r a to r s  c o u ld  b e  in t r o d u c e d  

im m e d ia t e ly ,  w i t h  n o  le a d  t im e  a n d  m i n i m a l  c o s t ,  a l l o w i n g  t h e  G o v e r n m e n t  t im e  

t o  m o n i t o r  a n d  a s s e s s  i t s  e f f e c t i v e n e s s ,  a n d  t o  a s s e s s  t h e  o t h e r  o p t io n s .

T h e  T a s k  F o r c e  h o w e v e r  f o r e s a w  th a t  g o v e r n m e n t  m a y  n o t  w e lc o m e  t h i s  o p t io n ,  

w r i t i n g  ‘ T h e  T a s k  F o r c e  r e c o m m e n d s  t h a t  a s  a n  im m e d ia t e  r e s p o n s e ,  th e  

G o v e r n m e n t  a d o p t  O p t io n  A .  I f  Option A is not accepted, t h e  s e c o n d  p r e f e r e n c e  is

25 Ibid 14.
26 D o  noth ing is O ption D.
27 C om puter B u lle tin  Board S ystem s T ask  F orce, ab ove n 5, 9.
28 Ibid, 36 & 28.
29 Ibid, 36 & 38-30.
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f o r  o p t io n  B 1 . . .  ,3 °  G o v e r n m e n t  d e s i r e  t o  ta k e  g r e a te r  a c t io n  t o  c o n t r o l  B B S  w a s  

a ls o  n o te d  in  a r e s p o n s e  t o  th e  r e p o r t  o f  t h e  B B S  T a s k  f o r c e :  ‘ T h e  r e p o r t  p r e s e n te d  

n o  e v id e n c e  o f  h a r m ,  b u t  i t s  a u th o r s  o b v io u s l y  f e l t  o b l i g e d  t o  r e c o m m e n d  n e w  

c o n t r o l s . ’ 30 31 * 33

T h e  s e c o n d  o p t io n  ( B l )  r e c o m m e n d e d  b y  th e  T a s k  F o r c e  w a s  t o  r e q u i r e  t h e  a b o v e  

m e n t io n e d  s e l f - r e g u la t i o n ,  a n d  a d d i t i o n a l l y  t o  in t r o d u c e  le g i s l a t i o n  s p e c i f i c a l l y  

p r o h i b i t i n g  t r a n s m is s io n  ( o r  o b t a in i n g  o r  a c q u i r i n g ) ,  a d v e r t i s in g  a s  a v a i la b le  f o r

• 32
t r a n s m is s io n ,  o r  p o s s e s s in g  f o r  t r a n s m is s io n ,  o b je c t io n a b le  m a t e r ia l .

O b je c t io n a b le  m a t e r ia l  w a s  t h a t  r e fu s e d  c la s s i f i c a t io n ,  o r  i n  t h e  c a s e  o f  a  c o m p u t e r  

g a m e ,  a n y  g a m e  u n s u i t a b le  f o r  a  m in o r .  N o  o t h e r  B B S  m a t e r ia l  w o u l d  r e q u i r e  

c l a s s i f i c a t io n  n o r  r e s t r i c t i o n ,  a n d  u n d e r  t h is  s c h e m e  i t  w o u l d  b e  a  d e fe n c e  t o  h a v e  

t a k e n  a l l  r e a s o n a b le  s te p s ,  i n  th e  c ir c u m s ta n c e s ,  t o  a v o id  c o n t r a v e n t io n .

O p t io n  B 2  e s c a la te d  O p t io n s  A  a n d  B l ,  b y  a d d i t i o n a l l y  i n c l u d i n g  a s  o b je c t io n a b le  

m a t e r ia l  ‘ a n y t h i n g  w h i c h  is  u n s u i t a b le  f o r  a  m i n o r  t o  s e e  o r  p l a y . ’ T h u s  r a t h e r  

t h a n  r e s t r i c t i n g  o n l y  R e fu s e d  C la s s i f i c a t io n  m a t e r ia l  o r  a d u l t  c o m p u t e r  g a m e s ,  a l l  

m a t e r ia l  u n s u i t a b le  f o r  m in o r s  w o u l d  h a v e  b e e n  r e s t r i c t e d  u n d e r  t h is  o p t io n .

F in a l l y ,  O p t io n  C  w a s  to  r e q u i r e  c o m p u ls o r y  c l a s s i f i c a t io n  o f  a l l  m a t e r ia l  o n  B B S ,  

a n d  f o r  B B S  m a t e r ia l  t h e n  t o  b e  r e g u la t e d  as  f i l m s  a n d  c o m p u t e r  g a m e s  w e r e  

r e g u la t e d .  T h e  T a s k  F o r c e  n o t e d  h o w e v e r  t h a t  ‘ t h e  c o s ts  o f  e n f o r c in g  a n y  

c o m p r e h e n s iv e  r e g u la t o r y  s c h e m e  a re  l i k e l y  t o  b e  p r o h i b i t i v e . ’ 34

T h e  R e p o r t  o n  t h e  R e g u la t io n  o f  B B S  is  p a r t i c u l a r l y  i n t e r e s t in g  n o t  b e c a u s e  o f  

a n y  r e g u la t io n  w h i c h  a ro s e  f r o m  i t ,  b u t  b e c a u s e  e v e n  i n  1 9 9 3 / 1 9 9 4 ,  w i t h  s o  f e w  o f  

A u s t r a l i a ’ s p o p u l a t i o n  h a v in g  a n y  c o n n e c t io n  t o  o r  in t e r e s t  i n  b u l l e t i n  b o a r d  

s y s te m s  o r  c o m p u t e r  n e t w o r k s ,  t h e  T a s k  F o r c e  w a s  a l r e a d y  a b le  t o  i d e n t i f y  a lm o s t

30 Ibid 10, ita lics added.
jl P ublic P o lic y  A sse ssm e n t S o c ie ty  Inc, R esp o n se  to C o n su lta tio n  P a p e r  on th e  R eg u la tio n  o f  O n ­
lin e  In form ation  S e r v ic e s , (1 9 9 5 ) 1.

C om puter B u lle tin  B oard  S y stem s T ask  F orce, ab ove n 5, 3 6  &  3 0 -3 2 .
33 Ibid, 9.
34 Ibid, 17.
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e v e r y  c o n c e r n  a n d  d i f f i c u l t y  w h i c h  w o u ld  a r is e  r e g a r d in g  t h e  r e g u la t i o n  o f  

‘ e p h e m e r a l ’ c o n t e n t ’ t r a n s m i t t e d  v i a  c o m p u t e r  n e t w o r k s .

F i r s t l y ,  e v e n  a t  t h is  e a r l y  s ta g e ,  th e  T a s k  F o r c e  f o r e s a w  t h e  p o t e n t ia l  f o r  g r o w t h ,  

a n d  c h a n g e ,  i n  b o t h  t h e  t e c h n o lo g y  i t s e l f ,  a n d  i n  t h e  t a k e - u p  o f  t h e  d e v e lo p in g  

t e c h n o lo g ie s .  I t  th u s  r e c o m m e n d e d  th e  f o r m u la t i o n  o f  p r i n c i p l e s  w h i c h  c o u ld  b e  

a p p l ie d  to  th e  r e g u la t io n  o f  in d u s t r ie s  a c ro s s  a  b r o a d  s p e c t r u m ,  u n d e r s t a n d in g  t h a t  

r e g u la t io n  r e le v a n t  o n l y  t o  B B S  w o u ld  b e  t o o  n a r r o w  a n d  s h o r t  s ig h te d .  T h e  B B S  

R e p o r t  n o t e d  th a t

a n y  T a s k  F o rc e  r e c o m m e n d a t io n  a c c e p te d  b y  g o v e rn m e n t  w i l l  o b v io u s ly  

h a v e  im p l ic a t io n s  f o r  th e  r e g u la t io n  o f  b ro a d b a n d  s e rv ic e s .  T h e re  is  a c le a r  

n e e d  f o r  c o -o r d in a t io n  in  th e  f o r m u la t io n  o f  c o m m u n ic a t io n s  a n d  te c h n o lo g y  

p o l ic y ,  in c lu d in g  o n  q u e s tio n s  o f  c o n te n t  r e g u la t io n .  A c c e s s  to  o f fe n s iv e  o r  

d is tu rb in g  m a te r ia l  c a n  b e  p r o v id e d  b y  a n  in c re a s in g  n u m b e r  o f  s o u rc e s , o f  

w h ic h  B B S  is  ju s t  o n e . .. A n y  r e g u la to r y  s c h e m e  in t r o d u c e d  f o r  a  s e rv ic e ,  

s u c h  as th a t  o f fe re d  b y  B B S ,  n e e d s  to  b e  r e a s o n a b ly  c o n s is te n t  w i t h  

g o v e rn m e n t  r e g u la to r y  p o l ic y  f o r  o th e r  e le c t r o n ic a l ly  a c c e s s e d  o r  d e l iv e re d  

c o m m u n ic a t io n s .35 36

F u r th e r ,  t h e  T a s k  F o r c e  w a s  a w a r e  o f  t h e  n e e d  f o r  a n y  r e g u la t i o n  t o  is o la t e  is s u e s  

r e la t in g  to  m e d iu m  f r o m  is s u e s  r e l a t i n g  t o  c o n t e n t ,  a n d  t h e n  t o  d i s t i n g u is h  

b e tw e e n  v a r io u s  c o n t e n t  is s u e s .  I t  n o t e d  t h u s  t h a t  c o p y r ig h t ,  f r a u d  a n d  o t h e r  

c r im in a l  o f f e n c e s  s h o u ld  b e  d e a l t  w i t h  i n  i s o la t i o n  f r o m  o t h e r  ‘ c o n t e n t ’ 

r e g u la t io n . 35 36 37 F u r t h e r ,  i t  n o t e d  t h e  d i f f e r e n t  fo c u s e s  r e q u i r e d  t o  r e g u la t e  c o n t e n t  o n  

b u l l e t i n  b o a r d s :  o n e  f o c u s  ‘ e s s e n t ia l ly  o n  c o n t e n t  o f  b u l l e t i n  b o a r d s  a n d  o n  

c e n s o r s h ip  is s u e s ,  th e  o t h e r  o n  b u l l e t i n  b o a r d s  as  a  m e d iu m ,  a n d  o n  g e n e r a l  l a w  

e n f o r c e m e n t  is s u e s  a s s o c ia te d  w i t h  th e  n e w  t e c h n o lo g ie s . ’

T h e  T a s k  F o r c e  a ls o  e n g a g e d  w i t h  th e  is s u e  m o r e  r e c e n t l y  d u b b e d  ‘ m e d ia  

e q u iv a le n c e , ’ a n d  th e  p o s s i b i l i t y  t h a t  i d e n t i c a l  c o n t e n t  i n  d i f f e r e n t  m e d ia  m a y  b e  

r e g u la te d  d i f f e r e n t l y .  O n e  e m o t iv e  s u b m is s io n  to  t h e  T a s k  F o r c e  n o t e d  t h a t  i t

35 Ibid, 10.
36 A n  in vestiga tion  into ‘broadband se r v ic e s ’ (B roadband  S erv ice s  E xpert G roup Inquiry into N e w  
C om m u nications S erv ices) co m m en ced  during the term  o f  the B B S  T a sk  F orce, and w as due to 
report in  D ec  1994. C om puter B u lle tin  B oard  S y stem s T ask  F orce, a b o v e  n  5, 9 -1 0 .
37 C om puter B u lle tin  B oard  S y stem s T ask  F orce, ab o v e  n 5, 3.
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w o u ld  b e  ‘ a  t r a v e s t y  o f  j u s t i c e ’ i f  m a t e r ia l  w e r e  le g a l  i n  o n e  m e d iu m  b u t  n o t  

a n o th e r . ’ 39 T h e  R e p o r t  i t s e l f  s ta te d  t h a t  a  b a n  o n  X  a n d  R - r a t e d  m a t e r ia l  o n  

b u l l e t i n  b o a r d s  w o u l d  b e  ‘ a t t a c k e d  as b e in g  in c o n s is t e n t  a n d  u n w a r r a n t e d  i n  v i e w  

o f  R  a n d  X  r a te d  m a t e r ia l  i n  o t h e r  m e d ia . . . ’ 40 Q u e s t io n s  a ls o  a ro s e  a s  t o  w h a t  

w o u ld  b e  th e  a p p r o p r ia te  e q u iv a le n t  c la s s i f i c a t io n ,  a n d  e v e n  a t  t h i s  s ta g e  i t  w a s  

s u g g e s te d  t h a t  t e x t  m a y  b e  c la s s i f ie d  as  f i l m . 41

R e la t i v e  t o  2 0 0 3 ,  i n  1 9 9 3 /1 9 9 4  c o m p u t e r  t r a n s m is s io n s  w e r e  f e w ,  u s e rs  w e r e  f e w ,  

a n d  c o n te n t  w a s  m i n i m a l .  H o w e v e r ,  e v e n  t h e n  t h e  T a s k  F o r c e  f o u n d  t h a t  th e  s h e e r  

q u a n t i t y  o f  c o n t e n t  o n  B B S  m a d e  i t  im p o s s ib l e  t o  p r e - c la s s i f y ,  o r  t o  s u b je c t  a l l  

c o n te n t  t o  c h e c k in g  b y  B B S  o p e r a t o r s . 42 E v e n  i f  c o n t e n t  c o u ld  b e  c h e c k e d ,  

e n f o r c e m e n t  a g a in s t  i n d i v i d u a l  c o n t e n t - p o s te r s  w o u l d  b e  n e a r l y  im p o s s ib l e ,  as 

o n c e  a  u s e r  g a in e d  a c c e s s  r i g h t s  t o  a  b u l l e t i n  b o a r d  i t  w a s  p o s s ib le  t o  p o s t  

a n o n y m o u s ly  o r  a s  a n o th e r  p e r s o n .  H e r e  a ro s e  t w o  o f  t h e  m a j o r  p r o b le m s  o f  

r e g u la t in g  in t e r n e t  c o n t e n t ,  th e  d e c e n t r a l is e d  n a tu r e  o f  p r o v id e r s ,  a n d  t h e  f a c t  t h a t  

a n y  u s e r  c o u ld  p o s t  m a t e r ia l .  W i t h  e a r l i e r  t e c h n o lo g ie s ,  c o n t e n t  h a d  b e e n  

d is t r i b u t e d  f r o m  a  c e n t r a l  s o u rc e .

T h e  in c o n s is t e n c y  o f  S ta te  a n d  T e r r i t o r y  c l a s s i f i c a t io n  e n f o r c e m e n t  s c h e m e s  w a s  

a ls o  r e c o g n is e d  b y  th e  B B S  T a s k  F o r c e ,  w h i c h  f o u n d  t h a t  a l t h o u g h  s 8 5 Z E  o f  th e  

C o m m o n w e a l t h  Crimes Act m a y  s o m e t im e s  b e  u s e d  t o  e n f o r c e  c la s s i f i c a t i o n  a n d  

c e n s o r s h ip  c o n t r o ls  ( i f  t h e  m a t t e r  i n  q u e s t io n  f e l l  w i t h i n  C o m m o n w e a l t h  p o w e r ) ,  

g e n e r a l l y  s u c h  c o n t r o ls  r e l i e d  o n  a  m is h - m a s h  o f  S ta te  a n d  T e r r i t o r y  r e g u la t io n ,  

w h i c h  d e c re a s e d  a n y  c h a n c e  o f  e n f o r c e m e n t  a t  o t h e r  t h a n  t h e  C o m m o n w e a l t h  

le v e l .  E v e n  w i t h  b e t t e r  t h o u g h t - o u t  a n d  m o r e  c o n s is t e n t  le g is la t i o n ,  t h e  n a t u r e  o f  

t h e  t e c h n o lo g y  w o u l d  m a k e  d e t e c t io n  o f  o f f e n c e s  a  h u g e  p r o b le m .

T h e  T a s k  F o r c e  a ls o  r e c o g n is e d  t h a t  o n l y  v e r y  s m a l l  q u a n t i t ie s  o f  B B S  c o n t e n t  

w e r e  p r o b le m a t ic ,  b u t  t h a t  th e s e  q u a n t i t ie s  w e r e  l i k e l y  t o  g r o w  w i t h  t h e  g r o w t h  o f  

a c c e s s ib i l i t y  o f  t h e  m e d iu m ,  a n d  t h a t  t h e  m a t e r ia l  w h i c h  w a s  p r o b le m a t i c  c o u ld  b e

39 Ibid 15.
40 Ibid 25.
41 Ibid 26 , 27.
43 Ibid 16.
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e x t r e m e ly  p r o b le m a t i c ,  e v e n  t o  th e  e x t e n t  o f  i n c l u d in g  c h i l d  p o r n o g r a p h y  a n d  

p a e d o p h i le  c o n ta c ts .  T h e  T a s k  F o r c e  n o t e d  c o n c e r n s  h o w e v e r  t h a t  g r e a te r  

r e g u la t io n  o f  B B S  c o u ld  s e rv e  t o  m o v e  m o r e  p r o b le m a t i c  B B S  g r o u p s  

u n d e r g r o u n d ,  w h e r e  in c r e a s e d  s e c u r i t y  w o u l d  a d d  t o  t h e  d i f f i c u l t i e s  o f  d e t e c t io n .

A s  w i t h  th e  m o r e  r e c e n t  d e b a te  o n  th e  t o p ic ,  t h e r e  w a s  c o n s id e r a t io n  i n  t h e  B B S  

r e p o r t  o f  th e  r o l e  o f  a n d  n e e d  f o r  p a r e n t a l  s u p e r v is io n ,  a n d  t h e  u s e fu ln e s s  o r  

o t h e r w is e  o f  ‘ t e c h n o lo g ie s ’ 43 t o  ‘ r e je c t  d e f a m a t o r y  o r  o b s c e n e  i n f o r m a t i o n . ’ 44 I t  

w a s  r e c o g n is e d  t h a t  s u c h  t e c h n o lo g ie s  w o u l d  b e  c o s t l y  i n  t e r m s  o f  t im e  a n d  e f f o r t ,  

a n d  c o u ld  a n y w a y  u l t i m a t e l y  b e  c i r c u m v e n t e d . 45

T h e  in v e s t ig a t i o n  c o n d u c t e d  b y  th e  B B S  T a s k  F o r c e  w a s  t h o r o u g h  a n d  

c o n s id e r e d ,  a n d  g a v e  g o v e r n m e n t  a  n u m b e r  o f  o p t io n s  f o r  im p le m e n t i n g  v a r y i n g  

d e g re e s  o f  B B S  c o n t e n t  r e g u la t io n ,  w h i l s t  a ls o  n o t  d o w n - p la y in g  th e  d i f f i c u l t i e s  

l i k e l y  t o  b e  in v o l v e d  i n  a n y  s u c h  r e g u la t io n .  H o w e v e r ,  b y  t h e  t im e  t h e  B B S  T a s k  

F o r c e  r e p o r te d ,  b u l l e t i n  b o a r d  s y s te m s  w e r e  fa s t  l o s in g  im p o r t a n c e .  ‘ T h o s e  

in te r e s te d  i n  p e r s o n a l  c o m p u t e r  n e t w o r k in g  h a d  a l r e a d y  b e g u n  t o  e x p lo r e  

s e r io u s ly  a  n e w  d e v e lo p m e n t  i n  p u b l i c  c o m p u t e r  n e t w o r k s ,  a  t e c h n o lo g y  t h a t  

u t i l i s e d  s i m p l i f i e d  g r a p h ic a l  b r o w s in g ,  h y p e r t e x t ,  a n d  p r o v id e d  t h e  u s e r  w i t h  a  

g r e a te r  a c c e s s  t o  m a t e r ia l  o n  a  g lo b a l  s c a le :  t h e  W o r l d  W id e  W e b  h a d  a r r i v e d  in  

A u s t r a l i a . ’ 46

W h i l e  th e  B B S  T a s k  F o r c e  h a d  n o t e d  t h a t  i n  1 9 9 4  le s s  t h a n  4 %  o f  A u s t r a l i a n s  h a d  

a c c e s s  t o  a  c o m p u t e r  a n d  m o d e m  f r o m  h o m e ,  b y  1 9 9 5  t h e  n u m b e r  o f  A u s t r a l i a n  

c o m p u te r s  c o n n e c te d  t o  o n l i n e  s e r v ic e s  w a s  in c r e a s in g  a t  a  r a te  o f  o v e r  5 0 %  p e r  

y e a r .47 N u m b e r s  o f  s e r v ic e  p r o v id e r s  f o r  e x a m p le  h a d  in c r e a s e d  f r o m  le s s  t h a n  a  

d o z e n  i n  1 9 9 3 ,  t o  o v e r  1 3 0  i n  1 9 9 5 .48

43 N o w  gen era lly  k n ow n  as ‘f ilter s ’.
44 C om puter B u lle tin  Board S y stem s T ask  F orce, ab o v e  n 5 ,1 6 .
45 Ibid.
46 C hen, ab ove n 2 3 , 101.
47 A ustralian  B roadcasting  A uthority, ab ove n 15, 14.
48 Ibid.
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A l t h o u g h  th e  r e p o r t  o f  t h e  B B S  T a s k  F o r c e  w a s  t o o  la te  t o  b e  u s e f u l l y  

im p le m e n t e d ,  i t  h a d  b o t h  a n t ic ip a te d  th e  d i f f i c u l t i e s ,  a n d  i d e n t i f i e d  t h e  

p o s s ib i l i t i e s ,  i n  r e l a t i o n  t o  r e g u la t i o n  o f  ‘ t h a t  k i n d ’ o f  m e d ia .  I n  f a c t ,  t h e  B B S  

R e p o r t  c o u ld  b e  s e e n  i n  m a n y  w a y s  as  a  b l u e p r i n t  f o r  t h e  O S  A ,  w i t h  f i n d in g s  a n d  

r e c o m m e n d a t io n s  s im p l y  s t r e tc h e d  t o  f i t  t h e  n e w l y  d e v e lo p e d  in t e r n e t .

T a k in g  th e  f in d in g s  o f  t h e  B B S  T a s k  F o r c e ,  a lo n g  w i t h  th o s e  o f  t h e  B r o a d b a n d  

E x p e r t  G r o u p , 49 i n  J u l y  1 9 9 5  t h e  A t t o r n e y  G e n e r a l ’ s D e p a r t m e n t  a n d  t h e  

D e p a r t m e n t  o f  C o m m u n ic a t io n s  a n d  th e  A r t s  j o i n t l y  p u b l i s h e d  a  c o n s u l t a t io n  

p a p e r  p r o p o s in g  a  r e g u la t o r y  f r a m e w o r k  w h i c h  b u i l t  u p o n  t h e  w o r k  o f  t h e  B B S  

T a s k  F o r c e ,  b u t  i n  r e l a t i o n  to  a  w id e r  r a n g e  o f  s e r v ic e s . 50 T h e  p a p e r  b e g a n :  ‘ T h e r e  

is  c o m m u n i t y  c o n c e r n  o v e r  th e  a v a i l a b i l i t y  o f  o f f e n s iv e  m a t e r ia l  f r o m  o n - l i n e  

in f o r m a t i o n  s y s t e m s . . . ’ 51 T h e  p a p e r  s t r e s s e d  t h a t  ‘ n o  G o v e r n m e n t ,  

C o m m o n w e a l t h ,  S ta te  o r  T e r r i t o r y  h a s  m a d e  a  d e c is io n  o n  t h e  m a t t e r . ’ 52 H o w e v e r ,  

t h e  c o n s u l t a t io n  p a p e r  p r o p o s e d  a  s t r a t e g y  w h i c h  w o u l d  in c o r p o r a t e

•  a n  e f f e c t i v e  s e l f - r e g u la t o r y  s c h e m e  i n c lu d in g  a  c o d e  o f  p r a c t i c e  a n d  

c o m p la in t s  p r o c e d u r e ;

•  a  c o m p r e h e n s iv e  e d u c a t io n  s t r a te g y ;  a n d

•  th e  in t r o d u c t io n  o f  a p p r o p r ia te  o f f e n c e  p r o v i s i o n s . 53

T h e  ‘ s e l f - r e g u la t o r y  s c h e m e ’ p r o p o s e d  w a s  a c t u a l l y  a l r e a d y  m o v i n g  t o w a r d  th e  

c o - r e g u la t io n  e n d  o f  t h e  s p e c t r u m ,  w i t h  th e  c o n s u l t a t i o n  p a p e r  s t a t in g  t h a t  ‘ a  s e l f -  

r e g u la t o r y  s c h e m e  is  p r o p o s e d ,  r e i n f o r c e d  b y  a n  e d u c a t io n  p r o g r a m  a n d  

le g is la t i v e  s a n c t io n s  t o  e n h a n c e  i t s  e f f e c t i v e n e s s . ’ 54

F u r t h e r ,  b y  1 9 9 5  t h e  g o v e r n m e n t  h a d  a l r e a d y  c o n c e d e d  t h a t  t h e  o b je c t i v e s  o f  s u c h  

r e g u la t io n  w e r e  p o t e n t i a l l y  c o n t r a d ic t o r y ,  a s  t h e y  n e e d e d  to :

49 T he B roadband S erv ices E xpert G roup reported in  Networking Australia’s Future (D e c  1994). 
That Report look ed  at the d ev elo p m en t o f  n etw ork  infrastructure and the en cou ragem en t o f  the use  
o f  broadband tech n o lo g ies  gen erally . W h ile it d id  not lo o k  sp e c if ic a lly  at con ten t con tro l issu es, it 
did note the n eed  to ensure that any su ch  contro ls w ere co n sisten t across tec h n o lo g ie s . C hapter 4.
50 C onsu ltation  paper issu ed  jo in tly  b y  A ttorn ey  G en era l’s D ep artm ent and D epartm ent for 
C om m u nications and the A rts (7  July 1995).
51 Ibid.
52 Ibid.
53 Ibid.
54
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•  p r o t e c t  f r e e d o m  o f  e x p r e s s io n ,  e s p e c ia l l y  w i t h  r e g a r d  t o  p r i v a t e  

c o m m u n ic a t io n s  b e tw e e n  a d u l t s ;

•  l i m i t  c h i l d r e n ’ s e x p o s u r e  t o  h a r m f u l  o r  u n s u i t a b le  m a t e r ia l ;

•  s u p p o r t  th e  d e v e lo p m e n t  o f  n e w  s e r v ic e s  t h a t  e n h a n c e  A u s t r a l i a ’ s 

c o m p e t i t iv e n e s s ;

•  e n s u re  t h a t  e m e r g in g  s e r v ic e  in d u s t r ie s  a re  n o t  b u r d e n e d  w i t h  u n n e c e s s a r y  

c o s ts ;  a n d

•  a l ig n  c e n s o r s h ip  r e g im e s  f o r  n e w  s e r v ic e s  w i t h  t h e  r e g im e s  t h a t  h a v e  b e e n  

a d o p te d  f o r  o t h e r  m e d ia . 55

I n  A u g u s t  1 9 9 5  th e  ta s k  o f  i n v e s t ig a t i n g  a n  a p p r o p r ia te  r e g u la t o r y  r e g im e  f o r  

o n l in e  s e r v ic e s  w a s  h a n d e d  o v e r  t o  t h e  A B A . 56 Q u e s t io n s  o f  c o n t e n t  r e g u la t i o n  

w e r e  a ls o  th e  s u b je c t  o f  a n  o n g o in g  S e n a te  E n q u i r y , 57 a l t h o u g h  t h i s  e n q u i r y  

fo c u s e d  m o r e  o n  th e  n e e d  f o r  t h e  r e g u la t i o n  o f  c o n t e n t  t h a n  o n  t h e  t e c h n i c a l  is s u e s  

in v o lv e d .  T h e  S e n a te  C o m m i t t e e ’ s s e c o n d  r e p o r t  n o t e d  t h a t  i t  h a d  ‘ d i r e c t e d  i t s  

a t t e n t io n  s o le ly  a t  th e  k e y  is s u e  o f  th e  r e g u la t i o n  o f  o b s c e n e ,  o f f e n s iv e  o r  o t h e r  

u n d e s i r a b le  m a t e r ia l  a v a i la b le  t h r o u g h  o n - l i n e  s e r v i c e s . ’ 58 59 T h a t  c o m m i t t e e  

r e c o m m e n d e d  s t r i c t  o f f e n c e  p r o v is i o n s ,  i n c l u d in g  f o r  t r a n s m i t t i n g ,  o b t a in i n g ,  

d e m o n s t r a t in g ,  o r  a d v e r t i s in g  v i a  a  c o m p u t e r  n e t w o r k  R C ,  X  o r  R  r a te d  m a t e r ia l .

I t  a ls o  r e c o m m e n d e d  r e q u i r i n g  a g e  a n d  i d e n t i f i c a t i o n  v e r i f i c a t i o n  f o r  t h e  is s u e  o f  

o n l in e  a c c o u n ts ,  a n d  a  s y s te m  o f  c o m m u n i t y  e d u c a t io n  t o  a s s is t  u s e rs  t o  d e a l  w i t h

S9
r e s t r ic t e d  m a t e r ia l  a v a i la b le  d e s p i t e  r e g u la t i o n s /

T h e  f o l l o w i n g  A B A  e n q u i r y  t o o k  a  b r o a d  v i e w  o f  o n l i n e  r e g u la t i o n ,  a n d  e x a m in e d  

in  m o r e  d e t a i l  b o t h  h o w  s u c h  a  r e g u la t o r y  s c h e m e  c o u ld  w o r k ,  a n d  m a n y

” Ibid.
36 A ustralian  B roadcasting A uthority , ab ove n 15, 14.
57 Senate S e lec t C om m ittee on  C om m u nity  Standards R elev a n t to In form ation  T e ch n o lo g ie s , Cth, 
Report on Regulation of Computer On-Line Services Part 1 (S ep t 1 9 9 5 ), Part 2  (N o v  1 9 9 5 ) Part 3 
(1 9 9 7 ).
58 Ibid Pt 2 Ch 3 Sum m ary 3 .9 4 .
59 Ibid Pt 2 R ecom m en dation s. Its 3 rd report w en t further, su g g estin g  h ea v y  fin es for breach  o f  
co d es o f  practice; con sisten t state, territory and cth  legn; random  ch eck s for restricted  content; 
in vestiga tion  o f  lab eling  sch em es, p h on e and fax  h otlin es for com p la in ts. S en ate S e le c t  C om m ittee  
on C om m unity  Standards R elevant to Inform ation  T e ch n o lo g ie s  Part 3, R eco m m en d a tio n s, above
n 52.
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a s s o c ia te d  is s u e s .60 T h e  A B A  r e p o r t  c lo s e ly  e x a m in e d  f o r  e x a m p le  t h e  e x is te n c e  

a n d  f u r t h e r  p o t e n t ia l  d e v e lo p m e n t  o f  t e c h n o lo g ie s  s u c h  as  c o n t e n t  f i l t e r s ,  o f  

s y s te m s  s u c h  as th e  p la t f o r m  f o r  i n t e r n e t  c o n t e n t  s e le c t io n  ( P I C S ) ,  o f  c lo s e d  

n e t w o r k s  f o r  s p e c i f i c  g r o u p s ,  e s p e c ia l l y  c h i l d r e n ,  a n d  o f  t h e  u s e fu ln e s s  o f  

a n c i l l a r y  f u n c t io n s  s u c h  a s  c o m m u n i t y  e d u c a t io n  p r o g r a m s ,  h o t l i n e s  a n d  

c o m p la in t s  h a n d l in g  f u n c t io n s .  I t s  e n q u i r y  w a s  m u c h  w i d e r - r a n g in g  t h a n  a n y  o f  

t h o s e  u n d e r ta k e n  b y  t h e  S e n a te  c o m m it t e e s ,  a n d  o f f e r e d  t h e  g o v e r n m e n t  a  m o r e  

h o l i s t i c  v ie w  o f  th e  is s u e s  i n v o l v e d  in  o n l i n e  r e g u la t io n .  T h e  A B A  r e p o r t  

r e c o m m e n d e d  w h a t  i t  t e r m e d  ‘ a  s u b s t a n t ia l l y  s e l f - r e g u la t o r y  r e g im e ’ 61 f o r  o n l i n e  

s e r v ic e  p r o v id e r s  i n  A u s t r a l i a ,  t h e  m a in  t h r u s t  o f  w h i c h  w a s  t h e  d e v e lo p m e n t  o f  

c o d e s  o f  p r a c t ic e  b y  i n d u s t r y  g r o u p s ,  w i t h  t h e  c o d e s  t h e n  r e g is t e r e d  a n d  m o n i t o r e d  

b y  th e  A B A . 62

T h e  w h o le  q u e s t io n  o f  r e g u la t i n g  o n l i n e  c o n t e n t  w a s  n o w  f i r m l y  o n  t h e  a g e n d a ,  

b u t  n o t  e v e r y o n e  w a s  l o o k in g  a t  i t  f r o m  th e  s a m e  p e r s p e c t iv e .  T h e r e  w e r e  th o s e  

m o s t  c o n c e r n e d  a b o u t  r e s t r i c t i n g  c h i l d r e n ’ s ( a n d  a d u l t s ’ )  a c c e s s  t o  i n a p p r o p r ia t e  

c o n te n t ,  t h o s e  m o s t  c o n c e r n e d  w i t h  p r o t e c t in g  f r e e d o m  o f  s p e e c h  o n  t h e  in t e r n e t ,  

o th e r s  c o n c e r n e d  a b o u t  th e  t e c h n i c a l  a s p e c ts  o f  a n y  s u c h  r e s t r i c t i o n ,  a n d  y e t  o th e r s  

c o n c e r n e d  to  e n s u re  t h a t  th e  d e m a n d  f o r  o n l i n e  s e r v ic e s  i n  A u s t r a l i a  c o n t in u e d  t o  

g r o w .  B y  J u ly  1 9 9 6  S e n a to r  A l s t o n  w a s  ‘ m i n d f u l  o f  t h e  d a n g e r s  o f  h e a v y - h a n d e d  

r e g u la t io n  d is c o u r a g in g  in n o v a t i v e  c o n t e n t  a n d  a c c e s s  p r o v id e r s ’ a n d  m i n d f u l  a ls o  

o f  ‘ th e  c o m p le x i t y  o f  t h e  is s u e ,  b o t h  t e c h n i c a l l y  a n d  m o r a l l y . ’ 63 T h e  c o n f l i c t s  

in h e r e n t  i n  in t e r n e t  r e g u la t i o n  w e r e  b e c o m in g  m o r e  c le a r .

I n  J u ly  1 9 9 7  th e  g o v e r n m e n t  r e le a s e d  i t s  ‘ P r in c ip le s  f o r  a  R e g u la t o r y  F r a m e w o r k  

f o r  O n - L in e  S e r v ic e s  i n  t h e  B r o a d c a s t in g  S e r v ic e s  A c t  1 9 9 2 ’ w h i c h  p r o p o s e d  

‘ e f f e c t i v e  in d u s t r y  s e l f - r e g u la t i o n  . . .  s u p e r v is e d  b y  t h e  A B A . ’ 64 T h e  r e g im e  w a s  

t o  b e  ‘ b r o a d ly  c o n s is te n t  w i t h  t h e  s e l f - r e g u la t o r y  f r a m e w o r k  a p p l y i n g  t o

60 A ustralian  B roadcasting A uthority, Investigation into the Content of Online Services (1 9 9 6 )
61 Ibid 134.
62 Ibid 117, 134.
c” Senator R ichard A lston , S p eech  d elivered  to Internet Industry A sso c ia tio n  o f  A ustralia  
(IN T IA A ) (5 July 1996).
64 D epartm ent o f  C om m u nications and the A rts, ‘P rincip les for a R eg u la tory  F ram ew ork  for 
O nline S erv ices in  the B roadcasting  S erv ice s  A c t 1 9 9 2 ’ (P ress re lea se , 15 Ju ly 1 997).
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b r o a d c a s te r s  a n d  n a r r o w c a s te r s  u n d e r  th e  B S A  . .  . . ,65 A g a i n  th e  c o n f l i c t s  i n v o l v e d  

i n  o n l in e  r e g u la t io n  w e r e  a p p a r e n t ,  i n  t h a t  t h e  p r i n c i p l e s  p r o v id e d  t h a t  a  r e g u la t o r y  

r e g im e  s h o u ld  e n c o u r a g e  o n l i n e  s e r v ic e  p r o v id e r s  t o  r e s p e c t  c o m m u n i t y  v a lu e s ,  

e s ta b l is h  m e a n s  f o r  a d d r e s s in g  c o m p la in t s ,  g i v e  h ig h  p r i o r i t y  t o  t h e  p r o t e c t io n  o f  

m in o r s , 65 66 67 e n c o u r a g e  s e l f - r e g u la t o r y  m e c h a n is m s  a n d  ‘in particular avoid 

inhibiting the growth and development of the online services industry by placing 

unreasonable regulatory constraints on the online service provider industry. . . . 167

C . Internet industry activity.

A s  d is c u s s e d  a b o v e ,  a  r e g u la t o r y  s c h e m e  f o r  th e  c o n t r o l  o f  o n l i n e  c o n t e n t  h a d  

b e e n  e n v is a g e d  f o r  s o m e  y e a rs  b e f o r e  t h e  O n l in e  S e r v ic e s  B i l l  w a s  f i n a l l y  

in t r o d u c e d  t o  P a r l ia m e n t .  R e g u la t io n  o f  th e  c o n t e n t  a v a i la b le  o n l i n e  h a d  b e e n  

in v e s t ig a te d ,  d is c u s s e d ,  th r e a te n e d ,  a n d  p r o p o s e d  s in c e  t h e  e a r l y  1 9 9 0 s ,  a n d  j u s t  

a b o u t  e v e r y  p r o p o s a l ,  f r o m  th e  B B S  T a s k  F o r c e ,  t o  t h e  A B A ,  t o  t h e  G o v e r n m e n t ’ s 

o w n  p r i n c ip l e s ,  s u g g e s te d  t h a t  s e l f - r e g u la t i o n  w a s  t h e  p r e f e r r e d  o p t io n .  A s  a  

r e s u l t ,  th e  O n l in e  S e r v ic e s  B i l l  s u r p r is e d  m a n y  i n  t h r e a t e n in g  a  c o n s id e r a b ly  

h a r s h e r  r e g u la t o r y  s c h e m e  t h a n  t h a t  w h i c h  h a d  b e e n  f o r e s h a d o w e d  p r e v io u s ly ,  f a r  

c lo s e r  t o  c o - r e g u la t io n  t h a n  t o  s e l f - r e g u la t io n .  T h e  B i l l  w a s  f a r  m o r e  p r e s c r ip t i v e  

t h a n  h a d  b e e n  e x p e c te d ,  w i t h  s t r i c t e r  g o v e r n m e n t  r e g u la t i o n  th r e a te n e d  i f  th e  

in d u s t r y  f a i l e d  r e s p o n s ib ly  t o  r e g u la t e  i t s e l f .  T h is  w a s  a t  le a s t  p a r t l y  d u e  t o  th e  

G o v e r n m e n t  p e r c e iv in g  t h e  in t e r n e t  i n d u s t r y  as u n a b le  o r  u n w i l l i n g  t o  r e g u la t e  

i t s e l f . 68

A s  o n e  w o u ld  e x p e c t ,  i n t e r n e t  i n d u s t r y  a s s o c ia t io n s  w e r e  w o r k i n g  d u r i n g  t h i s  t im e  

t o  e s ta b l is h  c o d e s  o f  p r a c t i c e  w h i c h  c o u ld  f o r m  th e  b a s is  o f  s e l f - r e g u la t i o n  a n d  

th u s  a v o id  th e  i m p o s i t i o n  o f  s u c h  c o d e s  d r a f t e d  b y  o th e r s .  W h i l e  s o m e  

o r g a n iz a t io n s  m a n a g e d  t o  e s ta b l is h  c o d e s  t o  t h e  s a t i s f a c t io n  o f  t h e i r  m e m b e r s , 69

65 Ibid, Structure o f  R egu latory  R eg im e.
66 Ibid, O bjectives.
67 Ibid, O b jectives.[ita lics added  b y  author]
68 Cth, Parliamentary Debates, Senate, 24  M a y  1999 , 5 1 9 8  (S en ator A lsto n ).
69 S ee  for exam p le cod e  d ev e lo p ed  b y  W estern  A ustralian  Internet A sso c ia tio n , co n clu d ed  1995 , 
referred to in ‘Introduction  to W A IA  and C ode o f  C o n d u ct’ 25  O ctob er 1995
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n o  n a t io n a l  c o d e  h a d  b e e n  c o m p le t e d .  P r i o r  to  t h e  Online Services Act p a s s in g  

t h r o u g h  P a r l ia m e n t ,  th e  I n t e r n e t  I n d u s t r y  A s s o c ia t i o n  h a d  a l r e a d y  s p e n t  f o u r  

y e a rs  d r a f t i n g  a n d  r e d r a f t i n g  p r o p o s e d  c o d e s ,  b u t  n o n e  h a d  y e t  b e e n  a p p r o v e d  as 

f i n a l . 71 A s  S e n a to r  A ls t o n  c o m m e n t e d  w h i l e  th e  B i l l  w a s  b e f o r e  P a r l ia m e n t :  ‘ T h e  

I n t e r n e t  A s s o c ia t io n  h a s  b e e n  c o n s c ie n t i o u s ly  d e v e lo p i n g  C o d e s  o f  P r a c t ic e ,  b u t  I  

t h i n k  i t  is  f a i r  t o  s a y  i t  w o u l d  c o n c e d e  t h a t  i t  h a s  n o t  m a d e  a  g r e a t  d e a l  o f  

p r o g r e s s . . .  T h is  is  n o t  a  p o s i t i o n  w h i c h  w e  t h i n k  is  r e s p o n s ib le .  W e  h a v e ,

72
t h e r e f o r e  p u t  d o w n  a  f r a m e w o r k  . . .  ’

T h e  r e g u la t o r y  s c h e m e  f o r  th e  c o n t r o l  o f  o n l i n e  c o n t e n t  h a d  b e e n  lo n g  i n  th e  

m a k in g ,  a n d  in  f a c t  t h e r e  w a s  l i t t l e  i n  th e  Online Services Act w h i c h  h a d  n o t  b e e n  

a t  le a s t  a l lu d e d  t o  as  a  p o s s i b i l i t y  as  f a r  b a c k  as  t h e  B B S  T a s k  F o r c e  R e p o r t .  

W h i l e  th e  i n t r o d u c t io n  o f  th e  le g is la t i o n  t o o k  s o m e  b y  s u r p r is e ,  t h e  r e g u la t o r y  

s c h e m e  in t r o d u c e d  w a s  n o t  r e a l l y  o u t  o f  l i n e  w i t h  w h a t  p r e c e d e d  i t  i n  t e r m s  o f  

in d u s t r y  r e g u la t io n ,  o r  w i t h  w h a t  h a d  b e e n  s u g g e s te d  p r e v i o u s l y  i n  t e r m s  o f  

c o m p u t e r  c o n te n t  c o n t r o l .

C O N C L U S I O N S

I t  c a n  b e  s e e n  f r o m  th e  a b o v e  t h a t  th e  c r e a t io n  o f  a  r e g u la t o r y  s c h e m e  f o r  i n t e r n e t  

c o n te n t  w a s  b o t h  in f o r m e d  b y ,  a n d  l i m i t e d  b y ,  e x i s t i n g  f a c t o r s .  T h e  u n iq u e n e s s  o f  

t h e  in t e r n e t  a n d  th e  t e c h n o lo g y  u p o n  w h i c h  i t  w a s  b u i l t  l i m i t e d  t h e  c h o ic e  o f  

c o n te n t  c o n t r o l  m e c h a n is m s  a v a i la b le  t o  th e  G o v e r n m e n t .  O v e r s e a s  a t t e m p ts  to  

c o n t r o l  in t e r n e t  c o n t e n t  i n f o r m e d  th e  G o v e r n m e n t  o f  p o s s ib i l i t i e s ,  b u t  A u s t r a l i a ’ s 

o w n  r e g u la t o r y  s c h e m e s ,  f o r  c e n s o r s h ip  a n d  c la s s i f i c a t io n ,  a s  w e l l  a s  f o r  i n d u s t r y

http: // w w  w. w a ia . asn. au /cgi-
b in /d b .cg i? d b = w a ia & u id = d efa u lt& sb l= 4 & so l= d escen d & v iew _ reco rd s= T & C a teg o ry = —  
& k eyw ord = cod e+ of+ p ractice& n h = 9& m h = :l at 2 0  A u g u st 2 0 0 4 .
70 Form erly the Internet A sso c ia tio n .
71 ‘T he present D raft C ode V ersio n  5 .0  is the product o f  a lm o st four years d ev e lo p m en t in clu d in g  
ex ten siv e  con su ltation  and su bsequ en t refinem ent. It is an tic ip ated  that the C o d e w ill form  a 
fundam ental e lem en t o f  the s e l f  regulatory lan dscape for the Internet in  A ustra lia  and has b een  
d esig n ed  to raise consum er co n fid en ce  in  the m ed ium , particu larly  for the p u rp oses o f  e-  
com m erce. [The previous] C od e v ersion  4 .0  w as the product o f  am en dm en ts fo llo w in g  the 
p ub lication  o f  V ersio n  3 in D ecem b er  1998. Internet Industry A sso c ia tio n , A u g u st 1999  
< h ttp ://w w w .iia .n et.au /con ten tcod e.h tm l>  at 23 June 2 0 0 4 .
72 Senator A lston , above n 68.
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c o n t r o l ,  w h i c h  h a d  d e v e lo p e d  l o c a l l y  o v e r  m a n y  y e a r s ,  d e f in e d  to  a  g r e a t  e x t e n t  

th e  c o n t e x t  w i t h i n  w h i c h  a n y  n e w  r e g u la t o r y  s c h e m e  w o u l d  n e e d  t o  b e  

f o r m u la t e d .  H o w e v e r ,  w h i l e  s e l f - r e g u la t i o n  w a s  in c r e a s in g l y  b e c o m in g  t h e  n o r m  

i n  o t h e r  in d u s t r ie s ,  th e  l a c k  o f  a n y  v o lu n t a r y  m o v e m e n t  i n  t h is  d i r e c t i o n  b y  th e  

A u s t r a l i a n  in t e r n e t  i n d u s t r y  le d  t o  c a l ls  f o r  m o r e  G o v e r n m e n t - m a n d a t e d  

r e g u la t io n ,  to  w h i c h  t h e  G o v e r n m e n t  r e s p o n d e d .
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PART TW O

PASSAGE, PROVISIONS, OPERATION, AND EFFECTS OF THE 

INTERNET CONTENT CONTROL REGIM E.

I n  t h is  p a r t  o f  t h e  t h e s is  th e  p a s s a g e  a n d  p r o v is i o n s  o f  t h e  Online Services Act a re  

e x a m in e d ,  a lo n g  w i t h  t h e  o p e r a t io n  a n d  e f f e c t s  o f  t h e  Act. T h is  p a r t  i n i t i a l l y  

d is c u s s e s  t h e  i n t r o d u c t i o n  o f  t h e  O n l in e  S e r v ic e s  B i l l  a n d  i t s  p a s s a g e  t h r o u g h  

P a r l ia m e n t ,  a n d  t h e n  lo o k s  a t  t h e  p r o v is i o n s  o f  t h e  Act i t s e l f .  T h e  o p e r a t io n  o f  th e  

Act, i n c l u d i n g  t h e  d r a f t i n g  a n d  r e g is t r a t i o n  o f  th e  I n t e r n e t  I n d u s t r y  C o d e s  o f  

P r a c t ic e ,  t h e  e s t a b l is h m e n t  a n d  o p e r a t io n  o f  a  c o m p la in t s  r e g im e ,  th e  

e s t a b l is h m e n t  o f  N e t A l e r t ,  a n d  t h e  p r o p o s e d  c o m p le m e n t a r y  s ta te  a n d  t e r r i t o r y  

l e g is la t i v e  p r o v is i o n s ,  a re  a l l  e x a m in e d ,  b e f o r e  m o v i n g  o n  t o  l o o k  a t  d a ta  f r o m  

s tu d ie s  o n  in t e r n e t  c o n t e n t  c o n t r o l ,  s u b m is s io n s  m a d e  t o  t h e  R e v ie w  o f  t h e  Online 

Services Act, a n d  t h e  r e p o r t  f r o m  th e  R e v ie w  i t s e l f .  E v a lu a t io n  o f  t h e  s c h e m e ’ s 

a c h ie v e m e n t s  a n d  e f f e c t s  a re  t h e n  d e a l t  w i t h  i n  P a r t  3  o f  t h e  th e s is .
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C H A P T E R  S E V E N :  P A S S A G E  A N D  P R O V I S I O N S  O F  T H E  

O N L I N E  S E R V I C E S  A C T .

A .  Passage of the Act

A s  d is c u s s e d  i n  th e  p r e v io u s  c h a p te r ,  t h e  G o v e r n m e n t  h a d  f i r s t  s h o w n  a n  in t e r e s t  

in  r e g u la t in g  th e  c o n te n t  a v a i la b le  v i a  c o m p u t e r  n e t w o r k s  i n  1 9 9 2 ,  a l t h o u g h  a t  t h a t  

s ta g e  le s s  t h a n  3 %  o f  h o m e s  w e r e  t h o u g h t  t o  h a v e  a c c e s s  t o  c o m p u t e r  n e t w o r k s . 1 

B y  1 9 9 9  o v e r  6 5 0  IS P s  p r o v id e d  in t e r n e t  a c c e s s  t o  o v e r  3 .6  m i l l i o n  A u s t r a l i a n s . 2 

C o n t e n t  a c c e s s e d  t h r o u g h  th e  in t e r n e t  w a s  th u s  t h o u g h t  t o  b e  i n c r e a s in g ly  

i n f l u e n t i a l  i n  th e  c o m m u n i t y ,  c o n c e r n s  w e r e  b e in g  e x p r e s s e d  a b o u t  t h e  n a tu r e  o f  

t h e  m a t e r ia l  a c c e s s ib le  t h r o u g h  t h is  m e d iu m ,  a n d  t h e  A u s t r a l i a n  S ta te s  a n d  

T e r r i t o r ie s  w e r e  in c r e a s in g ly  i n t r o d u c in g  lo c a l  l e g i s la t i o n  i n  a t t e m p ts  t o  c o n t r o l  

s u c h  m a t e r ia l . 3 4 * A g a in s t  t h is  b a c k d r o p ,  a n d  a f t e r  y e a r s  o f  i n v e s t ig a t i o n ,  n a t io n a l  

l e g is la t io n  t o  r e g u la te  i n t e r n e t  c o n t e n t  w a s  f o r m a l l y  p r o p o s e d  i n  th e  

C o m m o n w e a l t h  P a r l ia m e n t .

A  b a r r a g e  o f  c r i t i c i s m  a c c o m p a n ie d  th e  in t r o d u c t i o n  t o  P a r l ia m e n t  o f  t h e  

B r o a d c a s t in g  S e r v ic e s  A m e n d m e n t  ( O n l i n e  S e r v ic e s )  B i l l ,  w h i c h  w a s  in t e n d e d  to  

b e  ‘ p a r t  o f  a  m u l t i f a c e t e d  a p p r o a c h  t o  e n s u re  a  u n i f o r m  n a t io n a l  a p p r o a c h  to  

o n l in e  c o n te n t  r e g u la t i o n . ’ 4 5 T h e  s p e c i f i c  a im s  o f  t h e  B i l l  w e r e  a )  t o  p r o v id e  a  

m e a n s  f o r  a d d r e s s in g  c o m p la in t s  a b o u t  i n t e r n e t  c o n t e n t ,  b )  t o  r e s t r i c t  a c c e s s  t o  

in t e r n e t  c o n te n t  l i k e l y  t o  c a u s e  o f f e n c e  t o  a  r e a s o n a b le  a d u l t ,  a n d  c )  t o  p r o t e c t  

c h i ld r e n  f r o m  e x p o s u r e  t o  i n t e r n e t  c o n t e n t  u n s u i t a b le  f o r  t h e m . 6 B u t  th e s e  a im s  

w e r e  s u b je c t  t o  a  r e g u la t o r y  i n t e n t  t h a t  ‘ p u b l i c  in t e r e s t  c o n s id e r a t io n s  [ s h o u ld ]  b e

1 C om puter B u lle tin  B oard S y stem s T ask  F orce, R eg u la tio n  o f  C o m p u te r  B u lle tin  B o a r d  S erv ice s  
(1 9 9 5 )  14.
2 B roadcasting  S erv ices A m end m en t (O n lin e S erv ice ) B ill  1 9 9 9 , S eco n d  R ead in g  S p eech , Cth, 
P a rlia m e n ta ry  D e b a te s , Senate, 21 A pril 1999 , 3 9 5 7 , 3 9 5 8  (Senator Ian C am p bell, Parliam entary  
Secretary to Senator A lston , M inister for C om m u n ication s, In form ation  T e c h n o lo g y  and the Arts).
3 Ibid.
4 Senator Ian C am pbell, above n 2.
’ R egulatory fragm entation  w as a m ajor con cern  to the federal governm ent, as so m e states and  
territories had already b egu n  in depend en tly  to enact their o w n  le g is la t io n  for the control o f  internet 
content. D isc u sse d  in  m ore detail in  C hapter 10: State and T erritory le g is la t iv e  p ro v isio n s.
6 B roadcasting  S erv ices A m end m en t (O n lin e S erv ice s)  B ill 199 9  (C th) (sch ed u le  1) c l 2 , n o w  
incorporated to b eco m e B ro a d c a s tin g  S e rv ic e s  A c t 1 9 9 2  (C th) s 3 (k ) (1) and (m ).

100



a d d re s s e d  in  a  w a y  t h a t  d o e s  n o t  im p o s e  u n n e c e s s a r y  f i n a n c ia l  a n d  a d m in is t r a t i v e  

b u r d e n s  o n  I n t e r n e t  c o n t e n t  h o s ts  a n d  I n t e r n e t  s e r v ic e  p r o v id e r s . ’ W h i l e  t h e  B i l l  

w a s  b e f o r e  P a r l ia m e n t  a t t e m p ts  w e r e  m a d e  t o  ‘ c l a r i f y  t h e  b a la n c e  b e t w e e n  th e  

p u b l i c  in t e r e s t  i n  a d d r e s s in g  c o n c e r n s  a b o u t  c o n t e n t  is s u e s  a n d  t h e  G o v e r n m e n t ’ s

o
d e s ir e  n o t  t o  im p o s e  u n d u e  f i n a n c ia l  o r  a d m in is t r a t i v e  b u r d e n s  o n  i n d u s t r y , ’ b u t  

in  fa c t  th e  r e l a t i v e  w e ig h t s  o f  e a c h  w e r e  n e v e r  r e a l l y  c le a r .

S u c h  w a s  th e  in te r e s t  i n  t h e  B i l l  t h a t  b e t w e e n  i t s  i n t r o d u c t i o n  a n d  i t s  e n a c tm e n t ,  

a n  e n q u i r y  r e l a t in g  t o  t h e  B i l l  b y  th e  S e n a te  S e le c t  C o m m i t t e e  o n  I n f o r m a t i o n  

T e c h n o lo g ie s 7 8 9 r e c e iv e d  o v e r  o n e  h u n d r e d  w r i t t e n  s u b m is s io n s  a n d  m a n y  o r a l  

s u b m is s io n s  i n  a  p e r io d  o f  o n l y  t h r e e  w e e k s . 10 A  g r e a t  d e a l  o f  p o l i t i c a l  a n d  

in d u s t r y  c o n s u l t a t io n  a ls o  o c c u r r e d  w h i l e  th e  B i l l  w a s  b e f o r e  th e  C o m m i t t e e ,  a n d  

c o n s e q u e n t ly  i t  w a s  s u b s t a n t ia l l y  a m e n d e d  p r i o r  t o  p a s s in g  t h e  S e n a te  o n  M a y  2 6 th 

1 9 9 9  a n d  p r o c e e d in g  t o  t h e  L o w e r  H o u s e .  W h i l e  t h e  a m e n d m e n ts  q u ie t e n e d  s o m e  

c r i t i c i s m s  o f  th e  B i l l ,  v e r y  m a n y  c r i t i c i s m s  r e m a in e d ,  a n d  w e r e  s t i l l  b e in g  h e a r d  

w h e n  th e  m a jo r  s u b s t a n t iv e  p r o v is i o n s  o f  t h e  Act c a m e  in t o  e f f e c t  s ix  m o n t h s  

l a t e r . 11 A t  t h is  s ta g e  I n d u s t r y  C o d e s ,  d r a f t e d  i n  r e s p o n s e  t o  t h e  le g is la t i o n ,  a ls o  

c a m e  in t o  e f f e c t ,  s o  f o r  th e  f i r s t  t im e  th o s e  b o t h  w i t h i n  t h e  in d u s t r y ,  a n d  o u t s id e  i t ,  

c a m e  to  s e e  h o w  th e  ‘ c o - r e g u la t o r y ’ s c h e m e  f o r  c o n t r o l l i n g  in t e r n e t  c o n t e n t  w a s  to  

w o r k . 12 T h e  C o d e s  f u r t h e r  a d d re s s e d  s o m e  o f  th e  i n i t i a l  c o n c e r n s  a b o u t  th e  

a n t ic ip a te d  e f f e c ts  o f  t h e  Act.

I n i t i a l  c r i t i c i s m s  o f  th e  Online Services Act w e r e  m a n y  a n d  v a r ie d ,  b u t  c o u ld  b e  

b r o k e n  in t o  f o u r  m a in  c a te g o r ie s .  F i r s t ,  c o n c e r n s  w e r e  r a is e d  a b o u t  th e  

G o v e r n m e n t ’ s m o t i v a t io n s  i n  a t t e m p t in g  t o  r e g u la t e  i n t e r n e t  c o n t e n t  a t  a l l ,  a n d  

w h y  th e  g o v e r n m e n t  c h o s e  t h is  p a r t i c u la r  t im e  t o  a c t .  S e c o n d ly ,  c o n c e r n s  w e r e

7 Ibid (sch ed u le  1) c l 4 , n ow  incorporated  as B ro a d c a s tin g  S e rv ic e s  A c t 1 9 9 2  (C th) s 4 (3 )(a ).
8 Supplem entary E xplanatory M em orandum  (undated), B road castin g  S erv ice s  A m en d m en t (O nline  
S erv ices) B ill 1999 (Cth).
9 Senate referred the O nline S erv ices B ill to the C om m ittee  on  23  A pril 1 9 9 9  (2  days after its 
introduction  to the Senate). R eport tabled  in Senate 11 M ay  1999 .
10 Senator Jeannie Ferris, In troduction  to the R e p o r t o f  the S en a te  S e le c t C o m m ittee  on In form ation  
T echnolog ies. (M ay 1999) T he co m m ittee  rece iv ed  104 w ritten  su b m iss io n s , and heard from  33 
w itn esses in  four p ub lic hearings.
11 O n 1 January 2 0 0 0 .
12 Internet Industry C odes o f  P ractice, registered  b y  the A B A  16 D e c  19 9 9 , for im plem en tation  
from  1 January 2 0 0 0 . T he C od es can  b e found  at < h ttp ://w w w .iia .n et.a u /in d ex 2 .h tm l>  at 23 June 
2 0 0 4 .
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r a is e d  r e l a t i n g  t o  th e  G o v e r n m e n t ’ s t e c h n i c a l  in e p t i t u d e  a n d  i t s  l a c k  o f  

u n d e r s t a n d in g  o f  in t e r n e t  t e c h n o lo g y .  T h i r d l y ,  c o n c e r n s  w e r e  r a is e d  r e g a r d in g  th e  

e f f e c t  t h e  le g is la t io n  w o u l d  h a v e  o n  t h e  o p e r a t io n  a n d  d e v e lo p m e n t  o f  t h e  in t e r n e t  

in d u s t r y .  F o u r t h l y ,  c o n c e r n s  w e r e  r a is e d  a b o u t  c e n s o r s h ip  a n d  r e s t r i c t i o n s  o n  

f r e e d o m  o f  s p e e c h .  W i t h i n  e a c h  o f  th e s e  m a in  a re a s ,  c o n c e r n s  w e r e  c o m p le x  a n d  

f a r - r e a c h in g ,  a n d  o f t e n  c o n f l i c t i n g .

T h e  m a n y  c r i t i c i s m s  r e l a t i n g  t o  th e  G o v e r n m e n t ’ s m o t i v a t i o n  i n  p r o p o s in g  th e  

n e w  le g is la t i o n  w e r e  in t e r w o v e n .  T h e  G o v e r n m e n t  c la im e d  t h a t  t h e  l e g is la t i o n  

w a s  a r e s p o n s e  to  g e n e r a l is e d  ‘ c o m m u n i t y  c o n c e r n s ’ 13 a b o u t  t h e  a v a i l a b i l i t y  o f  

‘ p r o b le m a t i c ’ in t e r n e t  c o n t e n t ,  s p e c i f i c a l l y  t h a t  w h i c h  is  ‘ i l l e g a l ,  p o r n o g r a p h ic  o r  

u n s u i t a b le  f o r  c h i l d r e n . ’ 14 T h o s e  s k e p t ic a l  o f  t h e  G o v e r n m e n t ’ s c la im s  n o t e d  t h a t  

s u r v e y s  s h o w e d  ‘ l i m i t e d  s u p p o r t  f o r  g o v e r n m e n t  c e n s o r s h ip  a m o n g  in t e r n e t  

u s e r s , ’ 15 w i t h  f e w e r  t h a n  3 %  o f  r e s p o n d e n ts  t o  o n e  s u r v e y  c i t i n g  in d e c e n t  m a t e r ia l  

as a  c o n c e r n ,  c o m p a r e d  w i t h  1 8 %  c i t i n g  p r i v a c y . 16 17 F o r  n o n - u s e r s ,  c o n t e n t  r a n k e d

1 7
as le s s  o f  a  b a r r ie r  t o  in t e r n e t  u s e  t h a n  c o s t  a n d  la c k  o f  a c c e s s .

F u r t h e r ,  w h i l e  th e  g o v e r n m e n t  h a d  f o r  a  c o n s id e r a b le  t im e  f o r e s h a d o w e d  

le g is la t io n  t o  c o n t r o l  i n t e r n e t  c o n t e n t , 18 t h e  t i m i n g  o f  t h e  i n t r o d u c t i o n  o f  th e  

le g is la t io n  a ls o  le d  t o  c r i t i c i s m  o f  th e  B i l l  a s  a  p r i m a r i l y  p o l i t i c a l  m a n o e u v r e . 19 

W h i l e  th e  g o v e r n m e n t  h a d  s u f f i c i e n t  s e a ts  t o  c o n t r o l  v o t i n g  in  t h e  H o u s e  o f  

R e p r e s e n ta t iv e s ,  In d e p e n d e n t  S e n a to r  B r i a n  H a r r a d in e ,  l o n g  n o t e d  f o r  h is  m o r a l

13 Senator Ian C am pbell, ab o v e  n 2, 3 9 5 7 .
14 Ibid.
15 Peter C hen, ‘P ornography, P rotection , Prevarication: T h e P o lit ic s  o f  Internet C en so rsh ip ,’ 
(M arch 2 0 0 0 )  6 (1 ) U N S W L J F o ru m , (In tern e t C o n ten t C o n tro l)  18, 18.
16 E lectronic Frontiers A ustralia , S u b m issio n  to  S en a te  S e le c t C o m m itte e  on In fo rm a tio n  
T ech n o lo g ies , (3 0  A pril 1999). ‘In the June 1997  w w w .co n su lt  su rvey  o f  A ustra lian  Internet users, 
few er than 3% o f  the 8 ,591 respondents cited  in d ecen t m aterial as a con cern  (com p ared  w ith  18%  
citing privacy  and 28%  a ccess  tim es). A n d  in a te lep h on e su rvey  o f  ov er  1 ,0 0 0  non-users o f  the 
Internet, on ly  15% m en tion ed  in d ecen t m aterial on  the Internet as a con cern , ev e n  w ith  
p rom p tin g .’ < h ttp ://w w w .efa .org .aU /P u b lish /sen ate99 .h tm l#7>  at 23  June 2 0 0 4 .
17 A ustralian  B roadcasting  A uthority , In terim  O n lin e  S e rv ic e s  R e p o r t o f  th e  A BA  to  th e M in is te r  
(July 1998).
18 Ibid 5 and d iscu ssed  in C hapter Four: O verseas internet con ten t con tro l prior to the O nlin e  
S erv ice s  A ct.
19 S ee  for exam p le D a v id  Marr, The H igh  P r ic e  o f  H ea ven  (2 0 0 0 )  7 6 , K im b er ley  H eitm an, 
‘V apours and M irrors’ M arch 2 0 0 0  6 (1 ) U N S W L J F orum , (In te rn e t C o n ten t C o n tro l)  3 0 , C hen, 
above n 15. 19.
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c o n s e r v a t is m , 20 * h e ld  t h e  b a la n c e  o f  p o w e r  i n  t h e  S e n a te  u n t i l  J u n e  1 9 9 9 .  F o r  th e  

G o v e r n m e n t  to  p a s s  o t h e r  -  u n r e la t e d  -  le g is la t i o n ,  S e n a to r  H a r r a d in e ’ s s u p p o r t  i n  

th e  S e n a te  w a s  e s s e n t ia l ,  a n d  th e  p a s s a g e  o f  t h e  Online Services Act w a s  s e e n  b y  

m a n y  as  th e  quid pro quo. S e n a to r  H a r r a d in e  w o u l d  v o t e  w i t h  t h e  G o v e r n m e n t  o n  

o t h e r  le g is la t i o n  i n  e x c h a n g e  f o r  th e  i n t r o d u c t i o n  b y  t h e  G o v e r n m e n t  o f  t h e  Online 

Services Act2] E v e n  th e  c o r p o r a t io n  s e t  u p  u n d e r  t h e  Act t o  ta k e  r e s p o n s ib i l i t y  f o r  

c o m m u n i t y  e d u c a t io n  w a s  t o  b e  b a s e d  i n  T a s m a n ia ,  S e n a to r  H a r r a d in e ’ s h o m e  

s ta te .

R e g a r d in g  t e c h n o lo g ic a l  l im i t a t i o n s ,  th e  G o v e r n m e n t  w a s  a c c u s e d  o f  e n a c t in g  

le g is la t i o n  w h i c h  i t  k n e w ,  o r  s h o u ld  h a v e  k n o w n ,  c o u ld  n o t  w o r k .  I n  t h is  r e s p e c t  i t  

w a s  c r i t i c i s e d  f o r  a t t e m p t in g  t o  r e g u la t e  i n t e r n e t  c o n t e n t  w i t h o u t  u n d e r s t a n d in g  

th e  t e c h n ic a l  im p o s s i b i l i t y  o f  i t s  p la n , 22 23 a n d  i t  w a s  c r i t i c i s e d  o n  t h e  o t h e r  h a n d  f o r  

e n g a g in g  in  a  c y n ic a l  e x e r c is e  o f  s y m b o l i c  p o l i t i c s .  I t  w a s  s u g g e s te d  t h a t  th e  

G o v e r n m e n t  did u n d e r s ta n d  t h a t  th e  l e g is la t i o n  i t  w a s  e n a c t in g  c o u ld  n o t  w o r k  t o  

a c h ie v e  i t s  s ta te d  a im s ,  b u t  w a n t e d  n e v e r th e le s s  t o  b e  s e e n  t o  b e  d o in g  s o m e t h in g ,  

e v e n  i f  t h a t  ‘ s o m e t h in g ’ p r o v e d  in e f f e c t i v e . 24 * T h is  o f  c o u r s e  w a s  t i e d  t o  c o n c e r n s  

r e g a r d in g  th e  m o t i v a t i o n  o f  t h e  G o v e r n m e n t ;  w a s  th e  G o v e r n m e n t  e n a c t in g  

le g is la t io n  i t  k n e w  w o u ld  n o t  w o r k ,  s im p l y  t o  e n s u r e  S e n a to r  H a r r a d in e ’ s s u p p o r t?

T h e  t h i r d  m a jo r  c o n c e r n  r e la t e d  t o  th e  p o s s ib le  e f f e c t s  o f  t h e  l e g i s l a t i o n  u p o n  th e  

in t e r n e t  in d u s t r y .  T h e  i n t r o d u c t i o n  o f  t h e  O n l i n e  S e r v ic e s  B i l l  w a s  c o m m o n ly  s a id  

t o  m a k e  A u s t r a l i a  ‘ t h e  v i l l a g e  i d i o t  o f  th e  in t e r n e t  w o r l d , ’ a  t a g  w h i c h  m a y

20 For d iscu ssio n  sp ec ifica lly  o f  S enator H arradine’s m oral crusades se e  C h 4 , ‘S o ld iers o f  the  
C ro ss ,’ in Marr, above n 19.

S ee for exam p le Marr, ab ove n 19, 76 , H eitm an, a b o v e  n  19, 30.
22 For exam p le see  Jon C asim ir, ‘A c t o f  S tu p id ity ’ S y d n e y  M o rn in g  H e r a ld  (Ico n ) 17 Ju ly 1999 , 
referred to in C hen, ab ove n  15, 18. S ee  a lso  A nna Johnson , K e y  L e g a l a n d  T ech n ica l P ro b le m s  
w ith  the B ro a d c a s tin g  S e rv ic e s  A m en d m en t (O n lin e  S e rv ic e s  B ill)  1 9 99 , (u n pu blish ed ) and see  
H eitm an, ab ove n 19, 3 3 , w h o  n oted  that o f  the tw o  m a in  ten ets o f  the le g is la t io n  as p resen ted  to  
the A ustralian  pub lic , a) rem o v in g  p rob lem atic A ustra lian  h o sted  m aterial and b lo ck in g  
problem atic overseas h osted  m aterial and b) em p o w erin g  users to d ec id e  for th e m se lv e s  through  
the u se o f  filtering tech n o lo g y  softw are, neither su rv iv es tech n ica l scrutiny.
23 C hen, ab ove n 15, 18.
24 Marr, above n 19, 114.
23 S ee for exam p le N ad ine S trossen , P resident o f  A m erica n  C o u n cil for C iv il L iberties, q uoted  in  
"Australia U rged  to R epeal L a w ’ S yd n ey  M o rn in g  H e r a ld  (B u s in e ss  S ectio n ) 2 4  A u g u st 1999 , 
referring to a com m en t b y  D an n y  Y ee  o f  E lectron ic Frontiers A ustralia: ‘T h e govern m en t has 
turned A ustralia  into the g lob a l v illa g e  id io t .’ E F A  M ed ia  R e lea se  2 6 th M ay  1999 .
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d is c o u r a g e  in v e s t m e n t  i n  th e  A u s t r a l i a n  in t e r n e t  i n d u s t r y . 26 27 * 29 A  m o r e  c o n c r e te  

c o n c e r n  w a s  t h a t  A u s t r a l i a n  c o n t e n t  w o u ld  b e  m o v e d  o f f s h o r e  i n  r e s p o n s e  t o  th e  

le g is la t io n ,  a n d  i n  c o n s e q u e n c e  c r e a te  f u r t h e r  c o n t e n t  i m p o r t  f r o m  o v e rs e a s  h o s ts ,  

le s s e n in g  o u r  p r o p o r t i o n  o f  i n p u t  t o  o u t p u t .  T h is  w o u l d  ta k e  m o n e y  o u t  o f  th e  

in d u s t r y  n o t  o n l y  b y  f o r c i n g  c o n t e n t  p r o v id e r s  t o  a b a n d o n  lo c a l  h o s ts ,  a n d  u s e  a n d  

p a y  f o r  h o s ts  o v e rs e a s ,  b u t  a ls o  b y  in c r e a s in g  th e  p r o p o r t i o n  o f  m a t e r ia l  

d o w n lo a d e d  b y  A u s t r a l ia n s  f r o m  s ite s  o u t s id e  t h e  c o u n t r y ,  a n d  d e c r e a s in g  t h e

27
p r o p o r t i o n  o f  c o n te n t  d o w n lo a d e d  f r o m  A u s t r a l i a n  s i te s  b y  u s e rs  o v e rs e a s .

M a j o r  c o n c e r n s  a ls o  a ro s e  t h a t  h o s ts  a n d  c a r r ie r s  m i g h t  n e e d  t o  m o n i t o r  c o n te n t ,  

a n d  c o u ld  b e  l ia b le  f o r  c o n t e n t  o v e r  w h i c h  t h e y  h a d  n o  c o n t r o l ,  a n d  w h i c h  s h o u ld  

b e  th e  r e s p o n s ib i l i t y  o f  t h e  c o n t e n t  o w n e r  o r  p r o v id e r .  T h e  n e e d  f o r  i n t e r n e t  

s e r v ic e  p r o v id e r s  ( IS P s )  a n d  in t e r n e t  c o n t e n t  h o s ts  ( I C H s )  t o  m o n i t o r  c o n t e n t  t h e y  

c a r r ie d  o r  h o s te d  w a s  l i k e n e d  t o  r e q u i r i n g  a  p h o n e  c o m p a n y  t o  m o n i t o r  th e  

c o n t e n t  o f  p h o n e  c a l ls ,  o r  th e  P o s t  O f f i c e  t o  m o n i t o r  t h e  c o n t e n t  o f  m a i l .  IS P s  

a n d  I C H s  w e r e  c o n c e r n e d  t h a t  a n y  s u c h  m o n i t o r i n g  w o u l d  b e  c o s t l y  a n d  t im e  

c o n s u m in g ,  a n d  c o u ld  i t s e l f  le a d  t o  l i a b i l i t y  i f  d e c is io n s  a b o u t  c o n t e n t  w e r e  

w r o n g l y  m a d e .  IS P s  w e r e  a ls o  c o n c e r n e d  t h a t  b l o c k i n g 30 c o n t e n t  w o u ld  

s i g n i f i c a n t l y  s lo w  in t e r n e t  t r a f f i c  i n  A u s t r a l i a ,  m a k i n g  in t e r n e t  u s e  f a r  le s s  

a t t r a c t i v e  t o  b o t h  c o m m e r c ia l  a n d  p r i v a t e  u s e rs ,  a n d  s o  h a v e  m a j o r  e c o n o m ic  

r e p e r c u s s io n s . 31

F o u r t h l y ,  c o n c e r n s  a b o u t  c e n s o r s h ip  a n d  f r e e d o m  o f  s p e e c h  w e r e  a ls o  l o u d l y  

v o ic e d  d u r in g  a n d  a f t e r  t h e  p a s s a g e  o f  th e  Online Services Act. W h i l e  th e  

E x p la n a t o r y  M e m o r a n d u m  to  t h e  B i l l  i t s e l f  i d e n t i f i e d  t h r e e  p o s s ib le  c a te g o r ie s  o f

26 S ee  for exam p le B rendan S cott, The D a w n  o f  a  N e w  D a rk  A g e  -  C e n so rsh ip  a n d  A m en d m en ts  to  
the B ro a d c a s tin g  S erv ice s  A c t (A pril ] 9 9 9 ) (unpublished).
27 Ibid.
iS B rendan Scott, 'S ilver B u lle ts  and G o ld en  E g g ed  C heese: A  C old  L o o k  at Internet C en so rsh ip ’ 
(M arch 2 0 0 0 )  6 (1 ) U N SW L J F orum , ( In tern e t C o n ten t C o n tro l)  14, 14-17 .
29 Peter C oron eos, ‘Internet C ontent C ontrol in A ustralia: A ttem p tin g  the Im p o ss ib le? ’ (M arch  
2 0 0 0 )  6 (1 ) U N SW L J F orum , ( In te rn e t C o n ten t C o n tro l)  2 6 , 27 .
30 A s provid ed  for in  B roadcasting  S erv ices A m en d m en t (O n lin e S erv ice s)  B ill (C th) c l 37(1  )(c ), 
and after am endm ent o f  the B i l l  c l 4 0 ( l ) ( c ) .
31 Scott, ab ove n 28.
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r e s t r i c t i o n  o f  o n l in e  m a t e r ia l ,  th e  G o v e r n m e n t  h a d  c h o s e n  t h e  m o s t  r e s t r i c t i v e .  

G e n e r a l  c o n c e r n s ,  r e l a t i n g  t o  a n y  m e d ia ,  a b o u t  f r e e  s p e e c h  p r o t e c t io n s ,  a n d  th e  

r ig h t s  o f  a d u l t s  to  r e a d ,  s p e a k  a n d  h e a r  w h a t  t h e y  c h o o s e ,  w e r e  c o m m o n ly  r e f e r r e d  

to ,  a n d  s ta t is t ic s  w e r e  q u o te d  t o  s h o w  th a t  t h e  o v e r w h e lm in g  m a j o r i t y  o f  

A u s t r a l ia n s  s u p p o r te d  s u c h  r i g h t s . 32 33

F u r t h e r m o r e ,  t h is  le g is la t i o n  c a m e  i n  t h e  w a k e  o f  t h e  d e c is io n  i n  t h e  U n i t e d  S ta te s  

c a s e  o f  Reno v  ACLU,34 w h i c h  h a d  c o n s id e r e d  a t  l e n g t h  t h e  is s u e  o f  f r e e  s p e e c h  as 

i t  r e la te d  t o  th e  in t e r n e t . 35 T h a t  d e c is io n  w a s  p a r t i c u l a r l y  s a l ie n t  t o  th o s e  a r g u in g  

a g a in s t  in t e r n e t  c o n t e n t  r e g u la t i o n  i n  A u s t r a l i a ,  as  i t  h e ld  t h a t  in t e r n e t  

c o m m u n ic a t io n s  r e q u i r e d  a n d  d e s e r v e d  f r e e  s p e e c h  p r o t e c t io n s  a s  m u c h  as  a n y  

o t h e r  m e d iu m .  C o n s e q u e n t ly  th e  U n i t e d  S ta te s  S u p r e m e  C o u r t  h a d  s t r u c k  d o w n  

th e  Communications Decency Act, th e  f i r s t  U S  l e g i s l a t i o n  e n a c te d  t o  r e s t r i c t  

in t e r n e t  c o n te n t  u n s u i t a b le  f o r  m in o r s . 36 T h e  r e a s o n in g  i n  t h a t  d e c is io n  w a s  u s e d  

to  s u p p o r t  a r g u m e n ts  a g a in s t  c o n t e n t  r e g u la t i o n  i n  A u s t r a l i a .  Is s u e s  s u c h  a s  th e  

d a n g e r  o f  c o l la t e r a l  c e n s o r s h ip ,  w h e r e b y  IS P s  o r  I C H s ,  u n a b le  t h e m s e lv e s  t o  

c o r r e c t l y  c la s s i f y  m a t e r ia l ,  m ig h t  r e fu s e  t o  c a r r y  o r  h o s t  m a t e r ia l  a b o u t  w h i c h  t h e y  

w e r e  u n c e r t a in ,  o r  a g re e  v o l u n t a r i l y  t o  t a k e - d o w n  m a t e r ia l  w i t h o u t  t h e  m a t e r ia l  

a c t u a l l y  b e in g  c la s s i f ie d ,  w e r e  r a is e d .  T h e  c o u r t  i n  Reno h a d  a n t ic ip a t e d  t h a t  

c o l la t e r a l  c e n s o r s h ip  w a s  l i k e l y  t o  w o r k  p a r t i c u l a r l y  a g a in s t  n o n - c o m m e r c ia l  o r  

s m a l le r  c o n t e n t  p r o v id e r s , 37 w h o  m a y  h a v e  l i t t l e  p o w e r  vis a vis I C H s ,  a n d  m a y  b e  

u n a b le  to  f i n d  h o s ts  f o r  t h e i r  c o n t e n t  e v e n  t h o u g h  i t  h a d  n o t  b e e n  c la s s i f ie d .  T h e s e

• • 32

32 D  L indsay, U n iv ersity  o f  M elbourne, C entre for M edia , C om m u n ication s and Inform ation  
T ech n o lo g y  L aw , C en so rin g  th e  In tern et: The A u stra lia n  A p p ro a c h  to  R e g u la tin g  In te rn e t  
C on ten t. R esearch  Paper N o  9 (N o v  1999) 68 . T he E M  presen ted  3 op tions: a) proh ib itin g  R C  
m aterial; b) prohibiting RC m aterial, and X  and R m aterial not su b ject to an adult ver ifica tio n  
schem e; and c) prohibiting R C  and X  m aterial, and R  m aterial n ot su bject to  an adult ver ifica tio n  
schem e. T he last w as in clu d ed  in the B ill.
3 ’ E lectronic Frontiers A ustralia , ab ove n 16. ‘D esp ite  the c la im s o f  m oral crusaders that there is 
“w id e com m un ity  con cern ” to support the h eavy-h an d ed  censo rsh ip  th ey  favour, su rveys o f  
A ustralian  adults since at least 1992  have co n sis ten tly  sh o w n  vast support for the a v a ila b ility  o f  X -  
rated (67% -83% ) and R -rated  m aterial (72% -82% ) to adults. T h ese  stud ies have b een  carried  out 
by resp ected  organ isations in clu d in g  the O F L C  and the A B A .’ 
h ttp ://w w w .efa .org .aU /P u b lish /sen ate99 .h tm l#7
34 R en o  v A C L U  117 S Ct 2 3 2 9  (1 9 9 7 ).
35 D isc u sse d  further in  Chapter F ive: C en sorsh ip  and freed o m  o f  sp eech .
36 R eno v  A C L U  117 S Ct 2 3 2 9 , 2 3 4 7  (1 9 9 7 ).
37 R eno v A C L U  117 S Ct 2329, 2347 (1997).
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a n d  o t h e r  c o n c e r n s  d is c u s s e d  i n  Reno w e r e  r e p e a te d  i n  r e s p o n s e  t o  th e  p r o p o s e d

1 0

A u s t r a l ia n  le g is la t io n .

A l i g n e d  to  th e s e  f r e e  s p e e c h  c o n c e r n s  w e r e  c o n c e r n s  o v e r  t h e  c l a s s i f i c a t io n  

s y s te m  c h o s e n  f o r  i n t e r n e t  c o n te n t .  I n t e r n e t  c o n t e n t  w a s  t o  b e  c la s s i f i e d  as  f i l m  

u n d e r  th e  N a t io n a l  C la s s i f i c a t io n  S c h e m e ,  a l t h o u g h  t h e  c o n t e n t  o f t e n  h a d  l i t t l e  i n  

c o m m o n  w i t h  f i l m  c o n te n t .  F o r  e x a m p le ,  e v e n  p u r e  t e x t  o n  t h e  in t e r n e t  w o u l d  b e  

c la s s i f ie d  u n d e r  th e  m o r e  r e s t r i c t i v e  f i l m  c la s s i f i c a t io n s ,  r a t h e r  t h a n  th e  le s s  

r e s t r i c t i v e  p u b l i c a t io n s  c a t e g o r y . 38 39 A d d i t i o n a l l y ,  c o n c e r n s  w e r e  r a is e d  t h a t  

r e s t r i c t io n s  o n  in t e r n e t  c o n t e n t  w o u ld  h a v e  r e p e r c u s s io n s  f o r  t h e  m e d iu m  i t s e l f ,  i n  

a  w a y  t h a t  w a s  n o t  a p p a r e n t  i n  o t h e r  m e d ia .  F o r  e x a m p le ,  r e s t r i c t i n g  a  p r i n t  

v e r s io n  o f  P la y b o y  w o u l d  n o t  c h a n g e  th e  n a t u r e  o f  p r i n t  c o m m u n ic a t io n s ,  w h e r e a s  

r e s t r i c t i n g  c o n te n t  o n  th e  in t e r n e t ,  th e  la s t  u n r e g u la t e d  f r o n t i e r ,  m a y  c h a n g e  th e  

v e r y  e s s e n c e  o f  th e  in t e r n e t . 40

S o m e  o f  th e  a b o v e  c r i t i c i s m s  w e r e  d e a l t  w i t h  i n  t h e  f i n a l  f o r m  o f  t h e  le g is la t i o n ,  

a n d  o th e r s  w e r e  m e t  i n  t h e  d r a f t i n g  o f  th e  I n d u s t r y  C o d e s  o f  P r a c t ic e ,  w h i c h  w e r e  

r e q u i r e d  b y  th e  Act a n d  w e r e  in t e n d e d  to  w o r k  i n  c o n ju n c t i o n  w i t h  i t .  T o  a d d re s s  

c o n c e r n s  t h a t  th e  B i l l  ‘ c r e a te s  t h e  im p r e s s io n  t h a t  IS P s  a n d  I C H s  a re  t o  b e a r  th e  

p r im e  b u r d e n  in  r e l a t io n  t o  o f f e n s iv e  m a t e r i a l , ’ t h e  B i l l  w a s  a m e n d e d  t o  i n c lu d e  

th e  s e c o n d  a n d  t h i r d  c o m p o n e n ts  o f  t h e  s c h e m e ,  t h a t  is ,  t h e  in t e n d e d  e n a c tm e n t  o f  

c o m p le m e n t a r y  S ta te  a n d  T e r r i t o r y  le g is la t i o n ,  a n d  t h e  e s t a b l i s h m e n t  o f  a  

c o m m u n i t y  a d v is o r y  b o d y .  U n d e r  t h e  Online Services Act a s  p a s s e d ,  I C H s  a n d  

IS P s  w e r e  n o t  r e q u i r e d  t o  m a k e  a n y  c la s s i f i c a t io n  j u d g m e n t s ;  t h e  A u s t r a l i a n  

B r o a d c a s t in g  A u t h o r i t y  ( A B A )  a n d  th e  O f f i c e  o f  F i l m  a n d  L i t e r a t u r e  

C la s s i f i c a t io n  ( O F L C )  w e r e  l e f t  w i t h  t h is  r e s p o n s ib i l i t y ,  a n d  IS P s  a n d  I C H s  w e r e  

r e q u i r e d  o n l y  t o  a c t  u p o n  A B A  a n d  O F L C  d e c is io n s .  L i k e w is e ,  t h e  Online

38 S ee  for exam p le E lectron ic Frontiers A ustralia , ab o v e  n  16 ‘E ffec ts  on  C ontent P ro v id ers’.
39 S ee  for exam p le H eath  G ib son , ‘S h ootin g  the M essen g er , A  C ritique o f  A u stra lia ’s Internet 
C ontent R egu la tion  R e g im e ’ (February 2 0 0 0 )  N o  10 Issue Analysis - Centre for Independent 
Studies [7] < h ttp ://w w w .c is .o rg .a u /Issu eA n a ly sis /ia lO /ia lO .p d f> at 25  June 2 0 0 4 .
40 S ee  for exam p le L aw rence L ess ig , ‘R ead in g  the C on stitu tion  in C y b e rsp a ce .’ 4 5 (3 )  E m ory Law  
Journal (1 9 9 6 ) footnote 63: ‘Just at the p oin t that w e are understanding the p o w er o f  this 
alternative w orld , the w orld  is acting to turn the W eb into an e lec tro n ic  v ersio n  o f  this [real] world. 
W orking, again, to replicate, o n ly  n o w  m ore e ffic ien tly , all the structures o f  d iscr im in ation  that 
real w orld  zo n in g  a ch ieves. T o  som e, the b eau ty  o f  the net w a s ju st  its esca p e  from  th ese  z o n in g s ’ 
23. S ee  a lso  Chapter Tw o: T he internet.
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Services Act d id  n o t  r e q u i r e  v e t t i n g  o r  m o n i t o r i n g  o f  c o n t e n t  b y  IS P s  o r  I C H s ,  a n d  

r e q u i r e d  t h e m  t o  t a k e  a c t io n  o n l y  o n c e  t h e y  w e r e  n o t i f i e d  o f  s u c h  m a t e r ia l  b y  th e  

A B A . 41 IS P s  a n d  I C H s  w e r e  a ls o  e x c lu d e d  f r o m  c i v i l  l i a b i l i t y  i f  a c t in g  i n  

a c c o r d a n c e  w i t h  a n  A B A  n o t ic e  42 F u r t h e r m o r e ,  w h i l e  t h e  le g i s l a t i o n  r e q u i r e d  

IS P s  t o  b l o c k  a c c e s s  t o  c o n t e n t  n o t i f i e d  t o  t h e m  b y  t h e  A B A ,  t h i s  w a s  r e q u i r e d  

o n l y  w h e r e  n o  in d u s t r y  c o d e  w a s  i n  p la c e . 43 W h e r e  t h e r e  w a s  a n  i n d u s t r y  c o d e  in  

p la c e ,  c o m p l i a n c e  w i t h  t h a t  c o d e  w o u ld  b e  s u f f i c i e n t 44 T h e  in t e n d e d  S ta te  a n d  

T e r r i t o r y  l e g i s la t i o n  w o u ld  e n s u re  a ls o  t h a t  r e s p o n s i b i l i t y  f o r  p r o v i s i o n  o r  u s e  o f  

‘ p r o b le m a t i c ’ m a t e r ia l  w o u ld  r e s t  w i t h  th o s e  d i r e c t l y  r e s p o n s ib le ,  t h a t  is  c o n t e n t  

p r o v id e r s  a n d  u s e rs ,  o v e r  w h o m  th e  f e d e r a l  g o v e r n m e n t  h a d  o n l y  l i m i t e d  p o w e r .

A l t h o u g h  m a n y  c o n c e r n s  r e m a in e d ,  s o m e  a t  le a s t  o f  t h e  i n i t i a l  c o n c e r n s  h a d  b e e n  

a l la y e d  b y  t h e  t im e  th e  s u b s t a n t iv e  p r o v is i o n s  o f  t h e  Online Services Act c a m e  

in t o  o p e r a t io n .  T h is  c h a p te r  n o w  o u t l in e s  th e s e  p r o v is i o n s ,  w h i l e  t h e  f o l l o w i n g  

c h a p te r s  i n  t h i s  p a r t  l o o k  i n  m o r e  d e p th  a t  t h e  m a j o r  e le m e n ts  o f  t h e  o n l i n e  c o n t e n t  

c o n t r o l  r e g im e .

B .  The Provisions of the Act

T h e  Online Services Act w a s  a n d  is  in t e n d e d  t o  o p e r a te  t h r o u g h  a  s y s te m  o f  c o ­

r e g u la t io n ,  w h e r e b y  th e  A u s t r a l i a n  B r o a d c a s t in g  A u t h o r i t y  ( A B A )  in v e s t ig a te s  

a n d  m a k e  d e c is io n s  a b o u t  i n t e r n e t  c o n t e n t ,  a n d  in d u s t r y  b o d ie s  d e v e lo p  c o d e s  o r  

s ta n d a r d s  s p e c i f y in g  th e  t e c h n i c a l  a s p e c ts  o f  h o w  th o s e  d e c is io n s  a re  t o  b e  

a p p l ie d . 45

41 Supplem entary E xplanatory M em orandum  (undated), B road castin g  S erv ice s  A m en d m en t  
(O n lin e S erv ice s)  B ill 1999  (Cth) A m en d m en t 10. A m en d ed  (orig in a l) c l 2 0  to address concerns  
that the orig ina l w ord in g  ‘m igh t b e read as im p ly in g  that an Internet serv ice  p rovid er is in  som e  
w a s resp o n sib le  for the nature o f  that con ten t ava ilab le  on  the Internet. ’
42 Broadcasting Services Act 1992 (C th) sch ed u le  5 c l 88 .
43 Ibid c l 4 0
44 Ibid.
45 D isc u sse d  in m ore detail b e lo w , this chapter.
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T h e  A B A  is  g iv e n  t h e  p o w e r  t o  in v e s t ig a te  c o m p la in t s  m a d e  a b o u t  o n l i n e  

m a t e r ia l , 46 a n d  t h is  c o m p la in t s  m e c h a n is m  h a s  b e e n  r e f e r r e d  t o  a s  ‘ t h e  c o r n e r s to n e  

o f  th e  r e g u la t o r y  f r a m e w o r k . ’ 47 48 T h e  A B A  a ls o  h a s  p o w e r  t o  i n v e s t ig a t e  c o n t e n t  o f  

i t s  v o l i t i o n ,  a l t h o u g h  i t  w a s  ‘ n o t  in t e n d e d  t h a t  t h is  d i s c r e t io n  w i l l  b e  u s e d  to  

m o n i t o r  c o n te n t  a c t i v e l y . ’ 49 I n t e r n e t  c o n t e n t  is  d e f in e d  a s  i n f o r m a t i o n 50 k e p t  o n  a  

d a ta  s to ra g e  d e v ic e ,  a n d  a c c e s s e d  o r  a v a i la b le  f o r  a c c e s s  u s in g  a n  in t e r n e t  c a r r ia g e  

s e r v ic e . 51 T h e  i n i t i a l  B i l l  d i d  n o t  e x c lu d e  e m a i l  f r o m  th e  d e f i n i t i o n  o f  i n t e r n e t  

c o n te n t ,  d u e  to  th e  d i f f i c u l t y  o f  d i s t i n g u is h in g  o n e - t o - o n e  e m a i l  f r o m  e - m a i l  w i t h  

w id e r  d i s t r i b u t i o n . 52 A l t h o u g h  t h e  G o v e r n m e n t  n o t e d  t h a t  i t  w a s  u n l i k e l y  i n  

p r a c t ic e  t h a t  p r i v a t e  e m a i l  w o u ld  c o m e  to  t h e  A B A ’ s a t t e n t io n , 53 t h i s  a s p e c t  o f  th e  

B i l l  w a s  a m e n d e d  d u r in g  i t s  p a s s a g e  s o  t h a t  ‘ o r d i n a r y  e le c t r o n ic  m a i l ’ 54 w a s  

s p e c i f i c a l l y  e x c lu d e d .  O r d in a r y  e le c t r o n ic  m a i l  is  n o t  f u l l y  d e f in e d ,  e x c e p t  to  

e x c lu d e  f r o m  i t s  d e f i n i t i o n  a  p o s t in g  t o  a  n e w s - g r o u p . 55 I n f o r m a t i o n  t r a n s m i t t e d  i n  

th e  f o r m  o f  a  b r o a d c a s t in g  s e r v ic e  is  a ls o  e x c lu d e d . 56

C o m p la in t s  m a y  b e  m a d e  a b o u t  p r o h ib i t e d  o r  p o t e n t ia l  p r o h ib i t e d  c o n t e n t  

a c c e s s ib le  v ia  th e  in t e r n e t . 57 ‘ P r o h ib i t e d  c o n t e n t ’ is  d e f in e d  as  A u s t r a l i a n  h o s te d  

R - r a te d  m a t e r ia l  w h i c h  is  n o t  s u b je c t  t o  a  r e s t r i c t e d  a c c e s s  s y s t e m , 58 a n d  a l l  

m a t e r ia l  r a te d  X  o r  R C . 59 ‘ P o t e n t ia l  p r o h ib i t e d  c o n t e n t ’ i s  u n c la s s i f i e d  c o n t e n t  

w h ic h ,  i f  c la s s i f ie d ,  w o u l d  b e  s u b s t a n t ia l l y  l i k e l y  t o  b e  p r o h ib i t e d  c o n t e n t . 60

6 B ro a d c a s tin g  S erv ice s  A c t 19 9 2  (Cth) sch ed u le  5 c l 26 .
47 Senator Ian C am pbell, ab ove n 2, 3 9 5 9 .
48 B ro a d c a s tin g  S erv ice s  A c t 1 9 9 2  (C th) sch ed u le  5 c l 27 .
49 Senator Ian C am pbell, ab o v e  n  2 , 3 9 6 0 .
50 B ro a d c a s tin g  S e rv ice s  A c t 1 9 9 2  (C th) sch ed u le  5 c l 3. D efin itio n s: Inform ation; m ean s
inform ation  in the form  o f  text, data, sp eech , m u sic  or other sou nd s, v isu a l im a g es  (an im ated  or 
otherw ise) or in  any other form  or in any com b in ation  o f  form s.

52
B ro a d c a s tin g  S erv ice s  A c t 1 9 9 2  (C th) sch ed u le  5 c l 3. D efin itio n s: Internet conten t. 
Senator Ian C am pbell, ab o v e  n 2 , 3 9 5 9 .
Ibid.

54 B ro a d c a s tin g  S erv ices  A c t 199 2  (C th) sch ed u le  5 c l 3. D efin itio n s: Internet C ontent.
B ro a d c a s tin g  S erv ice s  A c t 1992  (C th) sch ed u le  5 c l 3. D efin ition s: O rdinary e lec tron ic  m ail.
B ro a d c a s tin g  S erv ice s  A c t 199 2  (C th) sch ed u le  5 c l 3. D efin itio n s: Internet C ontent.

57 B ro a d c a s tin g  S erv ice s  A c t 1992  (C th) sch ed u le  5 c l 22 .
58 A  restricted  a ccess  sy stem  is one w h ich  en ab les con ten t to b e  a cc essed  b y  adults, but not b y  
children. V arious m eans can  b e u sed  for id en tify in g  adults ( s e e  a lso  d iscu ss io n  o f  ‘Z o n in g ’ in  
Chapter Three: M ethod s o f  con ten t control). B ro a d c a s tin g  S e rv ic e s  A c t  1 9 9 2  (C th) sch ed u le  5 c l 
4 (1 ) g iv es  the A B A  p ow er to d eclare a sp ec ified  a ccess  con tro l sy s tem  is a ‘R estricted  A c c e ss  
S y ste m ’ for the purposes o f  the A ct. In d o in g  so , the A B A  m ust take in to  accou n t ‘the o b jective  o f  
p rotecting ch ildren  from  exp osu re to Internet con ten t that is u nsu itab le  to ch ild ren .’ c l 4 (2 ).
59 Ibid c l 10.
60 Ibid cl 11.
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W h e r e  th e  A B A  i d e n t i f i e s  in t e r n e t  m a t e r ia l  w h i c h  is ,  o r  is  l i k e l y  t o  b e  c la s s i f ie d  

R ,  X ,  o r  R C ,  th e  a c t io n  t o  b e  t a k e n  b y  th e  A B A  d e p e n d s  o n  w h e t h e r  t h e  m a t e r ia l  

is  h o s te d  in  A u s t r a l i a  o r  is  h o s te d  o v e rs e a s .

1. Material hosted in Australia.

T h e  A B A  m a y  is s u e  i n t e r im  t a k e - d o w n  n o t ic e s  t o  A u s t r a l i a n  s i te s  h o s t in g  w h a t  is  

b e l ie v e d  to  b e  X  o r  R C  m a t e r ia l ,  a n d  r e f e r  s u c h  m a t e r ia l  t o  th e  O f f i c e  o f  F i l m  a n d  

L i t e r a t u r e  C la s s i f i c a t io n  ( O F L C )  f o r  c l a s s i f i c a t io n 61 u n d e r  t h e  g u id e l in e s  u s e d  f o r  

r a t in g  f i l m s . 62 63 M a t e r i a l  h o s te d  w i t h i n  A u s t r a l i a  a n d  b e l i e v e d  t o  b e  R - r a t e d  is  n o t  

s u b je c t  t o  i n t e r im  t a k e - d o w n  o r d e r s ,  as  i t  is  g e n e r a l l y  o f  a  le s s  s e r io u s  n a t u r e  t h a n  

X  o r  R C  m a t e r ia l ,  a n d  i s s u in g  i n t e r im  o r d e r s  f o r  s u c h  m a t e r ia l  m a y  s u b s t a n t ia l l y  

in c r e a s e  b o t h  th e  A B A ’ s a d m in is t r a t i v e  c o s ts  a n d  t h e  i n d u s t r y ’ s c o m p l i a n c e

z: o

c o s ts .  H o w e v e r ,  th e  A B A  w i l l  s t i l l  r e f e r  s u c h  m a t e r ia l  t o  t h e  O F L C  f o r  

c la s s i f i c a t io n . 64

T h e  A B A  m a y  r e v o k e  i t s  n o t ic e s ,  o r  is s u e  f i n a l  t a k e - d o w n  n o t ic e s ,  d e p e n d in g  o n  

th e  c la s s i f i c a t io n  w h i c h  t h e  m a t e r ia l  r e c e iv e s ,  w h e t h e r  t h e r e  h a s  b e e n  a  v o lu n t a r y  

ta k e  d o w n  o f  th e  m a t e r ia l , 65 a n d  i n  th e  c a s e  o f  R - r a t e d  m a t e r ia l ,  w h e t h e r  o r  n o t  a n  

a p p r o v e d  r e s t r ic t e d  a c c e s s  s y s te m  is  i n  p la c e . 66 T h e  A B A  m a y  a ls o  is s u e  n o t ic e s  

f o r  r e m o v a l  o f  m a t e r ia l  ‘ s u b s t a n t ia l l y  s i m i l a r ’ t o  t h a t  w h i c h  is  t h e  s u b je c t  o f  s u c h  

a  n o t ic e . 67

2. Material hosted outside Australia.

W h e r e  th e  A B A  is  s a t i s f ie d  t h a t  m a t e r ia l  h o s te d  o u t s id e  A u s t r a l i a  is  p r o h ib i t e d  

c o n te n t  ( t h a t  is  X  o r  R C  m a t e r ia l ) ,  t w o  p o s s ib i l i t i e s  a r is e .  I n  t h e  a b s e n c e  o f  a n

61 Ibid c l 30.
62 Ibid c l 13, ex cep t com puter g a m es w h ich  are to b e  c la ss if ie d  as com p uter g a m es, c l 12.
63 Senator Ian C am pbell, ab ove n 2 , 3 9 5 7
64 Broadcasting Services Act 1992 (C th) sch ed u le  5 c l 3 0 (2 )(b ).
65 Ibid c l 33 . W here a content h o st volu ntarily  rem o v es con ten t in  re sp o n se  to an in terim  take­
d ow n  n otice , and g iv es  an undertaking not to h ost that m aterial, the A B A  m ay  d isp en se  w ith  
c la ssifica tio n  o f  that m aterial. T h is m eans h o w ev er  that h osts m ay  s im p ly  agree to rem o v e any  
such  content, ev en  though it m a y  not in  fact breach  any regu lations.
66 Broadcasting Services Act 1992 (Cth) sch ed u le  5 c l 3 0 (2 )(b ).
Ibid cl 3 2 -3 5 , 4 2 -4 5 .
& Ibid cl 36 , 4 6 -4 7 . T h ese an ti-avo id ance p rov isio n s w ere in serted  to  stop  IC H s or conten t 
providers from  m in im ally  altering con ten t and then  re -h ostin g  it.
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i n d u s t r y  c o d e  d e a l in g  w i t h  th e  t o p ic ,  th e  A B A  m a y  is s u e  a  s ta n d a r d  a c c e s s  

p r e v e n t io n  n o t ic e  r e q u i r i n g  IS P s  t o  ‘ t a k e  a l l  r e a s o n a b le  s te p s  t o  p r e v e n t  e n d  u s e rs  

f r o m  a c c e s s in g  th e  c o n t e n t , ’ 68 b u t  w h e r e  a  r e l e v a n t  i n d u s t r y  c o d e  o f  p r a c t i c e  h a s  

b e e n  r e g is te r e d  IS P s  m u s t  c o m p ly  in s te a d  w i t h  t h a t  c o d e .  T h is  p r o v i s i o n  le d  t o  

d e s p e r a te  d r a f t i n g  a n d  r e - d r a f t i n g  o f  i n d u s t r y  c o d e s  i n  a n  a t t e m p t  t o  h a v e  t h e m  

r e g is te r e d  b e f o r e  J a n u a r y  2 0 0 0 ,  w h e n  th e  s u b s t a n t iv e  p r o v is i o n s  o f  t h e  A c t  c a m e  

in t o  e f f e c t .  A s  th e  c o d e s  w e r e  i n  f a c t  r e g is t e r e d  i n  t im e  i t  is  s t i l l  u n c le a r  w h a t  ‘ a l l  

r e a s o n a b le  s te p s ’ m a y  h a v e  e n t a i le d ,  b u t  i t  w a s  p r e c i s e l y  t h i s  t y p e  o f  r e q u i r e m e n t  

w h i c h  th e  in t e r n e t  i n d u s t r y  w a s  c o n c e r n e d  a b o u t  i n  t h e  le a d  u p  t o  t h e  o p e r a t io n  o f  

th e  Online Services Act.

U n d e r  th e  I n t e r n e t  I n d u s t r y  C o d e s  o f  P r a c t ic e  c u r r e n t l y  r e g is t e r e d 69 IS P s  w i l l  b e  

n o t i f i e d  o f  o v e r s e a s - h o s te d  p r o h ib i t e d  c o n t e n t  v i a  a  D e s ig n a t e d  N o t i f i c a t i o n  

S c h e m e ,70 a n d  m u s t  t h e n  p r o v id e  a n  a p p r o v e d  f i l t e r  t o  s u b s c r ib e r s . 71 * I n  t h e  c a s e  o f  

c o m m e r c ia l  s u b s c r ib e r s  I S P ’ s m u s t  p r o v id e  a p p r o p r ia te  s o f t w a r e  ( w h i c h  m a y  b e  

a n  a p p r o v e d  f i l t e r )  o r  f a c i l i t a t e  a c c e s s  t o  a  c o n s u l t a n c y  s e r v i c e  w i t h  r e s p e c t  t o  

a p p r o p r ia te  t e c h n o lo g y .  P r o v is io n  o f  f i l t e r s  a n d  a c c e s s  t o  c o n s u l t a n c y  s e r v ic e s  is  

n o t  r e q u i r e d  w h e r e  s u b s c r ib e r s  a l r e a d y  h a v e  in  p la c e  a l t e r n a t iv e  a c c e s s  p r e v e n t io n  

a r r a n g e m e n ts  s u c h  as  f i r e w a l l s . 73 R - r a t e d  m a t e r ia l  h o u s e d  o v e rs e a s  w i l l  n o t  b e  

s u b je c t  t o  b l o c k in g  u n d e r  th e  Act, a l t h o u g h  t h e  i n c l u s io n  o f  s u c h  m a t e r ia l  w a s  

s p e c i f ie d  i n  th e  Act as  s o m e t h in g  t o  b e  e x a m in e d  d u r i n g  t h e  r e q u i r e d  t h r e e - y e a r  

r e v ie w  o f  t h e  l e g is la t i o n . 74

68 Ibid c l 40(1  )(c ).
69 Internet Industry C odes o f  P ractice, registered  b y  the A B A  16 D e c  1 9 99 , for im plem en tation  
from  1 Jan 2 0 0 0 .
70 Ibid, C ode 2. 6.1.
71 Ibid C ode 2. 6 .2 .
77 Ibid.
7j Broadcasting Services Act 1992 (C th) sch ed u le  5 c l 6 0 (3 )  and Internet Industry C o d es o f  
Practice: C ode 2. 6.3 & 2. 6 .4 .
74 Broadcasting Services Act 1992 (C th) sch ed u le  5 c l 9 5 (2 )(b ) . U n d er c l 9 5 (1 )  the M in ister m ust 
cause a rev iew  o f  the Act to be con d u cted  b efore 1st January 2 0 0 3 . T h e R e v ie w  w a s co m p leted  in 
M ay 2 0 0 4 , and is d iscu ssed  further in  Chapter T w e lv e: S ta tistics and  P erception s.
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3. Penalties.

T h o s e  s e c t io n s  o f  t h e  Online Services Act r e q u i r i n g  c o n t e n t  t o  b e  t a k e n  d o w n  o r  

a c c e s s  t o  c o n te n t  p r e v e n t e d  a re  d e f in e d  as  ‘ o n l i n e  p r o v id e r  r u l e s . ’ A  

c o n t r a v e n t io n  o f  t h e  ‘ o n l i n e  p r o v id e r  r u l e s ’ c a r r ie s  a  p e n a l t y  o f  5 0  p e n a l t y  u n i t s  

( c u r r e n t l y  $ 5 5 0 0 )  f o r  a n  i n d i v i d u a l ,  o r  u p  t o  5 t im e s  t h a t  f o r  a  c o r p o r a t io n . * 76 T h e  

Act a ls o  p r o v id e s  t h a t  th e  A B A  m a y  d i r e c t  a  p r o v id e r  t o  ta k e  a c t io n  t o  a v o id  

c o n t r a v e n in g  th e  o n l in e  p r o v id e r  r u le s  ( a  b r e a c h  o f  s u c h  a  d i r e c t i o n  a ls o  c a r r ie s  a  

p e n a l t y  o f  5 0  p e n a l t y  u n i t s ) , 77 o r  m a y  is s u e  a  f o r m a l  w a r n i n g  t o  th o s e  i n  b r e a c h . 78 79 80 

T h e  F e d e r a l  C o u r t  m a y  a ls o  o r d e r  a  p e r s o n  f o u n d  t o  b e  s u p p ly in g  o r  h o s t in g  

in t e r n e t  c o n te n t  i n  c o n t r a v e n t io n  o f  th e  o n l i n e  p r o v i d e r  r u le s  t o  c e a s e  s u p p ly in g  

th e  c o n t r a v e n in g  in t e r n e t  c a r r ia g e  s e r v ic e  o r  t o  c e a s e  h o s t in g  t h a t  c o n t e n t  i n

7 Q
A u s t r a l ia .

4. General provisions

T h e  A B A  is  a ls o  e m p o w e r e d  t o  r e g is t e r  a p p r o p r ia te  i n d u s t r y  c o d e s ,  a n d  t o  d r a f t  

c o d e s  o r  in d u s t r y  s ta n d a r d s  w h e r e  t h e r e  is  n o  r e le v a n t  i n d u s t r y  b o d y ,  w h e r e  th e  

in d u s t r y  b o d y  h a s  n o t  d o n e  s o , o r  w h e r e  t h e  A B A  b e l ie v e s  t h a t  t h e  c o d e  o r  

s ta n d a r d  is  d e f i c ie n t . 81 T h e  A B A  m u s t  a ls o  m o n i t o r  c o m p l i a n c e  w i t h  s u c h  c o d e s  

o r  s ta n d a r d s .82 F u r t h e r ,  t h e  A B A  is  g iv e n  p o w e r  t o  a p p r o v e  r e s t r i c t e d  a c c e s s  

s y s te m s  ( R A S ) 83 b e h in d  w h i c h  A u s t r a l i a n  R - r a t e d  m a t e r ia l  m u s t  b e  h o u s e d .

N o t  a l l  o f  th e  p o w e r s  g i v e n  t o  th e  A B A  u n d e r  th e  A c t  a re  h o w e v e r  s o  t e c h n ic a l .  

F u r t h e r  f u n c t io n s  in c lu d e  a d v is in g  a n d  a s s is t in g  p a r e n t s  a n d  a d u l t s  i n  r e l a t i o n  to  

s u p e r v is io n  a n d  c o n t r o l  o f  c h i l d r e n ’ s i n t e r n e t  a c c e s s ,  c o n d u c t in g  a n d  c o ­

o r d in a t in g  c o m m u n i t y  e d u c a t io n  p r o g r a m s ,  c o n d u c t in g  a n d  c o m m is s io n in g  

r e s e a r c h  in t o  r e la te d  is s u e s ,  l i a i s i n g  w i t h  r e g u la t o r y  a n d  o t h e r  b o d ie s  in v o l v e d  i n

5 Broadcasting Services Act 1992 (C th) sch ed u le  5 c l 79  states that ru les set ou t in c l 
3 7 (1 ),(2 ) ,(3 ) ,& (4 ) , 4 8 (1 )  & (2 ), 6 6 (2 ), 72 , and 80  are ‘o n lin e prov id er r u le s .’
76 Ibid c l 82.
77 Ibid c l 83.
78 Ibid c l 84.
79 Ibid c l 85.
80 Ibid c l 62.
81 Ibid c l 6 8 -7 1 .
82 Ibid cl 94(a).
83 Ibid cl 4.
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t h e  in t e r n e t  in d u s t r y ,  a n d  g a t h e r in g  i n f o r m a t i o n  o n  t e c h n o lo g ic a l  d e v e lo p m e n t s

84
a n d  s e r v ic e  t r e n d s  in  th e  in d u s t r y .

I n d u s t r y  c o d e s  l i k e w is e  a re  r e q u i r e d  t o  c o v e r  m o r e  t h a n  j u s t  t h e  t e c h n i c a l  a s p e c ts  

o f  c o n t e n t  r e g u la t io n .  T h e y  s h o u ld  d e a l  a ls o  w i t h  t o p ic s  s u c h  a s  a d v is in g  a n d  

a s s is t in g  p a r e n ts  a n d  r e s p o n s ib le  a d u l t s  i n  r e l a t i o n  t o  s u p e r v is io n  a n d  c o n t r o l  o f  

c h i l d r e n ’ s in t e r n e t  a c c e s s ,  g i v i n g  c o n t e n t  p r o v id e r s  i n f o r m a t i o n  a b o u t  t h e i r  le g a l  

r e s p o n s ib i l i t i e s ,  a n d  i n f o r m i n g  u s e rs  o f  c o m p la in t s  p r o c e d u r e s  r e g a r d in g  o n l in e  

c o n t e n t . 84 85 86

5. Further provisions.

F o l l o w i n g  a m e n d m e n ts  w h i l e  t h e  B i l l  w a s  b e f o r e  P a r l ia m e n t ,  t h e  G o v e r n m e n t ’ s 

s c h e m e  f o r  r e g u la t io n  o f  o n l i n e  s e r v ic e s  in c lu d e d  t w o  f u r t h e r  a s p e c ts ;  f i r s t l y ,  

c o m p le m e n t a r y  S ta te  a n d  T e r r i t o r y  le g is la t i o n ,  a n d  s e c o n d ly ,  t h e  e s t a b l is h m e n t  o f  

a  c o m m u n i t y  a d v is o r y  b o d y .  T h e s e  w e r e  r e f e r r e d  t o  i n  t h e  Online Services Act as 

th e  s e c o n d  a n d  t h i r d  c o m p o n e n t s  o f  t h e  p r o p o s e d  r e g u la t o r y  s c h e m e  f o r  i n t e r n e t  

c o n t e n t . 87

(a) Complementary state and territory legislation:

A s  d is c u s s e d  a b o v e  th e  f e d e r a l  p a r l i a m e n t  h a s  o n l y  l i m i t e d  p o w e r s  t o  e n a c t  

le g is la t io n ,  a n d  a n y  e n a c tm e n t  m u s t  f i t  w i t h i n  t h e  p o w e r  s p e c i f i c a l l y  g r a n te d  

u n d e r  th e  C o m m o n w e a l t h  C o n s t i t u t i o n . 88 T h e r e f o r e ,  w h i l e  t h e  C o m m o n w e a l t h  

h a d  s o m e  p o w e r  to  le g is la t e  t o  r e s t r i c t  t h e  c a r r ia g e  a n d  h o s t in g  o f  s p e c i f ie d  

c o n te n t ,  i t  h a s  n o  g e n e r a l  c e n s o r s h ip  p o w e r ,  n o r  p o w e r  t o  r e s t r i c t  i n d i v i d u a l s  f r o m  

c r e a t in g ,  u p lo a d in g ,  d o w n lo a d in g ,  o r  p o s s e s s in g  t h e  c o n t e n t  a b o u t  w h i c h  i t  w a s  

c o n c e r n e d .  T h u s  i t  w a s  n e c e s s a r y ,  i f  t h e  s c h e m e  w e r e  t o  b e  m o r e  r o u n d l y  

e f f e c t i v e ,  f o r  S ta te s  a n d  T e r r i t o r ie s  to  e n a c t  c o m p le m e n t a r y  le g is la t i o n .  T h e  

s e c o n d  c o m p o n e n t  o f  t h e  p r o p o s e d  s c h e m e  w a s  th u s  S ta te  a n d  T e r r i t o r y  la w s  to

84 Ibid c l 94.
85 Ibid c l 60.
86 S ee Supplem entary E xplanatory M em orandum  (undated), B road castin g  S erv ice s  A m end m en t  
(O nline S erv ices) B ill 1999 (C th), A m en d m en t 5.
8 Broadcasting Services Act 1992 (C th) sch ed u le  5 c l 1(3) and 1(4).
88 Chapter F ive: C ensorship  and F reed om  o f  sp eech , and C hapter S ix: R eg u la tory  background.
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c o v e r  p r o d u c e r s  o f  c o n t e n t , 89 a n d  p e r s o n s  w h o  u p lo a d  o r  a c c e s s  c o n t e n t . 90 T h is  

c o m p o n e n t  o f  t h e  s c h e m e  w a s  in t e n d e d  t o  e n s u r e  a  u n i f o r m  n a t io n a l  a p p r o a c h  to  

o n l in e  c o n te n t  r e g u la t io n ,  a n d  t o  s to p  th e  f r a g m e n t a r y  r e g u la t i o n  o f  t h e  in t e r n e t  i n  

A u s t r a l i a  w h i c h  h a d  b e e n  o c c u r r in g  p r i o r  t o  t h e  e n a c tm e n t  o f  t h e  Online Services 

Act, a n d  w h i c h  c o u ld  h a v e  h a d  a n  ‘ a d v e rs e  e f f e c t  o n  t h e  d e v e lo p m e n t  o f  t h e  o n l i n e  

in d u s t r y . ’ 91 92 * S u c h  le g is la t i o n  w a s  in t e n d e d  t o  ‘ s u p e r s e d e  o n l i n e  s e r v ic e s  s p e c i f i c  

l e g is la t io n  c u r r e n t l y  in  p l a c e . . . ,92 T h is  c o m p o n e n t  o f  t h e  s c h e m e  a ls o  in c lu d e d

93
a m e n d m e n t  t o  t h e  C o m m o n w e a l t h ’ s o w n  Crimes Act.

(b) Community Advisory Body

T h e  t h i r d  c o m p o n e n t  o f  t h e  s c h e m e  w a s  a  r a n g e  o f  n o n - l e g i s l a t i v e  i n i t i a t i v e s  

d i r e c t e d  t o w a r d s  m o n i t o r i n g  c o n t e n t  o n  th e  i n t e r n e t , 94 a n d  e d u c a t in g  a n d  a d v is in g  

th e  p u b l i c  a b o u t  c o n t e n t  o n  th e  I n t e r n e t . 95 I t  w a s  e n v is a g e d  t h a t  a  b o d y  s e t  u p  f o r  

t h is  p u r p o s e  w o u l d  a ls o  o p e r a te  a  h o t l i n e  t o  r e c e iv e  c o m p la in t s  a b o u t  i l l e g a l  

m a t e r ia l ,  a n d  a d v is e  th e  p u b l i c  a b o u t  o p t io n s ,  s u c h  a s  f i l t e r i n g  s o f t w a r e ,  a v a i la b le  

to  c o n t r o l  o n l i n e  c o n t e n t . 96 T h e  c o m m u n i t y  b o d y  i n  f a c t  e s t a b l is h e d  w a s  N e t A le r t ,  

w h ic h  c a r r ie s  o u t  a  n u m b e r  o f  th e s e  f u n c t io n s ,  a l t h o u g h  t h e  Online Services Act 

i t s e l f  s p e c i f ie s  t h a t  th e  r e c e ip t  a n d  i n v e s t ig a t i o n  o f  c o m p la in t s  is  t h e  r e s p o n s ib i l i t y  

o f  th e  A B A . 97 M a n y  o f  t h e  o t h e r  f u n c t io n s  c a r r ie d  o u t  b y  N e t A l e r t  o v e r la p  w i t h  

th o s e  c a r r ie d  o u t  b y  t h e  A B A .

A f t e r  th e  e n a c tm e n t  o f  t h e  Online Services Act, i n d u s t r y  C o d e s  o f  P r a c t ic e  w e r e  

r e g is te r e d ,  th e  c o m p la in t s  p ro c e s s  b e g u n ,  a t t e m p t s  w e r e  m a d e  t o  in t r o d u c e  S ta te  

a n d  T e r r i t o r y  le g is la t i o n ,  a n d  N e t A l e r t  w a s  f o r m e d  t o  p r o v id e  c o m m u n i t y  

e d u c a t io n  r e g a r d in g  th e  in t e r n e t .  E a c h  o f  th e s e  w i l l  b e  e x a m in e d  i n  t u r n  i n  th e  

f o l l o w i n g  c h a p te r s .

89 B ro a d c a s tin g  S e rv ic e s  A c t 1992 (C th) sch ed u le  5 c l l(3 ) (a ) ( i) .
90 Ibid c l l(3 )(a ) ( i i) .
91 Senator Ian C am p bell, ab ove n 2, 3 9 5 8 .
92 Ibid 3958.
9-1 Broadcasting Services Act 1992 (Cth) schedu le  5 c l l (3 )(b ) .
94 Ibid cl l(4 )(a ) .
95 Ibid c l l(4 )(b ).
96 S ee  Supplem entary E xp lanatory M em orandum  (undated), B road castin g  S erv ice s  A m en d m en t  
(O nline S erv ices) B ill 1999  (C th), am endm ent 5.
97 B ro a d c a s tin g  S e rv ic e s  A c t 1992  (C th) S ch ed u le  5 c l 2 2 -2 6 ..
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C H A P T E R  E I G H T :  I N D U S T R Y  C O D E S  O F  P R A C T I C E

A .  Requirements and drafting of the Codes of Practice

T h e  c le a r e s t  a n d  m o s t  im m e d ia t e  e f f e c t  o f  t h e  Online Services Act w a s  th e  

r e g is t r a t io n  o f  th e  I n t e r n e t  I n d u s t r y  C o d e s  o f  P r a c t ic e ,  d r a f t e d  b y  t h e  I n t e r n e t  

I n d u s t r y  A s s o c ia t i o n . 1 * P a r t  5  o f  th e  Online Services Act p r o v id e s  f o r  t h e  d r a f t i n g  

o f  C o d e s  o f  P r a c t ic e  b y  b o d ie s  o r  a s s o c ia t io n s  w h i c h  t h e  A B A  is  s a t is f ie d  

r e p r e s e n t  th e  c o n te n t  h o s t  a n d  in t e r n e t  s e r v ic e  p r o v id e r  in d u s t r ie s ,  a n d  o u t l in e s  

th e  t o p ic s  w h i c h  th e  C o d e s  s h o u ld  a n d  s h o u ld  n o t  c o v e r . 3 T h e  G o v e r n m e n t  

i n t e n t i o n a l l y  d id  ‘ n o t  m a n d a te  a n y  p a r t i c u la r  t e c h n o lo g ic a l  s o lu t i o n s ’ i n  th e  

Online Services Act; r a th e r ,  i t  d e t a i le d  i t s  v a r i o u s  a im s  b u t  l e f t  i t  t o  t h e  in t e r n e t  

in d u s t r y  i t s e l f  t o  d e t e r m in e  h o w  th o s e  a im s  m a y  b e s t  b e  m e t . 4 T h e  G o v e r n m e n t  

c o n s id e r e d  t h a t  in d u s t r y  d r a f t i n g  w o u ld  ‘ b e s t  u t i l i s e  i n d u s t r y  e x p e r t is e  i n  th e  

d e v e lo p m e n t  o f  w o r k a b le  a n d  p r a c t i c a l  c o d e s  o f  p r a c t i c e ,  w i t h  w h i c h  c o m p l ia n c e  

is  m o r e  l i k e l y . . . ’ 5 A s  d is c u s s e d  a b o v e  i n  C h a p t e r  S ix ,  r e g u la t i o n  o f  t h i s  t y p e  is  i n  

n o  w a y  c o n f in e d  to  th e  in t e r n e t  i n d u s t r y ,  a n d  h a s  i n  f a c t  b e e n  a  p r e f e r r e d  a p p r o a c h  

in  A u s t r a l i a  f o r  a  n u m b e r  o f  y e a rs .

T h e  A B A  a c c e p te d  t h e  I n t e r n e t  I n d u s t r y  A s s o c ia t i o n  ( I I A )  as  a  s u f f i c i e n t l y  

r e p r e s e n ta t iv e  b o d y  t o  n e g o t ia t e  a n d  d r a f t  C o d e s  o f  P r a c t ic e  f o r  t h e  in d u s t r y .  T h e  

I I A  is  a ‘ “ n a t io n a l ”  i n d u s t r y  a s s o c ia t io n , ’ 6 a n d  i t s  I S P  a n d  IC P I  m e m b e r s ,  w h i c h  

in c lu d e  th e  i n d u s t r y ’ s la r g e s t  p la y e r s  s u c h  as  T e ls t r a  a n d  O p t u s ,  a c c o u n t  f o r  th e  

m a j o r i t y  o f  A u s t r a l i a n  in t e r n e t  u s e r s .7 H o w e v e r ,  t h e  I I A ’ s m e m b e r s h ip  is  s o

1 T he Internet Industry A sso c ia tio n  ca lls  i t s e l f  the ‘architect and implementer’ o f  the Internet 
C odes o f  Practice registered  b y  the A B A . Internet Industry A sso c ia tio n , S u b m iss io n  to  R e v ie w  o f  
the O p era tio n  o f  S ch ed u le  5 B ro a d c a s tin g  S e rv ic e s  A c t  1 9 9 2  (N o v e m b er  2 0 0 2 )  2 , em p hasis in  
original.
" B ro a d c a s tin g  S erv ice s  A c t 1999 (C th) sch ed u le  5 c l 5 9 (1 ), 5 9 (2 ).
3 Ibid c l 60 , 61
4 B roadcasting S erv ices A m end m en t (O n lin e S erv ice ) B ill 1 9 9 9 , S eco n d  R ead in g  S p eech , Cth, 
P a rlia m e n ta ry  D e b a te s , Senate, 21 A pril 1999 , 3 9 5 7 , 3961  (Senator Ian C am p bell, Parliam entary  
Secretary to Senator A lston , M in ister for C om m u n ication s, In form ation  T e c h n o lo g y  and the A rts).
5 Ibid.
5 Internet Industry A sso c ia tio n , ab ove n 1, 2.
7 A ustralian  B roadcasting A uthority, S u b m issio n  to  R e v ie w  o f  th e  O p e ra tio n  o f  S c h ed u le  5 
B ro a d c a s tin g  S erv ice s  A c t 1 9 9 2  (N o v em b er 2 0 0 2 )  5.
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d iv e r s e  t h a t  i t  w o u ld  b e  d i f f i c u l t  r e a l l y  t o  n a m e  th e  ‘ i n d u s t r y ’ i t  r e p r e s e n ts .  I t  

in c lu d e s  f o r  e x a m p le  c i t y  c o u n c i ls ,  a c c o u n ta n t s ,  b a n k s ,  u n iv e r s i t ie s ,  a n d  m a n y  la w  

f i r m s ,  as w e l l  as m e m b e r s  w h o  m a y  b e  t h o u g h t  o f  m o r e  s p e c i f i c a l l y  as  th e  

‘ in t e r n e t  i n d u s t r y . ’ 8 F u r t h e r ,  m a n y  o f  t h o s e  w h o  are i n  t h e  ‘ i n t e r n e t  i n d u s t r y ’ a re  

not m e m b e r s  o f  t h e  I I A . 9 T h e r e  h a v e  a ls o  b e e n  c o n c e r n s  t h a t  m o r e  g r a s s - r o o t s  

in d u s t r y  a s s o c ia t io n s  h a v e  f o u n d  i t  d i f f i c u l t  t o  b e  h e a r d  i n  n e g o t ia t io n s  s in c e  th e  

I I A ’ s e s t a b l is h m e n t  i n  1 9 9 6 ,  as  th e  e a r  o f  g o v e r n m e n t  s e e m s  t u n e d  t o  t h e  I I A . 10 

N e v e r th e le s s ,  b y  1 9 9 9  t h e  I I A  w a s  c e r t a i n l y  s e e n  b y  th e  A B A  a n d  th e  

G o v e r n m e n t  as  th e  a p p r o p r ia te  b o d y  t o  r e p r e s e n t  t h e  in t e r n e t  i n d u s t r y .

W h i l e  th e  I I A  h a d  b e e n  d r a f t i n g  a n d  r e - d r a f t i n g  i n d u s t r y  c o d e s  f o r  o v e r  4  y e a rs  

w i t h o u t  r e a c h in g  a g r e e m e n t  o n  a  f i n a l  v e r s io n ,  t h e  Online Services Act f o r c e d  th e  

u r g e n t  f i n a l i s a t io n  o f  t h e s e  C o d e s .  T o  e n s u re  t h e  m a k i n g  o f  s u c h  c o d e s ,  th e  Act 

m a d e  p r o v is i o n  f o r  th e  A B A  i t s e l f  t o  d e t e r m in e  i n d u s t r y  s ta n d a r d s  i f  t h e  i n d u s t r y  

h a d  n o  s u f f i c i e n t l y  r e p r e s e n ta t iv e  b o d y ,  o r  i f  t h e  i n d u s t r y  b o d y  d id  n o t  d r a f t  c o d e s  

o f  i t s  o w n  v o l i t i o n  o r  o n  th e  A B A ’ s r e q u e s t .  T o  a v o id  t h e  e x t e r n a l  im p o s i t i o n  o f  

s u c h  s ta n d a r d s ,  w h i c h  t h e  le g is la t i o n  -  c o m b in e d  w i t h  G o v e r n m e n t  r h e t o r i c  -  

s u g g e s te d  m a y  b e  e x t r e m e ly  b u r d e n s o m e  f o r  t h e  in d u s t r y ,  t h e  I I A  u n d e r t o o k  

f r e n z ie d  c o n s u l t a t io n  a n d  d r a f t i n g  a n d  r e - d r a f t i n g , 11 12 le a d in g  t o  t h e  r e g is t r a t i o n  o f  

t h e  I n d u s t r y  C o d e s  o f  P r a c t ic e  j u s t  a  f o r t n i g h t  b e f o r e  t h e  s u b s t a n t iv e  p r o v is i o n s  o f  

th e  Online Services Act c a m e  i n t o  f o r c e .

T h e  a c c e p ta n c e  b y  th e  A B A  o f  t h e  i n d u s t r y  C o d e s  o f  P r a c t ic e  p r o f f e r e d  b y  t h e  I I A  

w a s  a  h u g e  r e l i e f  t o  m a n y  i n  t h e  in t e r n e t  i n d u s t r y ,  a n d  c la im e d  a s  a  g r e a t  s u c c e s s

8 A list o f  IIA m em bers can b e found at < h ttp ://w w w .iia .n et.a u /m em b ers.h tm l>  at 23  June 2 0 0 4
q It is unclear w h y  the IIA  w as seen  b y  the A B A  as a su ff ic ien tly  represen tative b o d y  to  draft and  
register Industry C odes under s 62  o f  the O S A , and to m onitor perform an ce w ith  th o se  cod es. 
A ccord in g  to research undertaken b y  the C om m u n ication s L a w  C entre on  b e h a lf  o f  N etA ler t, o f  
industry m em bers participating in industry aw areness sem in ars, o n ly  35%  reported  m em bersh ip  o f  
any industry assoc ia tion , and o n ly  a quarter o f  th o se  lis ted  the IIA  as the industry  group to w h ich  
they w ere affiliated . That is, le ss  than one tenth  o f  resp on d en ts w ere m em bers o f  the IIA. 
C om m u nications L aw  C entre, ‘N etA ler t Internet Industry L ia iso n  P roject F inal R ep o rt’ 2 0  A u gu st  
2 0 0 1 , 18.
10 For further d iscu ss io n  o f  this see  K im b erley  H eitm an , ‘V apou rs and M irrors’ (M arch  2 0 0 0 )  6 
(1) UNSWLJ Forum, Internet Content Control 6 (1 ) 3 1 -3 2 .
11 T e lep h o n e conversation  b etw een  author and Peter C oron eou s, chairm an  o f  IIA , D e c  1999.
12 Internet Industry C odes o f  P ractice, registered  b y  A B A  16th D e c  1999 .
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f o r  th e  I I A . 13 G o v e r n m e n t  r h e t o r ic ,  a n d  th e  w o r d i n g  o f  t h e  le g i s l a t i o n  i t s e l f ,  h a d  

s u g g e s te d  t h a t  t h e  Act w a s  in t e n d e d  t o  h a v e  th e  e f f e c t  o f  p r o h i b i t i n g  a c c e s s  t o  R C  

a n d  X - r a t e d  m a t e r ia l ,  a n d  o f  r e g u la t i n g  a c c e s s  t o  R  r a te d  m a t e r ia l ,  o n  t h e  in t e r n e t .  

W h a t  w a s  n o t  c le a r  h o w e v e r  w a s  w h e t h e r  e f f e c t i v e  p r o h i b i t i o n  a n d  r e g u la t i o n  w a s  

t o  ta k e  p r e c e d e n c e ,  o r  w h e t h e r  i t  w a s  r e q u i r e d  o n l y  i f  i t  c o u ld  b e  a c h ie v e d  b y  a n  

e f f i c ie n t ,  e c o n o m ic a l l y  v ia b le  a n d  h a p p y  in t e r n e t  in d u s t r y .  T h e  A B A ’ s 

r e g is t r a t io n  o f  C o d e s  w h i c h  a l l o w e d  i n d u s t r y  c o m p l i a n c e  w i t h o u t  a n y  n e e d  t o  

m o n i t o r  lo c a l  c o n t e n t ,  o r  t o  p r o h i b i t  o r  r e g u la t e  a c c e s s  t o  o v e r s e a s - h o s te d  c o n te n t ,  

s u g g e s te d  t h e  la t t e r .  I n  o n e  f e l l  s w o o p  i t  r e m o v e d  t h e  e x t r e m e ly  o n e r o u s  

r e s p o n s ib i l i t i e s  p o t e n t i a l l y  f a l l i n g  o n  t h e  i n d u s t r y  u n d e r  t h e  Online Services Act, 

a n d  r e p la c e d  th e s e  w i t h  e a s i l y  c o m p l i e d  w i t h  C o d e s  o f  P r a c t ic e .

B .  Provisions of the Codes of Practice.

T h r e e  C o d e s  f o r  in t e r n e t  c o n t e n t  a re  r e g is t e r e d  b y  t h e  A B A .  T h e s e  a re  C o n t e n t  

C o d e  1 : IS P  o b l ig a t io n s  i n  r e l a t i o n  t o  i n t e r n e t  a c c e s s  g e n e r a l l y ;  C o n t e n t  C o d e  2 :  

IS P  o b l ig a t io n s  i n  r e l a t i o n  t o  a c c e s s  t o  c o n t e n t  h o s te d  o u t s id e  A u s t r a l i a ;  a n d  

C o n te n t  C o d e  3 :  I n t e r n e t  c o n t e n t  h o s t  o b l i g a t io n s  i n  r e l a t i o n  t o  h o s t in g  o f  c o n t e n t  

w i t h i n  A u s t r a l i a . 14

U n d e r  th e  C o d e s ,  i n t e r n e t  c o n t e n t  h o s ts  w i t h i n  A u s t r a l i a  h a v e  n o  r e s p o n s ib i l i t y  f o r  

m o n i t o r i n g  c o n te n t .  C o d e  3 r e q u i r e s  I C H s  o n l y  t o  r e m o v e  c o n t e n t  n o t i f i e d  b y  th e  

A B A  as p r o h ib i t e d  o r  p o t e n t i a l l y  p r o h ib i t e d ,  a n d  t o  r e m o v e  o r  m a k e  R - r a t e d  

c o n te n t  s u b je c t  t o  a  r e s t r i c t e d  a c c e s s  s c h e m e . 15 I n  t h e  f i r s t  f o u r  y e a r s  o f  t h e  

s c h e m e ’ s o p e r a t io n ,  3 1 2  ‘ t a k e - d o w n ’ n o t ic e s  w e r e  is s u e d  f o r  A u s t r a l i a n  h o s te d

13 ‘A m end m en ts to the le g is la tio n  n egotia ted  larg ely  b y  the IIA  n o w  p rov id e for the creation  o f  an  
alternate regim e . . .  T h ese  sectio n s p rov id e for m easu res w h ich  the IIA  b e lie v e s  are reason ab le , 
having  regard to issu es such  as techn ica l and com m ercia l fea s ib ility  and e ffe c t  on  netw ork  
perform ance. W h en  im p lem en ted  they  w ill a vo id  m ost, i f  not all, o f  the n eg a tiv e  co n seq u en ces  
w hich  som e com m en tators w ere pred icting w o u ld  resu lt from  the le g is la t io n .’ 
< h ttp ://w w w .iia .n et.a u /in d ex 2 .h tm l>  (d ocu m en t no  lo n ger a v a ilab le  2 9  Ju ly 2 0 0 4 )
14 C odes are availab le at < h ttp ://w w w .a b a .g o v .a u /in tem et/in d u stry /co d es/co n ten t/in d ex .h tm >  at 21 
F ebm ary 2 0 0 5 .
15 Internet Industry C o d es o f  Practice: C ontent C ode 3. 7 .9 .
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c o n t e n t . 16 A s  t h e r e  is  n o  j u r i s d i c t i o n  f o r  e n f o r c in g  s u c h  ‘ t a k e - d o w n ’ n o t ic e s  

b e y o n d  A u s t r a l i a ,  o v e rs e a s  h o s te d  c o n t e n t  w a s  t r e a te d  d i f f e r e n t l y .

C o d e  2  d e a ls  w i t h  IS P s  a n d  o v e rs e a s  h o s te d  c o n te n t .  A s  d is c u s s e d  a b o v e  i n  

C h a p te r  S e v e n ,  th e  A c t  i t s e l f  p r o v id e s  t h a t  th e  A B A  m a y  is s u e  a  s ta n d a r d  a c c e s s  

p r e v e n t io n  n o t ic e  r e q u i r i n g  IS P s  t o  ‘ t a k e  a l l  r e a s o n a b le  s te p s  t o  p r e v e n t  e n d  u s e rs  

f r o m  a c c e s s in g  t h e  c o n t e n t , ’ 17 18 b u t  w h e r e  a  r e l e v a n t  C o d e  o f  P r a c t ic e  h a s  b e e n

1 8
r e g is te r e d  IS P s  m u s t  in s te a d  c o m p ly  w i t h  t h a t  c o d e .  T h e  r e l e v a n t  r e g is t e r e d  c o d e  

p r o v id e s  t h a t  IS P s  w i l l  b e  n o t i f i e d  o f  o v e r s e a s - h o s te d  p r o h ib i t e d  c o n t e n t  v i a  a 

D e s ig n a te d  N o t i f i c a t i o n  S c h e m e ,19 a n d  m u s t  t h e n  ‘ p r o v id e  f o r  u s e ’ a n  a p p r o v e d  

f i l t e r  to  s u b s c r ib e r s .20 * I n  p r a c t i c e  n e i t h e r  ‘ p r o v i s i o n ’ n o r  ‘ u s e ’ h a s  b e e n  r e q u i r e d .  

IS P s  ‘ o f f e r ’ a  f i l t e r ,  b u t  t h e r e  is  n o  r e q u i r e m e n t  t h a t  s u b s c r ib e r s  e i t h e r  a c c e p t  a  

f i l t e r ,  o r  u s e  o n e .  F u r t h e r ,  f i l t e r s  a re  g e n e r a l l y  o f f e r e d  t o  s u b s c r ib e r s  u p o n  

s u b s c r ip t io n ,  n o t  i n  r e s p o n s e  t o  th e  n o t i f i c a t i o n  o f  p r o h ib i t e d  c o n t e n t .  T h u s  th e r e  

is  n o  a p p a r e n t  c o n n e c t io n  b e tw e e n  th e  n o t i f i c a t i o n  o f  p r o h ib i t e d  c o n t e n t  a n d  th e  

p r e v e n t io n  o f  a c c e s s  o r  o f f e r i n g  o f  f i l t e r s .  W h i l e  t h e  Act e n v is a g e d  IS P s  t a k in g  

s te p s  to  p r e v e n t  e n d - u s e r  a c c e s s  t o  s p e c i f i c  c o n t e n t ,  th e  C o d e  w a t e r s  t h is  d o w n  s o  

f a r  t h a t  IS P s  m a y  i n  f a c t  d e le g a te  a n y  d e s i r e d  a c c e s s  p r e v e n t io n  t o  s u b s c r ib e r s  

w h o  c h o o s e  t o  u s e  i t .

T h e  in d u s t r y  C o d e s  o f  P r a c t ic e  d id  in t r o d u c e  s o m e  o t h e r  m i n o r  r e s p o n s ib i l i t i e s .  

IS P s ,  f o r  e x a m p le ,  n e e d  t o  e n s u re  a c c o u n ts  a re  n o t  p r o v id e d  t o  th o s e  u n d e r  1 8  

w i t h o u t  th e  c o n s e n t  o f  a  p a r e n t  o r  g u a r d ia n . 22 T h e y  m u s t  e n c o u r a g e  t h e  u s e  o f

16 A B A  com pla in ts statistics. T a k e-d o w n  n o tices  issu ed  Jan 2 0 0 0  to  D e c  2 0 0 2 : 2 9 7 , Jan to D ec  
2003: 15 <  h ttp ://w w w .a b a .g o v .a u /in tem et/co m p la in ts/sta tistics/p re2 0 0 3 .h tm  >  at 2 9  July 2 0 0 4 .
17 Broadcasting Services Act 1999  (Cth) sch ed u le  5 c l 4 0 ( l ) ( c ) .
18 Internet Industry C o d es o f  P ractice, registered  b y  the A B A  16 D e c  1999 , for im plem en tation  
from  1 Jan 2 0 0 0 . N o w  updated to C ode v ersion  7 .2  R eg istered  M a y  2 0 0 2  
< h ttp ://w w w .iia .n et.a u /co n ten tco d e .h tm l>  at 2 9  July 2 0 0 4 .
19 Internet Industry C o d es o f  Practice: C ontent C ode 2. 6 .1 .
20 Ibid 2. 6 .2 (a).

T his is accep tab le accord in g  to Internet Industry C o d es o f  P ractice  2. 6 .3: ‘P ro v is io n  for u se  
in clu d es the p rov ision  o f  a S ch ed u led  F ilter as part o f  an on lin e  reg istration  p ro cess , and in  the  
case o f  u ser in stallab le filters, links to e ffec t  d o w n lo a d  activa tion  and in stru ctions for use; a d isk  
based  registration  process; or a n otifica tio n  con ta in ing , in  the ca se  o f  u ser in sta llab le  filters, links  
to e ffec t  d ow n load  a ctiva tion  and instructions for u s e .’

Internet Industry C o d es o f  P ractice C ode 1: 5.1
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23 24
c o n te n t  l a b e l in g  s y s te m s  c o n s is t e n t  w i t h  t h e  N a t i o n a l  C la s s i f i c a t io n  C o d e ,  

i n f o r m  s u b s c r ib e r s  w h o  a re  c o n t e n t  p r o v id e r s  o f  t h e i r  le g a l  r e s p o n s ib i l i t i e s  i n  

r e l a t io n  to  in t e r n e t  c o n t e n t ,  a n d  p r o v id e  u s e rs  w i t h  i n f o r m a t i o n  a b o u t  a n d  

p r o c e d u r e s  f o r  s u p e r v is in g  a n d  c o n t r o l l i n g  c h i ld r e n 's  a c c e s s  t o  i n t e r n e t  c o n t e n t . 23 24 25 26 27 

IS P s  a re  r e q u i r e d  a ls o  t o  i n f o r m  t h e i r  u s e rs  a b o u t  t h e i r  r i g h t  t o  m a k e  c o m p la in t s  to  

th e  A B A  r e g a r d in g  P r o h ib i t e d  C o n t e n t  o r  P o t e n t ia l  P r o h ib i t e d  C o n t e n t ,  a n d  a b o u t  

th e  p r o c e d u r e s  b y  w h i c h  s u c h  c o m p la in t s  t o  t h e  A B A  c a n  b e  m a d e .  IS P s  n e e d  

a ls o  t o  h a v e  p r o c e d u r e s  i n  p la c e  t o  d e a l  w i t h  c o m p la in t s  r e l a t i n g  t o  s p a m .28 

R e q u ir e m e n ts  f o r  I C H s  a re  v e r y  s i m i l a r . 29

C .  Compliance with Codes of Practice.

G iv e n  h o w  m in i m a l  th e  r e q u i r e m e n t s  o f  t h e  C o d e s  a re ,  i t  is  n o t  s u r p r i s in g  t o  s e e  

th e  A B A  r e p o r t in g  h ig h  r a te s  o f  c o m p l ia n c e .  B y  D e c e m b e r  2 0 0 0  a l l  m a j o r  IS P s  

w e r e  s a id  to  b e  c o m p ly i n g  f u l l y  w i t h  th e  i n d u s t r y  C o d e s ,  a n d  7 8 %  o f  t h e  s m a l le r  

IS P s  w h o  r e s p o n d e d  t o  a n  I I A  s u r v e y  a ls o  r e p o r t e d  f u l l  c o m p l i a n c e . 30 31 32 B y  

S e p te m b e r  2 0 0 1  t h e  I I A  r e p o r t e d  c o n t i n u i n g  f u l l  c o m p l i a n c e  f o r  m a j o r  IS P s ,  a n d  a  

c o m p l ia n c e  r a te  o f  8 5 %  f o r  s m a l le r  IS P s .  T h e  o n l y  la t e r  r e p o r t  o n  t h e  s c h e m e ,  

f o r  th e  p e r io d  t o  D e c  2 0 0 2 ,  d o e s  n o t  i n c lu d e  c o m p l i a n c e  s t a t is t ic s .  A n  s m a l l  

in d e p e n d e n t  s u r v e y  o f  2 5  IS P s  s e r v i c in g  t h e  M e l b o u r n e  a re a  i n  O c t o b e r  a n d

23 L ab eling  sch em es are d iscu sse d  in  m ore depth  ab ove, C hapter Three: M eth od s o f  internet 
content control.
24 Internet Industry C o d es o f  P ractice C ode 1: 5 .2 (a ).
25 Ibid C ode 1: 5 .2 (b )
26 Ibid C ode 1. 5 .3 .
27 Ibid C ode 1. 5 .5 .
28 Ibid C ode 1. 5 .7 . N o te  that this is still a co d e  requirem ent, but n e w  S P A M  sp ec ific  leg is la tio n  
has a lso  been  introduced; see  S P A M  A c t 2 0 0 3  (Cth).
29 Internet Industry C o d es o f  P ractice C ode 3.
30 Six  M onth  R e p o r t on C o -R e g u la to ry  S ch em e f o r  In te rn e t C o n te n t R eg u la tio n , J u ly  to  D e c e m b e r  
2 0 0 0  (S eco n d  period) (A pril 2 0 0 1 )  8. T ab led  b y  the M in ister  for C om m u n ica tio n s, Inform ation  
T ech n o lo g y  and the Arts.
31 Six  M onth  R e p o r t on  C o -R e g u la to ry  S ch em e f o r  In te rn e t C o n ten t R eg u la tio n , J a n u a ry  to  June  
2 0 0 1(Third period) (February 2 0 0 2 )  1. T ab led  b y  the M in ister  for C om m u n ica tio n s, Inform ation  
T ech n o lo g y  and the Arts.
32 Six  M onth  R e p o r t on C o -R e g u la to ry  S ch em e f o r  In tern e t C o n ten t R eg u la tio n , J u ly  to  D e c e m b e r  
2001{Fourth period) (A u gu st 2 0 0 2 )  7. T ab led  b y  the M in ister  for C om m u n ica tio n s, Inform ation  
T ech n o lo g y  and the Arts.
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N o v e m b e r  o f  2 0 0 2  l i k e w is e  f o u n d  c la im s  o f  h i g h  c o m p l ia n c e ,  w i t h  a l l  b u t  f o u r  

r e s p o n d e n ts  c la im in g  t o  b e  c o d e  c o m p l i a n t . 33

T h e  f ig u r e s  lo o k  e x c e l le n t .  T h e y  r a is e  t w o  q u e s t io n s  h o w e v e r .  F i r s t l y ,  o n  w h a t  

b a s is  a re  s u c h  c la im s  m a d e  a b o u t  c o m p l ia n c e ?  S e c o n d ly ,  e v e n  i f  t h e r e  is  h ig h  

c o m p l ia n c e  w i t h  in d u s t r y  C o d e s ,  w h a t  e f f e c t  d o e s  t h a t  h a v e ?  D o e s  i t  h e lp  t o  f u l f i l l  

t h e  g o v e r n m e n t ’ s s ta te d  a im s  i n  e n a c t in g  t h i s  l e g is la t io n ?

W h i l e  th e  A B A  c a r r ie d  o u t  s o m e  in v e s t ig a t i o n  o f  i t s  o w n  w i t h  t h e  la r g e r  IS P s ,  i t s  

r e p o r t s  s u g g e s t  i t  r e l i e d  g e n e r a l l y  o n  t h e  I I A  f o r  i n f o r m a t i o n  r e g a r d in g  C o d e  

c o m p l ia n c e .  T h e  A B A  r e p o r t  s ta te s  ‘ t h e  I I A  a d v is e d  t h e  A B A  t h a t  a l l  m a j o r  

I n t e r n e t  s e r v ic e  p r o v id e r s  w h o  a re  I I A  m e m b e r s  c o n t in u e  t o  b e  f u l l y  c o m p l i a n t  

w i t h  th e  c o d e s .  . .  . c o m p l ia n c e  f o r  s m a l le r  p r o v id e r s  in c r e a s e d . . .  w i t h  8 5 %  o f  

th o s e  s u r v e y e d  r e p o r t i n g  f u l l  c o m p l i a n c e . ’ 34 35 T h e  I I A  h a s  in d e e d  s u r v e y e d  IS P s  

r e g a r d in g  c o m p l ia n c e  w i t h  t h e  C o d e s ,  b u t  a t  le a s t  o n e  o f  i t s  s u r v e y s  w a s  p r e f a c e d  

th u s :  ‘ T h e r e  a re  p o l i t i c a l  r e a s o n s  w h y  a  p o s i t i v e  r e s p o n s e  w i l l  b e  h e l p f u l  a t  t h is  

s ta g e . ’ T h e  s u r v e y  w a s  f o o t n o t e d :  ‘ U n t i l  w e  c a n  g e t  a  r e p e a l  o r  s u b s t a n t ia l  

a m e n d m e n t  t o  t h is  i l l - c o n c e i v e d  la w ,  c o m p l ia n c e  w i t h  th e s e  c o m p a r a t i v e l y  

m in im a l  o b l ig a t io n s  . . .  w i l l  a v e r t  a n y  t e m p t a t io n  f o r  a  t i g h t e n in g  o f  t h e  r e g im e . ’ 

S u c h  c o m m e n ts  a lo n e  m a y  le a d  t o  s o m e  c o n c e r n  a b o u t  t h e  o b j e c t i v i t y  o f  t h e  

f ig u r e s  r e p o r te d .  D o  s u c h  c o m m e n t s  d is c o u r a g e  r e s p o n s e s  f r o m  th o s e  w h o  c a n n o t  

r e p o r t  c o m p l ia n c e ,  a n d  e n c o u r a g e  r e s p o n s e s  o n l y  f r o m  th o s e  w h o  c a n  r e p o r t  

c o m p l ia n c e ?  U n f o r t u n a t e l y ,  t h e  e x t e n t  o f  a n y  s k e w in g  o f  r e s u l t s  c a n n o t  b e  

g a u g e d ,  as  th e  I I A  r e fu s e s  to  r e le a s e  t h e  d a ta  o n  w h i c h  i t s  r e p o r t i n g  is  b a s e d .  I t  is  

q u i t e  u n c le a r  h o w  m a n y  r e s p o n s e s  w e r e  g a th e r e d  i n  t h e  s u r v e y ,  a n d  w h e t h e r  th e  

8 5 %  c o m p l ia n c e  is  8 5 %  o f  5 ,  5 0  o r  5 0 0  r e s p o n d e n ts .  T h e  f ig u r e s  m a y  b e  a c c u r a te ,  

b u t  g iv e  l i t t l e  in s ig h t  i n t o  a c tu a l  i n d u s t r y  C o d e  c o m p l ia n c e .  F u r t h e r ,  d e s p i t e

33 Peter Chen, S u rvey  o f  S m a ll ISP s in the M e lb o u rn e  A rea  (O ctob er 2 0 0 2 )  w ith in  P eter C hen, 
Centre for Public P o licy , U n iv ersity  o f  M elbourne, S u b m iss io n  to  R e v ie w  o f  th e  o p e ra tio n  o f  
S ch ed u le  5 to the B ro a d c a s tin g  S e rv ic e s  A c t 1 9 9 2  (O ctober 2 0 0 2 )  12. D isc u sse d  further b e lo w , 
Chapter 12: S tatistics and P erceptions.
34 Six  M on th  R e p o r t on C o -R e g u la to ry  S ch em e f o r  In te rn e t C o n ten t R eg u la tio n , J a n u a ry  to  J u n e  
2 0 0 1 , ab ove n 31.
35 E m ail from  Peter C oron eos (E x ecu tiv e  D irector o f  IIA ) to IIA  m em bers, 8 Ju ly 2 0 0 0 .
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r e q u e s ts  to  b o t h  o r g a n iz a t io n s ,  th e  I I A  a n d  t h e  A B A  r e f u s e  t o  r e le a s e  t h e  r e p o r t  

m a d e  b y  th e  I I A  t o  t h e  A B A  r e g a r d in g  c o m p l i a n c e . 36

A s  m a y  b e  e x p e c te d ,  th e  A B A  a c c e p ts  t h e  v e r i t y  o f  t h e  I I A  r e p o r t ,  u n le s s  t h e r e  is  

s o m e  re a s o n  n o t  t o . 37 T h e  A B A  h a s  h a d  n o  c o m p la in t s  r e g a r d in g  n o n - c o m p l ia n c e  

w i t h  th e  C o d e s ,  a n d  d o e s  n o t  f u r t h e r  in v e s t ig a t e  t h e  I I A ’ s r e p o r t ,  p a r t i c u l a r l y  

g iv e n  t h a t  th e  I I A  is  ( o r  a p p e a r s  t o  b e )  i n  a  b e t t e r  p o s i t i o n  t h a n  t h e  A B A  t o  g a th e r  

r e le v a n t  i n f o r m a t i o n . 38

T h a t  th e  A B A  h a s  h a d  n o  r e p o r t s  o f  n o n - c o m p l ia n c e  le a d s  in t o  t h e  s e c o n d  

q u e s t io n ;  d o e s  c o m p l i a n c e  m a k e  a n y  d i f f e r e n c e  t o  t h e  in d u s t r y ,  t o  c o n s u m e r s ,  o r  

to  o n l i n e  c o n te n t?  W h i l e  t h e  A B A  h a s  r e c e iv e d  n o  c o m p la in t s  r e g a r d in g  C o d e  o f  

P r a c t ic e  c o m p l ia n c e ,  l a c k  o f  c o m p l ia n c e  b y  s e v e r a l  IS P s  ‘ c a m e  t o  t h e  A B A ’ s 

a t t e n t io n , ’ w h i c h  le d  t o  m e e t in g s  b e t w e e n  t h e  A B A  a n d  IS P s ,  a n d  a  p r o m p t  

r e s o lu t io n  o f  t h e  is s u e s  a t  h a n d . 39 W h y  d id  n o - o n e  c o m p la in  t o  t h e  A B A  r e g a r d in g  

n o n - c o m p l ia n c e ?  D o e s  n o - o n e  c a re  w h e t h e r  o r  n o t  t h e  C o d e  is  c o m p l i e d  w i t h ?  

W o u ld  th e re  b e  a n y  r e a s o n  to  c o m p la in  a b o u t  n o n - c o m p l ia n c e ?  I t  is  u n c le a r  

w h e t h e r  th e  la c k  o f  r e p o r t e d  n o n - c o m p l ia n c e  is  d u e  t o  h i g h  c o m p l i a n c e  r a te s ,  o r  t o  

th e  i r r e le v a n c e  o f  n o n - c o m p l ia n c e .

G iv e n  h o w  e a s y  i t  is  f o r  IS P s  a n d  I C H s  t o  c o m p ly  w i t h  t h e  in t e r n e t  i n d u s t r y  

C o d e s  o f  P r a c t ic e ,  i t  w o u l d  n o t  b e  s u r p r is in g  i f  c o m p l i a n c e  r a te s  w e r e ,  a s  s ta te d ,  

v e r y  h ig h .  B u t  e v e n  i f  t h is  is  s o ,  h a v e  t h e  C o d e s  m a d e  a n y  d i f f e r e n c e ?  I n  r e p o r t i n g  

o n  th e  C o d e s  o f  P r a c t ic e ,  t h e  A B A  r e p o r t s  f o c u s  s o le l y  o n  c o m p l i a n c e ,  a n d  d o  n o t  

a t t e m p t  t o  a d d re s s  w h a t  t h e  e f f e c ts  o f  t h e  C o d e s  m i g h t  b e ,  n o r  w h e t h e r

36 A n  A B A  o fficer  su g g ested  to the author that an FO I a p p lica tion  for the report w o u ld  b e the 
appropriate w ay  to ga in  a ccess . R ichard  Fraser, A ctin g  M anager, O n lin e S erv ice s . T e lep h o n e  
con versation  w ith  the author, 21 N o v em b er  2 0 0 1 .

Fraser, above n 36 . M ore recently  the A B A  has sa id  that it fo cu ses  on  co m p lia n ce  b y  the largest 
ISPs as they cover the m ajority o f  A ustralian  users. N o  co m p la in ts h ave b een  rece iv ed , and non  
com p lian ce issu es w h ich  have arisen  have b een  dealt w ith  sa tisfactorily . E m ail to the author from  
M ike Barnard, H otlin e M anager, C ontent A ssessm en t, A B A .. 2 8  June 2 0 0 4 .
38 Fraser, above n 36
39 A ustralian  B road castin g  A uthority, Annual Report 2001 -  2002 (2 0 0 2 )  4 7 . T here is  no  
in d ication  in  the report o f  h o w  the lack  o f  co m p lia n ce  m ay h av e  co m e  to the attention  o f  the A B A . 
The o n ly  later annual report, 2 0 0 2 -2 0 0 3 , d oes not d iscu ss co d e  co m p lia n ce  in  an y  detail, m erely  
stating that the A B A  ‘m onitors co m p lia n ce  w ith  the co d es  and m ay d irect an ISP  or ICH  to  
co m p ly  w ith  a c o d e . .. ’ A B A , Annual Report 2002 -  2003 (2 0 0 3 )  4 5 .

1 2 0



c o m p l ia n c e  a c t u a l l y  g o e s  a n y  w a y  t o w a r d  a c h ie v in g  t h e  d e s i r e d  e f f e c t s  o f  t h e  

Online Services Act. T h e  I I A  i t s e l f  h a s  n o t  r e p o r t e d  p u b l i c l y  e i t h e r  o n  s t a t is t ic s  f o r  

C o d e  c o m p l ia n c e ,  o r  o n  t h e  e f f e c t  th e  C o d e s  m ig h t  h a v e .

T h e  C o d e  r e q u i r e m e n t  t h a t  i n t e r n e t  a c c o u n t  h o ld e r s  a re  o v e r  1 8  o r  h a v e  p a r e n t a l  

c o n s e n t  is  u n l i k e l y  t o  h a v e  g r e a t l y  c h a n g e d  p e o p le ’ s b e h a v io u r .  M o s t  la r g e  

p r o v id e r s  r e q u i r e d  a d u l t  s ig n a tu r e s  t o  o p e n  a c c o u n ts  e v e n  b e f o r e  t h e  C o d e s  c a m e  

in t o  e f f e c t . 40 T h e  C o d e  r e q u i r e m e n t  f o r  t h e  p r o v i s i o n  o f  f i l t e r s  a n d  f i l t e r e d  

s e r v ic e s  w o u ld  a ls o  h a v e  m a d e  l i t t l e  d i f f e r e n c e ,  as f i l t e r s  a n d  f i l t e r e d  s e r v ic e s  

w e r e  r e a d i l y  a v a i la b le  to  c o n s u m e r s  p r i o r  t o  th e  a d v e n t  o f  t h e  C o d e s  o f  P r a c t ic e .  

T h e  C o d e s  m a y  h o w e v e r  m a k e  i t  e a s ie r  f o r  s u b s c r ib e r s  t o  a c c e s s  i n f o r m a t i o n  

a b o u t  f i l t e r s . 41 T h e r e  is  n o  e v id e n c e  t h a t  f i l t e r s  a re  w i d e l y ,  o r  m o r e  w i d e l y ,  u s e d  

n o w  t h a n  p r i o r  t o  t h e  Act a n d  C o d e s .42

T h e  C o d e s  a ls o  r e q u i r e  t h e  p r o v i s i o n  o f  i n f o r m a t i o n  t o  c o n s u m e r s ,  a b o u t ,  f o r  

e x a m p le ,  h o w  t o  s u p e r v is e  a n d  c o n t r o l  c h i l d r e n ’ s a c c e s s  t o  i n t e r n e t  c o n t e n t , 43 h o w  

to  m a k e  c o m p la in t s  a b o u t  c o n te n t ,  h o w  t o  m a k e  c o m p la in t s  a b o u t  u n s o l i c i t e d  

m a t e r ia l  p r o m o t in g  p r o h ib i t e d  c o n t e n t  e tc .  T o  m e e t  t h i s  r e q u i r e m e n t  m a n y  s e r v ic e  

p r o v id e r s  a re  l i n k i n g  f r o m  t h e i r  h o m e  p a g e s  t o  I I A ,  A B A  a n d  N e t  A l e r t  

i n f o r m a t i o n  p a g e s ,  a n d  /  o r  p r o v i d i n g  t h e i r  o w n  i n f o r m a t i o n  f o r  s u b s c r ib e r s .  I t  h a s  

b e e n  s u g g e s te d  h o w e v e r  t h a t  t h is  h a s  n o t  b e e n  h i g h l y  e f f e c t i v e ,  w i t h  f e w  u s e rs  

i d e n t i f y i n g  IS P s  as  a  s o u r c e  o f  i n t e r n e t  i n f o r m a t i o n . 44

40 E m ails from  O p tu s@ h om e to author, (23  N o v em eb er  0 1 ), A O L  23  N o v em b e r  0 1 , te lep h on e  
con versation  w ith  T elstra  B ig P o n d  (Darren, 6  D ecem b er 01).
41 D iscu ssed  further b e lo w , C hapter T w elve: S tatistics and p ercep tions.
42 In fact there is an ab so lute dearth o f  k n o w led g e  in  this area. N eith er  the A B A , IIA , N etA ler t, nor 
even  the R eport o f  the R e v ie w  o f  the O peration  o f  S ch ed u le  5 to the B ro a d c a s tin g  S e rv ic e s  A c t  
1992 g iv es  any in form ation  or ev en  estim ate as to the pro liferation  o f  filtering . In A u g u st 2 0 0 0  
17% o f  parents reported  u sing  filtering  In tem et@ h o m e, D ecem b er  2 0 0 1  p 48; in  June 2 0 0 0  15%  o f  
p ublic libraries w ere u sin g  or tria lling  filters or had b lo ck ed  sp ec ific  sites; in  M a y  2 0 0 2  Telstra  
B igp on d  cla im ed  there w as little interest in  filtering, ev e n  w h en  free trials w ere offered . S teven  
W ardill, C onsum er A ffa irs R eporter, ‘C ode to push  Internet p o m  ou t o f  rea ch ’ C o u rie r  M a il  13 
M ay 2 0 0 2 , quoted  in  E lectron ic Frontiers A ustralia  Inc, S u b m issio n  to  R e v ie w  o f  th e  o p e ra tio n  o f  
S ch ed u le  5 to  th e  B ro a d c a s tin g  S e rv ic e s  A c t 199 2  (N o v  2 0 0 2 )  21 o f  2 7 . F ilters are a lso  o ften  so ld  
as part o f  larger IT  p a ck ages, bun d led  for exam p le w ith  virus filters /  secu rity  softw are, and thus 
even  data re sa le s  o f  filter products w o u ld  g iv e  little in form ation  as to  filter use.
43 D iscu ssed  b e lo w , C hapter 11: C om m u nity  Education.
44 A ustralian  B roadcasting  A uthority, In tern e t@ h o m e. (D ecem b er 2 0 0 1 )  73  
< h ttp ://w w w .a b a .g o v .a u /in tem et/resea rch /h o m e>  at 24  June 2 0 0 4 . A fter  set-up , subscribers rarely  
access ISP h om e p a g es h o w ev er . T h is has b een  n oted  in the R eport o f  the R e v ie w  o f  the O peration
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T h e  r e g is t r a t io n  o f  C o d e s  o f  P r a c t ic e  w h i c h  r e q u i r e d  n e i t h e r  m o n i t o r i n g  n o r  

b l o c k in g  o f  c o n t e n t  b y  i n d u s t r y  c o u ld  s u g g e s t  t h a t  t h e  G o v e r n m e n t ’ s a im  w a s  

la r g e ly  s y m b o l i c ;  t h a t  is ,  t h a t  i t  in t e n d e d  t o  g iv e  t h e  im p r e s s io n  t h a t  in t e r n e t  

c o n te n t  c o n t r o l  w o u ld  b e  b r o u g h t  i n t o  l i n e  w i t h  c o n t e n t  c o n t r o l  i n  o t h e r  m e d ia ,  

w h i l e  th e  r e a l i t y  w a s  m u c h  d i f f e r e n t .  M u c h  m o r e  c o u ld  h a v e  b e e n  r e q u i r e d  u n d e r  

th e  C o d e s  t o  c o n t r o l  a c c e s s  t o  c o n te n t .  I C H s  c o u ld  h a v e  b e e n  r e q u i r e d  t o  m o n i t o r  

c o n te n t ,  a n d  IS P s  c o u ld  h a v e  b e e n  f o r c e d  to  b l o c k  c o n t e n t .  H o w e v e r ,  e a c h  o f  

th e s e  w o u ld  h a v e  p la c e d  a  h e a v y  b u r d e n  o n  in d u s t r y .  T h e  Act r e q u i r e d  t h a t  th e  

in d u s t r y  s h o u ld  n o t  b e a r  u n n e c e s s a r y  f i n a n c ia l  o r  a d m in is t r a t i v e  b u r d e n s , 45 a n d  i n  

t h is  c a s e  th e  b a la n c e  a p p e a r s  t o  h a v e  f a l l e n  i n  f a v o u r  o f  in d u s t r y .

T h e  i n t r o d u c t io n  o f  i n d u s t r y  C o d e s  o f  P r a c t ic e  h a s  b e e n  a  m a j o r  e f f e c t  o f  th e  

Online Services Act, b u t  th e  v a lu e  o f  th e s e  C o d e s  o f  P r a c t ic e  is  q u e s t io n a b le .  A s  

p a r t  o f  th e  e x a m in a t io n  o f  th e  p r o v is i o n s  a n d  o p e r a t io n  o f  t h e  o n l i n e  s e r v ic e s  

r e g im e ,  t h is  c h a p te r  h a s  a im e d  t o  e x p la in  t h e  in t e r n e t  i n d u s t r y  C o d e s  o f  P r a c t ic e ,  

r e s p o n s ib i l i t i e s  t h e y  p la c e  o n  t h e  in t e r n e t  i n d u s t r y ,  a n d  c o m p l i a n c e  is s u e s .  M o r e  

d e t a i le d  d is c u s s io n  o f  th e  p o s s ib le  e f f e c t  o f  t h e s e  C o d e s  ta k e s  p la c e  i n  C h a p t e r  

T w e l v e ,  b u t  b e f o r e  t h a t  t h e  th e s is  lo o k s  to  o t h e r  d i r e c t  e f f e c t s  o f  t h e  s c h e m e ;  th e  

c o m p la in t s  r e g im e ,  S ta te  a n d  T e r r i t o r y  le g is la t i o n ,  a n d  c o m m u n i t y  e d u c a t io n .

o f  S ch ed u le  5 to the Broadcasting Services Act 1992 (M a y  2 0 0 4 )  and is d iscu ssed  in m ore detail 
b e lo w  in Chapter F ifteen: R eco m m en d a tio n s and C hapter S ixteen : C o n c lu sio n .
45 Broadcasting Services Act 1992 (Cth) s 4 (3 )(a ).
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C H A P T E R  N I N E :  C O M P L A I N T S  -  P R O H I B I T I E D  A N D  P O T E N T I A L

P R O H I B I T E D  C O N T E N T .

W i t h i n  th e  s y s te m  f o r  c o n t r o l l i n g  in t e r n e t  c o n t e n t ,  t h e  c o m p la in t s  s c h e m e  w a s  

s e e n  as ‘ t h e  c o r n e r s to n e  o f  t h e  r e g u la t o r y  f r a m e w o r k . ’ 1 I n d e e d ,  t h e  f i r s t  l i s t e d  

o b je c t i v e  o f  t h e  Act is  t o  ‘ p r o v id e  a  m e a n s  f o r  a d d r e s s in g  c o m p la in t s  a b o u t  c e r t a in  

in t e r n e t  c o n t e n t , ’ a n d  i t  is  th e s e  c o m p la in t s  a b o u t  s p e c i f i c a l l y  i d e n t i f i e d  c o n t e n t  

w h i c h  a re  in t e n d e d  t o  t r i g g e r  i n v e s t ig a t i o n ,  c la s s i f i c a t io n ,  a n d  r e s t r i c t i o n  o f  

c o n te n t .  T h e  g o v e r n m e n t  d id  n o t  i n t e n d  t h a t  p r o - a c t i v e  i n v e s t ig a t i o n  o r  

c la s s i f i c a t io n  s h o u ld  o c c u r . 2 T h is  a l la y e d  t o  s o m e  e x t e n t  c o n c e r n s  t h a t  IS P s  a n d  

I C H s  w o u ld  b e  r e q u i r e d  t o  m o n i t o r  c o n te n t ,  o r  t h a t  c o n t e n t  w o u l d  b e  s u b je c t  t o  

p r e - c la s s i f i c a t io n . 3

P a r t  f o u r  o f  t h e  Online Services Act a l l o w s  c o m p la in t s  t o  b e  m a d e  t o ,  a n d  

in v e s t ig a te d  b y ,  t h e  A B A .  C o m p la in a n t s  m u s t  b e  A u s t r a l i a n  r e s id e n t s ,  b o d ie s  

c o r p o r a te  w i t h  a c t i v i t i e s  i n  A u s t r a l i a ,  o r  th e  C o m m o n w e a l t h ,  a  S ta te  o r  T e r r i t o r y . 4 

N o  re a s o n s  a re  g iv e n  f o r  t h is  r e s t r i c t i o n  o n  p o t e n t ia l  c o m p la in a n t s .  I t  m a y  b e  

s im p l y  a  d e s ir e  t o  p la c e  s o m e  l i m i t  o n  c o m p la in t s  w h i c h  c a n  b e  r e c e iv e d ,  b u t  i f  

c o n te n t  c o n t r o l  is  t h e  a im ,  i t  w o u ld  b e  a p p r o p r ia te  a t  le a s t  t o  a c c e p t  c o m p la in t s  

f r o m  a n y w h e r e  i n  t h e  w o r l d  i f  i t  is  A u s t r a l i a n  h o s te d  c o n t e n t  w h i c h  is  c o m p la in e d  

a b o u t .  A l l o w i n g  c o m p la in t s  f r o m  th e  p e r s o n s  s p e c i f ie d  i n  t h e  le g is la t i o n ,  or f r o m  

a n y  p e r s o n  o r  b o d y  i f  r e l a t i n g  t o  A u s t r a l i a n  b a s e d  c o n t e n t ,  w o u l d  a p p e a r  a  f a r  

m o r e  a p p r o p r ia te  l im i t a t i o n .

B roadcasting  S erv ice s A m en d m en t (O n lin e S erv ice ) B ill 1 9 9 9 , S eco n d  R ead in g  S p eech , Cth, 
P a rlia m e n ta ry  D e b a te s , Senate, 21 A pril 1999 , 3 9 5 9  (Senator Ian C am p bell, P arliam entary  
Secretary to Senator A lsto n , M inister for C om m u n ication s, In form ation  T e c h n o lo g y  and the Arts).
2 Ibid 3960 .
’ The A B A  does have p ow er to in vestigate  o f  its o w n  v o lit io n , and has d one so  for exam p le in  
response to reports from  oversea s h otlines, and a m ed ia  report regarding a cc ess ib ility  o f  RC  
internet m aterial. A ustralian  B roadcasting  A uthority , A n n u a l R e p o r t 2 0 0 1 -2 0 0 2  (2 0 0 2 )  4 8 .
4 B ro a d c a s tin g  S e rv ic e s  A c t 1 9 9 2  (C th) sch ed u le  5, s 2 5 . B u t note fourth  Six  M o n th  R e p o r t on C o- 
R e g u la to ry  S ch em e f o r  In tern e t C o n ten t R egu la tion , J u ly  to  D e c e m b e r  2 0 0 1  T ab led  in  Senate by  
the M in ister for C om m u n ication s, T e ch n o lo g y  and the A rts (A u g u st 2 0 0 2 )  8 ‘T h e A B A ’s hotline  
enab les any person  to co m p la in  to the A B A  i f  they  b e lie v e  A ustra lian s can  a cc ess  proh ib ited  or 
p oten tia lly  prohibited  c o n te n t ... ’
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A s  d is c u s s e d  a b o v e ,  th e  l e g is la t i o n  i n i t i a l l y  e n v is a g e d  t h e  r e m o v a l  o f  p r o h ib i t e d  

a n d  p o t e n t i a l l y  p r o h ib i t e d  m a t e r ia l  f r o m  A u s t r a l i a n  s i te s ,  a n d  t h e  b l o c k i n g  o f  s u c h  

m a t e r ia l  h o s te d  o v e rs e a s .  H o w e v e r ,  u n d e r  t h e  r e g is t e r e d  in t e r n e t  i n d u s t r y  C o d e s  

o f  P r a c t ic e ,  w h i l e  t a k e - d o w n  n o t ic e s  a re  is s u e d  t o  A u s t r a l i a n  h o s ts ,  n o  b lo c k in g  o f  

o v e rs e a s  h o s te d  m a t e r ia l  o c c u r s .  I n s te a d  m a t e r ia l  s h o u ld  b e  n o t i f i e d  t o  t h e  m a k e r s  

o f  s c h e d u le d  c o n t e n t  f i l t e r s ,  w h o  h a v e  u n d e r t a k e n  t o  in c lu d e  n o t i f i e d  s i te s  i n  t h e i r  

f i l t e r  b lo c k  l i s t s , 5 a n d  n o t i f i e d  t o  IS P s ,  w h o  m u s t  t h e n  o f f e r  a  f i l t e r  o r  f i l t e r e d  

s e r v ic e  t o  p r o v id e r s . 6 T h e  la t t e r  h a s  n o  e f f e c t .  A s  d is c u s s e d  i n  t h e  p r e v io u s  

C h a p te r ,  f i l t e r s  a re  n o t  o f f e r e d  i n  r e s p o n s e  t o  n o t i f i c a t i o n ,  b u t  a re  o f f e r e d  m o r e  

g e n e r a l ly ,  a n d  u s u a l l y  u p o n  s u b s c r ip t io n  r a t h e r  t h a n  u p o n  n o t i f i c a t i o n  t o  a n  IS P  o f  

s p e c i f i c  c o n te n t .  I n  a d d i t io n  t o  i s s u in g  t a k e - d o w n  n o t ic e s  t o  I C H s  a n d  

n o t i f i c a t i o n s  t o  IS P s  a n d  f i l t e r  m a k e r s ,  w h e n  A B A  in v e s t ig a t i o n s  f i n d  p r o h ib i t e d  

m a t e r ia l  o f  a  ‘ s u f f i c i e n t l y  s e r io u s ’ n a tu r e  -  s u c h  a s  c h i l d  p o r n o g r a p h y ,  

p a e d o p h i l ia ,  a n d  p o s s ib l y  o t h e r  c r im in a l  m a t t e r  -  t h e  c o n t e n t  is  r e f e r r e d  t o  l a w  

e n f o r c e m e n t  a g e n c ie s .  T h is  m a y  o c c u r  w h e t h e r  t h e  m a t e r ia l  is  h o s t e d  w i t h i n  

A u s t r a l i a  o r  o v e rs e a s .

A .  Complaints statistics

G iv e n  t h a t  th e  c o m p la in t s  r e g im e  is  t h e  ‘ c o r n e r s t o n e ’ o f  t h e  c o n t e n t  c o n t r o l  

s c h e m e ,  a n d  is  i n  f a c t  t h e  t r i g g e r  f o r  a l l  e n f o r c e m e n t  a im e d  a t  l i m i t i n g  

a c c e s s ib i l i t y  o r  a v a i l a b i l i t y  o f  p r o b le m a t i c  i n t e r n e t  c o n t e n t ,  a  d e t a i le d  e x a m in a t io n  

o f  i t  is  w o r t h w h i l e .  S t a t is t ic s  i n f o r m  u s  o f  t h e  q u a n t i t y  o f  c o m p la in t s ,  t h e  t y p e s  o f  

c o n t e n t  b e in g  c o m p la in e d  a b o u t ,  w h a t  in v e s t ig a t i o n s  h a v e  r e v e a le d ,  a n d  w h a t  h a s  

b e e n  d o n e  in  r e s p o n s e  t o  th o s e  c o m p la in t s  a n d  in v e s t ig a t i o n s .  R e p o r t i n g  o n  th e  

c o m p la in t s  s c h e m e  a ls o  r e v e a ls  s o m e t h in g  a b o u t  A B A  a n d  G o v e r n m e n t  a t t i t u d e s  

to  th e  s c h e m e .

5 S ee  for exam p le first Six  M on th  R e p o r t on C o -R e g u la to ry  S ch em e  f o r  In te rn e t C o n ten t 
R egu la tion , J a n u a ry  to  J u n e 2 0 0 0  T ab led  in Senate b y  the M in ister  for C om m u n ication s, 
T e ch n o lo g y  and the A rts (Septem ber 2 0 0 0 )  9, 16.
6 A lthou gh  this action  is en v isa g ed  under the A c t  it d o es not appear to occur. R eports refer o n ly  to 
n otification  to filter m akers in relation  to overseas h o sted  proh ib ited  or p o ten tia lly  proh ib ited
content.
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S o m e  o f  t h e  f o l l o w i n g  f ig u r e s  m a y  a p p e a r  o u td a te d .  H o w e v e r ,  s o m e  e a r l y  d a ta  is  

s p e c i f i c a l l y  i n c lu d e d  as i t  is  im p o r t a n t  i n  e x p la in in g  th e  is s u e s  w h i c h  h a v e  a r is e n  

i n  r e l a t i o n  t o  c o m p la in t  a n d  in v e s t ig a t i o n  ‘ r e p o r t i n g . ’ O t h e r  f i g u r e s  m a y  b e  o u t  o f

. . 7

d a te  d u e  to  a  l a c k  o f  r e p o r t i n g  o n  th e  s c h e m e  b y  t h e  A B A .  A t  t h e  t im e  o f  w r i t i n g  

d e t a i le d  f ig u r e s  w e r e  a v a i la b le  o n l y  f o r  th e  p e r io d  t o  D e c e m b e r  2 0 0 2 ,  w h i l e  le s s  

d e t a i le d  f ig u r e s  w e r e  a v a i la b le  f o r  th e  m o r e  r e c e n t  p e r io d .

I n  th e  f i r s t  3  y e a rs  o f  o p e r a t io n 7 8 1 6 1 9  c o m p la in t s  a b o u t  i n t e r n e t  c o n t e n t  w e r e  

lo d g e d  w i t h  th e  A B A ,  le a d in g  t o  c o m p le t e d  in v e s t ig a t i o n s  o f  1 3 5 4  c o m p la in t s  

w i t h i n  th e  s a m e  p e r io d . 9 S o m e  c o m p la in t s  w e r e  d is m is s e d  a s  v e x a t io u s  o r  

f r i v o l o u s ,  s o m e  f a i l e d  s u f f i c i e n t l y  t o  i d e n t i f y  t h e  m a t e r ia l  c o m p la in e d  a b o u t ,  a n d  

s o m e  w e r e  s t i l l  u n d e r  i n v e s t ig a t i o n  a t  t h e  e n d  o f  t h e  r e p o r t i n g  p e r io d .  A s  a  r e s u l t  

o f  th e  1 3 5 4  in v e s t ig a t i o n s  c o m p le t e d  o v e r  t h a t  p e r io d ,  ‘ a c t i o n ’ w a s  t a k e n  in  

r e l a t io n  t o  1 3 7 7  i t e m s  o f  c o n t e n t . 10

O u tc o m e s  o f  i n v e s t ig a t i o n s  i n t o  A u s t r a l ia n - h o s t e d  a n d  o v e r s e a s - h o s te d  c o n t e n t  

a re  r e p o r t e d  s e p a r a t e ly  b y  th e  A B A ,  d u e  t o  t h e  d i f f e r e n t i a t i o n  i n  t h e  s c h e m e  

d e p e n d in g  o n  h o s t  l o c a t io n .  T h e  a c t io n  t a k e n  i n  r e l a t i o n  t o  A u s t r a l i a n  h o s te d  

p r o h ib i t e d  o r  p o t e n t i a l l y  p r o h ib i t e d  i t e m s  w a s  t o  o r d e r  t h e  m a t e r ia l  t o  b e  r e m o v e d  

f r o m  th e  h o s t ,  a n d  t h is  o c c u r r e d  f o r  a  t o t a l  o f  2 9 7  A u s t r a l i a n - h o s t e d  i t e m s . 11 

A lm o s t  o n e  t h i r d  o f  th o s e  i t e m s  o r d e r e d  t o  b e  r e m o v e d  w e r e  o r  w o u l d  h a v e  b e e n  

r a te d  R  o r  X , 12 13 a n d  t h u s  t h e  c o n t e n t  w a s  le g a l  t o  p o s s e s s  i n  A u s t r a l i a .  T w o  t h i r d s  

o f  i t e m s  o r d e r e d  r e m o v e d  w e r e  o r  w o u ld  h a v e  b e e n  r e f u s e d  c l a s s i f i c a t i o n  w i t h i n

i o

A u s t r a l ia ,  a n d  o v e r  o n e  h a l f  o f  th o s e  i t e m s  w e r e  c la s s e d  as  c h i l d  p o r n o g r a p h y  o r  

p a e d o p h i le  a c t i v i t y . 14 W h i l e  th e  A B A  r e p o r t e d  t h a t  a l l  c o n t e n t  w a s  r e m o v e d  i n

7 T h is thesis is current to 1 June 2 0 0 4 .
8 1 Jan 2 0 0 0  to 31 D e c  2 0 0 2
9 T h ese figures are taken  from  the A B A  w eb site
< h ttp ://w w w .a b a .g o v .a u /in tem et/co m p la in ts/sta tistics/p re2 0 0 3 .h tm >  at 25  D ecem b er. Internet 
C ontent C om plain ts - 1 January 2 0 0 0  to 31 D ecem b er  2 0 0 2 . It is a ssu m ed  th ese  figures are 
corrected  figures and thus d iffer  from  figures g iv e n  in  in itia l reports, d iscu ssed  further b e lo w .
10 Internet C ontent C om p la in ts - 1 January 2 0 0 0  to 31 D ecem b er 2 0 0 2 . F ound  on  A B A  w eb site ,
ibid.
" Ibid.
12 Ibid 95 of 297.
13 Ibid 20 2  o f  2 9 7 .
14 Ibid 127 o f  2 0 2 , and 42%  o f  total p roh ib ited  and p o ten tia lly  p roh ib ited  A ustra lian  h osted  content  
i.e. 127 o f  297 .
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a c c o r d a n c e  w i t h  t h e  n o t ic e s  is s u e d ,  e v e n  th e  A B A  c o n c e d e d  t h a t  s o m e  c o n t e n t  

m o v e d  t o  o v e rs e a s  h o s ts ,  a n d  s o  r e m a in e d  a c c e s s ib le  i n  A u s t r a l i a . 15 F u r t h e r ,  

w h e r e  t a k e - d o w n  n o t ic e s  a re  is s u e d  i n  r e l a t i o n  t o  n e w s g r o u p  p o s t in g s  h o s te d  i n  

A u s t r a l i a ,  th e  n o t ic e  is  is s u e d  o n l y  to  th e  c o m p la in a n t s ’ IS P ,  a n d  h e n c e  t h e  s a m e  

m a t e r ia l  r e m a in s  a v a i la b le  o n  a n y  o t h e r  A u s t r a l i a n  s e r v e r s  c a r r y in g  t h a t  

n e w s g r o u p . 16 17 18

T h e  A B A  o f  c o u r s e  h a s  n o  j u r i s d i c t i o n  o v e r  h o s t s  lo c a t e d  o v e rs e a s ,  a n d  t h u s  

c a n n o t  o r d e r  p r o b le m a t i c  c o n t e n t  h o s te d  o u t s id e  A u s t r a l i a  t o  b e  r e m o v e d .  A s  

d is c u s s e d  a b o v e ,  A u s t r a l i a n  IS P s  a re  n o t  r e q u i r e d ,  u n d e r  t h e  c u r r e n t l y  r e g is t e r e d  

I n d u s t r y  C o d e s  o f  P r a c t ic e ,  t o  t a k e  a n y  a c t io n  i n  r e l a t i o n  t o  o v e rs e a s  m a t e r ia l ,  a n d  

th u s  th e  A B A  m e r e ly  r e p o r t s  th e  o u t c o m e  o f  i t s  in v e s t ig a t i o n s  t o  th e  m a k e r s  o f  

f i l t e r  p r o d u c t s  ‘ s c h e d u le d ’ u n d e r  t h e  C o d e s .  S u c h  f i l t e r - m a k e r s  i n c lu d e  o n l y  th o s e

1 7
w h o  h a v e  u n d e r t a k e n  t o  a d d  c o n t e n t  s o  n o t i f i e d  t o  t h e i r  b l o c k  l is t s .

T h e  A B A  h a s  n o t i f i e d  1 0 8 0  i t e m s  o f  o v e rs e a s  h o s t e d  in t e r n e t  c o n t e n t  t o  f i l t e r  

m a k e r s  as  a r e s u l t  o f  c o m p la in t s  a n d  in v e s t ig a t io n s .  T w o  h u n d r e d  a n d  t h i r t y  

( t w e n t y  t w o  p e r c e n t )  o f  t h o s e  i t e m s  w e r e  o r  w o u l d  h a v e  b e e n  c la s s i f i e d  X  in  

A u s t r a l i a , 19 w h i l e  8 5 0  w e r e  o r  w o u ld  h a v e  b e e n  r e f u s e d  c l a s s i f i c a t i o n . 20 O f  t h e  

la t t e r ,  s e v e n ty  t w o  p e r c e n t  w e r e  c la s s e d  as  c h i l d  p o r n o g r a p h y  o r  p a e d o p h i le  

a c t i v i t y . 21

D u r in g  th e  s a m e  p e r io d  th e  A B A  a ls o  p a s s e d  i n f o r m a t i o n  t o  p o l i c e  r e l a t i n g  to  

p r o h ib i t e d  in t e r n e t  c o n t e n t  o f  a  ‘ s u f f i c i e n t l y  s e r i o u s ’ n a tu r e .  I n  t h e  f i r s t  t w o  y e a rs

15 S ee  for exam p le first Six  M on th  R e p o r t on  C o -R e g u la to ry  S ch em e  f o r  I n te rn e t C o n ten t 
R eg u la tio n , J a n u a ry  to  J u n e 2 0 0 0 , ab o v e  n 5, 16 at n ote  2.
16 E lectron ic Frontiers A ustralia  H o o d w in k in g  th e  P u b lic :  A u s tr a l ia ’s  In te rn e t C en so rsh ip  R eg im e  
(N o v em b er 2 0 0 2 )  < h ttp ://w w w .e fa .o rg .a u /P u b lish /b sa _ a n a ly sis2 0 0 2 .h tm l>  A t 25  June 2 0 0 4 . A nd  
note A ustralian  B roadcasting  A uthority , S u b m issio n  to  R e v ie w  o f  th e  O p e ra tio n  o f  S ch ed u le  5 
B ro a d c a s tin g  S e rv ic e s  A c t 19 9 2  (N o v em b er 2 0 0 2 )  25  ‘T h e requirem ent that the A B A  b e  sa tisfied  
that an ISP is h osting su ch  content prior to issu in g  a take d o w n  n o tice  lim its  the A B A ’s cap acity  to 
take action  in relation  to con ten t that m ay be s im u lta n eo u sly  h osted  b y  m any IS P s .’
17 S ee  for exam p le first S ix  M on th  R e p o r t on C o -R e g u la to ry  S ch em e f o r  In te rn e t C o n ten t 
R eg u la tio n , J a n u a iy  to  J u n e 2 0 0 0  ab ove n 5, 16 note 2.
18 Internet C ontent C om p la in ts - 1 January 2 0 0 0  to 31 D ecem b er  2 0 0 2 . F oun d  on  A B A  w eb site , 
ab ove n 8.
19 Ib id  2 3 0  o f  1080.
20 Ibid.
21 Ibid 61 4  o f  850.
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o f  th e  s c h e m e ’ s o p e r a t io n  1 3 2  i t e m s  h o s te d  w i t h i n  A u s t r a l i a  w e r e  r e f e r r e d  t o  S ta te  

a n d  T e r r i t o r y  p o l i c e  fo r c e s ,  a n d  3 5 2  i t e m s  h o s te d  o v e rs e a s  w e r e  r e f e r r e d  to  th e

9 9
A u s t r a l i a n  F e d e r a l  P o l ic e .

B .  Problems with complaints statistics

T h e  s ta t is t ic s  g iv e n  b y  t h e  A B A  lo o k  b o t h  s t r a ig h t f o r w a r d  a n d  p le a s in g .  

C o m p la in t s  a re  b e in g  m a d e  as  e n v is a g e d  b y  th e  s c h e m e ,  a n d  t h e  A B A  is  t a k in g  

a c t io n  a n d  d e a l in g  w i t h  t h e  p r o b le m a t ic  in t e r n e t  c o n t e n t .  B u t  a  n u m b e r  o f  

c o n c e r n s  a r is e .

F i r s t l y ,  t h e  A B A  f a i l e d  i n  i t s  r e p o r t i n g  t o  d i f f e r e n t ia t e  c o m p la in t s  i t  r e c e iv e d  

u n d e r  th e  Act w h i c h  le d  t o  f i n d in g s  o f  p r o h ib i t e d  c o n t e n t ,  f r o m  c o m p la in t s  i t  

r e c e iv e d  f r o m  o v e rs e a s  h o t l i n e s  a n d  o t h e r  s o u rc e s .  A s  a  r e s u l t  i t  w a s  u n c le a r  h o w  

m u c h  o f  i t s  f i n d in g  o f  p r o h ib i t e d  c o n t e n t  i n  f a c t  r e s u l t e d  f r o m  c o m p la in t s  m a d e  

u n d e r  th e  s c h e m e .22 23 T h is  m a k e s  i t  d i f f i c u l t  t o  a s s e s s  t h e  s u c c e s s ,  o r  v a lu e ,  o f  t h e  

c o m p la in t s  s c h e m e  s e t u p  b y  le g is la t io n .

S e c o n d ly ,  A B A  r e p o r t s  d i d  n o t  d i f f e r e n t ia t e  c o n t e n t  o r d e r e d  r e m o v e d  f r o m  th e  

W o r ld  W id e  W e b  f r o m  c o n t e n t  o r d e r e d  r e m o v e d  f r o m  n e w s  g r o u p s .  W h e r e  t a k e ­

d o w n  o r d e r s  w e r e  is s u e d  f o r  th e  la t t e r ,  th e s e  w e r e  is s u e d  o n l y  t o  t h e  I S P  o f  t h e  

c o m p la in a n t ,  w h i l e  t h e  s a m e  c o n t e n t  c a r r ie d  b y  n u m e r o u s  o t h e r  A u s t r a l i a n  IS P s  

w a s  u n a f f e c t e d .  T h e  s u g g e s t io n  t h a t  a  t a k e - d o w n  n o t i c e  r e l a t i n g  t o  n e w s  g r o u p  

c o n te n t  le d  t o  th e  c o n t e n t  b e in g  r e m o v e d  f r o m  A u s t r a l i a n  h o s ts  i n  t h e  s a m e  w a y  as 

r e m o v a l  o f  W W W  m a t e r ia l ,  c o u ld  t h u s  d i s t o r t  u n d e r s t a n d in g  o f  t h e  r e a l  e f f e c t  o f  

th e  t a k e - d o w n  n o t ic e s . 24

22 F igure aggregated  from  first four Six Month Report(s) on Co-Regulatory Scheme for Internet 
Content Regulation, January to June 2000 (Septem ber 2 0 0 0 ), July to December 2000 (A pril 
2 0 0 1 ), January to June 2001 (February 2 0 0 2 ) , July to December 2001 (A u g u st 2 0 0 2 ) .
23 S ee d iscu ssio n  o f  this in E lectron ic Frontiers A ustralia, a b o v e  n  15.
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T h i r d l y ,  t h e  A B A  h a s  b e e n  a c c u s e d  o f  s u b s t a n t ia l  m a n ip u la t i o n  o f  t h e  f ig u r e s  i t  

h a d  r e p o r te d .  F o r  e x a m p le ,  a l t h o u g h  d u r in g  th e  w h o le  o f  t h e  y e a r  2 0 0 0  o n l y  2 2  

i t e m s  h o s te d  in  A u s t r a l i a  w e r e  f o u n d  t o  b e  p r o h ib i t e d  o r  p o t e n t ia l  p r o h ib i t e d  

c o n t e n t , 25 1 2 9  t a k e - d o w n  n o t ic e s  w e r e  is s u e d  t o  A u s t r a l i a n  h o s ts  d u r in g  th e  

y e a r .26 I n  t h e  s e c o n d  h a l f  o f  t h e  y e a r  o n l y  6  o f  t h e  c o m p la in t s  r e c e iv e d  b y  t h e  

A B A  r e la te d  t o  A u s t r a l i a n  h o s te d  p r o h ib i t e d  o r  p o t e n t i a l l y  p r o h ib i t e d  c o n t e n t ,  y e t  

th e  A B A  r e p o r t  s ta te s  t h a t  6 7  t a k e - d o w n  n o t ic e s  w e r e  is s u e d  d u r i n g  t h a t  t im e , 27 28 * * 

a n d  4 5  i t e m s  w e r e  r e f e r r e d  t o  S ta te  a n d  T e r r i t o r y  p o l i c e .  T h e  e x p a n d in g  n a tu r e  

o f  t h e  f ig u r e s ,  t h a t  is ,  th e  v e r y  f e w  c o m p la in t s  l e a d in g  t o  f a r  m o r e  t a k e - d o w n  

n o t ic e s  a n d  r e f e r r a ls  t o  p o l i c e ,  r a is e d  c o n c e r n s  t h a t  r e p o r t e d  f i g u r e s  w e r e  b e in g  

m a n ip u la t e d  t o  m a k e  th e  s c h e m e  a p p e a r  m o r e  e f f e c t i v e  t h a n  i t  p e r h a p s  w a s .  

E le c t r o n ic  F r o n t ie r s  A u s t r a l i a  f o r  e x a m p le  r e f e r r e d  t o  ‘ t h e  e x p lo d in g  s ta t is t ic s  

p h e n o m e n o n , ’ a n d  t o  th e  u s e  o f  ‘ c r e a t iv e  s t a t i s t i c s ’ b y  t h e  A B A .  F ig u r e s  g iv e n  

f o r  r e f e r r a ls  to  p o l i c e  m a y  in  f a c t  in c lu d e  m u l t i p l e  r e f e r r a ls ,  f o r  e x a m p le  t h e  s a m e  

o n e  i t e m  m a y  b e  r e f e r r e d  t o  a  n u m b e r  o f  d i f f e r e n t  p o l i c e  f o r c e s ,  a n d  th u s  in c r e a s e

30
t h e  f i g u r e  g iv e n  f o r  r e f e r r a ls  b e y o n d  t h e  i t e m s  o f  c o n t e n t  i n  f a c t  r e f e r r e d .

F u r t h e r ,  i n  r e s p o n s e  t o  q u e s t io n in g ,  t h e  M i n i s t e r  r e s p o n s ib le  s ta te d  t h a t  o n e  

c o m p la in t  m a y  le a d  t o  i n v e s t ig a t i o n  o f  a  s i t e  w h i c h  in c lu d e d  m a n y  p a g e s ,  e a c h  

o n e  o f  w h ic h  w o u ld  b e  r e p o r t e d  as  a n  ‘ i t e m ’ o r d e r e d  r e m o v e d  o r  r e f e r r e d  t o  f i l t e r  

m a k e r s .31 F o r  t h is  r e a s o n  a lo n e ,  th e  s ix  c o m p la in t s  r e c e iv e d  i n  t h e  s e c o n d  h a l f  o f  

2 0 0 0  m ig h t  h a v e  g e n e r a te d  6 7  t a k e - d o w n  n o t ic e s !

I n  a d d i t i o n  t o  th e s e  e x p a n d in g  f ig u r e s ,  t h e r e  w e r e  a ls o  m is t a k e s  i n  t h e  f ig u r e s .  T h e  

m o s t  b a s ic  e x a m p le s  s h o w  s e e m in g ly  m i n o r  d is c r e p a n c ie s .  F o r  e x a m p le ,  t h e  t o t a l  

n u m b e r  o f  A u s t r a l ia n - h o s t e d  p r o h ib i t e d  i t e m s  r e p o r t e d  i n  t h e  s e c o n d  r e p o r t i n g

25 16 in  Jan to June, 6 in  Ju ly to D ec; seco n d  Six  M on th  R e p o r t on  C o -R e g u la to ry  S ch em e f o r  
In tern e t C o n ten t R eg u la tio n , J u ly  to  D e c e m b e r  2 0 0 0  T ab led  in  S en ate b y  the M in ister  for 
C om m u nications, T e c h n o lo g y  and the Arts (A p ril 2 0 0 1 )  9.
26 Ibid 10-11.
27 S eco n d  Six  M onth  R e p o r t on C o -R e g u la to ry  S ch em e f o r  In te rn e t C o n ten t R eg u la tio n , J u ly  to  
D e c e m b e r  2 0 0 0 , ab ove n 24 , 10.
28 Ibid 12.
"y S ee  for exam p le E lectron ic  Frontiers, ab ove n 15.
J° First Six  M onth  R e p o r t on C o -R e g u la to ry  S ch em e f o r  In te rn e t C o n ten t R eg u la tio n , J a n u a ry  to  
J u n e 2 0 0 0  above n 5, 17,
31 Senator A lsto n , referred to in  E lectron ic Frontiers A ustralia , ab o v e  n 15, 5 o f  17.
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p e r io d  as  6 7  w a s  i n  f a c t  6 4 , 32 t h e  n u m b e r  r e f e r r e d  t o  p o l i c e  t o t a l l e d  4 4  a n d  n o t  th e  

r e p o r te d  4 5 , 33 i n  t h e  t h i r d  r e p o r t i n g  p e r io d  th e  g i v e n  t o t a l  o f  3 7  w a s  i n  f a c t  3 4 . 32 33 34 

M o r e  w o r r y i n g  a re  m is t a k e s  i n  r e p o r t i n g  t h e  n a t u r e  o f  t h e  c o n t e n t .  W h i l e  th e  A B A  

c la im e d  i n  th e  s e c o n d  r e p o r t i n g  p e r io d  t o  h a v e  f o u n d  5 0  i t e m s  o f  R e fu s e d  

C la s s i f i c a t io n  m a t e r ia l ,  1 2  o f  X  a n d  o n l y  5 R  r a te d ,  i n  f a c t  t h e  c o r r e c t  f ig u r e s  w e r e  

o n ly  4 4  R C ,  9  X ,  a n d  11 R  R a t e d . 35 I n  th e  p r e v io u s  r e p o r t i n g  p e r io d  a ls o  R C  i t e m s  

w e r e  c la im e d  t o  t o t a l  2 8  w h e n  i n  f a c t  t h e y  t o t a l l e d  j u s t  1 7 .36 37 38

T h e  s ig n i f i c a n c e  o f  t h e  e r r o r s  l ie s  n o t  i n  t h e  d i f f e r e n c e  i n  t h e  s m a l l  n u m b e r s  a lo n e .  

T h e  s ig n i f i c a n c e  is  r a t h e r  f i r s t l y ,  t h a t  e v e r y  m is t a k e  m a d e  i n  f a c t  overstates th e  

e f f e c t  o f  t h e  s c h e m e ,  in c r e a s in g  th e  f ig u r e s  f o r  p r o h ib i t e d  c o n t e n t  f o u n d ,  a n d  

in c r e a s in g  th e  f ig u r e s  f o r  c o n t e n t  r e f e r r e d  t o  p o l i c e .  T h e  m is r e p o r t i n g  m a y  h a v e  

b e e n  in n o c e n t ,  b u t  i t  is  i n t e r e s t in g  t o  n o te  t h a t  n o  m is t a k e s  understated t h e  e f f e c t  

o f  t h e  s c h e m e .  S e c o n d ly ,  i t  is  s i g n i f i c a n t  t h a t  th e  q u a n t i t y  o f  m a t e r ia l  s ta te d  t o  b e  

f o u n d  a t  t h e  m o r e  e x t r e m e  e n d  o f  t h e  s c a le  w a s  o v e r s t a t e d ,  a n d  c o n v e r s e ly  f ig u r e s  

f o r  c o n t e n t  p r o h ib i t e d  a l t h o u g h  a t  th e  le s s  e x t r e m e  e n d  o f  t h e  s c a le ,  w e r e  

u n d e r s ta te d .  T h e  in c o r r e c t  f ig u r e s  s u g g e s te d  t h a t  t h e  c o n t e n t  b e in g  d e a l t  w i t h  a n d  

ta k e n  d o w n  u n d e r  t h is  s c h e m e  w a s  m o r e  o f t e n  m o r e  e x t r e m e  t h a n  i n  f a c t  i t  w a s .  

A g a in ,  n o  m is t a k e s  w e r e  m a d e  understating t h e  a m o u n t  o f  R C  m a t e r ia l  f o u n d .

W h i l e  r e p o r t s  o n  th e  s c h e m e  w e r e  t o  b e  m a d e  e v e r y  s ix  m o n t h s ,  i t  is  c l e a r l y  

d i f f i c u l t  t o  r e l y  o n  t h a t  r e p o r t i n g  f o r  t h e  t r u e  f i g u r e s  r e l a t i n g  t o  t h e  c o m p la in t s  

r e g im e .  T h e  a b o v e  e r r o r s  w e r e  c o r r e c t e d  o n l y  as  a  r e s u l t  o f  t h e  q u e s t i o n in g  i n  

P a r l ia m e n t  o f  t h e  M i n i s t e r  f o r  C o m m u n ic a t io n s ,  S e n a to r  A l s t o n ,  a n d  i n  r e s p o n s e

i o  t #

t o  d i r e c t  q u e s t io n s  r e g a r d in g  t h e  a c c u r a c y  o f  t h e  f i g u r e s  r e p o r t e d .  T h is  is  n o t  a n  

e f f i c i e n t  w a y  f o r  t h e  p u b l i c  t o  g a in  i n f o r m a t i o n  a b o u t  t h e  s c h e m e .

32 Ibid 7 o f  17.
33 Ibid 5 o f  17.
34 Ibid 6 o f  17.
35 Ibid 7 o f  17.
36 Ibid 6 o f  17.
37 T his reporting is required as a result o f  a S en ate m otion , 3 0  S ep tem b er 1 9 99 . H o w ev er , the latest 
6 m onth ly  report as at June 2 0 0 4  relates to the p eriod  July to  D ec em b e r  2 0 0 1 !
38 Q u estion  on  n o tice , ask ed  b y  Senator G reig, Cth, Parliamentary Debates, S en ate , 8 A pril 2 0 0 2  
responded  to b y  Senator A lsto n , Cth, Parliamentary Debates, S en ate , 17 Ju ly  0 2  1 9 1 4 -1 6  .
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C . Complaints statistics and freedom of information.

A  p o s s ib le  a l t e r n a t iv e  m e t h o d  o f  g e t t in g  i n f o r m a t i o n  a b o u t  g o v e r n m e n t a l  a c t i v i t y  

is  a n  a c t io n  u n d e r  t h e  Freedom of Information Act. U n f o r t u n a t e l y ,  i n  r e s p o n s e  to  

a n  e a r ly  f r e e d o m  o f  i n f o r m a t i o n  a p p l i c a t io n  r e q u e s t in g  d e t a i l  a b o u t  c o m p la in t s  to  

th e  A B A  a n d  t h e i r  o u t c o m e s ,  a n  A B A  o f f i c e r  d e t e r m in e d  t h a t  as  ‘ t h e  M i n i s t e r  w i l l  

r e p o r t  t o  p a r l i a m e n t  e v e r y  s ix  m o n t h s  o n  th e  o p e r a t io n  o f  t h e  s c h e m e . . .  

a g g re g a te d  d a ta  o n  t h e  o u t c o m e s  o f  i t s  i n v e s t ig a t i o n s  o f  c o m p la in t s  is  m a d e  

a v a i la b le  t o  th e  p u b l i c ’ a n d  t h a t  ‘ th e s e  m e c h a n is m s  p r o v id e  a  c o m p r e h e n s iv e  a n d  

e f f e c t i v e  a c c o u n t a b i l i t y  r e g im e . ’ 39 T h e  A B A  o f f i c e r  c o n c lu d e d  t h e r e f o r e  t h a t  th e  

p u b l i c  in t e r e s t  f a v o u r in g  d is c lo s u r e  o f  th e  m a t e r ia l  w a s  o u t w e ig h e d  i n  t h is  c a s e , as  

a c c o u n t a b i l i t y  w a s  a s s u re d  t h r o u g h  r e g u la r  r e p o r t i n g  o n  t h e  o u t c o m e s  o f  th e  

s c h e m e  to  P a r l ia m e n t . 40 T h is  d e c is io n  o f  th e  A B A  n o t  t o  d is c lo s e  s o m e  o f  th e  

r e q u e s te d  i n f o r m a t i o n  w a s  la t e r  u p h e ld  b y  t h e  A d m i n i s t r a t i v e  A p p e a ls  T r i b u n a l  

( A A T )  i n  J u n e  2 0 0 2 . 41

F o r  th e  A A T  th e  m a j o r  c o n s id e r a t io n  w e ig h in g  a g a in s t  r e le a s e  o f  t h e  i n f o r m a t i o n  

w a s  th e  p o s s i b i l i t y  t h a t  f e w e r  c o m p la in t s  w o u l d  b e  m a d e  a n d  le s s  i n f o r m a t i o n  

w o u ld  b e  p a s s e d  t o  th e  A B A  i f  a d d re s s e s  o f  t h e  c o n t e n t  c o m p la in e d  a b o u t  w e r e  t o  

b e  d is c lo s e d . 42 T h is  w a s  b a s e d  o n  th e  A B A ’ s a r g u m e n t  t h a t

s h o u ld  th e  IP s  a n d  U R L s  o f  i n t e r n e t  c o n t e n t  b e  r e v e a le d  t o  t h e  

p u b l i c ,  t h e  n u m b e r  o f  c o m p la in t s  [ w o u l d ]  b e  s u b s t a n t ia l l y  

r e d u c e d .  T h a t  w o u l d  f o l l o w  f r o m  th e  p e r c e p t io n  t h a t  t h e  l i s t  o f  

IP s  a n d  U R L s  w o u l d  e n c o u r a g e  c e r t a in  p e o p le  t o  s e e k  a c c e s s  t o  

th e  in t e r n e t  c o n t e n t  c o m p la in e d  a b o u t . . .  [ I t  is  a ls o ]  r e a s o n a b le  t o  

e x p e c t  t h a t  I N H O P E  m e m b e r s  w i l l  n o t  r e f e r  t o  t h e  A B A  

c o m p la in t s  a b o u t  i n t e r n e t  c o n t e n t  t h a t  t h e y  h a v e  r e c e iv e d  i f  

U R L s  a n d  IP s  a re  p u b l i c l y  r e v e a le d . 43

39 Letter to D a le  C lapperton  o f  E F A  from  R ichard  Fraser, A B A  A ctin g  M anager, O n lin e S erv ices  
C ontent R egu la tion , 21 July 2 0 0 0  at para 2 7 -2 8 . D o cu m en t a v a ilab le  at: 
< h ttp ://w w w .efa .o rg .a u /F O I/fo i_ a b a _ 2 0 0 0 .h tm >  at 25  June 2 0 0 4 .
40 Ibid, para 27 .
41 R e E lec tro n ic  F ro n tie rs  A u s tra lia  Inc a n d  A u stra lia n  B ro a d c a s tin g  A u th o r ity  [2 0 0 2 ] A A T A  4 4 9  
(unreported, F o g ie  D P , 12 June 2 0 0 2 ).
42 Ibid [4 6 ]-[4 7 ].
43 Ibid.
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T h e  A A T  a c k n o w le d g e d  t h a t  c o m p la in t s  -  e v e n  th o s e  f o l l o w e d  b y  X  o r  R C  

r a t in g s  - w o u ld  n o t  e n s u re  t h a t  a c c e s s  t o  th e  c o n t e n t  w a s  l i m i t e d  44 I t  f o u n d  

h o w e v e r  t h a t  c o m p la in t s  a n d  r e p o r t i n g  t o  t h e  A B A  a t  le a s t  a l l o w e d  i n f o r m a t i o n  t o  

b e  p a s s e d  t o  f i l t e r  m a k e r s ,  a n d  t h a t  f e w e r  c o m p la in t s  m a y  le s s e n  th e s e  r e p o r t s  t o  

f i l t e r  m a k e r s ,  a n d  t h u s  le s s e n  t h e  u s e fu ln e s s  o f  f i l t e r  p r o d u c t s . 45 T h e  e f f e c t i v e n e s s  

o f  t h e  s c h e m e ,  a n d  i n  p a r t i c u la r  th e  e f f e c t i v e n e s s  o f  v o l u n t a r y  c o n t e n t  c o n t r o l  ( v ia  

th e  u s e  o f  i n t e r n e t  c o n t e n t  f i l t e r s ) ,  w o u l d  t h e r e b y  b e  r e d u c e d . 46 T h e  A A T  th u s  

h e ld  t h a t  ‘ d is c lo s u r e  u n d e r  th e  FO I Act w o u ld  n o t ,  o n  b a la n c e ,  b e  i n  t h e  p u b l i c  

i n t e r e s t . . .  O n  t h i s  o c c a s io n  c o n s id e r a t io n s  f a v o u r i n g  i t s  d is c lo s u r e  a re  o u t w e ig h e d  

b y  th e  s u b s t a n t ia l  a d v e r s e  e f f e c t  t h a t  w e  c o n s id e r  w o u l d  r e s u l t  f r o m  d is c lo s u r e . ’ 47 48

I t  w a s  c le a r  t h a t  th e  A A T  w a s  a b le  i n  t h e  c i r c u m s t a n c e s  t o  b a la n c e  f o r  i t s e l f  th e  

c o m p e t in g  in te r e s t s  i n v o lv e d  i n  t h a t  p a r t i c u la r  c a s e . T h e  G o v e r n m e n t  h o w e v e r  

w a s  n o t  s a t is f ie d  w i t h  t h a t ,  a n d  m o v e d  t o  e x e m p t  c e r t a in  c o n t e n t  f r o m  th e  

a p p l i c a t io n  o f  t h e  Freedom of Information Act, o n  t h e  b a s is  t h a t  i t s  r e le a s e  ‘ w o u ld  

u n d e r m in e  th e  p o l i c y  a n d  o b je c t i v e s  o f  t h e  f r a m e w o r k . . .  ’ T h e  G o v e r n m e n t  

s u g g e s te d  t h a t  w i t h o u t  s u c h  a n  e x e m p t io n  p a e d o p h i le s  a n d  m is c r e a n t s  m a y  u s e  

F O I  a p p l i c a t io n s  t o  g a in  a c c e s s  to  p o r n o g r a p h y ,  a n d  t h a t  d is c lo s e d  i n f o r m a t i o n  

m a y  b e  u s e d  to  ‘ fe e d  th e  b iz a r r e  s e x u a l  a p p e t i t e s  o f  d e v ia n t s . ’ 49 50 51 * S e n a to r  A l s t o n  

a c c u s e d  th o s e  c r i t i c a l  o f  t h e  e x e m p t io n  o f  f a v o u r i n g  u n r e s t r i c t e d  a c c e s s  t o  

p o r n o g r a p h ic  c o n t e n t ,  a n d  t o  ‘ o f f e n s iv e  m a t e r ia l  i n  a l l  i t s  m a n i f e s t a t i o n s . ’ 50 51

44 Ibid [46],
45 Ibid [49],
4  ̂ Ibid.
4' Ibid para [97],
48 C om m u nications L eg isla tio n  A m en d m en t B ill (N o  1) 2 0 0 2 , S eco n d  R ea d in g  S p eech , Cth, 
P a rlia m e n ta ry  D e b a te s , H o u se  o f  R ep resen tatives, 2 7  June 2 0 0 2 , 4 5 5 0  (M r M cG auran , M inister  
for S c ien ce).
49 C om m en t attributed to S enator A lsto n  in  ‘F O I L o o p h o le  o p en s w a y  to bann ed  w e b s ite s .’
C o u rie r  M a il (Q u een slan d ) 4  S ep tem b er 2 0 0 3 , q uoted  in L ex is  N e x is  L eg a l E xp ress 5 Septem ber  
2 0 0 3 .
50 Cth, P a r lia m e n ta ry  D e b a te s  Senate, 9 Septem ber 2 0 0 3 ,1 4 0 6 1  (S en ator A lsto n ).
51 W h ile  Senator A lsto n  c la im ed  that i f  the in form ation  relatin g  to restricted  con ten t is  re leased  
under FOI it w o u ld  be re leased  w ithout restriction  (and co u ld  thus b e g iv e n  to p a ed o p h iles), he
m ade no effort to ex p la in  w hy, i f  that w ere the concern , an am en dm en t w as n ot in stead  m ade to 
the F reed o m  o f  In fo rm a tio n  A c t  to a llo w  for restricted  re lea se  o n ly . For ex a m p le , there cou ld  be  
restrictions on  w h o  cou ld  a cc ess  the in form ation , o n  p urposes for w h ich  p eo p le  co u ld  a ccess  the 
in form ation , and restrictions on  further release etc. In that w a y  the in form ation  co u ld  b e  protected  
w ithout rem ovin g  accoun tab ility .
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I n  p a s s in g  th e  n e w  l e g is la t i o n  th e  g o v e r n m e n t  f a i l e d  e n t i r e l y  t o  e n g a g e  w i t h  th e  

a r g u m e n ts  r e g a r d in g  a c c o u n t a b i l i t y  a n d  s c r u t in y ,  a n d  t h e  v e r y  r e a s o n s  f o r  th e  

o r i g i n a l  i n t r o d u c t i o n  o f  t h e  Freedom of Information Act. A s  w a s  p o in t e d  o u t  b y  

D e m o c r a t  S e n a to r  C h e r r y :

I t  is  a b o u t g o v e rn m e n t  a c c o u n ta b i l i t y .  I t  is  a b o u t w h e th e r  w e  s h o u ld  b e  

p u t t in g  an  e x e m p t io n  in to  th e  Freedom of Information Act 1 9 8 2  to  e n s u re  

th a t  a p a r t ic u la r  g o v e rn m e n t  a g e n c y  w i l l  n o  lo n g e r  b e  a c c o u n ta b le  u n d e r  F O I  

f o r  its  d e c is io n s . . . .  T h e  A A T  h a s  s h o w n  th a t  i t  c a n  m a k e  th e s e  d e c is io n s .

T h e  A A T  h a s  s h o w n  th a t  i t  b a la n c e s  th e s e  c r i t e r ia  e f f e c t i v e ly .  T h e  A A T  h a s  

s h o w n  th a t  th e  c u r r e n t  A c t  is  w o r k in g  w e l l  in  b a la n c in g  th e  is s u e  o f  

d is c lo s u re  a n d  a c c o u n ta b i l i t y  o n  th e  o n e  s id e  a n d  th e  in t e g r i t y  o f  g o v e rn m e n t  

p ro c e s s e s  o n  th e  o th e r .  W e  s h o u ld  le a v e  i t  to  d o  th a t .52

H o w e v e r ,  th e  a m e n d m e n t  to  th e  Freedom of Information Act w a s  p a s s e d  a n d  

c a m e  in t o  e f f e c t  o n  2 7 th M a r c h  2 0 0 3 . 53

D .  Current reporting.

S o m e  o f  th e  is s u e s  r e l a t i n g  t o  th e  A B A ’ s r e p o r t i n g  o f  c o m p la in t s  s t a t is t ic s  h a v e  

n o w  b e e n  a d d re s s e d .  A f t e r  s u b s t a n t ia l  c r i t i c i s m  a n d  p a r l i a m e n t a r y  q u e s t io n in g ,  

r e p o r t s  o n  th e  s c h e m e  in c lu d e  n o te s  e x p la in in g  d is c r e p a n c ie s  b e t w e e n  c o m p la in t s  

n u m b e r s ,  n u m b e r s  o f  i t e m s  f o u n d ,  a n d  n o t ic e s  a n d  r e f e r r a ls  m a d e . 54 T h e  A B A ’ s 

A n n u a l  R e p o r t  s ta te d  t h a t  s o m e  n o t ic e s  a n d  r e f e r r a ls  m a y  n o t  b e  t h e  r e s u l t  o f  

c o m p la in t s  m a d e  u n d e r  t h e  s c h e m e  i t s e l f . 55 I f  f a i l s  t o  s p e c i f y  h o w e v e r  w h i c h  

a c t io n s  a r is e  f r o m  v a l i d  c o m p la in t s  a n d  w h i c h  f r o m  o t h e r  f o r m a l  o r  i n f o r m a l  

n o t i f i c a t i o n s .  U n f o r t u n a t e l y ,  s in c e  2 0 0 1  n o  r e p o r t  a t  a l l  o n  t h e  s c h e m e  h a s  b e e n  

is s u e d  b y  th e  A B A  o r  th e  M in i s t e r .  T h e  la te s t  r e p o r t  c o v e r s  o n l y  t h e  p e r io d  u p  to  

D e c e m b e r  2 0 0 1 .  T h is  is  h a r d l y  t h e  o p e r a t io n  o f  a  r e p o r t i n g  r e g im e  o n e  w o u l d  c a l l  

a  ‘ m e c h a n is m  p r o v i d i n g  a  c o m p r e h e n s iv e  a n d  e f f e c t i v e  a c c o u n t a b i l i t y  r e g im e . ’ 56

Ibid 14059  (Senator Cherry).
x’ C o m m u n ica tio n s L e g is la tio n  A m en d m en t A c t (No 1) 2 0 0 3  (C th). (S ch ed u le  2 is the relevant part 
o f  that am endm ent).
54 Fourth Six  M onth  R e p o r t on C o -R e g u la to ry  S ch em e f o r  In te rn e t C o n te n t R eg u la tio n , J u ly  to  
D e c e m b e r  2 0 0 1  T ab led  in  Sen ate b y  the M in ister for C om m u n ication s, T e c h n o lo g y  and the Arts 
(A u gu st 2 0 0 2 )  ab ove n  4, 9.
55 A ustralian  B road castin g  A uthority, ab ove n 3, 4 8 .
56 A s it w as ca lled  b y  R ichard  Fraser in a letter to D a le  C lapperton  o f  E F A , ab ove n 38  [2 7 ]-[2 8 ],
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H o w e v e r ,  d u r in g  t h e  p e r io d  s in c e  2 0 0 1  s o m e  d a ta  r e g a r d in g  t h e  A B A ’ s a c t i v i t i e s

57
h a s  b e e n  m a d e  a v a i la b le  t h r o u g h  th e  A B A ’ s A n n u a l  R e p o r t s ,  a n d  o n  i t s  w e b s i t e .  

T h e  la t t e r  in c lu d e s  a n  a g g r e g a te d  s e t  o f  f ig u r e s  f o r  t h e  f i r s t  3  y e a rs ,  a n d  m o n t h l y  

f ig u r e s  f o r  m o r e  r e c e n t  m o n t h s .  U n f o r t u n a t e l y ,  t h e  w e b s i t e  i n f o r m a t i o n  is  s c a n t ,  

a n d  d o e s  n o t  f o r  e x a m p le  d is t i n g u is h  th e  n u m b e r  o f  c o m p la in t s  m a d e  a b o u t  

A u s t r a l i a n  c o n t e n t  f r o m  th o s e  m a d e  a b o u t  o v e rs e a s  h o s t e d  c o n t e n t .  N o  n u m b e r s  

a re  g iv e n  f o r  r e f e r r a ls  t o  p o l i c e ,  n o r  is  i t  c le a r  w h e t h e r  w o r l d  w id e  w e b  o r  

n e w s g r o u p  c o n t e n t  is  b e in g  r e f e r r e d  to .

E . Usefulness of the Complaints Scheme.

I t  c a n  b e  s e e n  f r o m  th e  a b o v e  t h a t  m a n y  is s u e s  a r is e  i n  r e l a t i o n  t o  r e p o r t i n g  o n  th e  

c o m p la in t s  r e g im e .  I n  a d d i t io n ,  is s u e s  a r is e  as  t o  w h e t h e r  th e  c o m p la in t s  p ro c e s s  

le a d s  t o  u s e f u l  o u t c o m e s .  A l t h o u g h  c o m p la in t s  m a y  b e  m a d e ,  t a k e - d o w n  n o t ic e s  

is s u e d ,  e x t r a  U R L s  in c lu d e d  i n  f i l t e r  s o f t w a r e ,  a n d  r e f e r r a ls  m a d e  t o  p o l i c e  f o r c e s ,  

th e  q u e s t io n  r e m a in s  a s  t o  w h e t h e r  th e  c o m p la in t s  r e g im e  r e a l l y  h a s  a n y  im p a c t  o n  

th e  c o n t e n t  a v a i la b le  o n  t h e  in t e r n e t ,  o r  o n  a c c e s s  t o  t h a t  c o n t e n t .  T h i s  is  u n l i k e l y .  

W h i l e  i t  is  t r u e  t h a t  s o m e  c o n t e n t  h a s  b e e n  t a k e n  d o w n  f r o m  A u s t r a l i a n  s e r v e r s ,  i t  

is  a ls o  t r u e  t h a t  s o m e  a t  le a s t  is  k n o w n  to  h a v e  b e e n  r e m o v e d  f r o m  A u s t r a l i a n  

s e rv e r s  a n d  im m e d ia t e l y  r e lo c a t e d  o v e r s e a s ,57 58 a n d ,  i n  t h e  c a s e  o f  n e w s g r o u p  

c o n te n t ,  r e m o v a l  f r o m  o n e  s e r v e r  is  l i k e l y  t o  o c c u r  e v e n  w h i l e  t h e  c o n t e n t  r e m a in s  

o n  o t h e r  s e r v e r s  w i t h i n  A u s t r a l i a . 59 A s  f o r  n o t i f y i n g  c o n t e n t  t o  f i l t e r - m a k e r s ,  f e w  

in t e r n e t  u s e rs  i n  A u s t r a l i a  a p p e a r  t o  b e  u s in g  f i l t e r s . 60 A l s o ,  t h e r e  is  e v id e n c e  t h a t

57 Internet C ontent C om p la in ts - 1 January 2 0 0 0  to 31 D ecem b er 2 0 0 2 . A B A  w eb site  ab ove n  8.
58 S ee  for exam p le first Six  M on th  R e p o r t on C o -R e g u la to ry  S ch em e f o r  In te rn e t C o n ten t 
R egu la tion , J a n u a ry  to  J u n e 2 0 0 0  above n 5, 16.
i9 A ustralian  B roadcasting  A uthority  su bm ission , ab o v e  n 15, 25 ‘T h e requirem ent that the A B A  
be sa tisfied  that an ISP is h ostin g  such  content prior to issu in g  a take d o w n  n o tice  lim its the 
A B A ’s cap acity  to take action  in  relation  to con ten t that m ay be s im u lta n eo u sly  h o sted  b y  m any  
IS P s .’
60 T here is no p u b lish ed  m aterial relating to the rate o f  filter u se , but there h ave b een  com m en ts  
from  ISP s such  as B ig p o n d  to the e ffec t  that users are not rea lly  in terested  in  filter softw are, even  
w hen  free trials h ave b een  offered . S tev en  W ardill, C onsu m er A ffa irs  R eporter, ‘C ode to push  
Internet p o m  out o f  rea ch ’ C o u rie r  M a il 13 M a y  2 0 0 2 , quoted  in E lectron ic  Frontiers A ustralia  
Inc, S u bm ission  to  R e v ie w  o f  th e  o p era tio n  o f  S ch ed u le  5 to  the B ro a d c a s tin g  S e rv ic e s  A c t 1 9 9 2  
(N o v  2 0 0 2 ) 21 . Further, m any filters are so ld  as part o f  IT p a ck ages, su ch  as an ti-v irus softw are, 
and thus the rate o f  sa les  o f  filter products are not in d icative o f  the rate o f  usage. T he A ustralian  
B roadcasting A uthority  su b m ission , ab ove n 15, notes that w h ile  research  sh o w s that internet users
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f i l t e r  m a k e r s  d o  n o t  a lw a y s  a c t  u p o n  th e  A B A ’ s n o t i f i c a t i o n s  o f  c o n t e n t ,  a n d /o r  

th a t  f i l t e r  p r o d u c t s  a re  in a d e q u a te  t o  th e  ta s k ,  as  t e s t in g  f o r  a c c e s s ib i l i t y  o f  U R L s  

s p e c i f i c a l l y  n o t i f i e d  t o  f i l t e r  m a k e r s  y ie ld e d  la r g e  f a i l u r e  r a te s .61 T h u s  i t  d o e s  n o t  

a p p e a r  t h a t  p r o v id i n g  f i l t e r  m a k e r s  w i t h  th e  U R L s  o f  o v e rs e a s  h o s te d  X  a n d  R C  

r a te d  m a t e r ia l  w o u ld  m a k e  m u c h  i f  a n y  d i f f e r e n c e  t o  c o n t e n t  a c c e s s ib i l i t y .

F u r t h e r ,  e v e n  i f  f i l t e r s  w e r e  u s e d  t o  b l o c k  a c c e s s  t o  n o t i f i e d  c o n t e n t ,  a n d  w e r e  

e f f e c t i v e  in  d o in g  t h is ,  t h e  q u a n t i t y  o f  c o n t e n t  b lo c k e d  is  n o t h i n g  c o m p a r e d  t o  th e  

n u m b e r  o f  s ite s  s t i l l  f r e e ly  a v a i la b le .

A l t h o u g h  t h e r e  is  e v id e n c e  o f  r e m o v a l  o f  s o m e  c o n t e n t  f r o m  A u s t r a l i a n  s e r v e r s ,  

t h e re  is  l i t t l e  e v id e n c e  t h a t  t h e  c o m p la in t s  r e g im e  is  a t  a l l  e f f e c t i v e  i n  c o n t r o l l i n g  

a c c e s s  t o  c o n te n t .  I t  m a y  b e  e f f e c t i v e  i n  o t h e r  w a y s  h o w e v e r ,  s u c h  a s  b y  p r o v id i n g  

th e  p u b l i c  w i t h  a n  a v e n u e  o f  c o m p la in t ,  a n d  b y  h e lp in g  t o  b r i n g  t o  l i g h t  c r im in a l  

b e h a v io u r  w h i c h  c a n  t h e n  b e  d e a l t  w i t h  b y  p o l i c e  o r  in t e r n a t io n a l  b o d ie s ,  b u t  

a g a in  th e re  is  l i t t l e  e v id e n c e  o f  t h is .  I n  a d d i t i o n  t o  t h e  r e p o r t e d  s t a t is t ic s  d is c u s s e d  

a b o v e ,  th e  p e r c e p t io n s  o f  m a n y  in d i v i d u a l s  a n d  g r o u p s  a s  t o  t h e  e f f e c t s  o f  t h e  

c o m p la in t s  r e g im e  w i l l  a ls o  b e  d is c u s s e d ,  i n  C h a p t e r  T w e l v e :  S t a t is t ic s  a n d  

P e r c e p t io n s .  P r i o r  t o  t h a t  h o w e v e r ,  th e  t h e s is  c o n t in u e s  t o  e x a m in e  t h e  d i r e c t  

e f f e c ts  o f  th e  Online Services Act, m o v i n g  n o w  to  S ta te  a n d  T e r r i t o r y  l e g is la t i v e  

p r o v is io n s .

w ould  accept a 95%  accuracy rate and a 5 seco n d  delay, none o f  the p roducts currently availab le  
m eet these requirem ents.
61 O f  fifteen  schedu led  filters o n ly  4 had less  than 10% failure rates. C SIR O  Effectiveness of 
Internet Software Filtering Products (S ep t 2 0 0 1 )  results su m m arised  in  ‘T ab le  1. S ch ed u led  filters 
-  rates o f  failure to b lo ck  con ten t n o tified  b y  the A B A ’ in A ustra lian  B road castin g  A uthority  
su bm ission , above n 15, 7.
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C H A P T E R  T E N :  S T A T E  A N D  T E R R I T O R Y  L E G I S L A T I V E  P R O V I S I O N S .

A .  The overall picture.

T h e  Online Services Act w a s  in t e n d e d  to  e n g e n d e r  a n d  b e  p a r t  o f  a n  in t e g r a t e d  

le g is la t i v e  r e s p o n s e  t o  in t e r n e t  c o n t e n t  r e g u la t io n .  S ta te  a n d  T e r r i t o r y  

g o v e r n m e n ts  w e r e  t o  e n a c t  l e g is la t i o n  c o m p le m e n t a r y  t o  t h a t  e n a c te d  b y  th e  

C o m m o n w e a l t h ,  s u c h  t h a t  i n t e r n e t  c o n t e n t  c o n t r o l  a l l  o v e r  A u s t r a l i a  w o u l d  b e  

s u b je c t  t o  th e  s a m e  r e g u la t o r y  s c h e m e .  A s  d is c u s s e d  p r e v io u s l y ,  t h e  F e d e r a l  

G o v e r n m e n t ’ s v a r io u s  h e a d s  o f  p o w e r  a l l o w  i t  t o  le g is la t e  o v e r  

t e le c o m m u n ic a t io n s ,  e x t e r n a l  a f f a i r s ,  c u s to m s  e tc ,  b u t  n o t  t o  r e g u la t e  m a n y  p u r e ly  

in t r a s ta te  a c t i v i t ie s  o f  i n d i v i d u a l s ,  s u c h  as  c r e a t in g  c o n t e n t . 1 * L i k e  t h e  A u s t r a l i a n  

c la s s i f i c a t io n  s c h e m e ,  w h e r e  c o m p le m e n t a r y  l e g i s l a t i o n  a l l o w e d  t h e  

C o m m o n w e a l t h  O F L C  t o  c la s s i f y  m a t e r ia l ,  a n d  th o s e  c la s s i f i c a t io n s  t o  b e  a p p l ie d  

u n d e r  S ta te  a n d  T e r r i t o r y  le g is la t io n ,  i t  w a s  h o p e d  t h a t  a  s i m i l a r  f r a m e w o r k  w o u ld  

s u c c e e d  f o r  in t e r n e t  c o n te n t .  C o m m o n w e a l t h  le g is la t i o n  w o u ld  c o v e r  th o s e  p a r t s  

o f  in t e r n e t  c o n te n t  r e g u la t i o n  w h i c h  f e l l  w i t h i n  f e d e r a l  p o w e r ,  b u t  th o s e  o u t s id e  

p o w e r  w o u ld  b e  c o v e r e d  u n i f o r m l y  b y  t h e  S ta te s  a n d  T e r r i t o r ie s .  T h e

C o m m o n w e a l t h  G o v e r n m e n t  f r e q u e n t l y  r e f e r r e d  t o  i t s  in t e n d e d  le g i s l a t i o n  a s  p a r t

2
o f  a  b r o a d e r  s c h e m e ,  t o  b e  e n a c te d  t h r o u g h o u t  th e  c o u n t r y .

H o w e v e r ,  w h i l e  th e  u n i f o r m  n a t io n a l  s c h e m e  w a s  r e f e r r e d  t o  i n  t h e  S e c o n d  

R e a d in g  S p e e c h 3 * i t  w a s  n o t  i n i t i a l l y  s p e c i f ie d  i n  t h e  O n l in e  S e r v ic e s  B i l l .  I t  w a s  

a d d e d  b y  a m e n d m e n t ,  i n  r e s p o n s e  t o  c o n c e r n s  t h a t  t h e  B i l l  ‘ c r e a te s  t h e  im p r e s s io n  

t h a t  IS P s  a n d  I C H s  a re  t o  b e a r  t h e  p r i m e  b u r d e n  i n  r e l a t i o n  t o  o f f e n s iv e  m a t e r ia l ,

! D iscu ssed  ab ove in Chapter F ive: C ensorsh ip  and freed o m  o f  sp eech .
~ S ee for exam p le B roadcasting S erv ices A m en d m en t (O n lin e S erv ice ) B ill 1 9 99 , S eco n d  R eading  
Speech , Cth, Parliamentary Debates, Senate, 21 A pril 1999 , 3 9 5 7 , 3 9 5 9  (Senator Ian C am pbell, 
Parliam entary Secretary to Senator A lsto n , M in ister  for C om m u n ication s, In form ation  T e ch n o lo g y  
and the A rts). ‘T he b ill is in tend ed  as part o f  a m u ltifa ce ted  approach  to ensure a u n iform  national 
a p p r o a c h ...5
3 Ibid 3 9 5 8 . ‘T he C om m on w ealth  w ill be resp o n sib le  for regu lating  the a c tiv itie s  o f  Internet
serv ice providers (ISP s) and Internet con ten t h osts (IC H s) and the A ttorn ey-G en era l w ill
encourage the d evelop m en t o f  un iform  State and Territory o ffe n c e  p ro v is io n s  co m p lem en tin g  the 
C om m on w ealth  leg is la tio n  (in c lu d in g  sec tio n  85Z E  o f  the C rim es A ct) that create o ffe n c e s  for the 
pub lication  and transm ission  o f  proh ib ited  m aterial b y  users and con ten t crea to rs .’

135



r a t h e r  t h a n  th o s e  w h o  c r e a te  a n d  u p lo a d  s u c h  m a t e r i a l . ’ 4 W h i l e  t h e  S e c o n d  

R e a d in g  S p e e c h  h a d  s ta te d  t h a t  th e  A t t o r n e y  G e n e r a l  w o u l d  ‘ e n c o u r a g e  th e  

d e v e lo p m e n t  o f  u n i f o r m  S ta te  a n d  T e r r i t o r y  o f f e n c e  p r o v is i o n s  c o m p le m e n t in g  

th e  C o m m o n w e a l t h  l e g i s l a t i o n , ’ 5 th e  a m e n d e d  B i l l  m a d e  t h is  m o r e  s p e c i f i c  a n d  

m o r e  d e f in i t e ,  s t a t in g  t h a t  th e  s e c o n d  c o m p o n e n t  o f  t h e  s c h e m e  ‘ w i l l  b e :  ( a )  S ta te  /  

T e r r i t o r y  la w s  t h a t  im p o s e  o b l i g a t io n s  o n  ( i )  p r o d u c e r s  o f  c o n t e n t  a n d  ( i i )  p e r s o n s  

w h o  u p lo a d  o r  a c c e s s  c o n t e n t . ’ 6 7

T h is  s e c o n d  c o m p o n e n t  a ls o  in c lu d e d  a m e n d m e n t  o f  t h e  Crimes Act 1 9 1 4  ( C t h ) .  

T h is  w a s  a m e n d e d  t o  e x c lu d e  ‘ i n t e r n e t  c o n t e n t ’ f r o m  p r o v is i o n s  w h i c h  d e a l t  w i t h  

u s e  o f  c a r r ia g e  s e r v ic e s ,  a n d  t o  m a k e  c le a r  t h a t  t h e  Crimes Act’s t r e a t m e n t  o f  

c a r r ia g e  s e r v ic e s  w a s  i n  n o  w a y  to  in t e r f e r e  w i t h  t h e  c o n c u r r e n t  o p e r a t io n  o f  a n y

n
la w s  o f  t h e  S ta te s  o r  T e r r i t o r ie s .

P r io r  to  th e  e n a c tm e n t  o f  t h e  Online Services Act, s o m e  S ta te s  a n d  T e r r i t o r ie s  h a d  

e n a c te d  le g is la t i o n  a im e d  a t  c o n t r o l  o f  i n t e r n e t  c o n t e n t .  T h e  C o m m o n w e a l t h  

G o v e r n m e n t  w a s  t r o u b le d  b y  t h i s  ‘ p o s s ib le  r e g u la t o r y  f r a g m e n t a t io n  o f  d i f f e r i n g  

S t a t e / T e r r i t o r y  l e g is la t i o n  a n d  t h e  p o s s ib le  a d v e r s e  e f f e c t  o n  t h e  d e v e lo p m e n t  o f  

t h e  o n l i n e  i n d u s t r y . ’ 8 I t  w a s  c o n c e r n e d  t h a t  S ta te  l e g i s l a t i o n  w o u l d  v a r y  g r e a t ly ,  

a n d  w o u ld  le a d  t o  m u l t i p l e  b a r r ie r s  t o  i n t e r n e t  c o n t e n t  d i s t r i b u t i o n ,  a n d  t o  in d u s t r y  

g r o w t h  a n d  d e v e lo p m e n t .  A s  m u c h  o f  t h e  r e le v a n t  i n t e r n e t  c o n t e n t  o r i g i n a t e d  

o v e rs e a s ,  i t  w a s  s e e n  t o  b e  v e r y  m u c h  a  C o m m o n w e a l t h  m a t t e r ,  b u t  l i m i t e d  

f e d e r a l  p o w e r s  m e a n t  t h a t  C o m m o n w e a l t h  l e g is la t i o n  a lo n e  w o u l d  n e c e s s a r i ly  

a c h ie v e  le s s  t h a n  m ig h t  b e  a c h ie v e d  t h r o u g h  a  c o n c e r t e d  e f f o r t .  T h u s  th e  

C o m m o n w e a l t h  G o v e r n m e n t  c o n s u l t e d  a l l  S ta te  a n d  T e r r i t o r y  c e n s o r s h ip  

m in is t e r s ,  a n d  g a r n e r e d  t h e i r  s u p p o r t  f o r  th e  e n a c tm e n t  o f  u n i f o r m  le g i s l a t i o n . 9

4 S upplem entary E xplanatory M em orandum  (undated), B road castin g  S erv ice s  A m en d m en t (O nline  
S erv ices) B ill 1999  (Cth): A m en d m en t 5.
5 Senator Ian C am pbell, ab ove n  2, 3 9 5 8 .
6 B roadcasting  S erv ices A m en d m en t (O n lin e S erv ice s)  B ill 19 9 9  (C th) sch ed u le  5 c l 1 (3).
7 Supplem entary E xplanatory M em orandum , ab ove n 4; and B road castin g  S erv ice s  A m en d m en t  
(O nline S erv ices) B ill 1999  (C th), sch ed u le  2.
8 Senator Ian C am pbell, ab ove n  2, 3 9 5 9 .
9 Supplem entary E xplanatory M em orandum  ab ove n 4. T h is am en dm en t ‘p uts the B ill  in the 
con tex t o f  a national sch em e already agreed  to b y  the C o m m on w ealth , State, and T erritory  
A ttorneys ’ G eneral. ’
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H o w e v e r ,  4  y e a rs  a f t e r  th e  e n a c tm e n t  o f  t h e  f e d e r a l  le g i s la t i o n ,  o n l y  S o u th  

A u s t r a l i a  h a s  th e  c o m p le m e n t a r y  l e g is la t i o n  i n  p la c e ,  a n d  in t e r n e t  c o n t e n t  

r e g u la t io n  i n  th e  S ta te s  a n d  T e r r i t o r ie s  c o n t in u e s  t o  v a r y  d r a s t i c a l l y .  I t  d i f f e r s  i n  

w h e t h e r  o r  n o t  in t e r n e t  m a t e r ia l  is  s p e c i f i c a l l y  r e s t r i c t e d ,  w h a t  c a te g o r ie s  o f  

m a t e r ia l  a re  r e s t r ic t e d ,  a n d  w h a t  p e n a l t ie s  a p p ly  f o r  b r e a c h e s  o f  t h e  la w s .

B .  State and Territory laws.

S ta te  a n d  T e r r i t o r y  la w s  r e g a r d in g  in t e r n e t  c o n t e n t  c o n t r o l  c a n  b e  d i v i d e d  b r o a d ly  

i n t o  t h r e e  ty p e s .  F i r s t l y ,  Q u e e n s la n d ,  T a s m a n ia  a n d  t h e  A C T  d o  n o t  h a v e  

le g is la t i o n  s p e c i f i c a l l y  c o v e r in g  t h is  a r e a .10 S e c o n d ly ,  V i c t o r i a  a n d  t h e  N o r t h e r n  

T e r r i t o r y  in  1 9 9 5 ,  a n d  W e s te r n  A u s t r a l i a  i n  1 9 9 6 ,  e n a c te d  le g i s l a t i o n  s p e c i f i c a l l y  

r e g u la t in g  o n l i n e  c o n t e n t , 11 12 th e  p r o v is i o n s  o f  w h i c h  a re  d is c u s s e d  b e lo w .  A n d  

t h i r d l y ,  N e w  S o u th  W a le s  a n d  S o u th  A u s t r a l i a  h a v e  e n a c te d  t h e  d r a f t  m o d e l  

l e g is la t io n ,  w h i c h  is  n o w  o p e r a t iv e  i n  S A  b u t  n o t  i n  N S W .  T h u s  o n l i n e  c o n t e n t  

is  n o t  s u b je c t  s p e c i f i c a l l y  t o  S ta te  o r  T e r r i t o r y  la w s  i n  Q u e e n s la n d ,  T a s m a n ia ,

N e w  S o u th  W a le s  o r  th e  A u s t r a l ia n  C a p i t a l  T e r r i t o r y ;  i t  is  s u b je c t  t o  l e g is la t i o n  in  

V i c t o r i a ,  W e s te r n  A u s t r a l i a  a n d  th e  N o r t h e r n  T e r r i t o r y ,  a n d  i t  is  s u b je c t  i n  S o u th  

A u s t r a l i a  to  th e  d r a f t  m o d e l  le g is la t i o n  e n v is a g e d  i n  t h e  e n a c tm e n t  o f  t h e  Online 

Services Act. T h e  d is c r e p a n c y  i n  t h e  v a r io u s  s c h e m e s  is  v a s t ,  a n d  c o n s e q u e n t ly  th e  

t r e a t m e n t  o f  o n l in e  c o n t e n t  i n  th e  S ta te s  a n d  T e r r i t o r i e s  is  c o n f u s e d ,  c o m p le x ,  a n d

10 Q ueensland  had enacted  the C la ss ifica tio n  o f  C o m p u ter  G a m es a n d  Im a g e s  A c t  in  1 9 95 , w h ich  a 
court has found d oes not apply to content on  o n lin e serv ices  (a lth ou gh  it w o u ld  ap p ly  to im a g es on  
o n e ’s com puter d isk). R v Q u in cey  (U nreported, D istrict Court o f  Q u een slan d  (Ip sw ich ),
R obertson  D C J, (2 9  O ctober 1996) D isc u sse d  at length  in  E lec tro n ic  Frontiers A ustralia , The f i r s t  
‘‘n e t p o rn  ” tr ia l in Q u een slan d . V erdict: N o t G u ilty  (1 5  D ecem b er  1 9 9 6 )
< h ttp ://libertus.n et/lib erty /qcaseon e.h tm l#bk gm d >  at 28  June 2 0 0 4 ) . T asm an ia  and the A ustralian  
C apital Territory introduced C la ss ifica tio n  A c ts  in 1 9 95 , C la ss if ic a tio n  (P u b lica tio n s , F ilm s a n d  
C o m p u ter  G am es) A c t 1 9 9 5  (T as), C la ss ifica tio n  (P u b lica tio n s , F ilm s a n d  C o m p u te r  G am es)  
(E n forcem en t) A c t 199 5  (A C T ) but neither co v er  on lin e conten t. T h e A ustra lian  C apital Territory  
p rop osed  am endm ents to its A c t in 1999 to include regu la tion  o f  in ternet con ten t, but these  have  
n ot b een  enacted .(E lectronic Frontiers A ustralia , In te rn e t C e n so rsh ip  in A u s tra lia :  A u stra lia n  
C a p ita l Territory (2 0 0 2 )  < h ttp ://w w w .e fa .o rg .a u /Issu es/C en so r /cen sl.h tm l# d ra ftm o d e l>  at 28  June 
2002).

11 C la ss ifica tio n  (P u b lic a tio n s , F ilm s a n d  C o m p u ter  G a m es) (E n fo rcem en t) A c t 1 9 9 5  (V ic ), 
C la ss ifica tio n  o f  P u b lica tio n s, F ilm s a n d  C o m p u ter  G a m es A c t  1995 (N T ), C en so rsh ip  A c t 1 9 9 6  
(W A ).
12 C la ss ifica tio n  (P u b lica tio n s, F ilm s a n d  C o m p u ter  G a m es) (O n lin e  S e rv ic e s )  A m en d m en t A c t  
2 0 0 2  (S A ), C la ss ifica tio n  (P u b lica tio n s, F ilm s a n d  C o m p u ter  G a m es) E n fo rcem en t A m en d m en t 
A c t 20 0 1  (N S W ).
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s o m e t im e s  c o n f l i c t i n g .  A  n u m b e r  o f  th e s e  r e g im e s  a re  i l l u s t r a t e d  b e lo w  to  

h i g h l i g h t  t h e  v a r i e t y  o f  a p p ro a c h e s  ta k e n ,  a n d  t h e  c o n t i n u i n g  f r a g m e n t e d  n a tu r e  o f  

r e g u la t i o n  i n  t h is  a re a .

I n  V i c t o r i a ,  W e s t e r n  A u s t r a l i a ,  a n d  th e  N o r t h e r n  T e r r i t o r y ,  c u r r e n t  l e g i s la t i o n  

r e l a t i n g  t o  t h e  t r a n s m is s io n  o f  o b je c t io n a b le  o r  r e s t r i c t e d  c o n t e n t  p r e c e d e d  th e  

C o m m o n w e a l t h  s c h e m e .  N o n e  o f  th e s e  j u r i s d i c t i o n s  h a v e  a l t e r e d  t h e i r  l e g i s la t i o n  

t o  b r i n g  i t  i n t o  l i n e  w i t h  t h e  le g is la t i o n  d r a f t e d  t o  c o m p le m e n t  t h e  C o m m o n w e a l t h  

s c h e m e . 13

7. Western Australia and the Northern Territory

I n  t h e  N o r t h e r n  T e r r i t o r y  a n d  W e s t e r n  A u s t r a l i a ,  a  p e r s o n  s h a l l  n o t  u s e  a  c o m p u t e r  

t o

( a )  t r a n s m i t ,  ( b )  o b t a in  p o s s e s s io n  o f ,  o r  ( c )  d e m o n s t r a t e  a n  a r t i c l e  k n o w i n g  i t  t o  

b e  o b je c t io n a b le  m a t e r ia l ;  ( d )  a d v e r t is e  t h a t  o b je c t io n a b le  m a t e r ia l  is  a v a i la b le  f o r  

t r a n s m is s io n ;  o r  ( e )  r e q u e s t  th e  t r a n s m is s io n  o f  o b je c t io n a b le  m a t e r ia l  ( i n  W A  

‘ k n o w i n g  i t  t o  b e  o b je c t io n a b le  m a t e r i a T ) . 14 F o r  t h e  p u r p o s e  o f  th e s e  Acts 

‘ o b je c t io n a b le  m a t e r i a l ’ m e a n s :

( a )  a  f i l m  c la s s i f ie d  R C ,  a  c o m p u t e r  g a m e  c la s s i f ie d  R C , 15 o r  a  r e f u s e d  

p u b l i c a t i o n ;

( b )  c h i l d  p o r n o g r a p h y ;

( c )  a n  a r t i c l e  t h a t  p r o m o t e s  c r im e  o r  v io le n c e ,  o r  i n c i t e s  o r  i n s t r u c t s  i n  m a t te r s  o f  

c r im e  o r  v io le n c e ;  o r

( d )  a n  a r t i c l e  t h a t  d e p ic t s ,  i n  a  m a n n e r  t h a t  is  l i k e l y  t o  c a u s e  o f f e n c e  t o  a  

r e a s o n a b le  a d u l t  -

i )  th e  u s e  o f  v io le n c e  o r  c o e r c io n  t o  c o m p e l  a  p e r s o n  t o  p a r t i c ip a t e  in ,  o r  

s u b m i t  t o ,  s e x u a l  c o n d u c t ;

i i )  s e x u a l  c o n d u c t  w i t h  o r  o n  th e  b o d y  o f  a  d e a d  p e r s o n ;

13 A n  exp o su re  draft o f  the m o d el leg is la tio n  w a s re leased  for p u b lic  co m m en t in  S ep tem b er 1999. 
T h e draft can  b e foun d  at < h ttp ://w w w .e fa .o rg .a u /P u b lisN a ctd ra ftl.h tm l>  at 28  June 2 0 0 4 .
14 N T  s 5 0 Z (1 ), W A s  1 01(1 ).
15 A ll adult com puter g a m es are refused  c la ss if ica tio n  (R C ). T hus e v e n  i f  the con ten t w o u ld  be  
c la ss if ie d  R  in  another form at, as a com puter gam e it w ill b e  R efu sed  C la ss ifica tio n  i f  unsu itab le  
for those under 18.
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i i i )  t h e  u s e  o f  u r i n e  o r  e x c r e m e n t  i n  a s s o c ia t io n  w i t h  d e g r a d in g  o r  

d e h u m a n is in g  c o n d u c t  o r  s e x u a l  c o n d u c t ;

i v )  b e s t ia l i t y ;  o r

v )  a c ts  o f  t o r t u r e  o r  th e  i n f l i c t i o n  o f  e x t r e m e  v io le n c e  o r  e x t r e m e  c r u e l t y . 16

B r e a c h  o f  th e s e  s e c t io n s  g iv e s  r is e  t o  p e n a l t ie s  o f  $ 1 0 ,0 0 0  i n  t h e  N o r t h e r n  

T e r r i t o r y ,  a n d  c o n s id e r a b ly  h a r s h e r  p e n a l t ie s  i n  W e s t e r n  A u s t r a l i a  o f  $ 1 5 ,0 0 0  o r  

1 8  m o n th s  im p r i s o n m e n t  f o r  a n  i n d i v i d u a l ,  o r  i n  a n y  o t h e r  c a s e  $ 7 5 , 0 0 0 . 17 A  

d e fe n c e  is  a v a i la b le  o n  p r o o f  t h a t  th e  a r t i c l e  c o n c e r n e d  is  a n  a r t i c l e  o f  r e c o g n is e d  

l i t e r a r y ,  a r t i s t i c  o r  s c i e n t i f i c  m e r i t ,  o r  is  a  b o n a  f i d e  m e d ic a l  a r t i c l e ,  a n d  t h a t  

t r a n s m i t t in g ,  o b t a in i n g ,  d e m o n s t r a t in g ,  a d v e r t i s in g ,  o r  r e q u e s t in g  t h e  a r t i c l e  is  

j u s t i f i e d  as b e in g  f o r  th e  p u b l i c  g o o d . 18

A d d i t i o n a l l y ,  a  p e r s o n  s h a l l  n o t  u s e  a  c o m p u t e r  s e r v ic e  t o  t r a n s m i t  r e s t r i c t e d  

m a t e r ia l  to  a  m in o r ,  o r  t o  m a k e  r e s t r ic t e d  m a t e r ia l  a v a i la b le  t o  a  m in o r ,  a ls o  u n d e r  

p e n a l t y  o f  $ 1 0 ,0 0 0  i n  t h e  N o r t h e r n  T e r r i t o r y ,  o r  i n  W e s t e r n  A u s t r a l i a  $ 5 0 0 0  o r  6  

m o n t h s  im p r is o n m e n t  f o r  i n d iv id u a ls ,  o r  $ 2 5 ,0 0 0  i n  a n y  o t h e r  c a s e .19 20 ‘ R e s t r i c t e d  

m a t e r ia l ’ m e a n s  a n  a r t i c l e  t h a t  a  r e a s o n a b le  a d u l t , b y  r e a s o n  o f  t h e  n a tu r e  o f  th e  

a r t ic le ,  o r  th e  n a t u r e  a n d  e x t e n t  o f  r e fe r e n c e s  i n  th e  a r t i c l e  t o  m a t t e r s  o f  s e x ,  d r u g  

m is u s e  o r  a d d ic t io n ,  c r im e ,  c r u e l t y ,  v io le n c e ,  o r  r e v o l t i n g  o r  a b h o r r e n t

20
p h e n o m e n a ,  w o u ld  r e g a r d  a s  u n s u i t a b le  f o r  a  m i n o r  t o  s e e , r e a d  o r  h e a r .

D e fe n c e s  to  t h is  s e c t io n  in c lu d e  p r o o f  t h a t  th e  d e f e n d a n t  c o m p l i e d  w i t h  a  C o d e  o f  

P r a c t ic e , 21 22 t o o k  a l l  r e a s o n a b le  s te p s  i n  th e  c i r c u m s t a n c e s  t o  a v o id  a  c o n t r a v e n t io n ,  

o r  b e l ie v e d  o n  r e a s o n a b le  g r o u n d s  t h a t  th e  p e r s o n  t o  w h o m  th e  m a t e r ia l  w a s

t r a n s m i t t e d  w a s  n o t  a  m in o r ,  o r  t h a t  th e  m a t e r ia l  w o u l d  n o t  b e  m a d e  a v a i la b le  t o  a

• 22 
m in o r .

16 N T  s 5 0 X , W A  s 9 9 .
17 N T  s 50Z , W A s  101.
18 N T  s 50Z (2), W A s  101(2 ).
19 N T  s 5 0 Z A (1 )& (2 ), W A  s 1 0 2 (1 )& (2 ).
20 N T  s 5 0 X , W A  s 99 .

C odes o f  Practice relating to com puter serv ices m ay b e approved  b y  the M in ister  under W A  s 
100, N T s  50Y .
22 N T  s 5 0 Z A (3 ), W A s  10 2 (3 ).
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2. Victoria

T h e  V i c t o r i a n  Classification (Publications, Films and Computer Games) 

(Enforcement) Act 1995 is  s o m e w h a t  d i f f e r e n t .  I t  u s e s  t h e  ‘ o b je c t io n a b le ’ 

c a t e g o r y  ( f o r  R C  m a t e r ia l )  i n  a  w a y  t h a t  c o r r e s p o n d s  b r o a d l y  t o  t h a t  u s e d  i n  

W e s te r n  A u s t r a l i a  a n d  t h e  N o r t h e r n  T e r r i t o r y .  B u t  r a t h e r  t h a n  u s in g  a  ‘ r e s t r i c t e d ’ 

c a t e g o r y  th e  V i c t o r i a n  l e g is la t i o n  u s e s  a n o th e r  t h r e e  d i s t i n c t  c a te g o r ie s ;  c h i l d  

p o r n o g r a p h y ,  m a t e r ia l  u n s u i t a b le  f o r  m in o r s  o f  a n y  a g e ,  a n d  m a t e r ia l  u n s u i t a b le  

f o r  m in o r s  u n d e r  1 5  y e a rs  o f  a g e .

F o u r  s e p a ra te  o f f e n c e s  a re  c r e a te d .  F i r s t l y ,  t h e  le g i s l a t i o n  s ta te s  t h a t  ‘ a  p e r s o n  

m u s t  n o t  u s e  a n  o n - l i n e  i n f o r m a t i o n  s e r v ic e  t o  p u b l i s h  o r  t r a n s m i t ,  o r  m a k e  

a v a i la b le  f o r  t r a n s m is s io n ,  o b je c t io n a b le  m a t e r i a l . ’ U n l i k e  t h e  N o r t h e r n  

T e r r i t o r y  a n d  W e s t e r n  A u s t r a l i a n  Acts, i t  is  n o t  n e c e s s a r y  f o r  t h e  p r o s e c u t io n  to  

p r o v e  t h a t  th e  d e f e n d a n t  k n e w  t h a t  th e  m a t e r ia l  w a s  o b je c t io n a b le .  R a t h e r ,  t h e  

o n u s  is  o n  th e  d e f e n d a n t  t o  p r o v e  t h a t  h e  o r  s h e  b e l i e v e d  o n  r e a s o n a b le  g r o u n d s  

t h a t  t h e  m a t e r ia l  w a s  n o t  o b je c t io n a b le . 23 24 25 IS P s  a re  e x e m p t  f r o m  t h i s  s e c t io n  u n le s s  

t h e y  c r e a te  o r  k n o w i n g l y  d o w n lo a d  o r  c o p y  o b je c t io n a b le  m a t e r ia l .  B r e a c h  o f  

th e  s e c t io n  c a r r ie s  a  p e n a l t y  o f  u p  t o  2 4 0  p e n a l t y  u n i t s  ( c u r r e n t l y  $ 2 4 ,0 0 0 )  o r  t w o  

y e a rs  im p r i s o n m e n t . 26

S e c o n d ly ,  a n  a m e n d m e n t  m a d e  i n  2 0 0 1  d is t in g u is h e s  c h i l d  p o r n o g r a p h y  f r o m  

o t h e r  o b je c t io n a b le  m a t e r ia l .  I t  p r o v id e s  t h a t  a  p e r s o n  w h o  k n o w i n g l y  u s e s  a n  o n ­

l i n e  i n f o r m a t i o n  s e r v ic e  t o  p u b l i s h  o r  t r a n s m i t ,  o r  m a k e  a v a i la b le  f o r  t r a n s m is s io n ,  

o b je c t io n a b le  m a t e r ia l  t h a t  d e s c r ib e s  o r  d e p ic t s  a  p e r s o n  w h o  is ,  o r  lo o k s  l i k e ,  a  

m in o r  u n d e r  1 6  e n g a g in g  i n  s e x u a l  a c t i v i t y  o r  d e p ic t e d  i n  a n  in d e c e n t  s e x u a l  

m a n n e r  o r  c o n t e x t  is  g u i l t y  o f  a n  i n d ic t a b le  o f f e n c e  a n d  l i a b le  t o  u p  t o  1 0  y e a rs  

im p r i s o n m e n t . 27

23 Vies 57(1).
24 V ic  s 5 7 (2 ).
25 V ic  s 5 7 (3 ).
26 V ie s  5 7 (1 ).
27 V ic  s 57A .
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T h i r d l y ,  a  p e r s o n  m u s t  n o t  u s e  a n  o n - l i n e  i n f o r m a t i o n  s e r v ic e  t o  p u b l i s h  o r  

t r a n s m i t ,  o r  t o  m a k e  a v a i la b le  f o r  t r a n s m is s io n  t o  a  m i n o r  m a t e r ia l  u n s u i t a b le  f o r  

m in o r s  o f  a n y  a g e .28 29 30 I t  is  a  d e fe n c e  t h a t  th e  d e f e n d a n t  d i d  n o t  k n o w  a n d  c o u ld  n o t  

r e a s o n a b ly  h a v e  k n o w n  t h a t  th e  p e r s o n  t o  w h o m  th e  m a t e r ia l  w a s  p u b l i s h e d  o r  

t r a n s m i t t e d  o r  m a d e  a v a i la b le  w a s  a m in o r ,  a n d  h a d  t a k e n  r e a s o n a b le  s te p s  t o  

a v o id  p u b l i s h in g  o r  t r a n s m i t t i n g  o r  m a k i n g  a v a i la b le  f o r  t r a n s m is s io n ,  t h e  m a t e r ia l  

t o  a  m in o r ,  o r  t h e  d e fe n d a n t  b e l ie v e d  o n  r e a s o n a b le  g r o u n d s  t h a t  t h e  m a t e r ia l  w a s  

n o t  m a t e r ia l  u n s u i t a b le  f o r  m in o r s  o f  a n y  a g e . E x e m p t io n s  f o r  IS P s  a re  a v a i la b le  

as f o r  s e c t io n  5 7 . j0  I f  s u c h  m a t e r ia l  is  o b je c t io n a b le  m a t e r ia l  a  p e n a l t y  o f  $ 2 4 ,0 0 0  

o r  t w o  y e a rs  g a o l  a p p l ie s ,  b u t  i f  n o t  th e  p e n a l t y  is  $ 6 0 0 0  o r  6  m o n t h s  

im p r is o n m e n t . 31

F o u r t h l y ,  th e  s a m e  s e c t io n  p r o s c r ib e s  p u b l i s h in g ,  t r a n s m i t t i n g ,  o r  m a k i n g  

a v a i la b le  f o r  t r a n s m is s io n  t o  a  m i n o r  u n d e r  1 5  y e a r s  o f  a g e  m a t e r ia l  k n o w in g  i t  t o  

b e  u n s u i t a b le  f o r  m in o r s  u n d e r  1 5 .32 33 I t  is  a  d e fe n c e  t h a t  t h e  d e f e n d a n t  d i d  n o t  

k n o w  a n d  c o u ld  n o t  r e a s o n a b ly  h a v e  k n o w n  th a t  t h e  p e r s o n  t o  w h o m  th e  m a t e r ia l  

w a s  p u b l is h e d  o r  t r a n s m i t t e d  o r  m a d e  a v a i la b le  w a s  a  m i n o r  u n d e r  1 5 ,  a n d  t h a t  th e  

d e fe n d a n t  h a d  t a k e n  r e a s o n a b le  s te p s  t o  a v o id  p u b l i s h in g  o r  t r a n s m i t t i n g  o r

33
m a k in g  th e  m a t e r ia l  a v a i la b le  f o r  t r a n s m is s io n  t o  a  m i n o r  u n d e r  1 5 .

I n t e r e s t in g ly ,  i t  is  a ls o  a  d e fe n c e  t h a t  t h e  d e fe n d a n t  b e l i e v e d  o n  r e a s o n a b le  

g r o u n d s  t h a t  t h e  p a r e n t  o r  g u a r d ia n  o f  t h e  m i n o r  h a d  c o n s e n te d  t o  t h e  m a t e r ia l  

b e in g  p u b l is h e d ,  t r a n s m i t t e d ,  o r  m a d e  a v a i la b le  t o  t h e  m i n o r . 34 35 F o r  b r e a c h  o f  t h is

o c

s e c t io n ,  a  f in e  o f  3 0  p e n a l t y  u n i t s  ( c u r r e n t l y  $ 3 0 0 0 )  a p p l ie s .

28 V i e s  5 8 (1 ).
29 V ic  s 5 8 ((2 ).
30 V ic  s 5 8 (3 ).
31 V i e s  58 (1 ).
32 V ic  s 58 (4 ).
33 V ic  s 5 8 (4 ).
34 V ic  s 5 8 (5 ).
35 V ic s 5 8 (4 ).
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3. New South Wales and South Australia

N e w  S o u th  W a le s  a n d  S o u th  A u s t r a l i a  a re  t h e  o n l y  S ta te s  t o  h a v e  e n a c te d  th e  

d r a f t  m o d e l  l e g i s l a t i o n 36 37 38 * w h i c h  w a s  in t e n d e d  t o  c o m p le t e  a  u n i f o r m  n a t io n a l  

s c h e m e  f o r  i n t e r n e t  c e n s o r s h ip ,  o r  i n t e r n e t  c o n t e n t  c o n t r o l .  B u t  i n  c o m m o n  w i t h  

th e  O n l in e  S e r v ic e s  B i l l ,  b o t h  i n  S o u th  A u s t r a l i a  a n d  N e w  S o u t h  W a le s  t h e r e  w a s  

c o n s id e r a b le  c r i t i c i s m  o f  t h e  p r o p o s a ls  a n d  o p p o s i t i o n  t o  e n a c tm e n t .

I n  S o u th  A u s t r a l i a  th e  B i l l  w a s  o r i g i n a l l y  s u b m i t t e d  t o  P a r l ia m e n t  i n  S e p te m b e r  

2 0 0 0 ,  b u t  d u e  t o  in d u s t r y  c o n c e r n  a n d  p u b l i c  o u t c r y  i t  w a s  r e f e r r e d  i n  J u n e  2 0 0 1  

t o  a  c o m m i t t e e  c o n v e n e d  s p e c i f i c a l l y  t o  e n q u i r e  i n t o  i t .  O n  3 0  O c t o b e r  2 0 0 1 ,  th e  

S e le c t  C o m m i t t e e  t a b le d  t h e  r e p o r t  o f  i t s  i n q u i r y  i n  w h i c h  t h e  m a j o r i t y  

r e c o m m e n d e d  p a s s a g e  o f  t h e  B i l l  w i t h  m i n o r  a m e n d m e n ts .  H o w e v e r ,  t h e  B i l l  

d i d  n o t  p a s s  b o t h  h o u s e s  p r i o r  t o  t h e  s ta te  e le c t io n ,  a n d  w a s  r e - in t r o d u c e d  i n  J u n e  

2 0 0 2 .  I t  t h e n  p r e c e d e d  s m o o t h ly  t h r o u g h  t h e  S o u th  A u s t r a l i a n  P a r l ia m e n t ,  a n d  

w a s  p r o c la im e d  t o  c o m m e n c e  o n  1st D e c e m b e r  2 0 0 2 .

I n  N S W  th e  Classification (Publications, Films and Computer Games) 

Enforcement Amendment Bill h a d  a  s i m i l a r l y  l o n g  a n d  d i f f i c u l t  h i s t o r y .  H a v in g  

p a s s e d  t h r o u g h  th e  N S W  P a r l ia m e n t  a n d  r e c e iv e d  t h e  G o v e r n o r ’ s a s s e n t  i n  

D e c e m b e r  2 0 0 1 ,  e x p r e s s io n s  o f  c o n s id e r a b le  c o n c e r n  f r o m  m a n y  g r o u p s ,  

i n c lu d in g  m e d ia ,  t h e  in t e r n e t  i n d u s t r y ,  a n d  c i v i l  l i b e r t i e s  o r g a n iz a t io n s ,  le d  th e  

N S W  A t t o r n e y  G e n e r a l  t o  p r o m is e  t h a t  t h e  l e g is la t i o n  w o u l d  n o t  b e  p r o c la im e d  

u n t i l  a  p u b l i c  e n q u i r y  h a d  b e e n  h e ld  t o  c a n v a s s  t h e  is s u e s  i n v o l v e d . 40 41 T h e  e n q u i r y  

w a s  c o m p le t e d  a n d  r e p o r t e d  t o  P a r l ia m e n t  i n  J u n e  2 0 0 2 ,  r e c o m m e n d in g  a g a in s t  

th e  c o m m e n c e m e n t  o f  t h e  Act41 T h e  e n q u i r y  f o u n d  t h a t  t h e  le g i s l a t i o n  m a y

j6 Classification (Publications, Films and Computer Games) (Online Services) Amendment Act 
2002 (S A ), Classification (Publications, Films and Computer Games) Enforcement Amendment 
Act 2001 (N S W ).
37 C la ssifica tio n  (P u b lica tion s, F ilm s and C om puter G am es) (O n lin e  S erv ice s)  A m en d m en t B ill  
2 0 0 2  (S A ), S eco n d  R ead in g  S p eech , S A , Parliamentary Debates, H o u se  o f  A sse m b ly , 4  June 
2 0 0 2  (M J A tk in son ).
38 S e lec t C o m m ittee , Parliam ent o f  South  A ustralia , The Classification (Publications, Films and
Computer Games) (Miscellaneous) Amendment Bill (No2) (2 0 0 1 ) .

4 o I b i d '
0 R eferred to b y  the Standing C o m m ittee  on  S o c ia l Issu es, N S W , in Safety Net? Inquiry into the 
Classification (Publications, Films and Computer Games) Enforcement Amendment Bill 2001. 
Final Report: On-line Matters (June 2 0 0 2 ).
41 Ibid.
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a d v e r s e ly  a f f e c t  l e g i t im a t e  n e w s  a n d  c u r r e n t  a f f a i r s  r e p o r t i n g ,  d e t e r  o t h e r  

l e g i t im a t e  u s e s ,  c r im in a l i z e  th o s e  p u b l i s h in g  a c a d e m ic  o r  o t h e r  m a t e r ia l  le g a l  to  

p u b l i s h  o f f - l i n e ,  im p a c t  u n f a i r l y  o n  p r o v id e r s  o f  n o n - c o m m e r c ia l  c o n t e n t , 42 a n d  

w o u ld  n o t  m e e t  i t s  p o l i c y  o b je c t i v e s . 43 I t  s u g g e s te d  t h a t  t h e  p o l i c y  a im s  c o u ld  b e  

b e t t e r  a c h ie v e d  t h r o u g h  u s in g  Crimes Act44 p r o v i s i o n s  t o  p r o s e c u te  in d i v i d u a l s  

s u p p ly in g  th e  m o s t  s e r io u s  i l l e g a l  c o n t e n t ,  u s in g  t a k e - d o w n  n o t ic e s  u n d e r  th e  

Broadcasting Services Act45 t o  r e m o v e  le s s  s e r io u s  c o n t e n t ,  e n c o u r a g in g  v o lu n t a r y  

f i l t e r i n g ,  a n d  in c r e a s in g  c o m m u n i t y  e d u c a t io n  a n d  a d v ic e . 46 T h e  N S W  P a r l ia m e n t  

h a s  y e t  t o  r e s p o n d  t o  t h is  r e p o r t  a n d  th u s  t h e  le g i s l a t i o n  r e m a in s  in o p e r a t i v e .

N e i t h e r  th e  N S W  n o r  th e  S A  l e g is la t i o n  s ta te s  i t s  a im s  b u t  G o v e r n m e n t  s p e e c h e s  

a re  e n l ig h t e n in g .  D u r i n g  i t s  p a s s a g e  t h r o u g h  th e  N S W  P a r l ia m e n t  t h e  le g is la t i o n  

w a s  s a id  t o  b e  ‘ d e s ig n e d  t o  c a t c h . . .  s u p p l ie r s  a n d  c r e a to r s  o f  o b je c t io n a b le  

c o n t e n t . ’ 47 T h e  l e g is la t i o n  a im e d  t o  ‘ d e te r  t h e  m a k i n g  o f  o b je c t io n a b le  m a t t e r  

a v a i la b le  o n  th e  in t e r n e t ,  a n d  p r o t e c t  c h i l d r e n  f r o m  m a t t e r  u n s u i t a b le  f o r  

m in o r s . ’ 48 I n  h e a d y  r h e t o r i c  th e  le g is la t i o n  w a s  d e s c r ib e d  a s  ‘ a n o th e r  b r i c k  i n  th e  

w a l l , ’ g i v i n g  p o l i c e  ‘ a n o th e r  s t r in g  t o  t h e i r  b o w , ’ a n d  as  ‘ o n e  m o r e  w e a p o n  i n  th e  

a r m o u r y  o f  th o s e  w h o  f i g h t  a g a in s t  c h i l d  p o m  a n d  c h i l d  a c c e s s  t o  c y b e r  p o m . ’ 49 

L i k e  t h a t  o f  t h e  C o m m o n w e a l t h  le g is la t i o n ,  t h e  N S W  S e c o n d  R e a d in g  S p e e c h  

c la im e d  t h a t  th e  l e g i s la t i o n  r e s te d  o n  t h e  p r i n c i p l e  t h a t  ‘ a n y  m a t t e r  t h a t  is  i l l e g a l  o r  

c o n t r o l l e d  o f f l i n e  s h o u ld  a ls o  b e  i l l e g a l  o r  c o n t r o l l e d  o n l i n e . ’ 50 T h e  M i n i s t e r  w a s  

‘ c o n f id e n t  t h a t  t h e  a m e n d m e n t  [ w o u l d ]  im p r o v e  t h e  o p e r a t io n  a n d  e n f o r c e m e n t  o f  

th e  n a t io n a l  c la s s i f i c a t io n  s c h e m e .  F u r t h e r m o r e ,  i t  r e p r e s e n ts  a n  im p o r t a n t  s te p  in  

s a fe g u a r d in g  o u r  c h i l d r e n  f r o m  e x p o s u r e  t o  o f f e n s iv e  a n d  d i s t u r b in g  m a t e r ia l  o n

42 Ibid 18.
43 Ibid 32.
44 Crimes Act 1900 (N S W ).
45 Broadcasting Services Act 1992 (Cth).
46 Standing C om m ittee  on  S o c ia l Issu es, Parliam ent o f  A ustralia , Safety Net? Inquiry into the 
Classification (Publications, Films and Computer Games) Enforcement Amendment Bill 2001. 
Final Report: On-line Matters (2 0 0 2 )  44 .
47 N S W , Parliamentary Debates, L eg isla tiv e  A sse m b ly , 25 O ctob er 2 0 0 1 , 1 8 0 3 7  (G eneral B o b  
D eb u s) in resp onse to question in g .
48 Ibid.
49 Ibid.
50 Classification (Publications, Films and Computer Games) Enforcement Amendment Bill 2001 
S eco n d  R ead ing S p eech , Parliamentary Debates, L eg is la tiv e  A sse m b ly , 7 N o v em b e r  20 0 1  18251  
(M r Stew art, on  b e h a lf  o f  A G  D eb u s).
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th e  in t e r n e t . ’ 51 52 S o u t h  A u s t r a l i a n  p o l i t i c i a n s  w e r e  m o r e  r e a l i s t i c :  ‘ W h i l e  n o  S o u th  

A u s t r a l i a n  la w  c a n . . .  p r o v id e  a  c o m p le t e  s o lu t i o n  t o  t h e  p r o b le m  o f  o f f e n s iv e  o r  

i l l e g a l  i n t e r n e t  c o n t e n t . . .  i t  is  n o n e th e le s s  a p p r o p r ia te  t h a t  S o u t h  A u s t r a l i a  d o e s  

w h a t  i t  c a n  t o  a d d re s s  th e  p r o b le m  o f  o f f e n s iv e  c o n t e n t  t h a t  o r ig in a t e s  h e re .  ’

T h e  N e w  S o u th  W a le s  a n d  S o u th  A u s t r a l i a n  a m e n d m e n ts  a re  b r i e f ,  a n d  a lm o s t  

i d e n t i c a l . 53 IS P s  a n d  I C H s  a re  n o t  c a u g h t  b y  t h e i r  p r o v i s i o n s , 54 n o r  is  o r d in a r y  

e m a i l . 55 F u r t h e r ,  t h e  a m e n d m e n ts  a l l o w  r e g u la t io n s  t o  e x e m p t  c e r t a in  o n l i n e  

s e r v ic e s  f r o m  t h e i r  p r o v is i o n s . 56 57 S u b s t a n t iv e  p r o v is i o n s  r e la t e  t o  o b je c t io n a b le  

m a t t e r  a n d  m a t t e r  u n s u i t a b le  f o r  m in o r s .  A  p e r s o n  m u s t  n o t ,  b y  m e a n s  o f  a n  o n l in e  

s e r v ic e ,  m a k e  a v a i la b le ,  o r  s u p p ly ,  t o  a n o th e r  p e r s o n  o b je c t io n a b le  m a t t e r  ( X  o r  

R C )  k n o w in g  i t  is  o b je c t io n a b le  m a t t e r ,  o r  b e in g  r e c k le s s  a s  t o  w h e t h e r  i t  is  

o b je c t io n a b le  m a t t e r . 58 A  p e r s o n  is  r e c k le s s  as  t o  w h e t h e r  m a t t e r  is  o b je c t io n a b le  

i f  th e  p e r s o n  is  a w a r e  o f  a  s u b s t a n t ia l  r i s k  t h a t  t h e  m a t t e r  is  o b je c t io n a b le  m a t t e r ,  

a n d  t h a t  h a v in g  r e g a r d  t o  th e  c i r c u m s t a n c e s  k n o w n  t o  t h e  p e r s o n ,  i t  is  u n ju s t i f i a b l e  

to  ta k e  th e  r i s k . 59 T h e  q u e s t io n  o f  w h e t h e r  t a k in g  t h e  r i s k  is  u n ju s t i f i a b l e  is  o n e  o f  

f a c t . 60 B r e a c h  o f  t h is  s e c t io n  g iv e s  r is e  to  a  p e n a l t y  o f  1 0 0  p e n a l t y  u n i t s  ( $ 1 1 0 0 0 )  

f o r  a n  i n d i v i d u a l ,  2 5 0  p e n a l t y  u n i t s  ( $ 2 7 5 0 0 )  f o r  a  c o r p o r a t io n  ( N S W ) ,  o r  $ 1 0 ,0 0 0  

( S A ) . 61 N o  s p e c i f i c  d e fe n s e s  t o  t h i s  s e c t io n  a re  p r o v id e d .

A  s im i l a r  p r o v i s i o n  a p p l ie s  to  t r a n s m i t t i n g  o r  m a k i n g  a v a i la b le  m a t t e r  u n s u i t a b le  

f o r  m in o r s  ( R ) , 62 w i t h  p e n a l t ie s  o f  $ 5 5 0 0  f o r  i n d i v i d u a l s ,  $ 1 1 0 0 0  f o r  c o r p o r a t io n s  

( N S W ) ,  o r  $ 1 0 ,0 0 0  i n  S A .  I t  is  a  d e fe n c e  u n d e r  t h i s  s e c t io n  t o  s h o w  t h a t  th e

51 Ibid.
52 M J A tk in son , ab o v e  n  37.
53 Classification (Publications, Films and Computer Games) Enforcement Amendment Act 2001  
(N S W ), Classification (Publications, Films and Computer Games) (On-line Services) Amendment 
Act 2 0 0 2  (SA ).
54 Ibid N S W  s 4 5 B (3 ) , SA  s 7 5 B (3 ).
'5 rbid N S W  s 45E  note, SA  s 75A .
So Ibid N S W  s 4 5 B (1 )& (2 ) , SA  s 7 5 B (1 )& (2 ).
57 B roadly  eq u iva len t to ‘o b jection ab le  m ateria l’ in  W A , N T  and V ic  leg is la tio n .
58 Classification (Publications, Films and Computer Games) Enforcement Amendment Act 2001 
(N S W ) s 4 5 C , Classification (Publications, Films and Computer Games) (On-line Services) 
Amendment Act 2002 S A  s 75C .
59 Ibid S A  s 7 5 E (1 ), N S W  s 4 5 E (2 ).
60 Ibid S A  s 7 5 E (2 ), N S W  s 4 5 E (2 ).
61 Ibid S A  s 75C , N S W  s 45C .
62 Ibid N S W  s 4 5 D , S A  s 7 5 D .
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m a t t e r  w a s  s u b je c t  t o  a n  a p p r o v e d  r e s t r ic t e d  a c c e s s  s y s te m ,  o r  i n  S o u t h  A u s t r a l i a  

t h a t  th e  d e fe n d a n t  h a d  t a k e n  s te p s  t o  p u t  a  r e s t r i c t e d  a c c e s s  s c h e m e  i n t o  o p e r a t io n  

a n d  th a t  f a i l u r e  o f  s u c h  a s y s te m  d id  n o t  r e s u l t  f r o m  a n y  a c t  o r  o m is s io n  o f  t h e  

d e f e n d a n t . 63 64

63

C . Continuing fragmentation.

I t  c a n  b e  s e e n  f r o m  th e  a b o v e  t h a t  n o  n a t io n a l  s c h e m e  f o r  t h e  r e g u la t i o n  o f  i n t e r n e t  

c o n t e n t  h a s  c o m e  i n t o  b e in g .  Q u e e n s la n d ,  T a s m a n ia ,  a n d  t h e  A u s t r a l i a n  C a p i t a l  

T e r r i t o r y  h a v e  n o  l e g is la t i o n  o p e r a t in g  i n  r e l a t i o n  t o  o n l i n e  c o n t e n t ,  N S W  h a s  th e  

d r a f t  m o d e l  l e g is la t i o n  e n a c te d  b u t  n o t  o p e r a t in g ,  S  A  h a s  t h e  d r a f t  m o d e l  

le g is la t i o n  in  o p e r a t io n .  W A  a n d  th e  N T  h a v e  s c h e m e s  s i m i l a r  t o  o n e  a n o th e r  b u t  

w h i c h  p r e c e d e d  t h e  Online Services Act, as  d o e s  V i c t o r i a  b u t  w i t h  q u i t e  d i f f e r e n t  

le g is la t io n .  C a te g o r ie s  o f  m a t e r ia l  to  b e  r e g u la t e d  in c lu d e  o b je c t io n a b le  m a t e r ia l ,  

r e s t r ic t e d  m a t e r ia l ,  c h i l d  p o r n o g r a p h y ,  m a t e r ia l  ( o r  m a t t e r )  u n s u i t a b le  f o r  m in o r s ,  

a n d  m a t e r ia l  u n s u i t a b le  f o r  a  m i n o r  u n d e r  1 5 . R e q u i r e d  k n o w le d g e ,  o n u s  o f  p r o o f ,  

d e fe n c e s  a n d  p e n a l t ie s  v a r y  m a r k e d ly  a c ro s s  t h e  v a r i o u s  j u r i s d i c t i o n s .  T h i s  is  

d e s p i te  th e  a g r e e m e n t  o f  a l l  S ta te  a n d  T e r r i t o r y  c e n s o r s h ip  m in i s t e r s  p r i o r  t o  th e  

e n a c tm e n t  o f  th e  Online Services Act, t h a t  t h e y  w o u l d  e n a c t  l e g i s l a t i o n  t o  e n s u re  

th e  c r e a t io n  o f  a  u n i f o r m  n a t io n a l  s c h e m e .65

I t  is  n o t  c le a r  w h y  S ta te s  a n d  T e r r i t o r ie s  o t h e r  t h a t  N e w  S o u t h  W a le s  a n d  S o u th  

A u s t r a l i a  h a v e  n o t  m o v e d  t o  e n a c t  th e  m o d e l  l e g is la t i o n ,  b u t  h i s t o r i c a l  a t t e m p ts  t o  

p r o t e c t  a u t o n o m y  m a y  h a v e  p la y e d  s o m e  p a r t .  W h i l e  t h e  la w s  o f  E n g la n d  w e r e  

i n i t i a l l y  ‘ r e c e iv e d ’ i n t o  e a c h  o f  t h e  A u s t r a l i a n  c o lo n ie s ,  a n d  i n i t i a l l y  f o r m e d  th e  

b a s is  o f  s ta te  a n d  t e r r i t o r y  la w s ,  le g is la t i o n  i n  i n d i v i d u a l  s ta te s  a n d  t e r r i t o r i e s  h a s  

s in c e  d e v e lo p e d  t o  s u i t  t h e  s p e c i f i c  j u r i s d i c t i o n .  C o n c e r n s  o v e r  t h e  e n s u in g  la c k  o f  

u n i f o r m i t y  b e tw e e n  C o m m o n w e a l t h ,  S ta te ,  a n d  T e r r i t o r y  la w s  h a v e  b e e n  v o ic e d

63 C la ss ifica tio n  (P u b lica tio n s , F ilm s a n d  C o m p u ter  G a m es) E n fo rc e m e n t A m e n d m e n t A c t 2 0 0 1  
(N S W ) s 4 5 D (2 ) .
64 C la ss ifica tio n  (P u b lica tio n s, F ilm s a n d  C o m p u ter  G a m es) (O n -lin e  S e rv ic e s )  A m e n d m e n t A c t  
2002 (S A ) s 7 5 D (2 ).

Supplem entary E xplanatory M em orandum  (undated), B road castin g  S erv ice s  A m en d m en t  
(O n lin e  S erv ices) B ill 1999  (Cth) am endm ent 5.
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f o r  m a n y  y e a rs ,  a n d  n o t  s im p l y  i n  r e l a t i o n  t o  i n t e r n e t  c o n t e n t . 66 N e v e r t h e le s s ,  

w h i l e  a t te m p ts  t o w a r d  u n i f o r m i t y  h a v e  b e e n  m a d e ,  a n d  m o d e l  u n i f o r m  p r o v is i o n s  

d r a f t e d  f o r  m a n y  a re a s  o f  t h e  c r im in a l  l a w  f o r  e x a m p le ,  th e s e  h a v e  n o t  le d  t o  

u n i f o r m  e n a c tm e n t  i n  t h e  S ta te s  a n d  T e r r i t o r i e s . 67 68 T h e  S ta te s  a n d  T e r r i t o r i e s  h a v e  

t r a d i t i o n a l l y  s h ie d  a w a y  f r o m  e n c o u r a g e m e n ts  to  u n i f o r m i t y ,  j e a l o u s l y  p r o t e c t in g  

t h e i r  le g is la t i v e  a u t o n o m y ,  a n d  t h e y  c o n t in u e  t o  d o  s o  i n  m a n y  a re a s .  A l t h o u g h  th e  

S ta te s  a n d  T e r r i t o r ie s  h a d  a p p a r e n t ly  a g re e d  t o  u n i f o r m  l e g is la t i o n  f o r  t h e  in t e r n e t ,  

th e  m o d e l  l e g is la t io n  i n  t h is  s p h e re  m a y  h a v e  b e e n  s e e n  b y  th e  S ta te s  a n d  

T e r r i t o r ie s  m e r e ly  as  a n o th e r  a t t e m p t  t o  b r i n g  t h e m  in t o  l i n e  w i t h  t h e  f e d e r a l  

g o v e r n m e n t .

A l t e r n a t i v e l y ,  t h e  f a i l u r e  o f  S ta te s  a n d  T e r r i t o r ie s  t o  e n a c t  t h e  d r a f t  m o d e l  

le g is la t io n  f o r  in t e r n e t  c o n t e n t  c o n t r o l  m a y  h a v e  b e e n  d u e  t o  a  b e l i e f  t h a t  e x i s t i n g  

le g is la t i o n  d e a l t  e f f e c t i v e l y  w i t h  t h e  is s u e s  r a is e d .  T h e  c r e a t io n ,  d is p la y ,  

d i s t r i b u t i o n  a n d  s a le  o f  i l l e g a l  c o n t e n t  w a s  c o v e r e d  b y  le g i s l a t i o n  p r i o r  t o  th e  

Online Services Act, a n d  c o n t in u e s  t o  b e  s o  c o v e r e d .  C r i m i n a l  o f f e n c e s  a l r e a d y  

e x is t e d  t o  d e a l  w i t h  c r e a to r s ,  s e l le r s  a n d  d i s t r i b u t o r s  o f  i l l e g a l  c o n t e n t ,  a n d  th e  

Online Services Act d e a ls  w i t h  i t s  r e m o v a l  f r o m  lo c a l  s i te s .

T h e  F e d e r a l  G o v e r n m e n t  c la im e d  th e  u n i f o r m  n a t io n a l  s c h e m e  t o  b e  a n  im p o r t a n t  

p a r t  o f  i t s  in t e r n e t  c o n t e n t  r e g im e ,  b u t  i t  i s  c le a r  t h a t  t h e  S ta te s  a n d  T e r r i t o r ie s  

h a v e  n o t  s e e n  i t  as  s o  im p o r t a n t .  A s  a  r e s u l t ,  t h e  F e d e r a l  G o v e r n m e n t  h a s  r e c e n t ly

zro

i n t r o d u c e d  a m e n d m e n ts  t o  i t s  o w n  C r i m i n a l  C o d e ,  t o  e n s u re  t h a t  u s e rs  a n d  

p r o d u c e r s  o f  c e r t a in  o n l i n e  c o n t e n t  w i l l  b e  s u b je c t  t o  c r i m i n a l  s a n c t io n s  b y  th e  

C o m m o n w e a l t h ,  i f  n o t  b y  t h e  S ta te s  a n d  T e r r i t o r ie s .  T h e s e  a m e n d m e n ts  a re  

d is c u s s e d  f u r t h e r  b e lo w  i n  C h a p t e r  1 5 . F o r  n o w  h o w e v e r  t h e  th e s is  c o n t in u e s  t o  

e x a m in e  th e  d i r e c t  e f f e c t s  o f  t h e  Online Services Act, m o v i n g  n e x t  t o  C o m m u n i t y  

E d u c a t io n .

66 M R  G ood e, C onstructing C rim inal L aw  R eform  and the M o d e l C rim inal C od e. (A c c e sse d  at 
h ttp ://w w w .isrc l.o rg /P a p ers/G o o d e .p d f3  January 2 0 0 5 ) .
67 Ibid, ‘Current Im plem entation  R ec o rd .’
68 C rim es L eg isla tion  A m en d m en t (T e leco m m u n ica tio n s O ffe n c es  and O ther M easu res) B ill 2 0 0 4  
(Cth).
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C H A P T E R  E L E V E N :  C O M M U N I T Y  E D U C A T I O N  A N D  A W A R E N E S S .

A s  m e n t io n e d  a b o v e ,  th e  Online Services Act in c lu d e s  p r o v i s i o n  f o r  c o m m u n i t y  

e d u c a t io n ,  a n d  b o t h  th e  A B A  a n d  N e t A l e r t  a re  c h a r g e d  w i t h  c a r r y i n g  o u t  t h is  

f u n c t io n .  L i k e  t h e  s e c o n d  c o m p o n e n t  o f  t h e  s c h e m e ,  t h a t  is  c o m p le m e n t a r y  S ta te  

a n d  T e r r i t o r y  le g is la t i o n ,  t h is  t h i r d  c o m p o n e n t  w a s  f u r t h e r  s p e c i f ie d  a f t e r  

a m e n d m e n t  d u r i n g  t h e  p a s s a g e  o f  t h e  B i l l  t h r o u g h  P a r l ia m e n t .  A l t h o u g h  i n i t i a l  

s ta te m e n ts  h a d  r e f e r r e d  t o  th e  n e e d  f o r  c o m m u n i t y  e d u c a t io n  a s  p a r t  o f  th e  

r e g u la t o r y  r e g im e ,  t h is  w a s  m o r e  f u l l y  s p e l le d  o u t  i n  t h e  a m e n d e d  O n l in e  S e r v ic e s  

B i l l .  T h e  t h i r d  c o m p o n e n t  o f  t h e  s c h e m e  w a s  s ta te d  t o  b e  ‘ m o n i t o r i n g  c o n t e n t  o n  

t h e  in t e r n e t ,  a n d  e d u c a t in g  a n d  a d v is in g  t h e  p u b l i c  a b o u t  c o n t e n t  o n  t h e  i n t e r n e t . ’ 1

N e t A l e r t  w a s  s e t  u p  i n  la te  1 9 9 9  t o  u n d e r t a k e  th e s e  f u n c t io n s . 2 I t  w a s  t o  p r o v id e  

c o m m u n i t y  e d u c a t io n  r e g a r d in g  in t e r n e t  u s e  a n d  c o n t e n t ,  t o  m o n i t o r  c o n t e n t , 3 t o  

r e s e a r c h  a c c e s s  m a n a g e m e n t  t e c h n o lo g ie s ,  a n d  t o  p r o v id e  a d v ic e  t o  c o n c e r n e d  

c o m m u n i t y  m e m b e r s , 4 as w e l l  as  ‘ t o  e n c o u r a g e  a n d  p r o m o t e  t h e  u s e  o f  th e  

in t e r n e t  b y  a l l  A u s t r a l ia n s ,  p a r t i c u l a r l y  y o u n g  p e o p le  a n d  t h e i r  f a m i l i e s . . .  ’ 5 6 7 L i k e  

t h e  o b je c t s  o f  t h e  Online Services Act i t s e l f ,  t h e  a im s  o f  N e t A l e r t  m a y  a t  t im e s  

c o n f l i c t ,  a n d  i t  is  u n c le a r  i n  s u c h  a  s i t u a t io n  w h i c h  is  o r  a re  t o  b e  g i v e n  p r i o r i t y .

B o t h  th e  A B A  a n d  N e t A l e r t  h a v e  p r e p a r e d  a d v ic e  f o r  f a m i l i e s  o n  in t e r n e t  u s e , 

s a fe  s u r f i n g ,  m a n a g in g  f a m i l y  a c c e s s  t o  th e  in t e r n e t ,  a n d  b o t h  m a i n t a in  w e b  s ite s  

o f f e r i n g  t h is  i n f o r m a t i o n  a s  w e l l  a s  p r o v i d i n g  l i n k s  t o  f u r t h e r  i n f o r m a t i o n .  T h e  

A B A ’ s ‘ C y b e r s m a r t  K id s  O n l i n e ’ a lo n g  w i t h  N e t A l e r t ’ s w e b  p a g e s ,  p r o v id e  

s o m e  g o o d  i n f o r m a t i o n  a n d  a d v ic e  f o r  f a m i l i e s ,  e s p e c ia l l y  f o r  th o s e  w i t h  l i t t l e

1 W h ile  the B road castin g  S erv ices A m en d m en t (O n lin e S erv ice s)  B ill w as b efo re  parliam ent 
sch ed u le  5 w as am en ded  to include a n ew  c lau se 1: ‘E xp lan ation  o f  the co n tex t o f  th is sc h e d u le ’ 
w h ich  in clu d ed  reference to the ‘third co m p on en t o f  the sch em e , a im ed  tow ard  m onitoring  internet 
con ten t, and ed u cating  and ad v isin g  the p ub lic  about con ten t on  the internet. ’ O n lin e S erv ice s B ill, 
S u p plem entary  E xp lan atory  M em orandum : A m en d m en t 5
2 N etA ler t L im ited , A n n u a l R e p o r t 2 0 0 2  -  2 0 0 3  (2 0 0 3 )  12.
3 B ro a d c a s tin g  S e rv ic e s  A m en d m en t (O n lin e  S e rv ic e s )  A c t 1999(C th ) sch ed u le  5 c l 1.
4 Senator A lsto n , In te rn e t c o n ten t a d v is o ry  b o a r d  a n n o u n ced  (P ress re lea se  on  estab lish m en t o f  
N etA lert, 2 6  N o v em b er  1999) quoted  in  N etA ler t L im ited , a b o v e  n  2.
5 N etA ler t L im ited , ab ove n 2, 12.
6 < h ttp ://w w w .cy b ersm a rtk id s.co m .a u />  at 2 8  June 2 0 0 4 .
7 < h ttp ://w w w .n eta lert.n et.au /in d ex .p h p >  at 28  June 2 0 0 4 .
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u n d e r s t a n d in g  o f  t h e  in t e r n e t .  W h i l e  t h e  s i te  d is p la y s  a re  q u i t e  d i f f e r e n t ,  th e  

i n f o r m a t io n  p r o v id e d  b y  e a c h  is  q u i t e  s im i l a r ;  a n d  t h e r e  h a v e  b e e n  c o n c e r n s  t h a t

o
in  t h is  r e s p e c t  th e  A B A  a n d  N e t A l e r t  a re  i n  f a c t  r e p e a t in g  t h e  s a m e  w o r k .

A  p a r t i c u la r  a s p e c t  o f  c o m m u n i t y  e d u c a t io n  w a s  t h e  p r o v i s i o n  o f  f i l t e r  a d v ic e .  

I n i t i a l l y  b o t h  th e  A B A  a n d  N e t A l e r t  w e b s i t e s  in c lu d e d  c o n s id e r a b le  p r o m o t i o n  o f  

f i l t e r s  ‘ a p p r o v e d ’ u n d e r  th e  in t e r n e t  i n d u s t r y  C o d e s  o f  P r a c t ic e ,  a s  a  s u i t a b le  

m e t h o d  o f  p r o t e c t io n  f r o m  e x p o s u r e  t o  i n a p p r o p r ia t e  in t e r n e t  c o n t e n t .  

U n f o r t u n a t e l y ,  p r i o r  t o  t h e  d r a f t i n g  o f  t h e  C o d e s  o f  P r a c t ic e  b y  t h e  I I A  a n d  t h e i r  

r e g is t r a t io n  b y  th e  A B A ,  t h e r e  h a d  b e e n  n o  e x a m in a t io n  o f  t h e  q u a l i t y  o f  th e  

‘ a p p r o v e d  f i l t e r s . ’

R a th e r ,  t h e  ‘ a p p r o v e d  f i l t e r s ’ w e r e  c h o s e n  f o r  a p p r o v a l  b y  t h e  I I A  o n  t h e  b a s is  o f  

a s t u d y  c o n d u c te d  b y  th e  C S I R O , 9 10 a n d  s e e m in g ly  w i t h o u t  r e f e r e n c e  to  

n u m e r o u s  s tu d ie s  in t o  f i l t e r i n g  p r o d u c t s  w h i c h  h a d  b e e n  u n d e r t a k e n  o v e r s e a s . * 11 

T h e  C S I R O  s t u d y  h a d  e v a lu a te d  th e s e  f i l t e r s  a c c o r d in g  t o  a  n u m b e r  o f  c r i t e r ia ;  

e a s e  o f  in s t a l l a t i o n ,  e a s e  o f  u s e ,  c o n f i g u r a b i l i t y ,  a b i l i t y  f o r  u p d a te s  i n  r e s p e c t  o f  

n e w ly  n o t i f i e d  o f f e n d in g  c o n t e n t ,  a n d  a v a i l a b i l i t y  o f  s u p p o r t .  U n f o r t u n a t e l y ,  t h e  

c r i t e r ia  w e r e  t e c h n ic a l  o n ly ,  a n d  n o  s u b s t a n t iv e  e v a lu a t i o n  o f  a n y  o f  t h e  a p p r o v e d  

f i l t e r s  h a d  b e e n  c a r r ie d  o u t  b y  t h e  C S I R O  o r  b y  t h e  I n t e r n e t  I n d u s t r y  A s s o c ia t io n .  

T h e  C S I R O  r e p o r t  i t s e l f  m a d e  t h is  v e r y  c le a r ,  s t a t in g  i n  n o  le s s  t h a n  t h r e e  p la c e s  

t h a t  ‘ th e  p r o d u c t s  w e r e  n o t  te s te d  f o r  h o w  w e l l  t h e y  a c t u a l l y  c a r r ie d  o u t  f i l t e r i n g . ’

13
T h e  r e p o r t  a ls o  n o te d  t h a t  s u c h  t e s t in g  ‘ is  a  s iz a b le  t a s k  a n d  t h e  a u th o r s  

u n d e r s ta n d  t h a t  th e  ta s k  o f  e x a m in in g  f i l t e r s  w i l l  b e  a  m a t t e r  f o r  th e

8 S ee  N etA lert, Submission to Review of the operation of Schedule 5 to the Broadcasting Services 
Act 1992 (N o v  2 0 0 2 )  and A ustralian  B road castin g  A uthority , Submission to Review of the 
Operation of Schedule 5 Broadcasting Services Act 1992 (N o v em b er  2 0 0 2 )  5.
9 ‘T he six teen  approved  filters are in clu d ed  as a resu lt o f  an in depend en t stud y  o f  ava ilab le  
options b y  the C S IR O .’ Peter C o ron eos ‘Internet C ontent C ontro l in  A ustralia: A ttem p tin g  the 
Im p o ss ib le? ’ (M arch  2 0 0 0 )  6 ( 1 )  UNSWLJ Forum, Internet Content Control 2 8 .
10 P G reenfield , P M cR ea, S Ran, C SIR O , Access Prevention Techniques for Internet Content 
Filtering (D ec  1999) prepared for the N ation a l O ffice  o f  the In form ation  E co n o m y .
11 D isc u sse d  in m ore depth in C hapter Three: M eth od s o f  internet con ten t control.
12 P G reenfield , P M cR ea, S R an, C SIR O  ab ove n  10.
13 Ibid 4 ,5 ,3 1 -3 2 .
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C o m m o n w e a l t h  G o v e r n m e n t ’ s r e c e n t l y  e s t a b l is h e d  c o m m u n i t y  a d v is o r y  b o a r d ,  

N e t  A l e r t . ’ 14 ‘ . . . H e n c e ,  f i t n e s s  f o r  p u r p o s e  is  n o t  w a r r a n t e d . ’ 15

C o n s id e r a b le  c r i t i c i s m  w a s  le v e le d  a t  t h e  p r o m o t i o n  o f  f i l t e r  s o f t w a r e  g e n e r a l l y  b y  

N e t  A le r t ,  t h e  A B A  a n d  t h e  I I A ,  a n d  a t  t h e  p r o m o t i o n  o f  t h e  ‘ a p p r o v e d  f i l t e r s ’ i n  

p a r t i c u la r .  C o n c e r n  w a s  e x p re s s e d  t h a t  g o v e r n m e n t a l  a u t h o r i t ie s  m a y  b e  s e e n  to  

e n d o r s e  p a r t i c u la r  c o m m e r c ia l  f i l t e r  p r o d u c t s  w i t h o u t  a n y  a t t e m p t  a t  q u a l i t a t i v e  

e v a lu a t io n  o f  t h e  p r o d u c t s ,  a n d  t h a t  p r o b le m s  w i t h  f i l t e r i n g  p r o d u c t s  w e r e  g lo s s e d  

o v e r  b y  th o s e  p r o m o t i n g  t h e i r  u s e .16 17 18 B o t h  t h e  A B A  a n d  N e t A l e r t ’ s w e b  s ite s  d i d  

m e n t io n  t h e  n e e d  f o r  r e s p o n s ib le  c a re  a n d  s u p e r v is io n  o f  in t e r n e t  u s e ,  a n d  r e f e r r e d  

b r i e f l y  t o  p o s s ib le  p r o b le m s  a s s o c ia te d  w i t h  f i l t e r s .  H o w e v e r ,  w h i l e  l i n k s  w e r e  

p r o v id e d  t o  m a n y  in t e r n e t  i n f o r m a t i o n  r e s o u r c e s ,  n o  l i n k s  w e r e  p r o v id e d  t o  s i te s  

c r i t i c a l  o f  f i l t e r  s o f t w a r e ,  n o r  t o  o r g a n iz a t io n s  s u c h  a s  P e a c e F i r e  w h i c h  a c t u a l l y  

te s t  a n d  r e p o r t  o n  f i l t e r i n g  p r o d u c t s ,  t h e i r  p r o b le m s  a n d  e f f e c t i v e n e s s .  P o t e n t ia l  

p r o b le m s  s u c h  a s  o v e r - b lo c k in g  a n d  u n d e r - b lo c k in g  o f  c o n t e n t  w e r e  r e f e r r e d  to ,  

w h i l e  m o r e  s e r io u s  p r o b le m s  s u c h  as la c k  o f  t r a n s p a r e n c y  a n d  b ia s  i n  f i l t e r  

p r o d u c t s  w e r e  n o t  m e n t io n e d .

I t  is  u n d e r s ta n d a b le  t h a t  t h e  A B A  a n d  N e t  A l e r t  w o u l d  n o t  w i s h  t h e i r  i n f o r m a t i o n  

t o  b e  e i t h e r  a la r m in g  o r  o v e r l y  d e t a i le d .  B u t  b y  u n d e r - s t a t in g  a n d  o v e r - s i m p l i f y i n g  

p r o b le m s  w i t h  f i l t e r  p r o d u c t s  t h e y  p e r h a p s  u n d e r e s t im a t e d  t h e  a b i l i t y  a n d  

in t e l l i g e n c e  o f  i n t e r n e t  u s e rs ,  a n d  o f  t h o s e  w h o  s u p e r v is e  t h e  in t e r n e t  u s e  o f  

o th e r s .  W h i l e  b o t h  b o d ie s  p r o m o t e  c o m m u n i t y  e d u c a t io n  a n d  f a m i l y  

r e s p o n s ib i l i t y ,  m o r e  i n f o r m a t i o n  w o u ld  b e t t e r  e m p o w e r  u s e rs  t o  m a k e  s a fe r  a n d  

m o r e  a p p r o p r ia te  c h o ic e s .  T h e  l i m i t a t i o n s  o f  f i l t e r i n g  t e c h n o lo g y  a n d  o f  i n d i v i d u a l  

f i l t e r  p r o d u c t s  a re  s i g n i f i c a n t ,  a n d  m a y  im p a c t  g r e a t l y  o n  u s e r s ’ d e c is io n s  w i t h  

r e g a r d  t o  b o t h  t h e  u s e  o f  f i l t e r s  g e n e r a l l y ,  a n d  t h e  u s e  o f  s p e c i f i c  p r o d u c t s .  F u l l e r  

a n d  m o r e  o p e n  d is c u s s io n  o f  th e s e  w o u ld  n o t  o n l y  b e t t e r  i n f o r m  th e  c o m m u n i t y ,

14 Ibid 3 1 -3 2 .
15 Ibid 5.
1(1 S ee  for exam p le C arolyn  P en fo ld  ‘T h e O n lin e S erv ices A m en d m en t, Internet C ontent F ilters, 
and U ser  E m pow erm ent.' (N o v em b er  2 0 0 0 )  N L R  7 h ttp ://w w w .lex isn ex is .co m .a u /n lr /A rtic les-  
F iles/p en fo ld2/d efau lt.h tm  at 30  July 2 0 0 4 .
17 < h ttp ://w w w .p ea cefire .o rg />  at 28 June 2 0 0 4 .
18 T h ese  lim itations have b een  d iscu ssed  in  d etail ab ove in  C hapter Three: M eth od s o f  internet 
content control.
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b u t  m a y  a ls o  e n c o u r a g e  t h e  d e v e lo p m e n t  o f  b e t t e r  t o o ls ,  o r  m o r e  a p p r o p r ia te  u s e  

o f  th e  t o o ls  a v a i la b le .

A f t e r  c o n s id e r a b le  c r i t i c i s m  o n  t h is  s c o re ,  t w o  c h a n g e s  w e r e  m a d e .  F i r s t l y ,  th e  I I A  

C o d e s  o f  P r a c t ic e  w e r e  v a r i e d  t o  r e p la c e  th e  t e r m  ‘ a p p r o v e d  f i l t e r s ’ w i t h  

‘ s c h e d u le d  f i l t e r s . ’ T h is  w a y ,  t h e r e  w o u l d  n o t  b e  a n y  s u g g e s t io n  t h a t  th e  l i s t i n g  o f  

p a r t i c u la r  f i l t e r s  p r o v id e d  e n d o r s e m e n t ,  a l t h o u g h  i n  f a c t  t h e  s c h e d u le  s t i l l  o n l y  

in c lu d e s  a  s m a l l  f r a c t i o n  o f  t h e  f i l t e r i n g  p r o d u c t s  a v a i la b le .  T h e  w o r d i n g  c h a n g e  

f r o m  ‘ a p p r o v e d  f i l t e r s ’ t o  ‘ s c h e d u le d  f i l t e r s ’ is  u n l i k e l y  t o  b e  s i g n i f i c a n t  t o ,  n o r  

e v e n  n o t ic e d  b y ,  u s e rs  r e s e a r c h in g  f i l t e r  i n f o r m a t i o n  v i a  t h e  I I A ,  A B A  o r  

N e t  A le r t .  A  s ta te m e n t  th a t  th e  f i l t e r s  a re  n o t  e n d o r s e d  m a y  b e  m o r e  i n f o r m a t i v e .

T h e  s e c o n d ,  a n d  m o r e  s u b s t a n t iv e  a c t io n  t a k e n  w a s  N e t  A l e r t ’ s f u n d i n g  o f  r e s e a r c h  

in t o  f i l t e r  e f f e c t i v e n e s s .  W i t h  a  g r a n t  f r o m  N e t A l e r t  t h e  C S I R O  w a s  a b le  t o  c a r r y  

o u t  q u a l i t a t i v e  t e s t in g  o f  t h e  n o w  ‘ s c h e d u le d ’ p r o d u c t s , 19 t e s t in g  e a c h  p r o d u c t  f o r  

h o w  w e l l  i t  b lo c k e d  a c c e s s  t o  'u n d e s i r a b le '  c o n t e n t ,  a n d  w h e t h e r  i t  a ls o  b lo c k e d  

a c c e s s  t o  'd e s i r a b le '  c o n te n t .  T h e  r e s u l t s  o f  th o s e  e v a lu a t io n s  a re  n o w  in c lu d e d  in  

l i n k s  f r o m  th e  A B A  a n d  N e t A l e r t  w e b s i t e s . 20 T h e s e  r e s u l t s  a re  u s e f u l  i n  e n a b l in g  

in t e r n e t  u s e rs  t o  s e e  h o w  e a c h  f i l t e r  p e r f o r m e d  i n  a  p a r t i c u la r  te s t ,  b u t  a re  p e r h a p s  

a ls o  s o m e w h a t  m is g u id e d .  A s  m e n t io n e d  a b o v e 21 * v e r y  m a n y  c o n t e n t  f i l t e r s  h a d  

a l r e a d y  b e e n  e x t e n s i v e l y  te s te d  f o r  e f f e c t i v e n e s s ,  b u t  N e t A l e r t  a n d  t h e  A B A  h a d  

f a i le d  to  l i n k  to  r e s u l t s  o f  t h o s e  te s ts .  F u r t h e r ,  th e  r e s e a r c h  lo o k e d  o n l y  a t  f i l t e r s  

c u r r e n t l y  a v a i la b le ,  a n d  ‘ s c h e d u le d . ’ N o  r e s e a r c h  h a s  b e e n  u n d e r t a k e n  i n t o  th e  

d e v e lo p m e n t  o r  im p r o v e m e n t  o f  f i l t e r  t e c h n o lo g ie s ,  a n d  t h e  c l a im  t h a t  N e t A l e r t  

w o u ld  b e  r e s p o n s ib le  f o r  ‘ r e s e a r c h in g  n e w  a c c e s s  m a n a g e m e n t  t e c h n o lo g ie s ’ 

h a s  n o t  b e e n  f o l l o w e d  u p  a t  a l l .  I t  m a y  h a v e  b e e n  a  b e t t e r  u s e  o f  r e s e a r c h  f u n d s  t o  

h a v e  lo o k e d  in t o  r e s e a r c h  a n d  d e v e lo p m e n t  f o r  t h e  f u t u r e ,  p a r t i c u l a r l y  th e  

d e v e lo p m e n t  o f  Australian c o n t e n t  m a n a g e m e n t  s c h e m e s ,  w h i c h  d e v e lo p m e n t

19 C SIR O , Effectiveness of Internet Software Filtering Products (S ep t 2 0 0 1 ).
20 < h ttp ://w w w .ab a .gov .au /in tem etyresearch /filter in g /in d ex .h tm >  
< h ttp ://w w w .n eta ler t.n et.a u /0 0 3 7 9 -C S IR O -F ilter-R ep o rt.p d f> at 2 8  June 2 0 0 4 .

S ee  Chapter T hree: M ethod s o f  internet con ten t control.
"" Senator Alston (Press release) above n 4, 12.
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c o u ld  t a k e  in t o  a c c o u n t  th e  A u s t r a l i a n  c la s s i f i c a t io n  s c h e m e  a n d  t h e  A u s t r a l i a n

context.

N e t  A l e r t  a ls o  f u n d e d  a n  i n d u s t r y  a w a re n e s s  p r o g r a m  d u r in g  2 0 0 1 ,  w h i c h  t h r o u g h  

s e m in a r s  i n  a l l  S ta te s  a n d  T e r r i t o r ie s  a im e d  t o  r a is e  a w a re n e s s  w i t h i n  t h e  in t e r n e t

23
i n d u s t r y  a b o u t  t h e  Act a n d  C o d e s ,  a n d  th e  i n d u s t r y ’ s r e s p o n s ib i l i t i e s  th e r e u n d e r .  

N e t A le r t  h a s  a ls o  a p p o in t e d  a n  in t e r n e t  a m b a s s a d o r ,  h a s  p r o d u c e d  a n d  d i s t r i b u t e d  

f r id g e  m a g n e ts  a n d  b r o c h u r e s ,  c i r c u la te s  a n  e - n e w s le t t e r ,  p r o v id e s  a  h e lp  l in e ,  a n d  

h a s  p a r t i c ip a t e d  i n  i n t e r n a t io n a l  c o n fe r e n c e s . * 24 25 H o w e v e r ,  t h e r e  is  n o  e v id e n c e  t h a t  

N e t A l e r t  h a s  h a d  a n y  im p a c t  i n  t e r m s  o f  c o m m u n i t y  e d u c a t io n .  I n  f a c t ,  i t s  la te s t  

a n n u a l r e p o r t  o f  5 4  p a g e s  c o v e r s  c o m m u n i t y  e d u c a t io n  i n  4  l in e s !  T h e  r e p o r t ,  

l i k e  i t s  s u b m is s io n  t o  th e  R e v ie w  o f  th e  Online Services Act, r e f e r s  c o n s t a n t l y  t o  

w h a t  i t  w i l l  d o  i n  th e  f u t u r e ,  b u t  g iv e s  n o  a s s e s s m e n t  o f  w h a t  i t  h a s  d o n e , 26 o t h e r  

th a n  r e p e a t in g  s t a t is t ic s  w h i c h  m a k e  i t  l o o k  b u s y .  W h i l e  N e t A l e r t  c la im s  t o  h a v e  

d is t r i b u t e d  ‘ 4 1 9 ,0 5 7  b r o c h u r e s ,  7 4 ,9 5 5  p o s te r s ,  2 4 4 ,6 9 5  f r i d g e  m a g n e ts ,  2 6 9 ,5 4 0  

m o u s e  m a ts ,  a n d  1 3 5 ,1 5 0  c o m p le t e  i n f o r m a t i o n  k i t s , ’ 27 28 t h e  A u s t r a l i a n  L i b r a r y

I n f o r m a t i o n  A s s o c ia t i o n  r e p o r t e d  t h a t  le s s  t h a n  o n e  t h i r d  o f  p u b l i c  l i b r a r ie s  w e r e

28
e v e n  a w a r e  o f  N e t A l e r t ’ s e x is te n c e !

I n t e r e s t in g ly ,  d u r i n g  th e  c o u r s e  o f  t h e  R e v ie w  i n t o  t h e  Online Services Act, a n d  

v e r y  p o s s ib l y  i n  r e s p o n s e  t o  c r i t i c i s m s  m a d e  t o  th e  R e v ie w ,  N e t A l e r t ’ s c h a r t e r  

w a s  c h a n g e d  s o m e w h a t .  I t s  o b je c t s  a n d  p o w e r s  w e r e  c o n s o l id a t e d  t o  d e le te  

r e d u n d a n t  p r o v is i o n s  a n d  t o  ‘ f u r t h e r  f o c u s  th e  o r g a n is a t io n  o n  c h i l d  s a f e t y  

o n l i n e . ’ 29 T h e  r e p o r t  o f  t h e  R e v ie w  i t s e l f  r e c o m m e n d e d  t h a t  N e t A l e r t  a n d  th e

2 ’ O ne m ay ask w h y  N etA lert, and therefore taxpayers, sh ou ld  p ay  to in form  the internet industry  
o f  its ow n  cod es! T h is seem ed , on  any reading o f  it, to fa ll b ey o n d  the charter o f  N etA lert.
24 N et A lert L im ited , a b o v e  n 2, 18-26 .
25 Ibid 23.
26 N etA lert, ab ove n 8, states: ‘In concert w ith  [the] m aturing o f  the o n g o in g  im p lem en tation  o f  the  
co-regu latory  sch em e, N e tA ler t’s role has a lso  m atured -  to the exten t that it is n o w  ready to m eet, 
alon g  w ith  its ex istin g  ro le, clear dem and w ith in  the sch em e for a truly in depend en t co m m u n ity  
ed u cation  and a d v o ca cy  b ody. ’ 5
27 N etA lert, ab ove n 2, 25 .
28 A ustralian  Library and Inform ation  A sso c ia tio n , Survey of internet access in public libraries, 
2002 preliminary report, included  in A L IA ’s Supplementary Submission to Review of the 
operation of Schedule 5 to the Broadcasting Services Act 1992 (N o v em b er  2 0 0 2 ) .
29 D epartm ent o f  C om m u n ication s, Inform ation  T e ch n o lo g y  and the A rts (D C IT A ), Report of the 
Review of the Operation of schedule 5 to the Broadcasting Services Act 1992. (2 0 0 4 )  25 .
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A B A  w o r k  c o - o p e r a t i v e l y  to  e n s u re  t h e i r  a c t i v i t i e s  c o m p le m e n t  e a c h  o th e r ,  a n d  t o  

i d e n t i f y  a p p r o p r ia te  c o n s t i t u e n c ie s  f o r  t h e i r  r o le s .

F r o m  th e  a b o v e  d is c u s s io n  i t  c a n  b e  s e e n  t h a t  t h e r e  h a s  b e e n  s o m e  a t t e m p t  b y  th e  

A B A  a n d  N e t A le r t  t o  p r o v id e  c o m m u n i t y  e d u c a t io n  a s  p r o v id e d  f o r  u n d e r  th e  

Online Services Act. T h e r e  is  l i t t l e  e v id e n c e  h o w e v e r  t h a t  t h i s  c o m m u n i t y  

e d u c a t io n  h a s  b e e n  e f f e c t i v e ,  o r  t h a t  t h e  r e s e a r c h  c o m m is s io n e d  i n  t h i s  r e g a r d  h a s  

b e e n  th e  m o s t  u s e fu l .  N e v e r t h e le s s  effective c o m m u n i t y  e d u c a t io n  is  s t i l l  r e g a r d e d  

as  th e  b e s t  w a y  o f  a s s is t in g  in t e r n e t  u s e rs  t o  m a n a g e  t h e i r  in t e r n e t  e x p e r ie n c e s ,  

a n d  t h e r e  is  s t i l l  h o p e  t h a t  A u s t r a l i a  w i l l  b e  a b le  t o  im p r o v e  i n  t h i s  s p h e re .  

O v e rs e a s  a t te m p ts  t o  u s e  c o m m u n i t y  e d u c a t io n  f o r  t h i s  p u r p o s e  a re  d is c u s s e d  i n  

m o r e  d e t a i l  b e lo w , 30 31 t o  g i v e  a  c le a r e r  p i c t u r e  o f  t h e  t y p e  o f  c o m m u n i t y  e d u c a t io n  

th a t  m a y  b e  p o s s ib le .  B e f o r e  l o o k in g  h o w e v e r  a t  h o w  im p r o v e m e n t s  t o  th e  

A u s t r a l i a n  s c h e m e  m a y  b e  i n f o r m e d  b y  o v e rs e a s  a c t i v i t i e s ,  t h i s  p a p e r  g o e s  o n  t o  

l o o k  a t  m o r e  o f  t h e  p o s s ib le  e f f e c ts  o f  t h e  Online Services Act.

30 Ibid 28.
31 S ee Chapter 14: C om parative conten t control.
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C H A P T E R  T W E L V E :  S T A T I S T I C S  A N D  P E R C E P T I O N S .

T h e  p r e v io u s  c h a p te r s  h a v e  d e a l t  w i t h  c le a r  e f f e c t s  o f  t h e  o n l i n e  s e r v ic e s  r e g im e ;  

C o d e s  o f  P r a c t ic e ,  a  c o m p la in t s  r e g im e ,  S ta te  a n d  T e r r i t o r y  l e g is la t i o n ,  a n d  th e  

s e t t in g  u p  o f  a  c o m m u n i t y  e d u c a t io n  s c h e m e .  T h e  o n l i n e  s e r v ic e s  r e g im e  m a y  a ls o  

h a v e  h a d  le s s  c le a r l y  i d e n t i f i a b l e  e f f e c ts .

I t  is  a lw a y s  g o in g  t o  b e  e x t r e m e ly  d i f f i c u l t  t o  s a y  w h e t h e r  c h a n g e s  t o  i n t e r n e t  

c o n t e n t  a re  r e la t e d  t o  t h e  v a r io u s  le g is la t i v e  a n d  o t h e r  r e g u la t o r y  r e g im e s  i n  p la c e  

a r o u n d  th e  w o r l d ;  a n d  w h e t h e r  c h a n g e s  h a v e  o c c u r r e d  b e c a u s e  o f ,  o r  d e s p i t e ,  o r  

e n t i r e l y  w i t h o u t  r e fe r e n c e  t o ,  a t t e m p ts  a t  c o n t e n t  c o n t r o l .  F u r t h e r ,  q u i t e  a p a r t  f r o m  

th e  d i f f i c u l t y  o f  a s c r ib in g  a  c a u s e  t o  c h a n g e s  i n  i n t e r n e t  c o n t e n t ,  t h e r e  is  th e  

d i f f i c u l t y  o f  d i s c o v e r in g  w h a t  c h a n g e s  h a v e  o c c u r r e d .  T h e  s h e e r  q u a n t i t y  o f  

m a t e r ia l  w o u ld  m a k e  i t  d i f f i c u l t  e v e n  t o  e s t im a te  h o w  m u c h  o f  i t  m i g h t  b e  

c h i l d r e n ’ s c o n te n t ,  p o r n o g r a p h y ,  s c i - f i ,  n e w s ,  r a c i s m ,  a s t r o lo g y ,  r e l i g i o n ,  

e d u c a t io n  e tc .  I f  t h e r e  were c h a n g e s  i n  t h e  t y p e s  o f  c o n t e n t  a v a i la b le ,  g i v e n  th e  

q u a n t i t y  o f  in t e r n e t  c o n t e n t ,  w o u l d  a n y o n e  b e  a b le  e v e n  t o  s p o t  s u c h  c h a n g e s ?

W i t h  t h is  i n  m in d ,  i t  w o u ld  b e  w r o n g  t o  c la im  th a t  t h e  Online Services Act h a s  h a d  

n o  e f f e c t  o n  in t e r n e t  c o n t e n t  s i m p l y  b e c a u s e  t h e r e  is  n o  q u a n t i t a t i v e  e v id e n c e  o f  

t h is .  I t  is  n e c e s s a r y  r a t h e r  t o  l o o k  t o  a l l  p o s s ib le  s o u r c e s  o f  i n f o r m a t i o n  o n  th e  

t o p ic ,  w h i c h  in c lu d e  th e  v e r y  f e w  s m a l l  s t u d ie s  c o n d u c t e d  o n  t h e  t o p ic ,  

s u b m is s io n s  t o  a n d  th e  r e p o r t  o f  th e  R e v ie w  o f  t h e  Act, a n d  r e p o r t s  o f  b o d ie s  s u c h  

as th e  A B A .  N o n e  o f  th e s e  a n s w e r s  t h e  q u e s t io n  a s  t o  w h a t  c h a n g e s  h a v e  o c c u r r e d  

as a  r e s u l t  o f  t h e  o n l in e  s e r v ic e s  r e g im e ,  b u t  e a c h  s h e d s  s o m e  l i g h t  u p o n  i t s  

p o s s ib le  e f f e c ts .  F u r t h e r m o r e ,  w h i l e  m a n y  o f  th e s e  s o u r c e s  d e a l  w i t h  p e r c e p t io n s  

o f  t h e  r e g im e ’ s e f f e c ts  r a t h e r  t h a n  e v id e n c e  o f  t h o s e  e f f e c t s ,  t h e y  a re  n o n e th e le s s  

v a lu a b le  s o u rc e s  o f  i n f o r m a t i o n  i n  th e  a b s e n c e  o f  m o r e  c o n c r e t e  e v id e n c e .  T h is  

c h a p te r  r e p o r t s  o n  th e s e  s tu d ie s ,  o n  s u b m is s io n s  t o  t h e  R e v ie w  o f  t h e  Online 

Services Act, a n d  o n  th e  R e v ie w  R e p o r t .
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A .  Studies and surveys.

T h e  a u t h o r  c o n d u c t e d  h e r  o w n  s u r v e y  r e g a r d in g  e f f e c ts  a n d  p e r c e p t io n s  o f  th e  

o n l in e  s e r v ic e s  r e g im e  i n  J u l y  a n d  A u g u s t  2 0 0 1 ,  1 8  m o n t h s  a f t e r  t h e  s c h e m e  f o r  

o n l in e  c o n t e n t  r e g u la t io n  c a m e  i n t o  o p e r a t io n .  T h e  s u r v e y  w a s  n o t  in t e n d e d  t o  te s t  

a n y  h y p o th e s is ,  b u t  t o  e l i c i t  i n f o r m a t i o n  r e g a r d in g  th e  e f f e c t s  o f  t h e  s c h e m e ,  a n d  

p e r c e p t io n s  o f  t h e  e f f e c ts  o f  t h e  s c h e m e .  T h e  s u r v e y  w a s  c o n d u c t e d  i n  t w o  p a r ts .  

T h e  f i r s t ,  a d d re s s e d  t o  i n d u s t r y  p a r t i c ip a n t s ,  w a s  d i s t r i b u t e d  e le c t r o n i c a l l y  t o  

m e m b e r s  o f  t h e  I n t e r n e t  I n d u s t r y  A s s o c ia t io n ,  a n d  t o  m e m b e r s  o f  t w o  A u s t r a l i a n  

IS P  e m a i l  l i s t s . 1 T h e  s e c o n d  w a s  d i s t r i b u t e d  i n  h a r d  c o p y  t o  th o s e  w h o  h a d  m a d e  

s u b m is s io n s  t o  th e  1 9 9 9  e n q u i r y  i n t o  th e  O n l in e  S e r v ic e s  B i l l  u n d e r t a k e n  b y  th e  

S e n a te  S e le c t  C o m m i t t e e  o n  I n f o r m a t i o n  T e c h n o lo g y .  I t  w a s  a s s u m e d  t h a t  th e  

f o r m e r  g r o u p  w o u ld  b e  f a m i l i a r  w i t h  c h a n g e s  o n l i n e  a n d  w i t h i n  t h e  in d u s t r y ,  a n d  

t h a t  th e  la t t e r  g r o u p  w o u l d  h a v e  a n  in t e r e s t  i n  th o s e  c h a n g e s .  O n e  h u n d r e d  

re s p o n s e s  w e r e  r e c e iv e d  o v e r a l l ;  7 4  r e s p o n s e s  t o  t h e  e m a i l  s u r v e y ,  a n d  2 6  t o  th e  

h a r d  c o p y  s u r v e y .  R e s p o n d e n ts  i n c lu d e d  c o n t e n t  p r o v id e r s ,  c o n t e n t  h o s ts ,  f i l t e r  

m a k e r s ,  IS P s ,  in t e r n e t  u s e rs  a n d  c o m m u n i t y  g r o u p s .

N o t  a l l  q u e s t io n s  w e r e  r e l e v a n t  t o  a l l  r e s p o n d e n ts ,  a n d  th u s  n u m b e r s  o f  r e s p o n s e s  

v a r ie d  f r o m  q u e s t io n  t o  q u e s t io n .  F u r t h e r m o r e ,  i t  w a s  s o m e t im e s  d i f f i c u l t  t o  

c a te g o r is e  a  r e s p o n s e  a s  a  y e s  o r  n o  a n s w e r  f o r  q u a n t i t a t i v e  p u r p o s e s .  W h e r e  

re s p o n s e s  c o u ld  n o t  b e  r e l i a b l y  g r o u p e d  i n t o  y e s  /  n o  c a te g o r ie s ,  t h e y  w e r e  n o t  

i n c lu d e d  in  f ig u r e s  g iv e n ,  o r  w h e r e  a p p r o p r ia te  w e r e  s e p a r a t e ly  c a t e g o r is e d  as  

‘ p o s s ib l y , ’ ‘ m a y b e , ’ e tc .  I n  t h is  r e g a r d  th e  a u t h o r  t o o k  g r e a t  c a r e  t o  e n s u r e  t h a t  th e

f ig u r e s  g iv e n  w e r e  n o t  s k e w e d  b y  f o r c i n g  in a p p r o p r ia t e  c a t e g o r is a t io n .  R e s u l t s  o f

2
t h e  a u t h o r ’ s s u r v e y  a re  r e p o r t e d  b e lo w  a lo n g  w i t h  o t h e r  r e l e v a n t  s tu d ie s .

isp -a u stra lia @ lists .isp -lists .co m  list and a u ssie -isp @ a u ssie .n et  list.
" A  fu ller report o f  this su rvey  w as p u b lish ed  in C P en fo ld , ‘Internet C onten t R eg u la tio n  in  
Australia: P erception s T hus F ar’ (June 2 0 0 2 )  4 8 . Computers and Law 24  (and  is in clu d ed  w ith  this 
th esis at append ix  1).
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T h e  o t h e r  m a in  s tu d ie s  h a v e  b e e n  c o n d u c t e d  b y  C h e n , 3 t h e  A u s t r a l i a  I n s t i t u t e , 4 

A is b e t t  f o r  th e  A B A , 5 a n d  th e  A u s t r a l i a n  L i b r a r y  a n d  I n f o r m a t i o n  A s s o c ia t i o n  

( A L I A ) . 6 7 8 I t  m u s t  b e  n o te d  t h a t  a l l  o f  t h e  s tu d ie s  h a v e  i n v o l v e d  v e r y  s m a l l  n u m b e r s  

a n d  a re  th u s  l im i t e d  in  t h e i r  f i n d in g s .  F u r t h e r m o r e ,  th e  s tu d ie s  h a v e  l o o k e d  a t  

d iv e r s e  t o p ic s ,  e a c h  r e le v a n t  t o  i n t e r n e t  c o n t e n t  r e g u la t i o n  i n  A u s t r a l i a ,  b u t  n o t  

c o m p a r a b le  w i t h  o n e  a n o th e r ,  a n d  h e n c e  t h e i r  r e s u l t s  c a n n o t  b e  a g g r e g a te d .  T h e  

s tu d ie s  h a v e  a ls o  b e e n  c o n d u c t e d  a t  d i f f e r e n t  t im e s ,  a n d  w i t h  d i f f e r e n t  

p o p u la t io n s .  H o w e v e r ,  w h i l e  n o n e  o f  th e s e  s tu d ie s  c a n  t e l l  u s  h o w  e f f e c t i v e  th e  

le g is la t i v e  s c h e m e  h a s  b e e n ,  t o g e t h e r  t h e y  p r o v id e  a  g l im p s e  i n t o  s o m e  o f  th e  

e f fe c ts ,  o r  p e r c e iv e d  e f f e c ts ,  o f  t h e  o n l i n e  s e r v ic e s  r e g im e .

1. Concerns about internet content.

I n f o r m a t i o n  r e g a r d in g  c o n c e r n s  a b o u t  i n t e r n e t  c o n t e n t  w a s  c o l le c t e d  as  p a r t  o f  t h e  

I n t e m e t @ H o m e  s t u d y  c o m m is s io n e d  b y  th e  A B A  a n d  c o n d u c t e d  m  A u g u s t  2 0 0 0 ,

O
a n d  i n  a  s t u d y  c o n d u c t e d  b y  t h e  A u s t r a l i a  I n s t i t u t e  i n  F e b r u a r y  2 0 0 3 .  T h e  

I n t e m e t @ H o m e  s u r v e y ,  w h i c h  i n t e r v ie w e d  1 2 0 3  r a n d o m ly  s e le c te d  p e o p le  i n  

A u s t r a l ia ,  f o u n d  t h a t  4 7 %  o f  1 1 - 1 7  y e a r  o ld s  h a d  s e e n  o r  e x p e r ie n c e d  s o m e t h in g  

o f f e n s iv e  o r  d is g u s t in g  o n  th e  in t e r n e t . 9 I t  a ls o  f o u n d  t h a t  a l t h o u g h  7 7 %  o f  a l l  

th o s e  s u r v e y e d ,  a n d  8 4 %  o f  p a r e n ts ,  p e r c e iv e d  s o m e  r i s k s  a s s o c ia te d  w i t h  u s e  o f  

th e  in t e r n e t ,  9 0 %  o f  a l l  th o s e  s u r v e y e d  w i t h  i n t e r n e t  a c c e s s  a t  h o m e  t h o u g h t  t h a t  

th e  a d v a n ta g e s  o f  in t e r n e t  a c c e s s  o u t w e ig h e d  th e  d is a d v a n t a g e s . 10 A c c o r d in g  to  

t h is  s u r v e y  th e  is s u e  o f  g r e a te s t  c o n c e r n  t o  A u s t r a l i a n  in t e r n e t  u s e rs  w a s  f i n a n c ia l

3 Peter C hen, A u stra lia n  A d u lt In d u s try  S u rvey  (2 0 0 2 ) , R eport in clu d ed  as an attachm ent to Peter  
C hen, Centre for P ub lic P o lic y , U n iv ers ity  o f  M elb ourne, S u b m iss io n  to  R e v ie w  o f  th e  o p e ra tio n  o f  
S ch ed u le  5 to  th e  B ro a d c a s tin g  S e rv ic e s  A c t 1 9 9 2  (O ctober 2 0 0 2 )  3 1 -3 8 ; and P eter C hen, S u rvey  
o f  S m a ll IS P s in th e  M e lb o u rn e  A re a  (O ctob er 2 0 0 2 ) ,w ith in  the su b m iss io n  at 12.
4 C live  H am ilton  &  M ich a el F lo o d , A ustralia  Institute, Youth a n d  P o rn o g ra p h y  in A u stra lia ;  
E vid en ce  on th e  ex ten t o f  ex p o su re  a n d  lik e ly  e ffec ts  (February 2 0 0 3 )  and C liv e  H a m ilto n  &  
M ich ael F lood , A ustralia  Institute, P a re n ts  ‘ A ttitu d e s  to  R eg u la tio n  o f  In te rn e t P o rn o g ra p h y  
(March 2003).

A isbett K, T he Internet at H om e, A  report on  internet u se in  the h o m e (2 0 0 1 )  (In tem et@ H o m e)  
< h ttp ://w w w .a b a .g o v .a u /in tem et/resea rch /h o m e>  at 2 4  June 2 0 0 4 .
5 A ustralian  Library and Inform ation  A sso c ia tio n , S u rv e y  o f  in te rn e t a c c e ss  in p u b lic  lib ra ries ,
2002: p re lim in a ry  rep o r t, in clu d ed  in A L IA ’s S u p p le m e n ta ry  S u b m iss io n  to  R e v ie w  o f  the  
o p era tio n  o f  S ch ed u le  5 to  th e  B ro a d c a s tin g  S e rv ic e s  A c t 1 9 9 2  (N o v em b er  2 0 0 2 ) .
7 A isb ett, ab ove n  5.
8 C live  H am ilton  & M ich a el F lo o d , Youth a n d  P o rn o g ra p h y  in A u s tra lia ;  E v id e n c e  on  th e  ex ten t 
o f  ex p o su re  a n d  lik e ly  effects, ab ove n 4.
9 A isb ett, ab ove n 5, 41 (m isreported  as 53%  in C liv e  H a m ilto n  &  F lo o d , Youth a n d  P o rn o g ra p h y  
in A u stra lia ; E v id en ce  on the e x ten t o f  ex p o su re  a n d  lik e ly  effects, ab o v e  n 2 , 12 .)
10 Aisbett, above n 5, 35-37.
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d a n g e r ,  s u c h  a s  f r a u d  a n d  c r e d i t  c a r d  t h e f t ,  w h i c h  w a s  r e p o r t e d  b y  5 4 %  o f  

r e s p o n d e n ts .11 12 13 P e r s o n a l  d a ta  m is u s e  a n d  p r i v a c y  is s u e s  w e r e  t h e  s e c o n d  g re a te s t

c o n c e r n ,  n o m in a t e d  b y  4 5 %  o f  r e s p o n d e n ts ,  w h i l e  e x p o s u r e  o f  c h i l d r e n  t o  c o n te n t

12
f o l l o w e d  as t h e  t h i r d  la r g e s t  c o n c e r n ,  n o m in a t e d  b y  2 7 %  o f  r e s p o n d e n ts .  

C o n c e r n s  a ls o  in c lu d e d  r a c i s t  m a t e r ia l  a n d  p r o p a g a n d a  o n  t h e  in t e r n e t ,  u n s o l i c i t e d  

e m a i l ,  a n d  th e  p o s s i b i l i t y  o f  e n c o u n t e r in g  u n d e s i r a b le  p e o p le  o n  t h e  in t e r n e t .

P a r e n ts  w e r e  m o r e  c o n c e r n e d  a b o u t  c o n t e n t ,  a n d  a b o u t  c h i l d  r e la t e d  r is k s ,  t h a n  

w e r e  th o s e  w i t h o u t  c h i l d r e n . 14 P a r e n ts  w e r e  c o n c e r n e d  a ls o  a b o u t  t h e i r  i n a b i l i t y  to  

l i m i t  o r  c o n t r o l  c o n t e n t  a v a i la b le  o n  th e  in t e r n e t ,  a  l a c k  o f  c o n s u m e r  in f o r m a t i o n  

b y  w h i c h  to  j u d g e  s u i t a b i l i t y  ( ie  n o  c la s s i f i c a t io n  s c h e m e  t o  i n f o r m  p a r e n t s ) ,  t h e  

e a s e  o f  a c c e s s  t o  t h e  in t e r n e t ,  a n d  t h e  l a c k  o f  t i m i n g  c o n s t r a in t s  o r  c o n t r o ls  ( s u c h  

as n o t h in g  a d u l t  a p p e a r in g  o n  t e le v i s i o n  b e f o r e  9 p m  e tc ) .  C o n c e r n s  w e r e  as  b r o a d  

as in t e r n e t  u s e  w a s t in g  t im e ,  t y i n g  u p  p h o n e  l in e s ,  a n d  i n t e r f e r i n g  w i t h  

h o m e w o r k . 15

T h e  A u s t r a l i a  I n s t i t u t e  a ls o  e x a m in e d  c o n t e n t  c o n c e r n s ,  b y  s u r v e y in g  3 7 7  

h o u s e h o ld s  in  F e b r u a r y  2 0 0 3 . 16 17 18 R e s p o n d e n ts  w e r e  a s k e d :  ‘ A r e  y o u  c o n c e r n e d  o r  

n o t  c o n c e r n e d  a b o u t  y o u r  c h i l d  s e e in g  u n s u i t a b le  m a t e r ia l  s u c h  a s  p o r n o g r a p h y  o n

1 7
th e  in t e r n e t ? ’ 6 1 %  w e r e  v e r y  c o n c e r n e d ,  a n d  8 5 %  o v e r a l l  w e r e  c o n c e r n e d .

I n t e r e s t in g ly ,  r e s p o n d e n ts  i n  h o u s e h o ld s  w i t h  i n t e r n e t  a c c e s s  w e r e  le s s  c o n c e r n e d

18
a b o u t  t h is  t h a n  th o s e  in  h o u s e h o ld s  w i t h o u t  in t e r n e t  a c c e s s .

T h e  A u s t r a l i a n  L i b r a r y  a n d  I n f o r m a t i o n  A s s o c ia t i o n  ( A L I A )  c o n d u c t e d  a  s u r v e y  

o f  p u b l i c  l i b r a r ie s  i n  2 0 0 2 ,  r e c e iv i n g  r e s p o n s e s  f r o m  9 1  l i b r a r y  s e r v ic e s ,  w h i c h  

c o v e r  a  t o t a l  o f  4 5 5  b r a n c h e s ,  a n d  a lm o s t  2 0 0 0  p u b l i c  a c c e s s  in t e r n e t  t e r m in a ls . 19 

S i x t y  p e r c e n t  o f  l i b r a r y  s e r v ic e s  r e s p o n d in g  t o  t h i s  s u r v e y  r e p o r t e d  r e c e iv i n g

11 Ibid  38.
12 Ibid.
13 Ibid.
14 Ibid.
15 Ibid, ch  3.
16 H am ilton  & F lo o d , A ustralia  Institute, P a r e n ts ' A ttitu d e s  to  R e g u la tio n  o f  In te rn e t P o rn o g ra p h y , 
ab ove n 4.
17 Ibid.
18 Ibid at footn ote 3.
19 A ustralian  Library and Inform ation  A sso c ia tio n , ab ove n 6.
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c o m p la in t s  a b o u t  in t e r n e t  c o n t e n t . 20 21 M o s t  c o m p la in t s  a b o u t  c o n t e n t  c o n c e r n e d  

s e x u a l l y  e x p l i c i t  m a t e r ia l ,  w h i l e  s o m e  c o n c e r n e d  v io le n c e ,  r a c i s m ,  g a m b l in g ,  

a d v e r t is in g ,  j u n k  m a i l ,  a n d  c h i l d r e n  i n  c h a t  r o o m s .  T h e  m a j o r i t y  o f  n e g a t iv e  

c o m m e n ts  w h i c h  l i b r a r ie s  r e c e iv e d  a b o u t  t h e  in t e r n e t  r e la t e d  h o w e v e r  t o  t e c h n ic a l  

a n d  s e r v ic e  is s u e s ,  w i t h  c o m p la in t s  r e c e iv e d  f o r  e x a m p le  a b o u t  s lo w  c o n n e c t io n s  

a n d  r e s t r ic t e d  a c c e s s  t o  th e  in t e r n e t . 22 L i b r a r y  s e r v ic e s  r e p o r t e d  t h a t  t h e y  w e r e  a b le  

to  d e a l  d i r e c t l y  w i t h  a l l  c o m p la in t s  a n d  n o n e  n e e d e d  t o  c o m p la in  t o  t h e  A B A .

2. What is or should be done about these concerns?

T h e  I n t e m e t @ H o m e  s t u d y  f o u n d  t h a t  m o s t  o f  t h e  s u r v e y e d  f a m i l i e s  w h o  h a d  

h o m e  in t e r n e t  a c c e s s  u s e d  a  v a r i e t y  o f  s t r a te g ie s  t o  p r o t e c t  c h i l d r e n  f r o m  

a c c e s s in g  u n s u i t a b le  i n t e r n e t  c o n t e n t . 23 S i x t y  s e v e n  p e r c e n t  o f  h o m e s  w i t h  

c h i ld r e n  a n d  w i t h  i n t e r n e t  c o n n e c t io n s  c la im e d  t o  h a v e  r u le s  f o r  i n t e r n e t  u s e .24 25 

S t r a te g ie s  in c lu d e d  t h e  u s e  o f  f i l t e r  t o o ls  a n d  s a fe  s i te s ,  s p y - w a r e ,  r u le s  a b o u t  

u s in g  th e  in t e r n e t  o n l y  w i t h  a n  a d u l t  p r e s e n t ,  o n l y  a t  s p e c i f i c  t im e s ,  o n l y  a t  

s p e c i f i c  s i te s  e tc .  C h i ld r e n  r e p o r t e d  t a k in g  im m e d ia t e  a c t io n  s u c h  a s  e x i t i n g  a  

s i te  o r  d e le t in g  a  f i l e  i f  t h e y  e n c o u n te r e d  u n d e s i r a b le  c o n t e n t  o n  t h e  in t e r n e t ,  a n d  

4 4 %  o f  c h i ld r e n  r e p o r t i n g  e x p o s u r e  t o  u n w a n te d  c o n t e n t  t o l d  a  p a r e n t  o f  s u c h  

e x p e r ie n c e s .26 27 A l t h o u g h  s u r v e y  r e s p o n d e n ts  r e p o r t e d  s i g n i f i c a n t  le v e ls  o f  c o n c e r n  

r e g a r d in g  in t e r n e t  c o n t e n t ,  i t  is  c le a r  t h a t  f e w  o f  t h e m  s a w  a v a i la b le  f i l t e r s  as  a n  

a p p r o p r ia te  s a fe - g u a r d .  W h i l e  i n s t a l l i n g  a  f i l t e r  w a s  t h e  a c t io n  m o s t  c o m m o n ly  

ta k e n  t o  p r e v e n t  o r  m in i m i z e  e x p o s u r e  t o  p o r n o g r a p h ic  c o n t e n t ,  o n l y  1 7 %  o f  

p a re n ts  r e p o r te d  u s in g  s u c h  s o f t w a r e  t o  b l o c k  c o n t e n t .  T h is  f i g u r e  is  b a c k e d  u p

20 G enerally  b etw een  1 and 10 com p la in ts per year. Ib id  5.
21 O ften  this last is com p la in t about other library users rather than com p la in t about internet conten t 
per se. Ibid 5.
22 Ibid 2.
23 1 86 responses w ere g iv en  b y  p eo p le  w ith  ch ildren  under 18 at h o m e, and w ith  h o m e internet 
a ccess, A isbett, above n 5, 48 .
24 Ibid 49.
25 T his survey w as con d ucted  in A u g u st 2 0 0 0 , and sh o w s that e v e n  at that stage fa m ilies  w ere  
already u sin g  a broad range o f  m ethod s o f  con tro lling , a ssistin g , or p rotectin g  ch ild ren  from  
exposure to conten t u nsu itab le for them . Ibid  4 8 -6 1 .
26 Ibid 4 7 -4 8 . T he total num ber here is u nclear from  the report.
27 Ibid 48 . O f  a total 186 parents w ith  internet at hom e.
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b y  a t  le a s t  o n e  IS P  w h i c h  r e p o r t e d  v e r y  l i t t l e  in t e r e s t  o r  u p t a k e  w h e n  f i l t e r s  w e r e  

o f f e r e d  t o  s u b s c r ib e r s .28 29 30

M o s t  h o u s e h o ld s  s e e m  t h e n  t o  h a v e  s o m e  s t r a te g ie s  i n  p la c e  f o r  p r o t e c t in g  a g a in s t  

u n w a n te d  o r  i n a p p r o p r ia t e  in t e r n e t  c o n te n t ,  b u t  m a n y  r e m a in  c o n c e r n e d  a b o u t  

e x p o s u r e  to  t h a t  c o n te n t ,  a n d  w o u ld  w e lc o m e  o u t s id e  a s s is ta n c e  w i t h  c o n t r o l l i n g  

i t .  A n  A u s t r a l i a  I n s t i t u t e  s t u d y ,  w h i c h  s u r v e y e d  h o u s e h o ld s  i n c l u d i n g  a t  le a s t  1 

p e r s o n  b e tw e e n  1 2  a n d  1 7  y e a rs  o f  a g e , a s k e d  ‘ W o u l d  y o u  s u p p o r t  a  s y s te m  w h i c h  

a u t o m a t i c a l l y  f i l t e r e d  o u t  I n t e r n e t  p o r n o g r a p h y  g o in g  i n t o  h o m e s  u n le s s  a d u l t

29
u s e rs  a s k e d  o t h e r w is e ? ’ t o  w h i c h  9 3 %  o f  p a r e n t s  r e s p o n d e d  t h a t  t h e y  w o u ld .  

A l t h o u g h  th e  q u e s t io n  w a s  s e r i o u s ly  f l a w e d  (s e e  b e lo w ) ,  t h e  r e s p o n s e  s u g g e s ts  

n o n e th e le s s  t h a t  m a n y  w o u ld  l i k e  th e  c o n t r o l  o v e r  i n t e r n e t  c o n t e n t  t o  b e  

a d m in is t e r e d  e ls e w h e r e ,  l i f t i n g  t h e  b u r d e n  f r o m  t h e m s e lv e s .

E ig h t y  f i v e  p e r c e n t  o f  r e s p o n d e n ts  t o  th e  A u s t r a l i a  I n s t i t u t e  s u r v e y  w o u l d  a ls o

■j a  ,
s u p p o r t  h ig h  s c h o o ls  e d u c a t in g  s tu d e n ts  a b o u t  p o r n o g r a p h y .  T h is  w a s  e v id e n t  

a ls o  in  f in d in g s  o f  th e  l n t e m e t @ H o m e  s t u d y  i n  w h i c h  s c h o o ls  w e r e  n o m in a t e d  b y  

o v e r  4 0 %  o f  p a r e n ts  as  a p p r o p r ia te  s i te s  f r o m  w h i c h  t o  d i s t r i b u t e  in f o r m a t i o n  

a b o u t  in t e r n e t  u s e  a n d  r e la t e d  p a r e n t in g  is s u e s .31

I t  s h o u ld  b e  n o t e d  t h a t  w h i l e  t h e  A u s t r a l i a  I n s t i t u t e  s u r v e y s  m a y  g i v e  s o m e  h e lp f u l  

i n f o r m a t io n  r e l a t i n g  t o  c o n t e n t  c o n t r o l ,  s e r io u s  c o n c e r n s  a r is e  i n  r e l a t i o n  t o  th e  

s u r v e y  i t s e l f .  F o r  e x a m p le ,  th e  q u e s t io n  a s k in g  w h e t h e r  r e s p o n d e n ts  w o u ld  

s u p p o r t  a  s y s te m  w h i c h  b lo c k s  p o r n o g r a p h y ,  s u g g e s ts  t o  r e s p o n d e n ts  t h a t  s u c h  

b l o c k in g  is  p o s s ib le .  I t  f a i l s  t o  a s k  r e s p o n d e n ts  w h e t h e r  t h e y  w o u l d  s u p p o r t  s u c h  

b l o c k in g  i f  i t  m e a n t  t h a t  m u c h  in n o c u o u s  m a t e r ia l  w o u l d  a ls o  b e  b lo c k e d ,  a n d  

w h a t  e r r o r  r a te s  f o r  b o t h  u n d e r - b lo c k in g  a n d  o v e r - b lo c k in g  w o u l d  b e  a c c e p ta b le

28 ‘A B ig P o n d  sp o k esm an  said  cu stom ers w ere o ffered  filter ing  softw are a u tom atica lly  w h en  they  
com p leted  registration  form s on line. T h e sp o k esm an  sa id  d esp ite  o ffer in g  a free trial o f  on e o f  the 
m ost reco g n ised  filters, the m ajority o f  B igP on d 's 1.2 m illio n  cu stom ers had o p ted  n ot to 
dow n load , [em ph asis added] “M o st p eo p le  aren't in terested  in  it, that is our ex p er ie n c e ,” h e sa id .’ 
S teven  W ardill, C onsu m er A ffa irs  R eporter, ‘C ode to p u sh  Internet p o m  out o f  re a ch ’ Courier 
Mail, 13 M ay  2 0 0 2 , q uoted  in  E lectron ic Frontiers A ustra lia  Inc, Submission to Review of the 
operation of Schedule 5 to the Broadcasting Services Act 1992 (N o v  2 0 0 2 )  21 o f  27 .
29 H am ilton  & F lo o d , Parents 'Attitudes to Regulation of Internet Pornography, ab o v e  n  4.
30 Ibid.
31 A isb ett, ab ove n 5, 7 2 -7 4 .
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t o  th e m .  S e c o n d ly ,  th e  q u e s t io n  d o e s  n o t  d e f in e ,  n o r  a s k  r e s p o n d e n ts  t o  d e f in e ,  

w h a t  t h e y  m e a n  b y  p o r n o g r a p h y .  T h i r d l y  t h e  r i d e r  ‘ u n le s s  t h e y  a s k  f o r  i f  f a i l s  to  

e x p la in  w h a t  a d u l t s  m ig h t  n e e d  t o  d o  t o  a s k  f o r  i t .  O t h e r  q u e s t io n s  in c lu d e d  i n  th e  

A u s t r a l i a  I n s t i t u t e  s u r v e y s  r a is e  s i m i l a r  c o n c e r n s .  H o w e v e r ,  e v e n  t a k in g  a c c o u n t  

o f  t h e  f la w e d  n a tu r e  o f  t h e  q u e s t io n in g ,  i t  is  a p p a r e n t  f r o m  th e s e  s u r v e y s  t h a t  t h e r e  

is  c o n c e r n ,  a n d  t h a t  p a r e n t s  a n d  o th e r s  w o u l d  l i k e  a s s is ta n c e  i n  d e a l in g  w i t h  th e  

p r o b le m s  t h e y  e n c o u n t e r  o r  a n t ic ip a te  r e g a r d in g  o n l i n e  c o n te n t .

3. Extent of knowledge and understanding of the online services regime.

N o  s ta t is t ic s  s h o w  th e  e x t e n t  t o  w h i c h  t h e  r e g im e  f o r  o n l i n e  c o n t e n t  c o n t r o l  is  

u n d e r s to o d  b y  e i t h e r  th e  in t e r n e t  i n d u s t r y  o r  t h e  c o m m u n i t y ,  b u t  s u r v e y s  s h o w  

a w a re n e s s  o r  u n d e r s t a n d in g  o f  d i f f e r e n t  a s p e c ts  o f  t h e  s c h e m e .  I n  C h e n ’ s s u r v e y  

o f  t w e n t y  f i v e  s m a l l  IS P s  i n  M e lb o u r n e ,  a l l  r e s p o n d e n ts  c la im e d  t o  b e  a w a r e  o f  

th e  r e q u i r e m e n t s  o f  th e  Online Services Act, b u t  i n  f a c t  m a n y  w e n t  b e y o n d  th e  

le g a l  r e q u i r e m e n t s  o f  t h e  Act, a n d  w e r e  m o n i t o r i n g  a n d / o r  r e m o v in g / r e f u s in g  t o  

h o s t / c a r r y  c o n t e n t  t h e y  s a w  as  p r o b le m a t ic .  T h e  A u s t r a l i a n  L i b r a r y  a n d  

I n f o r m a t io n  A s s o c ia t i o n  ( A L I A )  s ta te d  t h a t  le s s  t h a n  o n e  t h i r d  o f  l i b r a r ie s

33
s u r v e y e d  w e r e  a w a r e  o f  N e t A l e r t  a n d  t h a t  e v e n  f e w e r  ( 8 % )  u s e  o r  h a v e  u s e d  i t .

T h e  I n t e m e t @ H o m e  s t u d y  a s k e d  a b o u t  t h e  m a in  s o u r c e s  f r o m  w h i c h  r e s p o n d e n ts  

g o t  i n f o r m a t io n  a b o u t  th e  in t e r n e t .  6 0 %  o f  p a r e n ts  s a id  t h e y  h a d  r e a d  a d v ic e  a b o u t  

c h i ld r e n  u s in g  t h e  in t e r n e t ,  m o s t  c o m m o n ly  i n  n e w s p a p e r s  o r  m a g a z in e s . 32 * 34 2 7 %  

h a d  r e c e iv e d  i n f o r m a t i o n  f r o m  th e  in t e r n e t  i t s e l f ,  w h i l e  1 5 %  h a d  r e c e iv e d  

i n f o r m a t i o n  f r o m  t h e i r  I S P . 35 36 M o s t  o f  t h e  la t t e r  g r o u p  w e r e  th o s e  m o s t  r e c e n t l y

T A
c o n n e c te d  t o  t h e  in t e r n e t .

4. Responses to and effects of the online services regime.

S u r v e y s  c o n d u c te d  b y  C h e n  a n d  b y  th e  a u t h o r  a s k e d  v a r i o u s  g r o u p s  o f  i n d u s t r y  

p a r t i c ip a n t s  a b o u t  t h e i r  r e s p o n s e s  t o  t h e  Act a n d  C o d e s .  T h e  la t t e r  s u r v e y  f o u n d  

t h a t  le s s  t h a n  h a l f  o f  t h e  i n d u s t r y  r e s p o n d e n ts  h a d  m a d e  a n y  c h a n g e s  t o  p o l i c y  o r

32 N o te  problem atic, not illeg a l to  host. Peter C hen, Survey of Small ISPs in the Melbourne Area, 
ab ove n 3.
3j A ustralian  Library and Inform ation  A sso c ia tio n , ab ove n 6, 5.
14 A ustralian  B roadcasting  A uthority, ab ove n 5, 73 .
,:i Ibid.
36 Ibid.
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p r a c t ic e  as a  r e s u l t  o f  t h e  Act a n d  C o d e s .37 38 * C h a n g e s  w h i c h  h a d  b e e n  m a d e  

in c lu d e d  m o v i n g  c o n t e n t  o v e rs e a s ,  u s in g  a n o n y m o u s  p r o x y  s e r v e r s ,  e n s u r in g  Act 

a n d  C o d e  c o m p l ia n c e  ( s u c h  as c h e c k in g  s u b s c r ib e r s  a re  o v e r  1 8  y e a rs  o f  a g e  o r  

h a v in g  p a r e n ts  s ig n  a p p l i c a t io n  f o r m s ) ,  p u t t i n g  i n f o r m a t i o n  r e g a r d in g  t h e  Online 

Services Act a n d  C o d e s  o n  IS P  w e b s i t e s ,  p r o v i d i n g  l i n k s  t o  s u c h  i n f o r m a t i o n  o n

'i  o

o t h e r  s i te s ,  a n d  s e l l i n g  o r  a d v is in g  o n  f i l t e r  s o f t w a r e .  O t h e r  a c t io n  in c lu d e d  

r e s t r i c t i n g  w e b  c o n t e n t  i n  v a r io u s  w a y s ,  s u c h  as  r e f u s in g  t o  h o s t  a n y t h in g  

c o n t r o v e r s ia l  a n d  r e m o v in g  p u b l i c  s e r v ic e  w e b  h o s t in g .  I t  is  n o t  c le a r  h o w e v e r  

w h a t  im p a c t  t h is  h a s  h a d  o n  c o m m u n i t y  g r o u p s ,  i n d i v i d u a l s ,  o r  b u s in e s s e s  w h o  

p r o v id e  c o n te n t ,  n o r  o n  t h e  a v a i l a b l i l i t y  o f  c o n t e n t  t o  u s e rs .  I n d u s t r y  r e s p o n d e n ts  

w e r e  m o r e  l i k e l y  t o  v i e w  th e  c h a n g e s  t o  p o l i c ie s  o r  p r a c t ic e s  a s  a  r e s u l t  o f  t h e  Act 

o r  C o d e s  as t r i v i a l  t h a n  as  s i g n i f i c a n t . 40

C h e n ’ s s u r v e y  o f  t h e  a d u l t  in d u s t r y 41 a ls o  f o u n d  s o m e  c h a n g e s ,  i n c l u d in g  

r e s p o n d e n ts  h a v in g  r e m o v e d  o r  m o d i f i e d  c o n t e n t , 42 a d d e d  w a r n i n g s , 43 o r  p la c e d  

m a t e r ia l  b e h in d  r e s t r i c t e d  a c c e s s  s y s te m s .44 A  d o - n o t h in g  o r  a v o id a n c e  a p p r o a c h  

to  th e  Online Services Act w a s  m o r e  c o m m o n  h o w e v e r .  C h e n ’ s s u r v e y  f o u n d  t h a t  

in  r e s p o n s e  to  t h e  Act 2 6  o f  6 0  r e s p o n d e n ts  h a d  t a k e n  n o  a c t io n  a t  a l l ,  w h i l e  1 7  o f  

th e  6 0  r e s p o n d e n ts  h a d  r e m o v e d  c o n t e n t  o f f s h o r e  t o  a v o id  t h e  Act's 

r e q u i r e m e n t s , 45

T h e  f e w  c h a n g e s  w h i c h  m a y  h a v e  o c c u r r e d  a re  p e r c e iv e d  h o w e v e r  t o  h a v e  h a d  

l i t t l e  im p a c t  o n  t h e  c o n t e n t  a v a i la b le  t o  A u s t r a l i a n  u s e rs  o f  t h e  in t e r n e t .  I n  th e  

s u r v e y  c o n d u c t e d  b y  th e  a u th o r ,  th e  g r e a t  m a j o r i t y  o f  r e s p o n d e n ts  t h o u g h t  t h a t

37 17 o f  33 . R esp ond en ts to  this su rvey  tota lled  100 , but not all q u estio n s w ere re levant to all 
participants, and thus resp o n ses to ind ividual q u estion s are lik e ly  to  b e  few er . F or m ore d etail see  
P en fo ld , ab ove n 2 (and  attached  as append ix  1).
38 Ibid.

3q Ibld'
40 Ibid, T rivia l only: 9 , sign ifican t: 6, in b etw een : 8.
41 ‘A dult Industry’ is n ot d efin ed  in  the survey report, but p resu m ab ly  it in c lu d es th o se  p rovid in g  
adult (erotic and p ornographic) content, as C hen  n otes that the su rvey  fo cu ses  on  the adult industry  
as ‘the regulation  o f  adult (erotic and pornographic) con ten t w a s the core a im  o f  the en acted  
le g is la t io n .’ Peter C hen, Australian Adult Industry Survey, a b o v e  n 3, 31 .
42 9 o f  60 . Peter C hen, Australian Adult Industry Survey, ab ove n  3, 33 .
43 Ibid 10 o f  60.
44 Ibid 6 o f  60.
45 Ibid.
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t h e r e  h a d  b e e n  n o  c h a n g e  t o  th e  in t e r n e t  c o n t e n t  a v a i la b le  as  a  r e s u l t  o f  t h e  Act 

a n d  th e  C o d e s ,46 t h e r e  h a d  b e e n  n o  c h a n g e  i n  th e  a b i l i t y  t o  a c c e s s  c o n t e n t  as  a  

r e s u l t  o f  e x t e r n a l  c o n t r o ls  s u c h  as  r e m o t e  f i l t e r i n g  o r  p a s s w o r d  p r o t e c t io n  o f  

s i t e s ,47 48 a n d  t h e r e  h a d  b e e n  n o  c h a n g e  i n  u s e r s ’ a b i l i t y  t o  c o n t r o l  a c c e s s  f o r  

th e m s e lv e s  o r  f o r  t h e i r  c h i ld r e n .

T h e s e  f i n d in g s  a re  s u p p o r te d  b y  a n  A u s t r a l i a  I n s t i t u t e  s u r v e y . 49 R e g a r d in g  

p o r n o g r a p h y ,  t h e  A u s t r a l i a  I n s t i t u t e  n o te s  th e  la c k  o f  c o n t e n t  c o n t r o l  c o n t in u i n g  

u n d e r  th e  o p e r a t io n  o f  th e  Online Services Act. I n  i t s  s u r v e y  o f  2 0 0  y o u t h s ,  8 4 %  

o f  b o y s  a n d  6 0 %  o f  g i r l s  r e p o r t e d  a c c id e n ta l  e x p o s u r e  t o  s e x  s i te s  o n  th e  

in t e r n e t . 50 T h e  I n s t i t u t e  a s s e r ts  t h a t  th e  ‘ e x i s t i n g  r e g u la t o r y  s c h e m e  c a n  h a v e  n o  

im p a c t  o n  th e  v o lu m e  o f  p o m  a v a i la b le ,  o r  e v e n  o n  t h e  s u b  s e t  o f  i n t e r n e t  s e x  s i te s  

w h i c h  p o r t r a y  e x t r e m e  m a t e r ia l .  T h e r e  is  n o  e v id e n c e  t h a t  c h i l d r e n  a n d  y o u n g  

p e o p le  a re  b e in g  im p e d e d  f r o m  a c c e s s in g  o r  p r o t e c t e d  f r o m  e x p o s u r e  t o  m a t e r ia l  

o n  th e  i n t e r n e t . . . ’ 51 52

B .  Review of the Act

I n  a d d i t i o n  to  t h e  s tu d ie s  d is c u s s e d  a b o v e ,  p e r c e p t io n s  o f  t h e  o p e r a t io n  a n d  e f f e c ts  

o f  t h e  o n l i n e  s e r v ic e s  r e g im e  m a y  b e  f o u n d  i n  s u b m is s io n s  t o  a  R e v ie w  o f  th e  

Online Services Act. S e c t io n  9 5  o f  t h e  Act i n c lu d e s  a  r e q u i r e m e n t  t h a t  t h e  s c h e m e  

b e  r e v ie w e d  w i t h i n  3  y e a rs .  C o n s e q u e n t ly  a n  Is s u e s  P a p e r  w a s  r e le a s e d  b y  th e  

D e p a r t m e n t  o f  C o m m u n ic a t io n s ,  I n f o r m a t i o n  T e c h n o lo g y  a n d  t h e  A r t s ,  w i t h  

s u b m is s io n s  i n v i t e d  t o  b e  lo d g e d  b y  N o v e m b e r  2 0 0 2 .  W h i l e  a  r e p o r t  o f  t h e  

R e v ie w  h a s  n o w  b e e n  is s u e d ,  i t  is  s u b m is s io n s  t o  th e  R e v ie w  w h i c h  g i v e  t h e  m o s t  

i n f o r m a t i o n  r e g a r d in g  t h e  o p e r a t io n  a n d  e f f e c t s  o f  t h e  s c h e m e ,  a n d  p e r c e p t io n s  o f

4 2 :1 6 . P en fo ld , ab o v e  n 2, 25.
47 Ibid 2 6 , 51:6.
48 Ibid 2 6 , 37:17 .
49 H am ilton  &  F lo o d , A ustralia  Institute, Youth and Pornography in Australia; Evidence on the 
extent of exposure and likely effects, ab o v e  n  4.
50 Ibid v i. 38%  o f  b o y s and 2%  o f  g irls a lso  reported  actu ally  h av in g  searched  for su ch  sites.
51 H am ilton  &  F lo o d , A ustralia  Institute, Regulating Youth Access to Pornography (M arch  2 0 0 3 )
7.
52 D epartm ent o f  C om m u n ication s, In form ation  T e ch n o lo g y  and the A rts, A review of the 
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th o s e .  T h u s  th o s e  s u b m is s io n s  a re  d is c u s s e d  a t  le n g t h .  T h is  is  f o l l o w e d  b y  

r e fe r e n c e  to  th e  f i n d in g s  o f  t h e  R e v ie w ,  w h i c h  g iv e  y e t  a n o th e r  p e r s p e c t iv e  o n  th e  

e f f e c ts  a n d  o p e r a t io n  o f  t h e  o n l in e  s e r v ic e s  r e g im e .

O n ly  2 6  s u b m is s io n s  w e r e  m a d e  t o  t h e  R e v ie w , 53 c o m p a r e d  w i t h  w e l l  o v e r  1 0 0  

s u b m is s io n s  m a d e  t o  t h e  S e n a te  e n q u i r y  p r e c e d in g  t h e  1 9 9 9  p a s s a g e  o f  t h e  Act5* 

T h e  s ig n i f i c a n c e  o f  t h is  is  u n c le a r .  I t  m a y  b e  t h a t  t h e  R e v ie w  w a s  le s s  p u b l i c i z e d  

t h a n  th e  i n i t i a l  e n q u i r y ,  t h a t  w i t h  th e  l e g is la t i o n  a l r e a d y  e n a c te d  t h e  u r g e n c y  o f  

s p e a k in g  o u t  w a s  lo s t ,  o r  t h a t  m e r e ly  t h r o u g h  th e  p a s s a g e  o f  t im e  th e  is s u e  h a d  

lo s t  i t s  g lo s s  a n d  in te r e s t .  I t  m a y  s u g g e s t  t h a t  c o m m u n i t y  c o n c e r n  h a s  b e e n  a l la y e d  

b y  th e  o p e r a t io n  o f  t h e  Act i n  i t s  f i r s t  3  y e a rs ,  a n d  t h a t  th o s e  w i t h  a n  in t e r e s t  i n  

o n l i n e  c o n t e n t  r e g u la t i o n  is s u e s  a re  s a t i s f ie d  w i t h  t h e  c u r r e n t  s c h e m e .  

A l t e r n a t i v e l y ,  th o s e  w h o s e  v ie w s  w e r e  m a r g in a l i s e d  o r  i g n o r e d  b y  t h e  e a r l i e r  

e n q u i r y  m a y  n o t  h a v e  f e l t  i t  w o r t h w h i l e  t o  m a k e  a  s u b m is s io n  t o  t h is  r e v ie w .

F r o m  a  G o v e r n m e n t  p o in t  o f  v i e w  h o w e v e r ,  t h e  s m a l l  n u m b e r  o f  s u b m is s io n s  m a y  

s ig n a l ,  a t  th e  v e r y  le a s t ,  a  w i l l i n g n e s s  t o  a c c e p t  q u i e t l y  t h e  c u r r e n t  s c h e m e .

Is s u e s  r a is e d  i n  s u b m is s io n s  t o  t h e  R e v ie w  a re  s u m m a r iz e d  b e lo w ,  a n d  n o  a t t e m p t  

is  m a d e  a t  t h is  s ta g e  t o  a n s w e r  o r  d e a l  w i t h  t h e  p o in t s  r a is e d ;  t h i s  is  l e f t  t o  th e  

f o l l o w i n g  c h a p te r s .  T h e  a im  is  r a t h e r  to  r e p o r t  o n  t h e  m a in  t h e m e s  a r i s in g  i n  

s u b m is s io n s ,  a n d  p a r t i c u l a r l y  o n  th o s e  id e a s  o r  is s u e s  w h i c h  w e r e  r a is e d  

r e p e a te d ly .  T h u s  p o in t s  m a d e  m o r e  s p e c i f i c a l l y  b y  p a r t i c u la r  a u th o r s  m a y  b e  

g e n e r a l is e d  t o  e n a b le  a  b r o a d e r  d e s c r ip t i o n  o f  t h e  is s u e s ,  t h e m e s ,  c r i t i c i s m s ,  a n d  

s u g g e s t io n s  a r i s in g ,  r a t h e r  t h a n  r e p o r t i n g  i n  d e t a i l  o n  e a c h  s u b m is s io n  m a d e .

1. Submissions to the Review>

A  c e r t a in  c o s in e s s  is  a p p a r e n t  i n  a  n u m b e r  o f  R e v ie w  s u b m is s io n s  w h i c h  

g l o w i n g l y  r e p o r t  o n  th e  s u c c e s s  o f  t h e  Online Services Act. T h o s e  w h o  m i g h t  b e  

c a l le d  ‘ k e y  s ta k e  h o ld e r s , ’ ( o r  a l t e r n a t i v e l y  ‘ t h e  i n - c r o w d ’ )  a p p e a r  k e e n  t o  s u p p o r t

S u b m ission s are a v a ilab le  at < h ttp ://w w w .d c ita .g o v .a u /A r t ic le /0 ,,0 _ l-2 _ 1 0 -3  4 8 1 -
4 1117 3 6 ,0 0 .h tm l>  at 29  June 2 0 0 4 .
"* 4 T he com m ittee  rece iv ed  104 w ritten su b m issio n s, and heard from  33 w itn e sse s  in  four pub lic  
hearings. Senator Jeannie Ferris, In troduction  to the S e lect C om m ittee  R eport, Report of Senate 
Select Committee on Information Technologies. (M ay  1999).
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th e  c u r r e n t  s c h e m e .  S o m e  o f  t h e i r  s u b m is s io n s  a re  e n t i r e l y  s e l f - c o n g r a t u la t o r y  a n d  

n o n - a n a ly t i c a l ,  w i t h  c o m m e n ts  h i g h l y  r e p e t i t i v e  o f  o n e  a n o th e r .  T h e  s u b m is s io n  

o f  N e t  A le r t ,  t h e  b o d y  e s ta b l is h e d  t o  u n d e r t a k e  c o m m u n i t y  e d u c a t io n  a c t i v i t i e s  as 

p a r t  o f  t h e  in t e r n e t  r e g u la t o r y  r e g im e ,  is  a  g o o d  e x a m p le  o f  t h i s . 55 I t s  s u b m is s io n  

in c lu d e s  n o t h in g  s u b s t a n t iv e  a t  a l l ,  b u t  c la im s  t h a t  t h e  s c h e m e  is  ‘ w i d e l y  r e g a r d e d  

.as h a v in g  a c h ie v e d  s u c c e s s fu l  o u t c o m e s ,  a n d  h a s  b e c o m e  a  b e n c h m a r k  f o r  m a n y  

j j u r i s d i c t i o n s  a r o u n d  th e  w o r l d . . . ’ 56 ‘ T h e  s c h e m e  h a s  p r o v e n  t o  p r o v id e  a n  

( e x c e l le n t  b a la n c e . . .  ’ [ a n d  t h e r e  is ]  ‘ . .  . v e r y  h i g h  r e g a r d  f o r  t h e  s c h e m e  [ i n ]  

(o v e rs e a s  j u r i s d i c t i o n s ’ 57 [ I t  i s ]  ‘ w i d e l y  a c c e p te d  b o t h  i n  A u s t r a l i a  a n d  

i n t e r n a t i o n a l l y ,  t h a t  t h e  A u s t r a l i a n  m o d e l  h a s  d e v e lo p e d  i n t o  o n e  t h a t  w o r k s  

( e x t r e m e ly  w e l l . ’ 58

T h e  I n t e r n e t  I n d u s t r y  A s s o c ia t io n ,  w h i c h  s e e s  i t s e l f  a s  l a r g e l y  r e s p o n s ib le  f o r  

h a v i n g  h e a d e d - o f f  t h e  g o v e r n m e n t ’ s m o r e  s e r io u s  in t e r n e t  c e n s o r s h ip  p la n s ,  a n d  

w h i c h  i t s e l f  h a s  f a v o u r e d  s ta tu s  as  r e p r e s e n ta t iv e  o f  t h e  A u s t r a l i a n  in t e r n e t  

i in d u s t r y ,  m a k e s  s im i l a r  c la im s .  A c c o r d in g  t o  t h e  I I A  ‘ A u s t r a l i a  c a n  r i g h t l y  b e  s a id  

tco p o s s e s s  o n e  o f  t h e  m o s t  a d v a n c e d  s y s te m s  o f  i n t e r n e t  g o v e r n a n c e  i n  t h e  w o r l d  

. . .  la r g e ly  as a  r e s u l t  o f  d ia lo g u e  b e tw e e n  g o v e r n m e n t ,  i n d u s t r y  a n d  c o m m u n i t y . 59 

T e ls t r a ,  r e p r e s e n te d  o n  th e  I I A  b o a r d ,  s i m i l a r l y  c la im s  t h a t  th e  in t e r n e t  c o n t e n t  

r  e g im e  ‘ is  w o r k i n g  v e r y  w e l l .  I t  s t r ik e s  a  b a la n c e  b e t w e e n  p r o v i d i n g  c o n s u m e r s  

w i t h  i n f o r m a t i o n  a n d  t o o ls  t o  m a n a g e  o n l i n e  c o n t e n t  t h e m s e lv e s  w h i l e  e n s u r in g  

t ih a t  th e  o b l ig a t io n s  o n  IS P s  d o  n o t  u n d e r m in e  t h e  c o m m e r c ia l  v i a b i l i t y  o f  

p r o v i d i n g  I n t e r n e t  a c c e s s . . . ’ 60 O p tu s ,  r e p r e s e n te d  o n  b o t h  t h e  I I A  b o a r d  a n d  th e  

b o a r d  o f  N e t A le r t ,  n o t  s u r p r i s i n g l y  m a k e s  s i m i l a r  c o m m e n t s ,  c l a i m i n g  t h a t  th e  

r e g im e  ‘ w o r k s  e x t r e m e ly  w e l l ’ 61 a n d  ‘ p r o v id e s  a n  e f f e c t i v e  a n d  e f f i c i e n t  s t r u c t u r e  

t (0  b a la n c e  th e  n e e d s  o f  t h e  A u s t r a l i a n  c o m m u n i t y . . .  w i t h  t h e  n e e d  n o t  t o  im p o s e

551 N etA lert, Submission to Review of the operation of Schedule 5 to the Broadcasting Services Act 
1 992 (N o v  2 0 0 2 ).
561 Ibid 4.
577 Ibid 8.
58! Ibid 12.
^  Internet Industry A sso c ia tio n  (IIA ), Submission to Review of the operation of Schedule 5 to the 
Broadcasting Seiwices Act 1992 (N o v  2 0 0 2 )  13.
601 T elstra, Submission to Review of the operation of Schedule 5 to the Broadcasting Services Act 
1:992 (N o v  2 0 0 2 ).
61 O ptus, Submission to Review of the operation of Schedule 5 to the Broadcasting Services Act 
1:992 (N o v  2 0 0 2 )  2.
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u n n e c e s s a r y  f i n a n c ia l  a n d  a d m in is t r a t i v e  b u r d e n s . ’ 62 O p t u s  g o e s  o n  t o  s ta te  t h a t  

‘ . . .  t h e  r e g im e  h a s  b e e n  e x t r e m e ly  s u c c e s s fu l  i n  m e e t in g  i t s  o b je c t i v e s ’ 63 a n d  t h a t  

th e  ‘ A u s t r a l i a n  I n t e r n e t  c o n t e n t  r e g im e  is  w i d e l y  r e c o g n is e d  i n t e r n a t i o n a l l y  a s  o n e  

o f  th e  m o s t  e f f e c t i v e  r e g im e s  f o r  th e  m a n a g e m e n t  o f  I n t e r n e t  C o n t e n t  i n  th e  

w o r l d . ’ 64 N o n e  o f  th e s e  a d m ir e r s  o f  th e  c u r r e n t  r e g u la t o r y  r e g im e  m a k e s  a n y  

a t t e m p t  t o  m e a s u r e  th e  e f f e c t i v e n e s s  o f  t h e  Online Services Act a g a in s t  i t s  s ta te d  

a im s .

W h i l e  a  n u m b e r  o f  s u b m is s io n s  t o  th e  R e v ie w  a re  g e n e r a l l y  s u p p o r t i v e  o f  t h e  Act, 

a n d  o th e r s  a re  q u i t e  c r i t i c a l ,  m o s t  a re  c o n c e r n e d  t o  a d d re s s  s p e c i f i c  is s u e s ,  r a t h e r  

th a n  a t t e m p t in g  t o  e v a lu a te  th e  s c h e m e  a s  a  w h o le .  S o m e  o f  th e s e  s p e c i f i c  p o in t s  

i n v o l v e  is s u e s  e x is t i n g  w h e n  th e  Act f i r s t  c a m e  i n t o  o p e r a t io n ,  w h i l e  s o m e  h a v e  

o n l y  b e c o m e  r e le v a n t  d u r in g  t h e  o p e r a t io n  o f  t h e  Act. L o o k i n g  a t  t h e  h u g e l y  

d i f f e r e n t  p e r s p e c t iv e s  f r o m  w h i c h  s u b m i t t e r s  w r i t e ,  i t  is  c le a r  w h y  t h e  p r o p o s e d  

le g is la t i o n  c a u s e d  s u c h  c o n t r o v e r s y  i n i t i a l l y .  S u b m is s io n s  r a n g e  i n  p e r s p e c t iv e  

f r o m  s o c ia l  w e l f a r e  o r ie n t a t io n s  ( i t  is  im p e r a t i v e  t o  le g is la t e  t o  p r o t e c t  o u r  

c h i ld r e n ,  a n d  t h u s  o u r  s o c ie t y ,  f r o m  u n s u i t a b le  c o n t e n t )  t o  p u r e l y  i n d u s t r y  d r i v e n  

o r ie n t a t io n s  ( o n l y  d u r a b le  m a r k e t  f a i l u r e  s h o u ld  b e  a  t r i g g e r  f o r  r e g u la t i o n ) .  M o s t  

s u b m is s io n s  l i e  s o m e w h e r e  b e t w e e n  th e  t w o .

(a) Co-regulation, and balancing needs.

A  s u b m is s io n  f r o m  th e  U K  c la im e d  t h a t  t h e  A u s t r a l i a n  s c h e m e  f o r  r e g u la t i n g  

in t e r n e t  c o n te n t  g o e s  c o n s id e r a b ly  f u r t h e r  t h a n  a n y  o t h e r  s c h e m e  i n  t h e  w o r l d ,  a n d  

is  u n iq u e  i n  c o m b in in g  r e q u i r e m e n t s  f o r  I n d u s t r y  C o d e s  o f  P r a c t ic e  w i t h  h o t l in e s ,  

p r o v i s i o n  o f  f i l t e r  i n f o r m a t i o n ,  e t c .65 B e c a u s e  i t  is  a  g o v e r n m e n t  i n i t i a t e d  s c h e m e  

i t  m a y  b e  s lo w e r  t o  r e s p o n d  t o  c h a n g e  t h a n  n o n - g o v e r n m e n t a l  s c h e m e s  w o u l d  b e ,  

b u t  th e  s t a t u to r y  b a c k in g  a ls o  g iv e s  th e  s c h e m e  m o r e  c l o u t  t h a n  i t  w o u l d  

o t h e r w is e  h a v e .66 T h e r e  w a s  a  g r e a t  d e a l o f  s u p p o r t  g e n e r a l l y  f o r  t h e  c o - r e g u la t o r y  

n a tu r e  o f  th e  s c h e m e ,  w i t h  a  n u m b e r  o f  s u b m is s io n s  n o t i n g  t h e  a d v a n ta g e s  o f  c o ­

b2 Ibid 3.
63 Ibid 5.
64 Ibid 23.
65 N ig e l W illiam s, C hildn et International, Submission to Review of the operation of Schedule 5 to 
the Broadcasting Services Act 1992 (N o v  2 0 0 2 )  2.
66 Ibid.

164



r e g u la t io n ,  th e  w i l l i n g n e s s  o f  i n d u s t r y  t o  s e l f - r e g u la t e ,  a n d  t h e  d is a d v a n ta g e s  

w h i c h  w o u ld  h a v e  b e e n  s e e n  i f  t h e  s c h e m e  h a d  c h o s e n  a  t o p - d o w n  r e g u la t o r y

m o d e l . 67

T h e  b a la n c e  b e t w e e n  e n d - u s e r  n e e d s  a n d  t h e  c a p a c i t y  o f  b u s in e s s  w a s  s e e n  as 

h i g h l y  im p o r t a n t . 68 A u t h o r s  o f  a  n u m b e r  o f  s u b m is s io n s  w e r e  c l e a r l y  h a p p y  t h a t  

th e  I I A  h a d  n e g o t ia t e d  C o d e s  o f  P r a c t ic e  r e q u i r i n g  m in i m a l ,  i f  a n y ,  c o m p l i a n c e  

w o r k .  S o m e  s u b m is s io n s  m a d e  i t  c le a r  t h a t  w h i l e  t h e y  s u p p o r t e d  t h e  c u r r e n t  c o -  

r e g u la t o r y  s c h e m e  a n d  C o d e s  o f  P r a c t ic e ,  t h e y  w o u l d  n o t  s u p p o r t  a n y t h in g  

im p o s in g  g r e a te r  r e s p o n s ib i l i t i e s  o n  in d u s t r y . 69 A u s t a r  f o r  e x a m p le  c la im e d  t h a t  

‘ th e  c u r r e n t  f r a m e w o r k  p r o v id e s  a d e q u a te  s a fe g u a r d s  a n d  m e e ts  c o m m u n i t y  

c o n c e r n s  in a way the industry is able to support ’ a n d  a s  s u c h  r e q u i r e s  n o  

a m e n d m e n t .70 71 72 * T e ls t r a  c la im e d  t h a t  th e  s c h e m e  w o r k e d  w e l l  i n  ‘ensuring 

obligations on ISPs do not undermine commercial viability, ’ w h i l e  O p t u s  

c la im e d  th e  r e g im e  s u c c e s s f u l l y  b a la n c e d  th e  n e e d s  o f  c o m m u n i t y  a n d  f a m i l y  

w i t h  th e  ‘ need not to impose unnecessary financial and administrative burdens ’ 

o n  th e  in t e r n e t  in d u s t r y .  T h e  I I A  c la im e d  t h a t  e x t r a  r e g u la t i o n  w o u l d  b e  a

77
h a r d s h ip  to  i n d u s t r y .

(b) Complaints and reporting

A  c o m p la in t s - b a s e d  r e g im e  f o r  r e g u la t in g  in t e r n e t  c o n t e n t  w a s  g e n e r a l l y  s e e n  t o  

b e  b e t t e r  t h a n  in t r u s i v e  c e n s o r s h ip . 74 O v e r  t h e  p a s t  t h r e e  y e a r s  c o m p la in t s  m a d e  to  

th e  A B A  r e g a r d in g  o n l i n e  c o n t e n t  h a d  a v e r a g e d  o n l y  a b o u t  1 .3  p e r  d a y ,  s e e n  b y  

s o m e  s u b m i t t e r s  a s  v e r y  f e w  g iv e n  th e  q u a n t i t y  o f  o b je c t io n a b le  c o n t e n t  o n  t h e

67 For exam p le W illiam s, Internet Industry A sso c ia tio n  (IIA ), O ptus, V o d a fo n e , A ustralian  
C onsum ers A sso c ia tio n , & A B A  Submissions to Review of the operation of Schedule 5 to the 
Broadcasting Services Act 1992 (2 0 0 2 ).
68 Internet Industry A sso c ia tio n  (IIA ), ab ove n 59 , 3, O ptus, a b o v e  n 6 1 , 6 & 2 4 , A ustralian  
B roadcasting  A uthority, Submission to Review of the operation of Schedule 5 to the Broadcasting 
Services Act 1992 (N o v  2 0 0 2 )  5 -1 0 .
69 O ptus, ab ove n 61 , 18.
70 A ustar U n ited , Submission to Review of the operation of Schedule 5 to the Broadcasting 
Services Act 1992 (N o v  2 0 0 2 )  ( ita lics  added).
71 T elstra, above n 60. ( ita lics  added).
72 O ptus, above n 61, 3 (ita lics  added).
7-1 Internet Industry A sso c ia tio n  (IIA ), ab ove n 59, 6.
4 Internet S o c ie ty  o f  A ustralia  (IS O C -A U ), Submission to Review of the operation of Schedule 5 

to the Broadcasting Services Act 1992 (N o v  2 0 0 2 )  1.
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n e t . 75 76 77 78 79 80 81 82 83 I t  w a s  s u g g e s te d  th a t  t h is  r e f le c t e d  p o o r  p u b l i c  a w a re n e s s  o f  th e  c o m p la in t s  

s y s te m ,  b u t  a n o th e r  s u b m is s io n  s a w  th a t  n u m b e r s  o f  c o m p la in t s  a s  n e i t h e r  

o v e r w h e lm in g  n o r  t r i v i a l .  I t  w a s  p o in t e d  o u t  a ls o  t h a t  h o w e v e r  m a n y  c o m p la in t s

77
w e r e  m a d e ,  t h e  s c h e m e  h a s  n o t  c h a n g e d  th e  a v a i la b le  m a t e r ia l  i n  a n y  w a y .

C o m p la in t s  h a n d l in g  b y  th e  A B A  w a s  s a id  t o  b e  w o r l d ’ s b e s t  p r a c t i c e  w h e n  

m e a s u r e d  a g a in s t  in t e r n a t io n a l  c r i t e r ia  f o r  t h is  k i n d  o f  s c h e m e ,  a n d  o n e  

s u b m is s io n  p r a is e d  th e  A B A ’ s r e le a s e  o f  th e  s t a t is t ic s  g e n e r a te d  b y  t h e i r  

i n v e s t ig a t i o n  o f  c o m p la in t s  u n d e r  th e  Online Services Act. O th e r s  h o w e v e r  w e r e  

c o n c e r n e d  a b o u t  t h e  in f o r m a t i o n  w h i c h  t h e  A B A  r e f u s e d  t o  r e le a s e .  T h e  A B A  

s u b m is s io n  c la im e d  t h a t  o t h e r  h o t l in e s  w o u l d  n o t  c o - o p e r a te  w i t h  t h e  A B A  i f  t h e y

70
c o u ld  n o t  b e  c e r t a in  t h a t  th e  in f o r m a t i o n  t h e y  g iv e  w o u l d  b e  k e p t  c o n f id e n t ia l ,  

a n d  c la im e d  t h a t  p u b l i c a t i o n  o f  f u r t h e r  i n f o r m a t i o n  r e g a r d in g  c o m p la in t s  c o u ld  

i n v i t e  d i s t r i b u t i o n  o f  c h i l d  p o r n o g r a p h y  a n d  c o u ld  j e o p a r d is e  p o l i c e

Ofv
e n f o r c e m e n t .  H o w e v e r ,  a  n u m b e r  o f  s u b m is s io n s  w e r e  c r i t i c a l  o f  t h e  A B A

• o i
u n n e c e s s a r i ly  t a k in g  a n  ‘ a l l  o r  n o t h i n g ’ a p p r o a c h  t o  r e le a s e  o f  i n f o r m a t i o n .  

S u b m is s io n s  s u g g e s te d  t h a t  s p e c i f i c  i n f o r m a t i o n  r e g a r d in g  c o n t e n t  w h i c h  w a s  th e  

s u b je c t  o f  a  c o m p la in t  c o u ld  b e  g iv e n  w i t h  c o n d i t i o n s  p la c e d  o n  i t s  r e le a s e ,  o r  

th a t  o n l y  i n f o r m a t i o n  i d e n t i f y i n g  R C  c o n t e n t  s h o u ld  b e  w i t h h e ld .  O n e  

s u b m is s io n  n o t e d  t h a t  th o s e  w i s h in g  t o  a c c e s s  m o r e  d e t a i le d  i n f o r m a t i o n  

r e g a r d in g  c o m p la in t s  a n d  c la s s i f i c a t io n  o f  o n l i n e  m a t e r ia l  w e r e  f e w ,  a n d  w e r e  

b o d ie s  w i t h  le g i t im a t e  in te r e s t s  i n  t h e  in f o r m a t i o n ,  n o t  t h o s e  s e e k in g  ‘ r o a d m a p s  t o

75 A ustralian  C h ild ren ’s T e le v is io n  Foundation, Submission to Review of the operation of Schedule 
5 to the Broadcasting Services Act 1992 (N o v  2 0 0 2 )  2. (T h is co u ld  o f  cou rse b e referab le to 
com m un ity  reco g n itio n  o f  the fu tility  o f  co m p la in in g).
76 A ustralian  C o n su m er’s A sso c ia tio n , Submission to Review of the operation of Schedule 5 to the 
Broadcasting Services Act 1992 (N o v  2 0 0 2 ) 2.
77 For exam p le P eter C hen, ab ove n  3, 5, C onvergent C om m u n ica tio n s R esearch  G roup, 
Submission to Review of the operation of Schedule 5 to the Broadcasting Services Act 1992 (N o v  
2 0 0 2 ) 3 .
78 W illiam s, ab o v e  n 6 5 , 2.
79 A ustralian  B road castin g  A uthority, above n 68, 21 .
80 Ibid.
81 For exam p le C om m u n ication s L aw  Centre, Submission to Review of the operation of Schedule 5 
to the Broadcasting Services Act 1992 (N o v  2 0 0 2 )  2 , A ustralian  C o u n cil on  C hildren  and the 
M edia  (Y o u n g  M ed ia  A ustralia) Submission to Review of the operation of Schedule 5 to the 
Broadcasting Services Act 1992 (N o v  2 0 0 2 ) 7.
82 A ustralian  C o u n cil on  C hildren  and the M edia  (Y o u n g  M ed ia  A ustralia) ab o v e  n  81.
83 Peter Chen, a b o v e  n  3, 9.

166



p o r n o g r a p h y . ’ 84 I t  w a s  a ls o  a r g u e d  t h a t  th e  e f f e c t  o f  r e f u s in g  t o  i d e n t i f y  c o n t e n t  

th e  s u b je c t  o f  c o m p la in t s  is  t o  s to p  c r i t i c s  f r o m  s c r u t i n i s i n g  t h e  o p e r a t io n  o f  th e  

O S A . 85

(c) Community education

T h e r e  w a s  a w id e s p r e a d  b e l i e f  a m o n g s t  s u b m i t t e r s  t h a t  c o m m u n i t y  e d u c a t io n  w a s  

a  v e r y  im p o r t a n t  p a r t  o f  e n s u r in g  s a fe  a n d  r e w a r d in g  in t e r n e t  u s e ,  a n d  a  n u m b e r  o f  

s u b m is s io n s  w e r e  c r i t i c a l  o f  t h e  le v e l  o f  c o m m u n i t y  e d u c a t io n  w h i c h  h a d  b e e n  

a c h ie v e d  s o  f a r .  I t  w a s  f e l t  t h a t  m o r e  a c t i v e  e d u c a t io n  o f  c h i l d r e n ,  p a r e n t s  a n d  

c a re r s  w a s  n e c e s s a r y ,  a n d  n o t  j u s t  t h e  p r o v i s i o n  o f  l i n k s  t o  i n f o r m a t i o n  f o r  th o s e  

w h o  h a p p e n e d  t o  l o o k . 86

S o m e  s u b m is s io n s  p r a is e d  b o t h  t h e  A B A  a n d  N e t A l e r t  c o m m u n i t y  e d u c a t io n  

a c t i v i t i e s , 87 w h i l e  o th e r s  n o t e d  a p p a r e n t  d u p l i c a t i o n  b e t w e e n  t h e  c o m m u n i t y  

e d u c a t io n  w o r k  o f  t h e  t w o . 88 T h e  A B A ’ s c o m m u n i t y  e d u c a t io n  w e b s i t e  w a s  s a id  

to  b e  r e le v a n t  a n d  f a m i l y - f r i e n d l y ,  w h i l e  N e t A l e r t ’ s w a s  m o r e  c o r p o r a t e ,  a n d  le s s  

l i k e l y  t o  a p p e a l t o  f a m i l i e s  a n d  c h i l d r e n . 89 F e w  p u b l i c  l i b r a r ie s  h a d  h e a r d  o f  

N e t A le r t ,  a n d  e v e n  f e w e r  h a d  u s e d  i t  as  a  r e s o u r c e . 90

C o n c e r n s  w e r e  r a is e d  t h a t  c o m m u n i t y  e d u c a t io n  u n d e r t a k e n  b y  th e s e  b o d ie s  r e l i e d  

t o o  m u c h  o n  w e b - b a s e d  o u t r e a c h , 91 92 a n d  d id  n o t  m a k e  s u f f i c i e n t  u s e  o f  e x i s t i n g  

o r g a n iz a t io n s  s u c h  as  s c h o o ls ,  l i b r a r ie s  a n d  o t h e r  c o m m u n i t y  b o d ie s  w h o  s h o u ld  

h a v e  a  g r e a te r  r o l e  i n  c o m m u n i t y  e d u c a t io n .  T h e r e  w a s  c o n c e r n  t h a t  A B A  a n d  

N e t A le r t  e d u c a t io n  a c t i v i t i e s  c o u ld  e v e n  d is p la c e  o r  d is c o u r a g e  e d u c a t io n  b y

84 Ibid 8-9.
85 Ibid 8.
86 For exam p le, A ustralian  C o n su m er’s A sso c ia tio n , ab o v e  n  7 6 , 2 -3  (in form ation  required at p o in t  
o f  sale o f  hardware and so ftw are), A ustralian  C h ild ren ’s T e le v is io n  F oun dation , ab o v e  n  7 5 , 3, 
(inform ation  on ISP h om e p age not su ffic ien t w h en  m o st subscribers o n ly  w en t to ISP h o m e page  
once, w hen  setting  up account).
87 For exam p le O ptus, ab ove n 6 1 , Internet Industry A sso c ia tio n  (IIA ), ab o v e  n 59.
88 W illiam s, ab ove n 65 , 3 -4 , A ustralian  C hildren ’s T e le v is io n  F oun dation , ab o v e  n  7 5 , 4.
89 W illiam s, ab ove n 65 , 3. T h is su b m issio n  a lso  q u estion ed  the v a lu e o f  N e tA le r t’s p h o n e help  
line, at 4.
90 A ustralian  Library and Inform ation  A sso c ia tio n , ab o v e  n 6, 5.
91 A ustralian  C h ild ren ’s T e le v is io n  F oundation , ab ove n 7 5 , 4 .
92 Ibid 4, & A ustralian  C ou n cil on  C hildren  and the M ed ia  (Y o u n g  M ed ia  A ustra lia ) ab o v e  n  81.
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c o m m u n i t y  g r o u p s . 93 T h e  S in g a p o r e  m o d e l ,  w h e r e b y  c o m m u n i t y  g r o u p s  

u n d e r ta k e  c o m m u n i t y  e d u c a t io n  ta s k s ,  c o - o r d in a t e d  b y  t h e  S B A ,  w a s  

r e c o m m e n d e d . 94

(d) Policy engagement

S o m e  s u b m i t t e r s  f e l t  t h a t  t h e  c u r r e n t  s c h e m e  d id  n o t  e n c o u r a g e  t h e  b r o a d e r  

c o m m u n i t y  t o  e n g a g e  w i t h  is s u e s  r e g a r d in g  t h e  u s e  o f  n e w  t e c h n o lo g ie s ,  a n d  t h a t  

m o r e  d iv e r s e  a n d  o n g o in g  e n g a g e m e n t  w i t h  p o l i c y  d e v e lo p m e n t s  i n  t h is  a re a  

w o u ld  le a d  t o  b e t t e r  o u t c o m e s  f o r  u s e rs  a n d  c o n s u m e r s  a n d  f o r  t h e  c o m m u n i t y  

g e n e r a l l y . 95 T h e  c u r r e n t  C o d e s  o f  P r a c t ic e  w e r e  s a id  t o  e n c o u r a g e  a  ‘ t i c k  a n d  

f l i c k ’ a p p r o a c h  t o  c o m p l i a n c e  b y  in d u s t r y ,  r a t h e r  t h a n  a n  e n g a g e m e n t  w i t h  p o l i c y  

d e v e lo p m e n t . 96 97 98

(e) Linking speech restrictions with child protection.

C o n c e r n  w a s  e x p re s s e d  t h a t  a t t e m p ts  t o  p r o t e c t  c h i l d r e n  w e r e  b u n d le d  t o g e t h e r  

w i t h  r e s t r i c t io n s  o n  a d u l t  s p e e c h .  I t  w a s  a r g u e d  t h a t  le s s  r e s t r i c t i v e  a c c e s s  to  

c o n t e n t  f o r  a d u l t s  c o u ld  n o t  b e  e q u a te d  w i t h  a  l a c k  o f  c a r e  f o r  c h i l d r e n ,  a n d  t h a t

98
th e  a im s  o f  t h e  Act c o u ld  b e  a c h ie v e d  w i t h o u t  r e s t r i c t i n g  r i g h t s  t o  i n f o r m a t i o n .  

C o m m e n t  w a s  a ls o  m a d e  t h a t  p o l i c e  a re  i n  a  b e t t e r  p o s i t i o n  t o  in v e s t ig a t e  a n d  

p r o s e c u te  c r im e s  i n v o l v i n g  c h i l d r e n  t h a n  a re  b o d ie s  s u c h  a s  t h e  A B A .  O n e  

s u b m is s io n  n o t e d  t h a t  i n  t h e  U S A ,  a l t h o u g h  e x p r e s s io n  w a s  h i g h l y  p r o t e c t e d ,  

i n v e s t ig a t i o n  a n d  p r o s e c u t io n  o f  c r im e  i n v o l v i n g  c h i l d r e n  a re  r i g o r o u s . 99 T h e  

l i n k i n g  t o g e t h e r  o f  c h i l d  p r o t e c t io n  a n d  c e n s o r s h ip  r a is e d  c o n c e r n  t h a t  t h in g s  s u c h  

as  c h i l d  p o r n o g r a p h y  m a y  n o t  b e  r e p o r t e d ,  b e c a u s e  s u c h  r e p o r t i n g  m a y  le a d  t o  

m o r e  c o n t e n t  r e s t r i c t i o n s . 100

9 3 W illiam s, above n 65 , 3 -4 , Peter C hen  ab ove n 3, 2 1 -2 4 .
94 W illiam s, ab ove n 6 5 , 3.
93 For exam p le ib id  5 , P eter C hen  ab o v e  n 3, 2 7 -3 0 , C onvergent C o m m u n ica tio n s R esearch  G roup, 
ab ove n 77.
96 Peter C hen  ab ove n  3, 14, ( c f  IIA , w h ich  c la im s that ea sy  lin k in g  to in form ation  in creases co d e  
com p lian ce . C hen  a lso  su g g ests  that getting  industry to p ay  so m e m o n e y  m a y  in crease  
en gagem en t.)
97 B en  C arad oc-D avies, S u b m issio n  to R e v ie w  o f  th e  o p e ra tio n  o f  S c h ed u le  5 to  th e  B ro a d c a s tin g  
S erv ice s  A c t 199 2  (N o v  2 0 0 2 )  4.
98 A ustralian  Library and Inform ation  A sso c ia tio n , ab ove n 6, 7.
99 B en  C arad oc-D av ies, ab ove n 9 7 , 4.
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(f) Appropriateness of the content restricted.

T h e r e  w a s  s o m e  c o n c e r n  a b o u t  th e  a c tu a l  c o n t e n t  c a u g h t  b y  th e  Online Services 

Act. F o r  e x a m p le ,  i t  w a s  s a id  th a t  s o m e  c o n t e n t  m a y  h a v e  a n  R  r a t i n g  d u e  t o  a d u l t  

th e m e s ,  b u t  s h o u ld  n o t  p e r h a p s  b e  r e q u i r e d  t o  b e  h o u s e d  b e h in d  a  r e s t r i c t e d  a c c e s s  

s y s te m  ( R A S ) . 101 102 103 N e w s  f o r  e x a m p le  m a y  i n v o l v e  a d u l t  t h e m e s ,  b u t  w o u l d  n e v e r  

b e  a c c e s s e d  i f  h o u s e d  b e h in d  a n  a p p r o v e d  r e s t r i c t e d  a c c e s s  s c h e m e .  F o r  s u c h  

m a t e r ia l  s u p e r v is io n  o f  a c c e s s  w a s  m o r e  a p p r o p r ia te  t h a n  a n  R A S .  F u r t h e r m o r e ,  

th e  r e q u i r e m e n t  f o r  R - r a t e d  A u s t r a l i a n  m a t e r ia l  t o  b e  h o u s e d  b e h in d  R A S  m e a n t  

t h a t  n o n - c o m m e r c ia l  o p e r a to r s  a re  u n l i k e l y  t o  b e  a b le  t o  m a k e  t h e i r  m a t e r ia l  

a v a i la b le ,  t h u s  t a k in g  a w a y  t h e  in t e r n e t ’ s p r o m is e  o f  p r o v i d i n g  a  h a v e n  f o r  n o n ­

m a in s t r e a m  m a t e r ia l ,  a n d  d i s c r im in a t i n g  a g a in s t  t h o s e  w h o  c o u ld  n o t  a f f o r d  to  

h a v e  t h e i r  c o n t e n t  h o s te d  o v e rs e a s .  T h e r e  w a s  d e f i n i t e  f e e l i n g  t h a t  th e  

‘ r e s t r i c t i o n s ’ o n  R C  a n d  X  i n  o v e rs e a s  c o n t e n t  s h o u ld  c e r t a i n l y  n o t  b e  b r o a d e n e d  

t o  in c lu d e  R - r a t e d  m a t e r i a l . 104

A  c o n c e r n  a b o u t  t h e  in c o n s is t e n c y  i n  c o n t e n t  c a u g h t  b y  t h e  s c h e m e  w a s  a p p a r e n t  

i n  s u b m is s io n s .  F o r  e x a m p le  i t  w a s  n o t e d  t h a t  a  g r e a t  d e a l  o f  r a c i s t  m a t e r ia l ,  

h o s te d  b o t h  w i t h i n  a n d  o u t s id e  A u s t r a l i a ,  w a s  f r e e l y  a v a i la b le  o n  t h e  in t e r n e t ,  a n d  

m u c h  o f  i t  f e l l  o u t s id e  th e  Act’s r e s t r i c t i o n s . 105 F u r t h e r  i t  w a s  s u g g e s te d  t h a t  

r e s t r i c t io n s  o n  s u c h  m a t e r ia l  s h o u ld  g o  b e y o n d  t h e  Act’s c u r r e n t  r e s t r i c t i o n s  t o  

in c lu d e  th e  d i s t r i b u t i o n  o r  s u p p ly  o f  t h i s  m a t e r ia l  w h e t h e r  b y  e m a i l ,  c h a t ,  

n e w s g r o u p s  o r  o t h e r  m e a n s .

B a n n in g  X - r a t e d  m a t e r ia l  f r o m  A u s t r a l i a n  h o s ts  w a s  a ls o  s e e n  a s  in c o n s is t e n t  

w i t h ,  a n d  r e s t r i c t i v e  b e y o n d ,  o f f - l i n e  r e s t r i c t io n s .  I t  w a s  a r g u e d  t h a t  X - r a t e d  

m a t e r ia l  s h o u ld  b e  p e r m i t t e d  to  b e  h o s te d  i n  A u s t r a l i a ,  s o  lo n g  a s  i t  i s  b e h in d  a n

101 C om m u n ication s L aw  Centre, ab ove n 8 1 , 2 , C onvergent C om m u n ica tio n s R esearch  G roup, 
ab o v e  n 7 7 , 3.
102 C om m u n ication s L aw  C entre, ab ove n 81 , 2.
103 B en  C a rad oc-D av ies, ab ove n 9 7 , 5.
104 For exam p le K im b er ley  H eitm an, A d u ltsh op .com , S u b m iss io n  to  R e v ie w  o f  th e  o p e ra tio n  o f  
S ch ed u le  5 to th e  B ro a d c a s tin g  S eiw ices A c t 1 9 9 2  (N o v  2 0 0 2 ) , A ustra lian  B road castin g  A uthority, 
ab ove n 68, 15, C om m u n ication s L aw  Centre, ab ove n 81 , 2, Internet S o c ie ty  o f  A ustralia  (ISO C -  
A U ), above n 7 4 , 4 , O ptus, ab ove n 61 , 3.
105 R ace D iscr im in a tio n  C om m ission er, H um an R igh ts and E qual O pportunity  C o m m issio n , 
S u b m issio n  to  R e v ie w  o f  th e  o p e ra tio n  o f  S ch ed u le  5 to  th e  B ro a d c a s tin g  S e rv ic e s  A c t 1 9 9 2  (N o v  
2 0 0 2 ) , A ustralian  B road castin g  A uthority, ab o v e  n 6 8 , 15.
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R A S ,  as  r e q u i r e d  f o r  R - r a t e d  A u s t r a l ia n - h o s t e d  m a t e r ia l .  T h e  t o t a l  b a n  o n  h o s t in g  

X - r a t e d  m a t e r ia l  i n  A u s t r a l i a  w a s  s a id  t o  d is a d v a n ta g e  t h e  A u s t r a l i a n  a d u l t  

i n d u s t r y  vis a vis t h e  in d u s t r y  o v e rs e a s ,  a n d  d r i v e  a d u l t  m a t e r ia l  o f f s h o r e  w i t h o u t  

a n y  e f f e c t  o n  A u s t r a l i a n ’ s a c c e s s  t o  th e  m a t e r ia l .  F u r t h e r m o r e ,  i t  m is s e d  a n  

o p p o r t u n i t y  f o r  A u s t r a l i a  to  b e t t e r  r e g u la t e  t h e  a d u l t  i n d u s t r y . 106

(g) Technological solutions/ filters

T e c h n o lo g ic a l  s o lu t io n s  t o  i n t e r n e t  c o n t e n t  r e g u la t i o n  w e r e  n o t  p r o p o s e d  i n  a n y  

s u b m is s io n s  t o  t h e  R e v ie w .  S o m e  i n  f a c t  s p e c i f i c a l l y  c a u t io n e d  a g a in s t  

t e c h n o lo g ic a l  a p p r o a c h e s ,  b o t h  b e c a u s e  n o  e x is t i n g  t e c h n o lo g ic a l  s o lu t io n s  w e r e  

s u f f i c i e n t l y  e f f e c t i v e ,  a n d  b e c a u s e  t e c h n o lo g ic a l  s o lu t io n s  c o n t i n u a l l y  b e c o m e  

o u tm o d e d  w i t h  t h e  c o n s ta n t  a n d  e v e r  in c r e a s in g  d e v e lo p m e n t  o f  n e w  a n d  d iv e r s e  

t e c h n o lo g ie s . 107 108

S o m e  s u b m is s io n s  s u g g e s te d  t h a t  r e q u i r i n g  IS P s  t o  p r o v id e  f i l t e r s  g a v e  th e  

n e c e s s a r y  b a la n c e  b e tw e e n  c o n s u m e r  c o n t r o l  a n d  r e g u la t o r y  i n t e r v e n t io n ,  a n d  

th a t  f i l t e r s ,  a l t h o u g h  im p e r f e c t ,  d o  p r o v id e  a  u s e f u l  a d d i t i o n a l  l a y e r  o f  

p r o t e c t io n . 109 T h e r e  w a s  h o w e v e r  c o n s id e r a b le  c o n c e r n  a b o u t  t h e  h e a v y  r e l ia n c e  

w h ic h  th e  Act a n d  C o d e s  o f  P r a c t ic e  p la c e  o n  t h e  u s e  o f  f i l t e r i n g  p r o d u c t s , 110 

w h ic h  m a y  b e  in e f f e c t i v e  t o  p r o t e c t  o r  r e s t r i c t  c h i l d r e n  f r o m  a c c e s s in g  

in a p p r o p r ia t e  c o n t e n t  ( a n d  a d u l t s  f r o m  c o n t e n t  t h e y  d o  n o t  w i s h  t o  f i n d ) ,  a n d  

w h ic h  la c k  t r a n s p a r e n c y  i n  s o m e  in s t a n c e s . 111 I t  w a s  n o t e d  t h a t  t h e  ‘ s c h e d u l in g ’ 112 113 

o f  o v e rs e a s  f i l t e r  p r o d u c t s  p a id  n o  a t t e n t io n  t o  t h e i r  a p p r o p r ia te n e s s  i n  a n  

A u s t r a l i a n  c u l t u r a l  c o n t e x t ,  n o r  t o  t h e i r  c o n s is t e n c y  ( o r  o t h e r w is e )  w i t h  th e  

A u s t r a l i a n  c la s s i f i c a t io n  s c h e m e . l l j  I t  w a s  s u g g e s te d  t h a t  t h e  G o v e r n m e n t  s h o u ld  

r a th e r  f u n d  r e s e a r c h  a n d  d e v e lo p m e n t  o f  A u s t r a l i a n  f i l t e r  p r o d u c t s . 114

106 H eitm an, ab ove n  104.
107 C onvergent C om m u n ication s R esearch  G roup, ab o v e  n 7 7 , 6, B e n  C ara d o c-D a v ies, ab ove n 97 , 
2- 6 .

108 A ustralian  C on su m er’s A sso c ia tio n , ab ove n 7 6 , 2.
109 A ustralian  C h ild ren ’s T e le v is io n  F oundation , ab o v e  n  7 5 , 2.
110 A ustralian  C ou n cil on  C hildren and the M edia  (Y o u n g  M ed ia  A ustra lia ) a b o v e  n 8 1 , 6.
111 A ustralian  C on su m er’s A sso c ia tio n , ab o v e  n 7 6 , 2 , P eter C hen, a b o v e  n  3 , 7 , Internet S o c ie ty  o f  
A ustralia  (IS O C -A U ), ab ove n  74 , 2 -4 .
112 F ilters in clu d ed  in  the sch ed u le  to the Internet Industry C o d es o f  P ractice.
113 Peter C hen, ab o v e  n 3, 6 -8 , Internet S o c ie ty  o f  A ustralia  (IS O C -A U ), a b o v e  n  7 4 , 4.
114 A ustralian  C o u n cil on C hildren and the M ed ia  (Y o u n g  M ed ia  A ustralia) ab o v e  n  81 , 6.
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S o m e  s u b m i t t e r s  t h o u g h t  t h a t  m o r e  s p e c i f i c  a n d  a n a ly t i c a l  i n f o r m a t i o n  a b o u t  

f i l t e r s  s h o u ld  b e  g iv e n  in  c o m m u n i t y  e d u c a t io n ,  s u c h  a s  a c t u a l  r e c o m m e n d a t io n s  

o f  f i l t e r s  a p p r o p r ia te  f o r  d i f f e r e n t  a g e s , c o n t e x t s ,  a n d  v a lu e s ;  r a t h e r  t h a n  s im p l y  

l i s t i n g  ‘ s c h e d u le d ’ f i l t e r s . 115 T h e  A u s t r a l i a n  C o n s u m e r s  A s s o c ia t i o n  h a d  f o u n d  

t h a t  f i l t e r s  c o u ld  b e  e f f e c t i v e  i f  c o n f ig u r e d  b y  a  k n o w le d g a b le  p e r s o n  t o  s u i t  t h a t  

p e r s o n ’ s n e e d s .116 117 118 T h u s ,  IS P  le v e l  f i l t e r i n g  w o u l d  n o t  b e  u s e f u l ,  a n d  m o r e  

in f o r m a t i o n  f o r  c o n s u m e r s  a b o u t  f i l t e r  u s e  w a s  n e c e s s a r y .  A  n u m b e r  o f  o t h e r

s u b m is s io n s  a ls o  c o n c lu d e d  t h a t  b e t t e r  e d u c a t io n ,  a n d  b e t t e r  t r a n s f e r  o f  c o n t r o l  t o

118
p a re n ts  a n d  u s e rs  w a s  th e  o n l y  w a y  c o n t e n t  r e g u la t i o n  c o u ld  b e  e f f e c t i v e .

S u b m is s io n s  f r o m  i n d u s t r y  r e s is te d  th e  id e a  t h a t  f i l t e r s  s h o u ld  b e  p r o v id e d  f r e e ly ,  

c la im in g  t h a t  t h e  c h e a p e s t  f i l t e r s  w o u ld  t h e n  b e  u s e d ,  r a t h e r  t h a n  t h e  b e s t  q u a l i t y  

o r  m o s t  a p p r o p r ia t e . 119 O th e r s  s u g g e s te d  t h a t  th e  in t e r n e t  i n d u s t r y  s h o u ld  a c t u a l l y  

f u n d  f i l t e r  r e s e a r c h . 120 T h e  A B A  s u b m is s io n  c la im e d  t h a t  i t  is  m o n i t o r i n g  th e  

c o n t in u e d  d e v e lo p m e n t  o f  f i l t e r  e f f e c t i v e n e s s .  I t  s ta te d  t h a t  a  5 %  f a i l u r e  r a te  a n d  a 

5 s e c o n d  d e la y  w o u l d  b e  a c c e p ta b le  i n  f i l t e r  p r o d u c t s ,  b u t  n o  f i l t e r  is  y e t  a t  t h is

s ta g e .121 122 T h e  A B A  n o te s  t h a t  i n  E u r o p e  a c t io n  is  b e in g  t a k e n  t o  d e v e lo p  b e t t e r

122
f i l t e r i n g  p r o d u c t s ,  r a t h e r  t h a n  j u s t  t e s t in g  e x is t i n g  o n e s .

(h) Content rating and labelling.

S o m e  s u b m is s io n s  e n c o u r a g e d  t h e  u s e  o f  v o lu n t a r y  l a b e l l i n g  u s in g  s c h e m e s  s u c h  

as th e  I C R A 123 s c h e m e , 124 b a c k e d  u p  b y  p e n a l t i e s  f o r  f a ls e  la b e l l i n g .  S u c h  t o o ls

115 Ibid 7.
116 A ustralian  C o n su m er’s A sso c ia tio n , ab ove n 7 6 , 2 -3 .
117 Ibid. IIA  su b m issio n  a lso  stron gly  argued that m andatory filter ing  at ISP  le v e l w o u ld  be neither  
tech n ica lly  nor co m m erc ia lly  fea sib le , Internet Industry A sso c ia tio n  (IIA ), ab o v e  n 5 9 , 10.
118 C onvergent C om m u n ication s R esearch  G roup, ab ove n 7 7 , 3, A ustra lian  L ibrary and  
Inform ation A sso c ia tio n , a b o v e  n 6, Internet Industry A sso c ia tio n  (IIA ), a b o v e  n 5 9 , 9.
119 Internet Industry A sso c ia tio n  (IIA ), ab ove n 5 9 , 11, O ptus, a b o v e  n 61, 14.
120 A ustralian  C o u n cil on  C hildren  and the M ed ia  (Y o u n g  M ed ia  A ustra lia ) a b o v e  n  8 1 , 7.
121 A ustralian  B roadcasting  A uthority, ab ove n  6 8 , 37 .
122 Ibid.
123 T he Internet C ontent and R ating A sso c ia tio n  is k n o w n  as IC R A . IC R A  has d ev e lo p e d  a 
lab eling  sy stem  for in ternet conten t, and the term  ‘IC R A ’ is n o w  a lso  u sed  to d en ote  the lab eling  
and rating sch em e d ev ise d  b y  the Internet C ontent and R ating A sso c ia tio n .
124 W illia m s, ab ove n 6 5 , 5 -6 , Internet C ontent R ating A sso c ia tio n  (IC R A ) S u b m iss io n  to  ‘R e v ie w  
o f  the  o p era tio n  o f  S ch ed u le  5 to the B ro a d c a s tin g  S e rv ic e s  A c t 1 9 9 2  (N o v  2 0 0 2 ) , A ustralian  
C h ild ren ’s T e le v is io n  F oundation , ab o v e  n 75.
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w e r e  s e e n  a s  c o n s is t e n t  w i t h  th e  a im s  o f  t h e  Online Services Act, as  t h e y  p r o m o t e  

c h o ic e  r a t h e r  t h a n  c e n s o r s h ip ,  c o u ld  b e  in t e g r a t e d  w i t h  t h e  A u s t r a l i a n  

c la s s i f i c a t io n  s c h e m e ,  c o u ld  b e t t e r  i n f o r m  u s e rs  a b o u t  c o n t e n t ,  a n d  w e r e  n o t  

f i n a n c i a l l y  o n e r o u s . 125 U s e  o f  a  s y s te m  s u c h  as  I C R A  w o u l d  n o t  c r e a te  r e s t r i c t io n s  

o n  s p e e c h ,  a s  c o n t e n t  p r o v id e r s  c o u ld  c h o o s e  w h e t h e r  o r  n o t  t o  la b e l  c o n t e n t ,  b u t  

th o s e  w i s h in g  b e t t e r  t o  c o n t r o l  c o n t e n t  c o u ld  t h e n  c h o o s e  o n l y  t o  a l l o w  la b e le d  

c o n te n t  t o  b e  a c c e s s e d .126 127 O t h e r  s u b m is s io n s  h o w e v e r  n o t e d  t h a t  s c h e m e s  u s in g  

P IC S  ty p e  s o f t w a r e  a n d  I C R A  la b e l in g  w e r e  s t i l l  n o t  h i g h l y  r e f i n e d  a n d  a re  

d i f f i c u l t  t o  u s e ,  a n d  h a v e  h a d ,  a n d  a re  l i k e l y  t o  h a v e ,  v e r y  l i t t l e  u p ta k e .  T h e  

A B A  s a y s  i t  e n c o u r a g e s  t h e  u s e  o f  I C R A  la b e ls ,  a n d  c la im s  t h a t  a b o u t  5 0 , 0 0 0  s ite s  

a re  n o w  l a b e le d . 128 I C R A  s ta te s  t h a t  a b o u t  1 0 0 ,0 0 0  s i te s  h a v e  a p p l ie d  t o  I C R A  f o r  

la b e ls  s in c e  2 0 0 1 ,  b u t  i t  is  n o t  c le a r  ( e v e n  t o  I C R A )  h o w  m a n y  s i te s  a c t u a l l y  u s e  

t h e m . 129

(i) More Specific Criticisms.

A  f e w  v e r y  s p e c i f i c  c r i t i c i s m s  w e r e  a ls o  m a d e  i n  s u b m is s io n s ,  r e l a t i n g  t o  t h e  u s e  

o f  f i l m  c la s s i f i c a t io n s ,  th e  e f f e c t  o n  u n iv e r s i t ie s ,  a n d  m e c h a n is m s  f o r  a p p e a l.

O n e  c o n c e r n  c o n t i n u i n g  f r o m  p r i o r  t o  t h e  Act’s i n t r o d u c t i o n  r e la t e d  t o  t h e  u s e  o f  

f i l m  c la s s i f i c a t io n s  f o r  i n t e r n e t  c o n te n t .  O n e  s u b m is s io n  s u g g e s te d  as  a n  

a l t e r n a t iv e  t h a t  i n t e r n e t  c o n t e n t  s h o u ld  b e  c la s s i f ie d  a c c o r d in g  t o  t h e  m o s t  

a n a lo g o u s  o f f l i n e  c o n t e n t , 130 a n d  t h u s  t e x t  w o u l d  b e  c la s s i f i e d  a s  a  p u b l i c a t i o n  f o r  

e x a m p le ,  m o v i n g  im a g e s  a s  f i l m .  T h is  w o u l d  r e d u c e  t h e  d a n g e r  o f  o n l i n e  m a t e r ia l  

b e in g  r a te d  i n c o n s is t e n t l y  w i t h  o f f - l i n e  c o n t e n t  d u e  t o  f o r m a t ,  r a t h e r  t h a n  d u e  t o  

a n y  s u b s t a n t iv e  d i f f e r e n c e  i n  th e  m a t e r ia l  i t s e l f .

A n o t h e r  s p e c i f i c  c o n c e r n  r e la t e d  to  u n iv e r s i t i e s  w i t h  s tu d e n ts  u n d e r  1 8  y e a r s  o f  

a g e . A s  IS P s  t o  s tu d e n ts ,  u n iv e r s i t ie s  n e e d  p a r e n t a l  p e r m is s io n  b e f o r e  a l l o w in g

125 Internet C onten t R ating  A sso c ia tio n  (IC R A ) ab ove n  124.
126 M artin A u n g le , D im en sio n  D ata , S u b m issio n  to  R e v ie w  o f  th e  o p e ra tio n  o f  S c h ed u le  5 to  the  
B ro a d c a s tin g  S e rv ic e s  A c t 1992  (N o v  2 0 0 2 ).
127 Internet S o c ie ty  o f  A ustralia  (IS O C -A U ), ab o v e  n 74 .
128 A ustralian  B road castin g  A uthority, ab ove n 68.
l29E m ail to author from  L ynn  E dw ards, IC R A , 11 N o v em b er  2 0 0 3 .
130 Internet S o c ie ty  o f  A ustralia  (IS O C -A U ), a b o v e  n  7 4 , 2.
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s tu d e n ts  u n d e r  1 8  y e a rs  o ld  t o  a c c e s s  u n i v e r s i t y  i n t e r n e t  f a c i l i t i e s ,  c r e a t in g  h u g e  

a d m in is t r a t i v e  d i f f i c u l t i e s .  I t  w a s  s u g g e s te d  t h a t  u n iv e r s i t i e s  b e  e x e m p t  f r o m  th e

131
p r o v is i o n s  o f  t h e  Online Services Act a n d  t h e  in d u s t r y  C o d e s  o f  P r a c t ic e .

I t  w a s  a ls o  s u g g e s te d  t h a t  c la s s i f i c a t io n  d e c is io n s  s h o u ld  b e  r e p o r t e d  t o  t h e  

c o n te n t  p r o v id e r  r a t h e r  t h a n  j u s t  t o  th e  r e le v a n t  I C H  o r  IS P ,  a n d  c o n t e n t  p r o v id e r s  

s h o u ld  h a v e  r i g h t s  t o  a p p e a l r u l i n g s  a b o u t  t h e  c l a s s i f i c a t i o n  o f  t h e i r  c o n t e n t  t o  th e  

A A T . 131 132 33 C la s s i f i c a t io n  o f  o n l i n e  m a t e r ia l  w a s  t h o u g h t  t o  b e  t o o  e x p e n s iv e ,  th e  

c la s s i f i c a t io n  n o t  c o m m e n s u r a t e  w i t h  o f f  l i n e ,  a n d  t o o  f e w  r ig h t s  e x is t e d  to

1 TT
c h a l le n g e  c la s s i f i c a t io n  d e c is io n s .

2. The findings of the Review of the Online Services Act.

W h i le  th e  R e v ie w  o f  th e  Online Sendees Act w a s  r e q u i r e d  t o  b e  c o n d u c t e d  w i t h i n  

3 y e a rs  o f  th e  c o m m e n c e m e n t  o f  th e  l e g is la t i o n  -  t h a t  is  b y  1st J a n u a r y  2 0 0 3 ,  a n d  

s u b m is s io n s  c lo s e d  i n  D e c e m b e r  2 0 0 2  -  t h e  R e v ie w  R e p o r t  w a s  n o t  is s u e d  u n t i l  

M a y  2 0 0 4 .  D u r i n g  t h e  l i f e  o f  t h e  R e v ie w  a  M i n i s t e r i a l  r e s h u f f l e  s a w  S e n a to r  

A l s t o n ’ s C o m m u n ic a t io n s  p o r t f o l i o  t a k e n  o v e r  b y  f o r m e r  A t t o r n e y  G e n e r a l  D a r y l  

W i l l i a m s ,  w h o  h i m s e l f  h a s  n o w  s ig n a le d  h is  im m in e n t  r e t i r e m e n t . 134 A t  th e  t im e  

o f  w r i t i n g  th e  R e v ie w  R e p o r t  h a s  n o t  y e t  b e e n  d is c u s s e d  i n  P a r l ia m e n t ,  a n d  s o  i t  is  

u n c le a r  w h a t  r e s p o n s e  th e  G o v e r n m e n t ,  o r  O p p o s i t i o n ,  m i g h t  m a k e .  H o w e v e r ,  th e  

f i n d in g s  a n d  r e c o m m e n d a t io n s  a re  u n l i k e l y  t o  e n c o u r a g e  s u b s t a n t ia l  c h a n g e s  t o  

th e  s c h e m e .

(a) Filtering

T h e  R e v ie w  w a s  r e q u i r e d 135 t o  in v e s t ig a te  w h e t h e r  o r  n o t  f i l t e r i n g  t e c h n o lo g y  h a d  

d e v e lo p e d  s u f f i c i e n t l y  ‘ t o  f e a s ib l y  f i l t e r  R - r a t e d  c o n t e n t  h o s te d  o v e rs e a s  t h a t  is

131 A ustralian  V ice  C h a n ce llo r ’s C om m ittee, Submission to Review of the operation of Schedule 5 
to the Broadcasting Services Act 199’ (O ctober 2 0 0 2 ) , G eo ffrey  D en g a te , G riffith  U n iv ersity ,
Submission to Review of the operation of Schedule 5 to the Broadcasting Services Act 1992 
(O ctober 2 0 0 2 ).
l i2 C om m u nications L aw  C entre, ab ove n 81 , 2.
I33lb id , E lectron ic  Frontiers A ustralia  Inc, ab ove n 2 8 , 3.
134 Senator H elen  C oon an  took  o v er  the p ortfo lio  on  18th Ju ly 2 0 0 4 .
135 D C IT A  Review of the operation of Schedule 5 to the Broadcasting Services Act 1992; Issues 
paper (September 2002) 1. T he re v ie w  w as con d u cted  b y  in d iv id u a ls w ith in  the D epartm ent o f  
C om m u nications, In form ation  T e ch n o lo g y  and the A rts, and w ill be referred to here as ‘the 
R ev iew . ’
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n o t  s u b je c t  t o  a  r e s t r i c t e d  a c c e s s  s y s t e m . ’ 136 W h i l e  t h e  Online Services Bill w a s  

b e fo r e  P a r l ia m e n t  i t  h a d  b e e n  n o t e d  t h a t

as th in g s  c u r r e n t ly  s ta n d  i t  m a y  b e  v e r y  d i f f i c u l t  to  a p p ly  th e  s a m e  a d u lts  

o n ly  a p p ro a c h  to  R - ra te d  m a te r ia l  o n s h o re  as to  o f f s h o r e . . . .W e  p ro p o s e  

to  m o v e  a n  a m e n d m e n t  w h ic h  w i l l  p r o v id e  a s ta te m e n t o f  i n t e n t . . .  th a t  

[R - ra te d ]  m a te r ia l  s h o u ld  b e  a c c e s s e d  b y  a d u lts  o n ly  a n d  th a t ,  i f  a n d  

w h e n  th e  te c h n o lo g y  b e c o m e s  a v a i la b le  to  d o  th a t ,  w e  w o u ld  e x p e c t  th e  

le g is la t io n  to  r e f le c t  i t .  T h a t  w i l l  b e  p a r t  a n d  p a rc e l o f  th e  r e v i e w . . . 137 138

• 138
T h e  R e v ie w  f o u n d  t h a t  f i l t e r i n g  t e c h n o lo g ie s  h a v e  n o t  d e v e lo p e d  t o  t h a t  p o in t .

R e g a r d in g  p r o h ib i t e d  o v e rs e a s  c o n t e n t  m o r e  g e n e r a l l y  ( ie  X  o r  R C  c o n t e n t ) ,  t h e  

R e v ie w  e x a m in e d  t h e  f e a s i b i l i t y  o f  u p s t r e a m  ( I S P  o r  p r o x y )  f i l t e r i n g .  I t  f o u n d  t h a t  

s u c h  f i l t e r i n g  w o u ld  n o t  b e  a p p r o p r ia te  i f  c o m p le x  a n a ly s is  t e c h n iq u e s ,  s u c h  as 

k e y w o r d ,  w o r d  s t r in g ,  im a g e  o r  p r o f i l e  a n a ly s is  w e r e  t o  b e  u s e d .  I t  f o u n d  t h a t  s u c h  

f i l t e r i n g  a t  IS P  o r  p r o x y  le v e l  w a s  ‘ n o  m o r e  p r a c t i c a l  t h a n  i t  w a s  a t  t h e  

i n t r o d u c t io n  o f  th e  s c h e m e . ’ 139 T h e  R e v ie w  d id  f i n d  h o w e v e r  t h a t  im p r o v e m e n t s  

h a d  b e e n  m a d e  t o  in d e x  f i l t e r i n g  ( o f  U R L  o r  IP  a d d re s s e s )  w h i c h  w o u l d  r e d u c e  

d e la y s  s u c h  t h a t  t h is  f i l t e r i n g  a t  IS P  o r  p r o x y  le v e l  w o u l d  n o t  e v e n  b e  n o t ic e a b le  

t o  e n d - u s e r s .140 T h e  R e p o r t  n o t e d  h o w e v e r  t h a t  w h i l e  t e c h n o lo g y  h a d  im p r o v e d  i n  

t h is  r e s p e c t ,  s u c h  f i l t e r s  s t i l l  h a d  th e  p r o b le m s  o f  b l o c k  l i s t s  b e c o m in g  q u i c k l y  

o u td a te d ,  in c o r r e c t  c a t e g o r iz a t io n  o f  c o n t e n t  o c c u r r in g  w h e n  l i s t s  w e r e  

a u t o m a t ic a l l y  g e n e r a te d ,  h u g e  r e s o u r c e s  b e in g  r e q u i r e d  f o r  h u m a n  c h e c k in g  a n d  

u p d a t in g  o f  l i s t s ,  a n d  IP  b l o c k i n g  b e in g  t o o  b r o a d - b r u s h e d .  F o r  e x a m p le ,  th e  

R e p o r t  s ta te d  t h a t  t h o u s a n d s  o f  d o m a in s  m a y  n o w  b e  p u b l i s h e d  f r o m  o n e  IP  

a d d re s s ,  a l l  o f  w h i c h  w o u l d  b e  b lo c k e d  i f  a n y t h i n g  i s s u in g  f r o m  t h a t  IP  w a s  

b lo c k e d . 141 F u r t h e r ,  a c c o r d in g  t o  th e  I I A ,  s u c h  f i l t e r i n g  a t  IS P  le v e l  w o u l d  im p a c t  

o n  s p e e d ,  w h i c h  f o r  u s e rs  w o u ld  c u t  i n t o  b r o a d b a n d ’ s m a i n  a d v a n ta g e  o v e r  o t h e r  

in t e r n e t  c o n n e c t io n s .  T h e  R e p o r t  n o te d  t h a t  O v u m ’ s r e p o r t  o n  c o n t e n t  f i l t e r i n g

136 D C IT A  Review of the operation of Schedule 5 to the Broadcasting Services Act 1992; Report 
(M ay  2 0 0 4 )  16.
137 Cth, Parliamentary Debates, S enate , 24  M a y  1999 , 5 2 2 0  (Senator A lsto n , M in ister  for 
C om m u nications, In form ation  T e ch n o lo g y  and the A rts).
138 D C IT A  ab ove n 136, 23.
139 Ibid 17.
14,1 Ibid.
I4i Ibid 18.
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d is p u te d  t h is ,  s t a t in g  t h a t  in d e x  f i l t e r i n g  a t  IS P  le v e l  w o u l d  n o t  m a k e  b r o a d b a n d  

u n fe a s ib le .

T h e  R e v ie w  R e p o r t  n o te s  th e  h ig h  c o s ts  w h i c h  m i g h t  b e  i n v o l v e d  i n  i n t r o d u c in g  

s u c h  a  f i l t e r i n g  s c h e m e .  B a s e d  o n  f ig u r e s  g iv e n  b y  O v u m ,  t h e  R e v ie w  R e p o r t  

s ta te s  t h a t  IS P  le v e l  b l o c k in g  w o u ld  c o s t  th e  in t e r n e t  i n d u s t r y  o v e r  $ 4 5  m i l l i o n  i n  

i n i t i a l  s e t - u p  c o s ts ,  a n d  o v e r  $ 3 3  m i l l i o n  a n n u a l l y . 142 F u r t h e r ,  i t  f o u n d  i t  l i k e l y  t h a t  

th e  c o s ts  w o u ld  h a v e  m u c h  g r e a te r  im p a c t s  o n  th e  s m a l le s t  IS P s .  S e t - u p  c o s ts  f o r  

v e r y  s m a l l  IS P s  a re  l i k e l y  t o  b e  e ig h t  t im e s  th o s e  o f  s m a l l  IS P s ,  a n d  f o r  s m a l l  IS P s  

a lm o s t  f o u r  t im e s  th e  c o s t  f o r  m e d iu m  IS P s .  I t  f o u n d  t h a t  o n g o in g  c o s ts  w o u l d  

s im i l a r l y  d is a d v a n ta g e  t h e  s m a l le r  p la y e r s  i n  t h e  i n d u s t r y . 143 O v e r a l l  t h e  R e v ie w  

f o u n d  t h a t  ‘ [ g ] i v e n  th e  l i m i t e d  b e n e f i t s  o f  a n  I S P - le v e l  f i l t e r i n g  s y s te m ,  t h e  c o s ts  

o f  a  m a n d a te d  r e q u i r e m e n t  t o  f i l t e r  d o  n o t  a p p e a r  j u s t i f i e d . ’ 144

T h e  R e v ie w  a ls o  f o u n d  t h a t  t h e r e  w a s  l i t t l e  e n c o u r a g e m e n t  g i v e n  b y  IS P s  t o  u s e  

f i l t e r i n g .  I t  f o u n d  f o r  e x a m p le  t h a t  s o m e  IS P s  m e r e l y  l i n k  t o  p a g e s  i n c l u d i n g  f i l t e r  

in f o r m a t io n  f r o m  th e  b o t t o m  o f  t h e i r  h o m e  p a g e s ,  o r  f r o m  s u b s id ia r y  p a g e s .  I t  

lo o k e d  t h e n  to  t w o  p o s s ib le  a p p ro a c h e s  f o r  ‘ s t r e n g t h e n in g  c o m m u n i t y  s a fe  

g u a r d s , ’ t h a t  is ,  in c r e a s in g  th e  u s e  o f  f i l t e r i n g  a n d  b lo c k in g .  I t  s u g g e s te d  f i r s t l y  

th a t  m o r e  a c t iv e  p r o m o t i o n  o f  f i l t e r  s e r v ic e s  b y  IS P s  u p o n  s u b s c r ip t io n ,  a n d  

r e g u la r  a d v e r t i s in g  o f  f i l t e r  s e r v ic e s  t o  s u b s c r ib e r s ,  m a y  e n c o u r a g e  t a k e - u p  o f  

th e s e  t o o ls . 145 S e c o n d ly ,  i t  f o u n d  t h a t  IS P s  c o u ld  b e  r e q u i r e d  t o  i n c lu d e  e n d - u s e r  

f i l t e r  p r o d u c t s  w i t h  s u b s c r ip t io n s ,  b u t  s u b s c r ib e r s  w o u l d  h a v e  t h e  o p t i o n  t o  ‘ o p t -  

o u t ’ o f  th e  p u r c h a s e  o f  a  f i l t e r .

N e i t h e r  o f  th e s e  te c h n iq u e s  w o u l d  m a n d a te  c h a n g e s  t o  a c c e s s  t o  c o n t e n t ,  w h i l e  

b o t h  w o u ld  m a k e  e n d -u s e r s  m o r e  a w a r e  o f  t h e  f i l t e r i n g  t o o ls  a v a i la b le .  W h i l e  th e  

R e v ie w  is  w o r d e d  t o  s u g g e s t  i n  t h e  s e c o n d  o p t i o n  t h a t  s u b s c r ib e r s  m a y  o p t  o u t  o f  

f i l t e r  u s e , i t  r e a l l y  m e a n s  s u b s c r ib e r s  c o u ld  o p t  o u t  o f  f i l t e r  p u r c h a s e .  W h e t h e r  th e  

f i l t e r  purchase is  ‘ o p t  i n , ’ ‘ o p t  o u t , ’ o r  c o m p u ls o r y ,  t h e r e  is  n o  s u g g e s t io n  t h a t

142 Ibid 19, 2 0 , and see  O vum , Internet Content Filtering: A Report to DCITA. (A p ril 2 0 0 3 )  2 6 , 27
143 D C IT A  ab ove n 136, 19.
144 Ibid 23.
145 Ibid 21.
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f i l t e r  use b e  m a d e  c o m p u ls o r y .  T h e  c o s t  t o  i n d u s t r y  o f  b o t h  o f  t h e s e  o p t io n s  

‘ w o u ld  b e  s i g n i f i c a n t l y  l o w e r  t h a n  r e q u i r i n g  m a n d a t o r y  im p le m e n t a t io n  o f  s e r v e r -  

s id e  f i l t e r i n g ’ 146 a n d  t h e y  a re  t o  b e  lo o k e d  a t  i n  t h e  R e v ie w  o f  t h e  I n t e r n e t  I n d u s t r y  

C o d e s  o f  P r a c t ic e  c u r r e n t l y  u n d e r w a y . 147 *

(b) Family friendly ISPs

T h e  R e v ie w  n o t e d  t h a t  th e  ‘ f a m i l y  f r i e n d l y  I S P ’ p r o g r a m ,  w h i c h  w o u l d  e n t i t l e  

c o d e - c o m p l ia n t  IS P s  t o  d i s p la y  a  lo g o  i d e n t i f y i n g  t h e m  a s  c o d e - c o m p l ia n t  a n d  

f a m i l y  f r i e n d l y ,  h a s  b e e n  d i s t i n c t l y  u n s u c c e s s fu l .  O f  5 6 3  IS P s  i n  A u s t r a l i a ,  o n l y

1 A8
11 h a v e  r e g is t e r e d  u n d e r  t h e  p r o g r a m  i n  t h e  t w o  y e a r s  i t  h a s  b e e n  i n  o p e r a t io n .

I t  is  n o t  c le a r  j u s t  w h y  th e  t a k e - u p  h a s  b e e n  s o  p o o r .  P e r h a p s  IS P s  a re  n o t  

c o n v in c e d  o f  t h e  v a lu e  o f  d i s p la y in g  t h e i r  ‘ c o d e - c o m p l i a n t ’ c r e d e n t ia ls ,  o t h e r  m a y  

n o t  w is h  to  b e  i d e n t i f i e d  w i t h  th e  I I A ,  a n d  p o s s ib l y  o th e r s  a re  n o t  c o m p l i a n t .

(c) Community education

T h e  R e v ie w  f o u n d  t h a t  t h e  in t e r n e t  i n d u s t r y  c o u ld  d o  a  l o t  m o r e  b y  w a y  o f  

c o m m u n i t y  e d u c a t io n ,  as  c o u ld  t h e  A B A  a n d  N e t A le r t .  I t  f o u n d  t h a t  t h e  A B A  a n d  

N e t A le r t  n e e d  t o  w o r k  c o - o p e r a t i v e l y  t o  e n s u re  t h e i r  a c t i v i t i e s  c o m p le m e n t e d  o n e  

a n o th e r ,  a n d  n e e d  t o  m a k e  a n  e f f o r t  t o  i d e n t i f y  t h e i r  r e l e v a n t  c o n s t i t u e n c ie s ,  w h i c h  

m a y  in c lu d e  f o r  e x a m p le  c o u n c i l s ,  l i b r a r ie s ,  s ta te  e d u c a t io n  d e p a r tm e n ts ,  a n d  

a c a d e m ic  i n s t i t u t i o n s . 149 N e t A l e r t  s h o u ld  a ls o  m a k e  r e g u la r  a s s e s s m e n ts  o f  f i l t e r  

p r o d u c t s  a n d  w i d e l y  p r o m o t e  i t s  f i n d in g s  i n  a  u s e r - f r i e n d l y  f o r m .  T h e  R e v ie w  

n o t e d  t h a t  ( d u r i n g  t h e  c o u r s e  o f  t h e  R e v ie w )  N e t A l e r t ’ s o b je c t s  a n d  p o w e r s  h a d  

b e e n  c o n s o l id a te d  ‘ t o  d e le te  r e d u n d a n t  p r o v is i o n s  a n d  f u r t h e r  f o c u s  th e  

o r g a n is a t io n  o n  c h i l d  s a f e t y  o n l i n e , ’ 150 a n d  s u g g e s te d  t h a t  N e t A l e r t  s h o u ld  n o w  g o  

f u r t h e r  a n d  c o m m is s io n  a n  in d e p e n d e n t  e v a lu a t i o n  o f  i t s  c o m m u n i t y  e d u c a t io n  

a c t i v i t i e s . 151

146

147

148

149

150

151

Ibid 22.
Ibid 24.
Ibid 21.
Ibid 28.
Ibid 15.
Ibid 28.
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(d) ABA monitoring of the scheme.

A c c o r d in g  t o  th e  R e v ie w ,  th e  A B A  a ls o  c o u ld  d o  m o r e .  A  p r e v io u s  s t u d y  h a d  

f o u n d  t h a t  e v e n  w h e n  c o n t e n t  w a s  n o t i f i e d  t o  th e  m a k e r s  o f  s c h e d u le d  f i l t e r s ,  

u s e rs  o f  th o s e  f i l t e r s  c o u ld  f r e q u e n t l y  s t i l l  a c c e s s  t h e  c o n t e n t .  T h is  s u g g e s te d  t h a t  

e i t h e r  th e  f i l t e r  t e c h n o lo g y  w a s  in e f f e c t i v e ,  o r  t h a t  n o t i f i e d  c o n t e n t  w a s  n o t  b e in g  

a d d e d  to  b l o c k  l i s t s  a s  a g re e d .  T h e  R e v ie w  s ta te d  t h a t  t h e  A B A  s h o u ld  ‘ e n s u re  

t h a t  th e  e n f o r c e m e n t  r e g im e  is  c r e d ib le  a n d  e f f e c t i v e ,  w i t h  s a n c t io n s  f o r  f a i l i n g  t o  

c o m p ly  w i t h  A B A  n o t i f i c a t i o n s ,  i n c l u d in g  d e - l i s t i n g ’ ( r e m o v in g  f i l t e r s  f r o m  th e  

C o d e  S c h e d u le ) . 152 T h e  R e v ie w  a g re e d  w i t h  t h e  A B A ’ s s u b m is s io n  t h a t  in d u s t r y  

C o d e s  o f  P r a c t ic e  s h o u ld  b e  m o n i t o r e d  a n d  r e g u la r l y  r e v ie w e d  ( e v e r y  t h r e e  y e a r s )  

to  e n s u re  t h e y  m e t  t h e i r  o b je c t iv e s ,  a n d  t o  e n s u re  t h a t  t h e  s c h e m e  d e a ls  

a p p r o p r ia t e ly  w i t h  t e c h n o lo g ic a l  a n d  m a r k e t  d e v e lo p m e n t s . 153

C . Conclusions.

F r o m  th e  s tu d ie s  a n d  s u b m is s io n s  d is c u s s e d  a b o v e  i t  is  c le a r  t h a t  m a n y  c o n c e r n s  

s t i l l  a r is e  in  r e l a t i o n  t o  th e  Online Services Act a n d  t h e  A u s t r a l i a n  s c h e m e  f o r  

o n l i n e  c o n t e n t  c o n t r o l .  T h e  s tu d ie s  f i r s t  r e f e r r e d  t o  r a is e  s e r io u s  q u e s t io n s  a b o u t  

th e  e f f e c t  o f  t h e  Act a n d  i t s  o p e r a t io n s .  T h e  r e v i e w  s u b m is s io n s  a ls o  d e m o n s t r a te  

c o n c e r n s  a b o u t  th e  Act a n d  i t s  e f f e c ts ,  a s  w e l l  a s  s h o w in g  a  c le a r  t e n s io n  b e tw e e n  

o n  th e  o n e  h a n d  th e  in d u s t r y  a s s o c ia t io n ,  la r g e  in d u s t r y  p la y e r s ,  a n d  m a j o r  

p a r t i c ip a n t s  i n  th e  s c h e m e ,  s u c h  as  th e  A B A  a n d  N e t A l e r t ;  a n d  o n  t h e  o t h e r  h a n d  

in d i v i d u a l s  a n d  c o m m u n i t y  g r o u p s . 154 G e n e r a l l y  t h e  f o r m e r  g r o u p  s e e m e d  h a p p y  

w i t h  t h e  o v e r a l l  w o r k i n g s  o f  t h e  s c h e m e ,  i t s  m i n i m a l  o b l i g a t io n s ,  a n d  i t s  m in i m a l  

e f f e c t ;  w h e r e a s  th e  la t t e r  s u b m i t t e r s  a p p e a r  m o r e  c o n c e r n e d  a b o u t  t h e  e f f e c t  o r  

la c k  o f  e f f e c t  w h i c h  t h e  s c h e m e  h a s  h a d .  T h e  R e v ie w  R e p o r t ,  w h i l e  

a c k n o w le d g in g  s o m e  o f  t h e  c o n c e r n s  r a is e d ,  d i d  n o t  r e c o m m e n d  a n y  m a j o r  

c h a n g e s  to  th e  c u r r e n t  s c h e m e .

152 Ibid 4 4 .
153 Ibid 4 5 .
154 T his is not to su g g est that a ll in d iv idu als and com m u n ity  groups agree w ith  on e  another, but 
that they  appear to be m ore critical o f  the sch em e, and m ore d isparate in  their co m m en ts, than the 
form er group.
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P a r t  t w o  h a s  a t t e m p te d  t o  e x p la in  th e  p a s s a g e  a n d  p r o v is i o n s  o f  t h e  Online 

Services Act, t h e  e f f e c ts  a n d  o p e r a t io n s  o f  t h e  r e g im e  o v e r a l l ,  a n d  t h e  p e r c e p t io n s  

o f  th e s e  e f f e c t s  as  f o u n d  i n  th e  s tu d ie s ,  s u b m is s io n s ,  a n d  R e v ie w  R e p o r t  d is c u s s e d  

a b o v e .  P a r t  t h r e e  w i l l  n o w  a t t e m p t  t o  e v a lu a te  t h e  s c h e m e  a n d  t o  m a k e  

r e c o m m e n d a t io n s  f o r  i t s  im p r o v e m e n t .
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PART THREE

EVALUATING AND IM PROVING THE INTERNET CONTENT

CONTROL REGIM E.

H a v in g  lo o k e d  a t  th e  c o n t e x t  i n t o  w h i c h  th e  Online Services Act w a s  in t r o d u c e d ,  

a n d  a t  th e  o p e r a t io n  a n d  e f f e c ts  o f  t h e  Act a n d  o f  t h e  s c h e m e  o v e r a l l ,  t h i s  t h e s is  

n o w  m o v e s  o n  t o  c r i t i q u e  t h e  o n l i n e  s e r v ic e s  r e g im e  a n d  t o  o f f e r  s u g g e s t io n s  f o r  

th e  f u t u r e .  F i r s t l y  i n  C h a p t e r  T h i r t e e n  t h e  Online Services Act is  e v a lu a te d  u p o n  

th e  t e r m s  o f  i t s  l e g is la t i v e  o b je c t i v e s ;  h a s  th e  Act m e t  i t s  o w n  s ta te d  a im s ?  T h e  

th e s is  th e n  m o v e s  to  a b r o a d e r  p e r s p e c t iv e  o n  th e  t o p ic ,  w i t h  C h a p t e r  F o u r t e e n  

e x a m in in g  s o m e  o f  t h e  m e t h o d s  c u r r e n t l y  u s e d  o v e rs e a s  i n  i n t e r n e t  c o n t e n t  

c o n t r o l .  I n  th e  l i g h t  o f  t h e  o p e r a t io n  a n d  e f f e c ts  o f  b o t h  A u s t r a l i a n  a n d  o v e rs e a s  

s y s te m s ,  C h a p te r  F i f t e e n  t h e n  m a k e s  r e c o m m e n d a t io n s  f o r  im p r o v e m e n t s  t o  t h e  

A u s t r a l i a n  s c h e m e .
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C H A P T E R  T H I R T E E N :  T H E  S T A T E D  A I M S  -  H A V E  T H E Y  B E E N

A C H E I V E D ?

A .  The Stated Aims

T h e  s ta te d  a im s  o f  t h e  Online Services Act w e r e  a )  t o  p r o v id e  a  m e a n s  f o r  

a d d r e s s in g  c o m p la in t s  a b o u t  i n t e r n e t  c o n te n t ,  b )  t o  r e s t r i c t  a c c e s s  t o  i n t e r n e t  

c o n te n t  l i k e l y  t o  c a u s e  o f f e n c e  t o  a  r e a s o n a b le  a d u l t ,  a n d  c )  t o  p r o t e c t  c h i l d r e n  

f r o m  e x p o s u r e  t o  in t e r n e t  c o n t e n t  u n s u i t a b le  f o r  t h e m . 1 I n  t h e  l i g h t  o f  t h e  e f f e c ts ,  

s t a t is t ic s  a n d  p e r c e p t io n s  r e p o r t e d  i n  p r e v io u s  c h a p te r s ,  c a n  i t  b e  s a id  t h a t  th e  

Online Services Act h a s  a c h ie v e d  i t s  s ta te d  a im s ?

1. Providing a means for addressing complaints about internet content.

T h e  Act h a s  c e r t a in l y  p r o v id e d  a  m e a n s  f o r  a d d r e s s in g  c o m p la in t s  a b o u t  in t e r n e t  

c o n te n t .  A s  d is c u s s e d  in  c h a p te r  N in e  a b o v e ,  u n d e r  t h e  Online Services Act 

c o m p la in t s  c a n  b e  m a d e  t o  th e  A B A ,  a n d  a re  t h e n  in v e s t ig a t e d  a c c o r d in g  t o  A B A  

p r o c e d u r e .  I n  s o m e  c a s e s  th e  c o n t e n t  c o m p la in e d  a b o u t  is  r e f e r r e d  t o  t h e  O F L C  

f o r  c la s s i f i c a t io n ,  a n d  t a k e - d o w n  n o t ic e s  m a y  b e  is s u e d  t o  f o r c e  t h e  r e m o v a l  o f  t h e  

c o n te n t  f r o m  A u s t r a l i a n  s e r v e r s .  S o m e  s u c h  ta k e  d o w n  n o t ic e s  h a v e  b e e n  is s u e d ,  

a n d  th e  c o n t e n t  s u b s e q u e n t ly  r e m o v e d  f r o m  A u s t r a l i a n  s i te s .  H o w e v e r ,  a s  a ls o  

d is c u s s e d  a b o v e ,  th e r e  is  n o  e v id e n c e  as  t o  w h e t h e r  o r  n o t  t h is  m a k e s  a n y  

d i f f e r e n c e  t o  th e  a v a i l a b i l i t y  o f  t h is  m a t e r ia l  o n  t h e  in t e r n e t .  I n  f a c t ,  t h e  A B A  i t s e l f

h a s  r e p o r te d  t h a t  a t  le a s t  s o m e  c o n t e n t  o r d e r e d  r e m o v e d  w a s  s i m p l y  r e - h o s t e d

2
o v e rs e a s ,  r e m a in in g  e q u a l l y  a c c e s s ib le  i n  A u s t r a l i a .

W h e t h e r  o r  n o t  t h is  a im  h a s  b e e n  m e t  r e a l l y  d e p e n d s  o n  w h a t  t h e  a im  r e a l l y  w a s .  

W a s  i t  s i m p l y  t o  p r o v id e  a  m e a n s  f o r  a d d r e s s in g  c o m p la in t s ,  o r  w a s  t h is  a s p e c t  o f

1 B ro a d c a s tin g  S erv ice s  A m en d m en t (O n lin e  S erv ic e s )  A c t 1 9 9 9  (C th) sch ed u le  1 c l 2, n ow  
incorporated to b eco m e B ro a d c a s tin g  S e rv ic e s  A c t 19 9 2  (C th) s 3 (k) (1) and (m ).
‘ For exam p le first Six M onth  R e p o r t on C o -R e g u la to ry  S ch em e f o r  In te rn e t C o n ten t R eg u la tio n , 
J a n u a ry  to  June 2 0 0 0  T abled  in  Senate b y  the M in ister for C o m m u n ica tio n s, T e ch n o lo g y  and the 
Arts (Septem ber 2 0 0 0 )  16 note 3.
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t h e  le g is la t i o n  in t e n d e d  t o  h a v e  s o m e  m o r e  s u b s t a n t iv e  e f f e c t?  A  m o r e  s u b s t a n t iv e  

in t e n t  s e e m e d  l i k e l y  w h e n  r e g a r d e d  w i t h  th e  O n l in e  S e r v ic e s  B i l l  i n i t i a l l y  

p r o p o s e d ,  w h e r e b y  c o m p la in t s  m a y  h a v e  le d  b o t h  t o  r e m o v a l  o f  t h e  c o n t e n t  f r o m  

A u s t r a l i a n  s e rv e r s ,  and t o  b l o c k in g  o f  t h e  c o n t e n t  f r o m  o v e rs e a s .  H o w e v e r ,  w h e n  

v ie w e d  i n  o p e r a t io n ,  a n d  t h u s  i n  c o n ju n c t i o n  w i t h  th e  I n t e r n e t  I n d u s t r y  C o d e s  o f  

P r a c t ic e ,  i t  w o u ld  b e  s i l l y  to  t h i n k  th a t  c o m p la in t s  c o u ld  p o s s ib l y  h a v e  a l l  th e  

s u b s ta n t iv e  e f f e c ts  i n i t i a l l y  e n v is a g e d ,  a s  th e  b l o c k i n g  o f  c o n t e n t  f r o m  o v e rs e a s  is  

n o w  n o  p a r t  o f  th e  s c h e m e .

I t  is  p o s s ib le  h o w e v e r  t h a t  th e  r e s t r i c t i o n  o f  c o n t e n t  w a s  n o t  t h e  o n l y  a im ,  a n d  t h a t  

th e  c o m p la in t s  m e c h a n is m  w a s  in t e n d e d  a ls o  ( o r  r a t h e r )  a s  a  m e a n s  o f  d e f le c t i n g  

c o m p la in t s  w i t h  w h ic h  p o l i t i c ia n s  w o u ld  o t h e r w is e  n e e d  t o  d e a l .  T h e  

e s t a b l is h m e n t  o f  th e  c o m p la in t s  r e g im e  m a y  h a v e  b e e n  s e e n  m o r e  a s  a  w a y  t o  

c h a n n e l  th e  c o m p la in t s  o f  t h o s e  l o b b y in g  f o r  t i g h t e r  i n t e r n e t  c o n t e n t  r e g u la t i o n  

in t o  a  m o r e  f i n i t e  a n d  m a n a g e a b le  a re n a .  T h is  is  s u g g e s te d  p a r t i c u l a r l y  b y  t h e  

s t i p u la t i o n  t h a t  c o m p la in t s  u n d e r  th e  le g is la t i o n  b e  m a d e  o n l y  b y  A u s t r a l i a n  

r e s id e n ts ,  a n d  c o r p o r a t io n s  a n d  b u s in e s s e s  r e s id e n t  i n  A u s t r a l i a .  I f  t h e  c o m p la in t s  

r e g im e  w e r e  c o n c e r n e d  w i t h  b r i n g in g  to  l i g h t  p r o h ib i t e d  m a t e r ia l ,  a n d  r e s t r i c t i n g  

a c c e s s ib i l i t y  to  i t ,  t h e r e  is  n o  r e a s o n  w h y  i t  w o u ld  d i s t i n g u is h  b e t w e e n  w h e r e  th e  

c o m p la in t s  o r i g i n a t e  o r  w h o  is  t h e  c o m p la in a n t .

T h e  f i r s t  a im  o f  th e  Online Services Act m a y  t h e n  b e  s a id  t o  h a v e  b e e n  a c h ie v e d ,  

as t h e r e  is  n o w  a  m e t h o d  f o r  a d d r e s s in g  c o m p la in t s  a b o u t  i n t e r n e t  c o n t e n t ;  o n e  

w h i c h  a l lo w s  th e  in d e p e n d e n t  A B A  to  b e a r  t h e  b r u n t  o f  ‘ c o m m u n i t y  c o n c e r n , ’ b y  

r e d i r e c t in g  to  i t  c o m p la in t s  w h i c h  w o u ld  o t h e r w is e  h a v e  b e e n  m a d e  t o  p o l i t i c ia n s .  

T h e  m e r e  e s t a b l is h m e n t  o f  t h is  a l t e r n a t iv e  a v e n u e  t o  m a k e  c o m p la in t s  r e m o v e s  

f r o m  g o v e r n m e n t  b o t h  t h e  b u r d e n  o f  e n g a g in g  w i t h  th e s e  c o m p la in t s  a t  a l l ,  a n d  

th e  m o r e  s u b s ta n t ia l  b u r d e n  o f  a c t in g  i n  r e s p o n s e  t o  t h e m .

T h e  in t r o d u c t io n  o f  th e  c o m p la in t s  m e c h a n is m  th u s  f i r s t l y  a l l o w s  c o m p la in t s  t o  g o  

t h r o u g h  a n  a d m in is t r a t i v e  r a t h e r  t h a n  p o l i t i c a l  p r o c e d u r e ,  t h e r e b y  r e d u c in g  

p r e s s u r e  o n  G o v e r n m e n t  t o  a c t .  S e c o n d ly ,  i t  c h a n g e d  a l l o w a b le  c o m p la in t s  f r o m  

th e  e x p r e s s io n  o f  g e n e r a l  c o n c e r n s  a b o u t  i l l e g a l ,  o b je c t io n a b le ,  a n d  /  o r  u n s u i t a b le
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m a t e r ia l  a v a i la b le  o n  a  p a r t i c u la r  m e d iu m ,  b y  r e q u i r i n g  t h e  c o m p la in a n t s  t o  

i d e n t i f y  s p e c i f i c a l l y  m a t e r ia l  o f  c o n c e r n  w h i c h  c o u ld  t h e n  b e  e x a m in e d  

in d e p e n d e n t ly  o f  th e  m o r e  g e n e r a l  c o n c e r n s .  T h i r d l y ,  i t  p r o v id e d  a n  o u t le t  f o r  

th o s e  m o s t  w o r r ie d  a b o u t  in t e r n e t  c o n t e n t ,  a n d  b y  d o in g  s o  b o u g h t  t im e  f o r  th e  

m e d iu m  to  r e a c h  h ig h e r  le v e ls  o f  g e n e r a l  a c c e s s ib i l i t y  a n d  a c c e p t a b i l i t y ,  a n d  to  

b e c o m e  b e t t e r  e n t r e n c h e d  a n d  m o r e  w i d e l y  u s e d .  T h is  w a y ,  f u r t h e r  d e v e lo p m e n t  

o f  t h e  m e d iu m  w a s  a b le  t o  o c c u r  w i t h o u t  c o n s ta n t  p u b l i c  c r i t i c i s m  a n d  l o b b y in g  

r e g a r d in g  th e  d a n g e r s  o f  th e  in t e r n e t .

T h u s  th e  f i r s t  s ta te d  a im  o f  th e  Online Services Act, t o  p r o v id e  a  m e a n s  f o r  

a d d r e s s in g  c o m p la in t s  a b o u t  i n t e r n e t  c o n t e n t ,  m a y  b e  s a id  t o  h a v e  b e e n  f u l f i l l e d ,  

i n e f f e c t i v e l y  i n  te r m s  o f  c h a n g in g  o r  l i m i t i n g  t h e  m a t e r ia l  a v a i la b le ,  b u t  

e f f e c t i v e l y  i n  te r m s  o f  p r o v i d i n g  a  c h a n n e l  t h r o u g h  w h i c h  c o n c e r n e d  c o n s t i t u e n t s  

c o u ld  v o ic e  t h e i r  c o n c e r n s ,  w i t h o u t  r e q u i r i n g  p o l i t i c a l  r e s p o n s e s .

2 . Restricting access to internet content likely to cause offence to a reasonable 

adult.

T h e  s e c o n d  s ta te d  a im ,  t h a t  is ,  t o  r e s t r i c t  a c c e s s  t o  i n t e r n e t  c o n t e n t  l i k e l y  to  c a u s e  

o f f e n c e  to  a r e a s o n a b le  a d u l t ,  h a s  n o t  b e e n  m e t  i n  a n y  w a y .  W h i l e  s o m e  m a t e r ia l  

m a y  h a v e  b e e n  r e m o v e d  f r o m  A u s t r a l i a n  s e r v e r s ,  t h e r e  is  n o  e v id e n c e  t h a t  a n y  

m a t e r ia l  is  m o r e  r e s t r ic t e d  o r  le s s  a v a i la b le  t h a n  i t  w a s  p r i o r  t o  t h e  e n a c tm e n t  o f  

th e  Act.3 I n  f a c t ,  t h e  A B A ’ s s u b m is s io n  t o  t h e  R e v ie w  o f  t h e  Online Services Act, 

w h ic h  c la im e d  th e  s c h e m e  w a s  e f f e c t i v e  i n  a d d r e s s in g  c o m p la in t s  a b o u t  i n t e r n e t  

c o n te n t  a n d  r e s t r i c t i n g  c h i l d r e n ’ s a c c e s s  t o  u n s u i t a b le  c o n t e n t ,  d i d  n o t  e v e n  

m e n t io n  t h is  a im . 4

A s  d is c u s s e d  a b o v e  in  r e g a r d  t o  t h e  c o m p la in t s  s c h e m e ,  t h i s  a im  a ls o  w a s  i n  l i n e  

w i t h  th e  i n i t i a l l y  p r o p o s e d  O n l in e  S e r v ic e s  B i l l ,  a n d  a l t h o u g h  i t  w a s  a  m a j o r  p a r t  

o f  r e g u la t in g  o n l in e  c o n t e n t  c o n s is t e n t l y  w i t h  o f f - l i n e  c o n t e n t ,  i t  c o u ld  n o t  b e

3 D iscu ssed  in m ore detail in Chapter T w e lv e , S ta tistics and P erception s.
4 A ustralian  B roadcasting A uthority, Submission to Review of the operation of Schedule 5 to the
Broadcasting Services Act 1992 (N o v  2 0 0 2 ).
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a c h ie v e d  o n c e  th e  b lo c k in g  o f  c o n t e n t  f r o m  o v e rs e a s  w a s  r e m o v e d  as  a  

r e q u i r e m e n t  o f  t h e  le g is la t io n .  P r i o r  t o  th e  p a s s a g e  o f  t h e  Act, m u c h  c r i t i c i s m  

fo c u s e d  o n  th e  c o s ts  th e  in d u s t r y  w o u ld  b e a r  t o  e v e n  p a r t l y  m e e t  t h is  a im .  

R e s t r i c t i n g  s u c h  c o n t e n t  w o u ld  h a v e  r e q u i r e d  c l a s s i f i c a t io n  o f  m a t e r ia l  h o s te d  

w i t h i n  A u s t r a l i a ,  n o t  o n l y  i n  r e s p o n s e  t o  c o m p la in t s  b u t  m o r e  g e n e r a l l y ,  a lo n g  

w i t h  c la s s i f y in g  o r  f i l t e r i n g  a n d  b l o c k i n g  m a t e r ia l  f r o m  o u t s id e  A u s t r a l i a .  

C la s s i f i c a t io n  t o  th e  e x t e n t  r e q u i r e d  t o  f u l f i l l  t h is  a im  w o u l d  h a v e  b e e n  p h y s i c a l l y  

im p o s s ib le .  F i l t e r i n g  a n d  b lo c k in g  w o u ld  h a v e  b e e n  e x p e n s iv e ,  t im e  c o n s u m in g ,  

a n d  s t i l l  o n l y  v e r y  p a r t i a l l y  e f f e c t i v e .

I t  c o u ld  b e  c la im e d  t h a t  t h e r e  is  le s s  X  a n d  R C  m a t e r ia l  h o s t e d  i n  A u s t r a l i a  as  a  

r e s u l t  o f  t h e  Online Services Act,5 b u t  t h e r e  is  n o  s u g g e s t io n  t h a t  t h i s  m a t e r ia l  is  

n o t  e q u a l l y  a v a i la b le  f r o m  o v e rs e a s  s e r v e r s ,  o r  t h a t  i t  m a k e s  a n y  d i f f e r e n c e  t o  th e  

a b i l i t y  t o  a c c e s s  c o n te n t  ‘ l i k e l y  t o  c a u s e  o f f e n c e  t o  a  r e a s o n a b le  a d u l t . ’ T h e  

q u a n t i t y  o f  s u c h  m a t e r ia l  a v a i la b le  o n  th e  in t e r n e t ,  a n d  w i t h o u t  a n y  a c c e s s  

r e s t r i c t io n s  f o r  A u s t r a l i a n  u s e rs ,  s u g g e s ts  t h a t  e v e n  a  c o m p le t e  r e m o v a l  o f  

A u s t r a l ia n - h o s t e d  R C  a n d  X  m a t e r ia l  f r o m  th e  in t e r n e t  ( i e  i f  t h e  m a t e r ia l  w a s  

d is p o s e d  o f  r a t h e r  th a n  m o v e d  o v e r s e a s )  w o u ld  n o t  h a v e  a n y  im p a c t  o n  th e  a b i l i t y  

to  a c c e s s  v i r t u a l l y  th e  s a m e  m a t e r ia l  f r o m  o v e rs e a s .

3. Protecting children from exposure to internet content unsuitable for them.

T h e r e  is  n o  e v id e n c e  t h a t  c o n t e n t  u n s u i t a b le  f o r  c h i l d r e n  is  a n y  le s s  a v a i la b le  o n  

th e  in t e r n e t  t h a n  i t  w a s  p r i o r  t o  t h e  e n a c tm e n t  o f  t h e  Online Services Act. 

H o w e v e r ,  h e ig h te n e d  a w a re n e s s  o f  th e  in t e r n e t ,  a n d  o f  m e t h o d s  o f  d e a l in g  w i t h  

c h i l d r e n s ’ a c c e s s ,  m a y  w e l l  h a v e  g o n e  s o m e  w a y  t o w a r d  f u l f i l l i n g  t h i s  a im .  I f  f o r  

e x a m p le ,  c o m m u n i t y  e d u c a t io n  h a s  b e e n  s u c c e s s fu l ,  i t  m a y  b e  t h a t  m o r e  s c h o o ls ,  

l i b r a r ie s ,  p a r e n ts  a n d  c a re r s  n o w  s u p e r v is e  b e t t e r ,  a n d  /  o r  u s e  p r o d u c t s  a n d

’ I f  for exam p le conten t has b een  rem oved  due to tak e-d ow n  n o tices , and n ot s im p ly  re-hosted  
elsew h ere. T here is no ev id en ce  h o w ev er  to this e ffec t, w h ile  there is ev id e n c e  that at least som e  
content has b een  m o ved  overseas to a vo id  the p ro v is io n s  o f  the A ct. S ee  S ix  M o n th  R e p o r t on  C o-  
R egu la tory’ S ch em e f o r  In tern e t C o n ten t R eg u la tio n , J a n u a ry  to  J u n e  2 0 0 0  a b o v e  n 2.
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t e c h n iq u e s  e n a b l in g  c lo s e r  c o n t r o l  o v e r ,  o r  r e s t r i c t i o n  o f ,  w h a t  c h i l d r e n  a c c e s s  o n  

th e  in te r n e t .

T h e  c o m m u n i t y  e d u c a t io n  a c t i v i t i e s  r e s u l t i n g  f r o m  th e  Online Services Act a re  

d is c u s s e d  a b o v e .6 N e t A l e r t  a n d  t h e  A B A ,  f o r  e x a m p le ,  b o t h  p r o v id e  i n f o r m a t i o n  

o n  t h e i r  s i te s ,  a n d  N e t A l e r t  p r o d u c e s  o t h e r  m a t e r ia l  a ls o  ( s u c h  as  f r i d g e  m a g n e ts  

a n d  m o u s e  p a d s ! )  to  e d u c a te  c h i l d r e n  a n d  a d u l t s  a b o u t  i n t e r n e t  d a n g e r s  a n d  t ip s  

f o r  s a fe r  in t e r n e t  u s e . H o w e v e r ,  n e i t h e r  t h e  A B A  n o r  N e t A l e r t  is  a b le  t o  s h o w  a n y  

e v id e n c e  t h a t  t h e r e  h a s  b e e n  a n y  c h a n g e  a t  a l l  i n  th e  p r o t e c t io n  o f  c h i l d r e n  f r o m  

u n s u i t a b le  o r  h a r m f u l  m a t e r ia l ,  a l t h o u g h  t h e  R e v ie w  o f  t h e  Online Services Act 

p r o v id e d  a  p e r f e c t  o p p o r t u n i t y  f o r  b o t h  b o d ie s  t o  d o  s o .

N e t A l e r t ’ s s u b m is s io n  t o  th e  R e v ie w  u n f o r t u n a t e l y  a p p e a r e d  t o  in c lu d e  o n l y  s e l f -  

s e r v in g  s ta te m e n ts  m a d e  i n  a n  a t t e m p t  t o  s e c u re  f u r t h e r  f u n d i n g . 7 I t  in c lu d e d  n o  

e v a lu a t io n  o f  i t s  f i r s t  t h r e e  y e a r s ,  e x c e p t  t o  c la im  t h a t  th o s e  t h r e e  y e a r s  h a v e  b e e n  

v e r y  s u c c e s s fu l ,  a n d  h a v e  p la c e d  i t  w e l l  t o  c o n t in u e  a n d  e x p a n d  i t s  r o l e  i n t o  th e  

fu tu r e .  I t  c la im s  t h a t  d u r in g  t h e  p a s t  t h r e e  y e a rs  i t  h a s  ‘ u n e a r th e d  a  c l e a r l y  

d e m o n s t r a b le  a n d  u n m e t  n e e d  w i t h i n  th e  A u s t r a l i a n  c o m m u n i t y  a t  la r g e  t o  b e  f u l l y  

e n g a g e d  a n d  b r o u g h t  to  th e  c o - r e g u la t i o n  t a b le . ’ G iv e n  t h a t  N e t A l e r t ’ s s p e c i f i c  

b r i e f  w a s  c o m m u n i t y  e d u c a t io n ,  i t  m ig h t  h a v e  b e e n  e x p e c te d  t h a t  i t s  R e v ie w  

s u b m is s io n  w o u l d  in c lu d e  s o m e  e v id e n c e  as  t o  h o w  i t  h a s  o p e r a te d  a n d  w h a t  i t  h a s  

a c h ie v e d  in  t e r m s  o f  c o m m u n i t y  e d u c a t io n ,  a n d  th e  p r o t e c t io n  o f  t h e  c o m m u n i t y  

f r o m  in t e r n e t  d a n g e r s .  R a th e r ,  N e t A l e r t  l i s t s  h ig h l i g h t s  o f  i t s  a c t i v i t i e s  t o  in c lu d e  

‘ e s ta b l is h m e n t  o f  a  c o r p o r a t e  i d e n t i t y ,  e s t a b l is h m e n t  o f  m a n a g e m e n t  s y s te m s ,  

i n f o r m a t io n  s y s te m s  a n d  c o r p o r a t e  g o v e r n a n c e  s y s te m s ,  a p p o in t m e n t  o f  N o n i  

H a z le h u r s t  as  N e t A l e r t  a m b a s s a d o r ,  c r e a t io n  o f  a  t o l l  f r e e  h e lp l i n e  a n d  e m a i l  

r e s p o n s e  s e r v ic e ,  n a t io n a l  a d v e r t i s in g  c a m p a ig n s ,  c r e a t io n  o f  i n f o r m a t i o n  

r e s o u r c e s  to  p r o v id e  p r a c t i c a l  a d v ic e  a n d  i n f o r m a t i o n  t o  t h e  c o m m u n i t y ,  

i n t r o d u c t io n  o f  N e t A l e r t  t o  s ta te  a n d  t e r r i t o r y  s ta k e h o ld e r s ,  c o n d u c t  o f  

c o m p r e h e n s iv e  r e s e a r c h  in t o  a c c e s s  m a n a g e m e n t  t e c h n o lo g ie s ,  p r e s e n t a t io n  o f

6 See Chapter 11: C om m u nity  education .
7 There had b een  con cern  that N etA ler t w o u ld  not be further funded  and w o u ld  b e  forced  to c lo se  
dow n. S ee  for exa m p le  Senator K ate L undy, Coalition ignores net education -  NetAlert to be 
wound up. M ed ia  R e lea se , (6  M arch 2 0 0 3 ) .
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i n f o r m a t i o n  s e m in a r s  f o r  in d u s t r y ,  a n d  s e e k in g  o u t  a n d  b u i l d i n g  r e l a t io n s h ip s  w i t h  

in t e r n a t io n a l  c o u n te r p a r t s . ’ 8 U n f o r t u n a t e l y ,  t h i s  is  t h e  f u l l  e x t e n t  o f  N e t A l e r t ’ s 

a n a ly s is  a n d  e v a lu a t io n  o f  i t s  r o l e  o v e r  th e  f i r s t  t h r e e  y e a r ’ s o f  t h e  Act’s o p e r a t io n .

N e t A le r t  m a y  in  f a c t  h a v e  c o n d u c te d  s o m e  c o m m u n i t y  e d u c a t io n  w h i c h  m a y  h a v e  

h e lp e d  in  th e  Online Services Act’s t h i r d  o b je c t i v e  o f  p r o t e c t in g  c h i l d r e n ,  a l t h o u g h  

t h e r e  is  n o t h in g  t o  d e m o n s t r a te  t h a t  t h a t  is  t h e  c a s e , a n d  t h e r e  a re  s u g g e s t io n s  t h a t  

N e t A l e r t ’ s c o m m u n i t y  e d u c a t io n  m a y  n o t  h a v e  b e e n  p a r t i c u l a r l y  e n g a g in g .  B y  

N o v e m b e r  2 0 0 2  f o r  e x a m p le ,  o n l y  o n e  t h i r d  o f  p u b l i c  l i b r a r ie s  h a d  e v e n  h e a r d  o f  

N e t A le r t ,  a n d  f a r  f e w e r  h a d  a c t u a l l y  d e a l t  w i t h  t h e  b o d y .  A l s o ,  t h e r e  is  e v id e n c e  t o  

s u g g e s t  th a t  r e g a r d le s s  o f  a n y  c o m m u n i t y  e d u c a t io n  i n i t i a t i v e s  u n d e r t a k e n ,  

c h i l d r e n  a re  s t i l l  a b le  e a s i ly  a n d  r e a d i l y  to  a c c e s s  u n s u i t a b le  c o n te n t .  T h e  

A u s t r a l i a  I n s t i t u t e  s u r v e y  c o n d u c t e d  i n  2 0 0 3  f o u n d  t h a t  A u s t r a l i a n  te e n a g e r s  

c o n t in u e d  to  h a v e  e a s y  a c c e s s  t o  e x t r e m e ly  e x p l i c i t  c o n t e n t  o n  t h e  in t e r n e t . 9

B .  Evaluation

I t  c a n  b e  s e e n  f r o m  th e  a b o v e  t h a t  a l t h o u g h  t h e r e  i s  a  c o m p la in t s  m e c h a n is m  i n  

p la c e ,  i t  c o u ld  n o t  b e  s a id  t h a t  t h e  Online Services Act h a s  r e a l l y  a c h ie v e d  a l l  i t s  

s ta te d  a im s .  I t  m u s t  b e  r e m e m b e r e d  t h o u g h  t h a t  th e s e  a im s  w e r e  a l l  s u b je c t  t o  th e  

r e g u la t o r y  in t e n t  t h a t  ‘ p u b l i c  in t e r e s t  c o n s id e r a t io n s  b e  a d d re s s e d  i n  a  w a y  t h a t  

d o e s  n o t  im p o s e  u n n e c e s s a r y  f i n a n c ia l  a n d  a d m in is t r a t i v e  b u r d e n s  o n  I n t e r n e t  

c o n t e n t  h o s ts  a n d  I n t e r n e t  s e r v ic e  p r o v id e r s . ’ 10 I t  m a y  b e  s a id  t h a t  a n y  f u r t h e r  

a c h ie v e m e n t  o f  th e  s ta te d  a im s  w o u l d  i n  f a c t  h a v e  p la c e d  ‘ u n n e c e s s a r y ’ f i n a n c ia l  

a n d  a d m in is t r a t i v e  b u r d e n s  u p o n  th e  in t e r n e t  in d u s t r y ,  a n d  p e r h a p s  u p o n  o th e r s  

a ls o .

8 N etA lert, S u bm ission  to  R e v ie w  o f  the o p era tio n  o f  S ch ed u le  5 to  th e  B ro a d c a s tin g  S e rv ic e s  A c t  
1 9 9 2  (N o v  2 0 0 2 ) ‘h ig h lig h ts .’ In fact, o f  a 43  page su b m issio n , N e tA le r t’s a c tiv itie s  o v er  the past 
3 years take up ju st ov er  on e h a lf  p age, com p rising  10 b u llet p o in ts o f  h igh ligh ts!
9 C liv e  H am ilton  & M ich a el F lood , A ustralia  Institute, Youth a n d  P o rn o g ra p h y  in A u stra lia ;  
E v id e n c e  on the ex ten t o f  ex p o su re  a n d  lik e ly  effects  (F eb  2 0 0 3 ).
10 B ro a d c a s tin g  S erv ice s  A c t 1992  (Cth) s 4  (3 )(a).
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I n  f a c t ,  t h e r e  is  n o t h in g  t o  s u g g e s t  t h a t  th e s e  a im s  c o u ld  h a v e  b e e n  a c h ie v e d  

w i t h o u t  h u g e  e x p e n s e  to  o n e  o r  m o r e  o f  u s e rs ,  g o v e r n m e n t ,  a n d  t h e  in t e r n e t  

in d u s t r y .  T o  a c t u a l l y  a c h ie v e  th e  a im s  th e  c o s ts  m a y  h a v e  b e e n  o f  s u c h  m a g n i t u d e  

as  t o  o u t w e ig h  th e  e c o n o m ic ,  s o c ia l ,  e d u c a t io n a l  a n d  o t h e r  b e n e f i t s  o f  t h e  in t e r n e t  

t o  A u s t r a l i a  a n d  A u s t r a l ia n s .  T o  r e s t r i c t  s p e c i f ie d  c o n t e n t  f r o m  a d u l t s  a n d  c h i l d r e n  

w o u ld  r e q u i r e  e i t h e r  a  c lo s e d  in t e r n e t ,  w i t h  o n l y  a p p r o v e d  m a t e r ia l  b e in g  a l lo w e d  

in ,  o r  a n  o p e n  in t e r n e t  c o m b in e d  w i t h  a  m a s s iv e  a m o u n t  o f  m o n i t o r i n g  a n d  

b lo c k in g  o f  c o n te n t .  T h e  f o r m e r  w o u ld  a l l o w  o n l y  a  t i n y  p r o p o r t i o n  o f  t h e  m a s s  o f  

a v a i la b le  in t e r n e t  m a t e r ia l  i n t o  A u s t r a l i a ,  a n d  w o u l d  r e s t r i c t  a c c e s s  t o  le g a l  a n d  

i l l e g a l  c o n t e n t  a l ik e .  T h e  la t t e r  w o u ld  r e q u i r e  a n  in c r e d ib l e  a m o u n t  o f  t im e  a n d  

e x p e n s e  t o  b e  e v e n  p a r t i a l l y  e f f e c t i v e .  B o t h  w o u l d  c h a n g e  t h e  n a t u r e  o f  th e  

in t e r n e t  as  i t  is  k n o w n  i n  A u s t r a l i a ,  a n d  s t i l l  t h e  r e s t r i c t i o n s  w o u l d  n o t  b e  

c o m p le te .  M a n y  m e th o d s  c o u ld  b e  u s e d  t o  c i r c u m v e n t  t h e  f o r m e r ,  e v e n  m e t h o d s  

as s im p le  as m a k in g  a  lo n g  d is ta n c e  c a l l  t o  l o g  o n  t o  t h e  in t e r n e t  v i a  a n  o v e rs e a s  

IS P .  T h e  la t t e r  w o u ld  s t i l l  a l l o w  a c c e s s  t o  i l l e g a l  m a t e r ia l  as  a  r e s u l t  o f  t h e  s h e e r  

im p o s s i b i l i t y  o f  m o n i t o r i n g  e v e n  a  s m a l l  p r o p o r t i o n  o f  c o n t e n t  o n  t h e  in t e r n e t .

I t  w o u ld  b e  e a s y  s im p l y  t o  s a y  t h e n  t h a t  th e  a im s  o f  t h e  Online Services Act h a v e  

n o t  b e e n  m e t ,  b u t  p e r h a p s  i t  is  a  g o o d  t h i n g  t h a t  t h e y  h a v e  n o t  b e e n .  W h i l e  r e a l  

c o n t e n t  r e s t r i c t io n s  a re  i n  p la c e  in  s o m e  c o u n t r ie s ,  a t  g r e a t  e x p e n s e ,  a n d  w i t h  

c o n s id e r a b le  i n f r i n g e m e n t s  t o  f r e e d o m  o f  s p e e c h ,  n o  o t h e r  w e s t e r n  d e m o c r a t ic  

c o u n t r y  h a s  a t t e m p te d  r e g u la t i o n  as  b r o a d  a s  th e  Online Services Act. M a n y  s u c h  

c o u n t r ie s  h a v e  i n  p la c e  h o w e v e r  r e g im e s  f o r  m a n a g in g  c o n c e r n s  a b o u t  in t e r n e t  

c o n t e n t  as  e f f e c t i v e  as A u s t r a l i a ’ s , a n d  i n  s o m e  a s p e c ts  m o r e  e f f e c t i v e ,  w i t h o u t  

h a v in g  a t t e m p te d  th e  b r e a d t h  o f  c o n t r o l  w h i c h  t h e  A u s t r a l i a n  g o v e r n m e n t  s e e m e d  

s e t u p o n .

P a r a d o x i c a l l y ,  h a d  th e  A u s t r a l i a n  G o v e r n m e n t  a t t e m p t e d  le s s ,  i t  m a y  h a v e  

a c h ie v e d  m o r e .  I f ,  in s te a d  o f  i n s i s t i n g  o n  r e g u la t i n g  o n l i n e  c o n t e n t  a s  o f f l i n e  

c o n t e n t  is  r e g u la te d ,  th e  G o v e r n m e n t  h a d  lo o k e d  m o r e  a t  t h e  d i f f e r e n c e s  b e t w e e n  

th e  m e d ia ,  i t  m a y  h a v e  in t r o d u c e d  a  m o r e  e f f e c t i v e  s c h e m e  f o r  d e a l in g  w i t h  

in t e r n e t  c o n te n t .  C u r r e n t l y  h o w e v e r  th e  s c h e m e  i n  p la c e  is  i n e f f e c t i v e  t o  a  g r e a t

186



d e g re e ,  a n d  as c a n  b e  s e e n  f r o m  s tu d ie s  a n d  s u b m is s io n s  t o  t h e  R e v ie w ,  th e  Act 

i t s e l f  is  s t i l l  c a u s e  f o r  c o n s id e r a b le  c o n c e r n .

H o w e v e r ,  r a t h e r  t h a n  s i m p l y  w r i t i n g  o f f  th e  A u s t r a l i a n  s c h e m e  a s  in e f f e c t i v e ,  i t  is  

w o r t h  l o o k in g  a ls o  t o  w h a t  is  c u r r e n t l y  b e in g  d o n e  i n  t h i s  a re a  o v e rs e a s .  F r o m  t h a t  

w e  m ig h t  g e t  a  b e t t e r  p i c t u r e  o f  a l t e r n a t iv e  m e t h o d s  o f  a l l a y i n g  c o n c e r n s  a b o u t  

in t e r n e t  c o n t e n t  in  a  c o u n t r y  l i k e  A u s t r a l i a ,  a s  w e l l  as  s o m e  s p e c i f i c  id e a s  

r e g a r d in g  c h a n g e  f o r  th e  f u t u r e  im p r o v e m e n t  o f  t h e  A u s t r a l i a n  s c h e m e .  T h e  n e x t  

c h a p te r  t h u s  lo o k s  t o  w h a t  h a s  b e e n  a c h ie v e d  i n  t h i s  a re a  i n  o t h e r  c o m p a r a b le  

j u r i s d i c t i o n s ,  a n d  d r a w i n g  o n  t h a t  th e  f o l l o w i n g  c h a p te r  m a k e s  s u g g e s t io n s  f o r  

im p r o v e m e n t  o f  i n t e r n e t  c o n t e n t  c o n t r o l  i n  A u s t r a l i a .
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C H A P T E R  F O U R T E E N :  C O M P A R A T I V E  C O N T E N T  C O N T R O L .

T h e  p r e v io u s  c h a p te r  e v a lu a te d  th e  Online Services Act a g a in s t  i t s  o w n  s ta te d  

a im s .  H o w e v e r ,  t o  a p p r e c ia te  m o r e  f u l l y  b o t h  i t s  f l a w s  a n d  i t s  a c h ie v e m e n ts ,  i t  is  

n e c e s s a r y  to  p la c e  t h e  s c h e m e  w i t h i n  a n  in t e r n a t io n a l  c o n t e x t .  O t h e r  c o u n t r ie s  a re  

a ls o  g r a p p l in g  w i t h  c o n c e r n s  a b o u t  in t e r n e t  c o n t e n t ,  a n d  e x a m in a t io n  o f  t h e i r  

a c t i v i t i e s  g iv e s  a  b r o a d e r  b a s is  f r o m  w h i c h  t o  v i e w  b o t h  t h e  p o s s ib i l i t i e s  a n d  th e  

l im i t a t i o n s  in  t h is  s p h e re .  T h is  c h a p te r  th u s  c o n c e n t r a te s  o n  s o m e  c u r r e n t  o v e rs e a s  

a p p ro a c h e s  t o  i n t e r n e t  c o n t e n t  c o n t r o l .

I t  h a s  b e e n  c la im e d  t h a t  th e  A u s t r a l i a n  s c h e m e  f o r  i n t e r n e t  c o n t e n t  r e g u la t i o n  h a s  

b e c o m e  a  ‘ b e n c h m a r k  f o r  m a n y  j u r i s d i c t i o n s  a r o u n d  t h e  w o r l d . . . ’ 1 2 3 N e t  A l e r t  s ta te s  

t h a t  t h e r e  is  ‘ . .  . v e r y  h ig h  r e g a r d  f o r  th e  s c h e m e  [ i n ]  o v e rs e a s  j u r i s d i c t i o n s ’ [ I t  i s ]  

‘ w i d e l y  a c c e p te d  b o t h  in  A u s t r a l i a  a n d  i n t e r n a t io n a l l y ,  t h a t  t h e  A u s t r a l i a n  m o d e l  

h a s  d e v e lo p e d  i n t o  o n e  t h a t  w o r k s  e x t r e m e ly  w e l l . ’ A c c o r d in g  t o  t h e  I I A  

‘ A u s t r a l i a  c a n  r i g h t l y  b e  s a id  t o  p o s s e s s  o n e  o f  t h e  m o s t  a d v a n c e d  s y s te m s  o f  

in t e r n e t  g o v e r n a n c e  i n  th e  w o r l d . 4 O p tu s  a s s e r ts  t h a t  t h e  ‘ A u s t r a l i a n  I n t e r n e t  

c o n t e n t  r e g im e  is  w i d e l y  r e c o g n is e d  in t e r n a t i o n a l l y  a s  o n e  o f  t h e  m o s t  e f f e c t i v e  

r e g im e s  f o r  th e  m a n a g e m e n t  o f  I n t e r n e t  C o n t e n t  i n  t h e  w o r l d . ’ 5

U n l i k e  th e  a b o v e - m e n t io n e d  A u s t r a l i a n  c la im s ,  t h e  s u b m is s io n  o f  C h i ld n e t  

I n t e r n a t io n a l  n o t e d  o n l y  t h a t  ‘ t h e  A u s t r a l i a n  m o d e l  h a s  b e c o m e  o n e  o f  t h e  

a p p ro a c h e s  f o r  c o u n t r ie s  t o  c o n s id e r  a n d  c o m p a r e  t h e m s e lv e s  a g a in s t . ’ 6 A l t h o u g h  

c o n t e n t  r e g u la t io n  i n  m a n y  c o u n t r ie s  d o e s  s h a re  s o m e  a s p e c ts  w i t h  t h e  A u s t r a l i a n

1 N etA lert, Submission to Review of the operation of Schedule 5 to the Broadcasting Services Act 
1992 (N o v  2 0 0 2 ) 4.
2 Ib id  8.
3 Ibid 12.
4 Internet Industry A sso c ia tio n  (IIA ), Submission to Review of the operation of Schedule 5 to the 
Broadcasting Services Act 1992 (N o v  2 0 0 2 )  13.
" O ptus, Submission to Review of the operation of Schedule 5 to the Broadcasting Services Act 
1992 (N o v  2 0 0 2 ) 23 .
6 N ig e l W illiam s, C hildn et International, Submission to Review of the operation of Schedule 5 to 
the Broadcasting Services Act 1992 (N o v  2 0 0 2 )  4.
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s c h e m e , t h e r e  is  n o  e v id e n c e  t h a t  a n y  c o u n t r y  h a s  m o v e d  t o w a r d ,  o r  is  m o v i n g

# j
t o w a r d ,  th e  A u s t r a l i a n  s c h e m e  f o r  i n t e r n e t  c o n t e n t  r e g u la t io n .

T h e  d is c u s s io n  b e lo w  fo c u s e s  o n  r e le v a n t  o v e rs e a s  a t t e m p ts  t o  d e a l  w i t h  i n t e r n e t  

c o n te n t .  A l t h o u g h  n o  c o u n t r y  c a n  b e  s a id  t o  b e  ‘ t h e  s a m e  a s  A u s t r a l i a ’ f o r  t h e  

p u r p o s e  o f  c o n t e n t  r e g u la t io n ,  t h e  g lo b a l  n a tu r e  o f  t h e  in t e r n e t  m e a n s  t h a t  m a n y  

o th e r  c o u n t r ie s  h a v e  fa c e d  th e  s a m e  d i le m n a s  as  A u s t r a l i a  i n  t h i s  s p h e re .  I t  is  t h u s

o
u s e f u l  t o  l o o k  a t  w h a t  t h e y  h a v e  d o n e  i n  r e s p o n s e  t o  t h i s  p r o b le m .

A .  Use of local general law.

W h i le  m a n y  c o u n t r ie s  h a v e  a t t e m p te d  t o  u s e  g e n e r a l  n a t io n a l  la w s  t o  c o n t r o l  

in t e r n e t  c o n te n t ,  s u c h  a t t e m p ts  h a v e  c o m m o n ly  b e e n  u n s u c c e s s f u l .  I n  N o r w a y ,  

G e r m a n y ,  a n d  F r a n c e  f o r  e x a m p le  t h e  u s e  o f  l o c a l  l a w  h a s  n o t  s u c c e e d e d ,  a n d  

th e s e  a t t e m p ts  h a v e  e v id e n c e d  t h e  u n s a t i s f a c t o r y  n a t u r e  o f  t h is  a p p r o a c h  t o  

c o n t r o l l i n g  in t e r n e t  c o n te n t .

I n  N o r w a y  f o r  e x a m p le ,  a  N o r w e g i a n  IS P  s u c c e e d e d  o n  a p p e a l a g a in s t  c h a r g e s  i t  

h a d  n e g l ig e n t l y  s p re a d  i l l e g a l  p o r n o g r a p h y  o n  t h e  in t e r n e t . 7 8 9 W h i l e  t h e  c h a r g e s  

w e r e  b r o u g h t  a n d  t h e  c o m p a n y  c o n v ic t e d  u n d e r  l o c a l  N o r w e g i a n  la w ,  i t  w a s  

o v e r t u r n e d  o n  a p p e a l as c o n f l i c t i n g  w i t h  t h e  European E-Commerce Directive, 

w h ic h  s ta te d  t h a t  o n l y  w i l l f u l  a c ts ,  a n d  n o t  n e g l ig e n t  o n e s ,  c o u ld  le a d  t o  s u c h  a  

c o n v i c t i o n . 10 H a d  th e  c o n v i c t i o n  b e e n  u p h e ld  i n  t h i s  c a s e , a n d  h a d  o t h e r  IS P s  a ls o  

b e e n  p r o s e c u te d ,  i t  m a y  h a v e  m a d e  t h is  c o n t e n t  le s s  a c c e s s ib le  w i t h i n  N o r w a y  to

7 For a d iscu ss io n  o f  on lin e con ten t regu lation  prior to the O n lin e  S e rv ic e s  A c t  se e  a b o v e  Chapter 
Four: O verseas con ten t control prior to the O n lin e  S e rv ic e s  A c t. For a m ore recent su rv ey  o f  on line  
regulation  see  E lectron ic  Frontiers A ustralia , In te rn e t C e n so rsh ip  -  la w  a n d  p o l ic y  a ro u n d  the  
world (M arch 2 0 0 2 ). Paper subm itted  to N S W  Standing C om m ittee  on  S o c ia l Issu es , enquiring  
into C lassifica tion  (P u b lica tion s, F ilm s and C om puter G am es) E n forcem en t A m en d m en t B ill  
2001 . < h ttp ://w w w .efa .o rg .a u /Issu es/C en so r /cen s3 .h tm l>  at 3 0  June 2 0 0 4 .
8 For a sum m ary o f  overseas sch em es se e  E lectron ic  Frontiers A ustralia , ab o v e  n 7.
9 D ec lan  M cC u lla g h ’s P o litech , ‘N o rw eg ia n  ISP yanks U se n e t  n ew sg ro u p s after ch ild  p o m  ru lin g .’ 
< h ttp ://w w w .p o litech b o t.co m /p -0 3 6 4 5 .h tm l>  at 3 0  June 2 0 0 4 .
10 T e le2  N o rg e  C ase, B ogarting  Court o f  A p p ea l, 27  June 2 0 0 3 . A uthor has a cc ess  to sum m ary  
on ly , from  B aker and M cK en z ie  e -L a w  A lert 8 /1 1 /2 0 0 3 .
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those using Norwegian ISPs, b u t  i t  is  l i k e l y  t h e  c o n t e n t  w o u l d  s t i l l  h a v e  b e e n  

r e a d i l y  a c c e s s ib le  t h r o u g h  o t h e r  m e a n s .

I n  G e r m a n y  a n  a t t e m p t  t o  b l o c k  c o n te n t  ‘ s t i r r i n g  u p  h a t r e d  a g a in s t  n a t io n a l ,  

e th n ic ,  r a c ia l  o r  r e l ig io u s  g r o u p s . . .  ’ i n  b r e a c h  o f  t h e  lo c a l  Criminal Code a ls o  

f a i le d ,  w h e n  IS P s  o u t s id e  th e  j u r i s d i c t i o n  s i m p l y  r e f u s e d  t o  c o - o p e r a te  w i t h  

b lo c k in g  r e q u e s t s .11 F u r t h e r m o r e ,  e v e n  th o s e  w i t h i n  t h e  j u r i s d i c t i o n  w e r e  n o t  

e f f e c t i v e  i n  t h e i r  c o m p l ia n c e ,  a s  th e  o r d e r s  f a i l e d  p r o p e r l y  t o  s p e c i f y  t h e  c o n t e n t  t o  

b e  b lo c k e d ,  a n d  th e  m e t h o d  o f  b l o c k i n g . 12 A s  a  r e s u l t  f e w  o f  t h e  IS P s  s e r v e d  w i t h  

th e  o r d e r  w e r e  a b le  to  c o m p ly ,  w h i l e  a  n u m b e r  e r r o n e o u s l y  b lo c k e d  a d d i t i o n a l  

c o n te n t  n o t  s u b je c t  t o  th e  o r d e r . 13 R e g a r d le s s  t h o u g h  o f  t h e  a c t io n  o f  t h e  G e r m a n  

IS P s ,  t h e  c o n t e n t  w a s  s t i l l  r e a d i l y  a c c e s s ib le  f r o m  IS P s  o u t s id e  G e r m a n y . 14 15

I n  F r a n c e ,  a  s im i l a r  a t t e m p t  t o  u s e  lo c a l  l a w  t o  c o n t r o l  in t e r n e t  c o n t e n t  s t i r r e d  

in t e r n a t io n a l  in t e r e s t  a n d  c o n c e r n ,  a n d  is  t h u s  w o r t h  e x a m in in g  i n  d e t a i l .  I t  w a s  

h o w e v e r  l i k e w is e  u n s u c c e s s fu l  i n  c o n t r o l l i n g  a c c e s s  t o  c o n te n t .

I n  M a y  2 0 0 0  th e  S u p e r io r  C o u r t  o f  P a r is  h a n d e d  d o w n  i t s  d e c is io n  i n  th e  c a s e  o f  

LICRA et UEJF vs Yahoo! Inc and Yahoo France}5 T h e  p l a i n t i f f s  i n  t h e  c a s e , 

L 1 C R A ,  a  g r o u p  w h o s e  o b je c t s  in c lu d e  c o m b a t in g  r a c i s m  a n d  a n t i - S e m i t i s m ,  a n d  

d e f e n d in g  th e  h o n o u r  a n d  m e m o r y  o f  t h e  d e p a r te d ,  a n d  U E J F ,  a  J e w is h  s tu d e n t  

g r o u p ,  a s k e d  th e  c o u r t  t o  f i n d  t h a t  Y a h o o ’ s a d v e r t i s in g  a n d  s a le  o f  N a z i  o b je c t s  

a n d  m e m o r a b i l i a  o n  a n d  t h r o u g h  i t s  p o r t a ls  b r e a c h e d  A r t i c l e  R . 6 4 5 - 1  o f  t h e  

F r e n c h  P e n a l C o d e ,  a n d  A r t i c l e s  8 0 8  a n d  8 0 9  o f  t h e  N e w  C o d e  o f  C i v i l  

P r o c e d u r e ,  b a n a l iz e d  N a z is m ,  e n c o u r a g e d  t h e  p r o p a g a t io n  o f  a n t i - S e m i t i s m ,  a n d  

c o n s t i t u t e d  a n  o f f e n c e  a g a in s t  th e  c o l l e c t i v e  m e m o r y  o f  a  c o u n t r y  p r o f o u n d l y

11 C N N .co m  ‘G erm an o ffic ia l asks U S  ISP s to b lo ck  n eo -N a z i s it e s .’ A u g u st 2 9 th 2 0 0 0  
http: 'w w w .cn n .co m /2 0 0 0 /T E C H /co m p u tin g /0 8 /2 9 /h a te .s ites .id g /in d ex .h tm l at 2 0  Ju ly 2 0 0 4 .

M axim illian  D orse if, G overnm ent M andated B lo ck in g  o f  F o re ig n  W eb  C ontent, in  Jan vo n  
Knop, W ilh elm  H averkam p, E ike Jessen  (E d itors) S e c u r ity , E -L ea rn in g , E -S e rv ic e s :  P ro c e e d in g s  
o f  the 17. D F N -A rb e its ta g u n g  iib e r  K o m m u n ik a tio n sn e tze , D iis s e ld o r f  2 0 0 3 , L ecture N o te s  in  
Inform atics 6 1 7 -6 4 8 .
13 Ibid.
14 A t this stage o n ly  the use o f  general law s to regulate internet con ten t is  d iscu ssed . G erm an law  
relating sp ec if ica lly  to the internet is d iscu ssed  further b e lo w .
15 LICRA e t U E JF  vs Yahoo! Inc a n d  Y ahoo F ran ce , Tribunal de G rande Instance de Paris 
(Superior Court o f  Paris), 2 2 /5 /2 0 0 0  , E n g lish  tra n s la tio n  a t
<http: / /w  w  w . g y o z a . com/1 apre s /h tm l/y  ahen. htm >
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w o u n d e d  b y  th e  a t r o c i t ie s  c o m m i t t e d  b y  a n d  i n  t h e  n a m e  o f  a  N a z i  c r i m i n a l  

e n te r p r is e . 16 T h e  p l a i n t i f f s  r e q u e s te d  t h a t  Y a h o o  F r a n c e  a n d  Y a h o o  I n c  ( U S ) ,  

w h ic h  l is t s  a n d  d is p la y s  N a z i  i t e m s  a n d  m e m o r a b i l i a  o n  i t s  a u c t io n  s i te ,  b e  

o r d e r e d  t o  m a k e  t h a t  m a t e r ia l  in a c c e s s ib le  i n  F r a n c e ,  a n d  t h a t  t h e  c o u r t  im p o s e  

h e a v y  f in e s  f o r  b r e a c h  o f  s u c h  o r d e r s . 17

T h e r e  w a s  n o  d is p u te  t h a t  th e  s i te  w a s  a c c e s s ib le  f r o m  F r a n c e ,  t h a t  s u c h  o b je c t s  

w e r e  a v a i la b le  f o r  s a le  t h r o u g h  th e  Y a h o o  I n c  a u c t io n  s i t e  i n  th e  U S A ,  n o r  t h a t  th e  

a d v e r t is in g  a n d  s e l l i n g  o f  th e s e  o b je c t s  w o u ld  b r e a c h  t h e  F r e n c h  C o d e s .  A l t h o u g h  

Y a h o o ’ s F r e n c h  s i te  h a d  n o  i n v o lv e m e n t  i n  t h i s  s e l l i n g  o r  a d v e r t i s in g ,  i t  d id  

p r o v id e  F r e n c h  w e b  u s e rs  w i t h  l i n k s  t o  th e  U S  s ite .

Y a h o o  F r a n c e  d e fe n d e d  i t s e l f  o n  th e  g r o u n d s  t h a t  t h e  F r e n c h  s i te  w a s  n o t  i n  

b re a c h  o f  t h e  C o d e s  a s  i t  d id  n o t  p a r t i c ip a t e  i n  t h e  s e l l i n g  o r  a d v e r t i s in g  o r  d i s p la y  

o f  t h e  i t e m s .  T h e  c o u r t  a c c e p te d  t h a t  Y a h o o  F r a n c e  w a s  n o t  i t s e l f  h o s t in g  

a d v e r t is e m e n ts  o r  a u c t io n s  f o r  N a z i  i t e m s .  H o w e v e r ,  a s  a  r e s u l t  o f  t h e  l i n k s  

a v a i la b le  f r o m  Y a h o o  F r a n c e  t o  Y a h o o  I n c ’ s ( U S )  a u c t io n  s i te ,  t h e  c o u r t  o r d e r e d  

Y a h o o  F r a n c e  to  w a r n  in t e r n e t  u s e rs  t h a t  t h e y  m u s t  t e r m in a t e  t h e i r  c o n n e c t io n  i f  

th e  r e s u l t  o f  t h e i r  s e a rc h e s  ( o n  Y a h o o  I n c  ( U S )  t h r o u g h  l i n k s  o n  Y a h o o  F r a n c e )  

le d  to  s ite s ,  p a g e s , o r  f o r u m s  th e  t i t l e  o r  c o n te n t s  o f  w h i c h  c o n s t i t u t e d  a  b r e a c h  o f  

F r e n c h  l a w . 18

T h is  f i n d in g  a g a in s t  Y a h o o  F r a n c e  i t s e l f  r a is e s  b r o a d e r  q u e s t io n s .  A s  Y a h o o  

F ra n c e  a n d  Y a h o o  I n c  ( U S )  a re  s e p a ra te  e n t i t ie s ,  o n  w h a t  b a s is  is  t h e  f o r m e r  

r e q u i r e d  t o  w a r n  a b o u t  m a t e r ia l  o n  th e  la t t e r ?  W o u l d  t h e  d e c is io n  b e  th e  s a m e  f o r  

a n y  in t e r n e t  s e a rc h  e n g in e  a n d  a n y  in t e r n e t  p o r t a l  w h i c h  p r o v id e s  l i n k s  t o  th e  

Y a h o o  I n c  ( U S )  s i te ,  o r  d o e s  th e  n a m e  Y a h o o  F r a n c e  g i v e  i t  a n  a p p a r e n t  

c o n n e c t io n  w h i c h  g iv e s  r is e  t o  g r e a te r  r e s p o n s ib i l i t y ?  W h i l e  t h i s  a s p e c t  o f  th e  

d e c is io n  is  b e y o n d  th e  s c o p e  o f  t h i s  t h e s is ,  i t  is  l i k e l y  t o  b e  a n  im p o r t a n t  is s u e  i n  

th e  f u t u r e ,  a n d  c e r t a i n l y  d e s e rv e s  c lo s e r  a n a ly s is .

Ibid p7.
17 Ibid.
18 Ibid p i 0.
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F o r  Y a h o o  I n c  ( U S ) ,  th e  d e fe n c e  d is p u t e d  th e  j u r i s d i c t i o n  o f  t h e  F r e n c h  c o u r t ,  

c la im in g  t h a t  th e  a c t io n  c o m p la in e d  o f  w a s  c o m m i t t e d  o n  t h e  t e r r i t o r y  o f  t h e  

U n i t e d  S ta te s ,  a n d  c o u ld  n o t  t h e r e f o r e  b e  in  b r e a c h  o f  th e  F r e n c h  P e n a l C o d e s .  

T h e  d e fe n c e  a ls o  c la im e d  t h a t  i t  w o u ld  b e  im p o s s ib l e  f o r  Y a h o o  I n c  ( U S )  to  

c o m p ly  w i t h  th e  o r d e r s  r e q u e s te d  b y  t h e  p l a i n t i f f s  a s  i t  w o u l d  b e  t e c h n i c a l l y  

im p o s s ib le  to  i d e n t i f y  w h i c h  o f  t h o s e  in t e r n e t  v i s i t s  to  t h e  U S  Y a h o o ’ s a u c t io n  s i te  

w e re  in i t ia t e d  in  F ra n c e .

T h e  S u p e r io r  C o u r t  o f  P a r is  w a s  n o t  p e r s u a d e d  b y  t h i s  d e fe n c e ,  a n d  u p h e ld  th e  

p l a i n t i f f s ’ c la im s .  O n  t h e  is s u e  o f  j u r i s d i c t i o n ,  t h e  c o u r t  h e ld  t h a t  a l t h o u g h  th e  

a c t io n  o f  Y a h o o  I n c  ( U S )  i n  p la c in g  t h i s  m a t e r ia l  o n  a  s e r v e r  o c c u r r e d  i n  th e  U S ,  

b y  ‘ p e r m i t t i n g  th e  v i s u a l i z a t i o n  in France o f  th e s e  o b je c t s ,  a n d  [ p e r m i t t i n g ]  th e  

p a r t i c ip a t io n  o f  a  s u r f e r  in France19 i n  s u c h  a n  e x p o s i t i o n  /  s a le ,  Y a h o o !  I n c  th u s  

h a s  c o m m i t t e d  a  w r o n g  o n  t h e  t e r r i t o r y  o f  F r a n c e , ’ 20 a n d  t h e  m a t t e r  is  t h e r e f o r e  

w i t h i n  th e  c o m p e te n c e  o f  t h e  c o u r t . 21 22 23 A s  a  r e s u l t  t h e  C o u r t  o r d e r e d  t h a t  Y a h o o  I n c

( U S )  ‘ t a k e  s u c h  m e a s u r e s  as  w i l l  d is s u a d e  a n d  r e n d e r  im p o s s ib l e  a n y  a n d  a l l

22
c o n s u l t a t io n  o n  Y a h o o . C o m  o f  t h e  a u c t io n  s e r v ic e  f o r  N a z i  o b je c t s .

A s  f o r  t e c h n ic a l  d i f f i c u l t i e s  in  s c r e e n in g  o u t  F r e n c h  u s e rs ,  t h e  c o u r t  f o u n d  th e  

o b s ta c le s  t o  i d e n t i f y i n g  t h e  g e o g r a p h ic a l  lo c a t io n  o f  u s e rs  a n d  b l o c k i n g  t h e i r  

a c c e s s  t o  c e r t a in  c o n t e n t  w e r e  r e a l  b u t  n o t  in s u r m o u n t a b le .  I t  g a v e  Y a h o o  U S  

t w o  m o n th s  g ra c e  t o  m a k e  a r r a n g e m e n ts  t o  c a r r y  o u t  t h e  c o u r t  o r d e r ,  a n d  t o  r e p o r t  

b a c k  to  th e  c o u r t  o n  t h e  m e a s u r e s  i t  in t e n d e d  t o  im p le m e n t . 24

A f t e r  s t u d y in g  i t s  o p t io n s ,  Y a h o o  I n c  ( U S )  r e t u r n e d  t o  C o u r t  i n  J u l y  c l a im in g  t h a t  

i t  w a s  n o t  t e c h n i c a l l y  f e a s ib le  t o  b l o c k  F r e n c h  w e b  u s e rs  f r o m  a c c e s s in g  i t s  s ite .  

T h e  c o u r t ,  d is s a t is f ie d  w i t h  t h is  r e s p o n s e ,  a s k e d  a  p a n e l  o f  i n t e r n a t io n a l  e x p e r t s  to  

i d e n t i f y  w a y s  i n  w h i c h  Y a h o o  c o u ld  s c r e e n  o u t  v i s i t s  i n i t i a t e d  i n  F r a n c e .

19 Italics added.
20 Ibid p7.
21 Ibid p7.
22 Ibid p 10.
23 Ibid p8.
24 Ibid p i  1.
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U n f o r t u n a t e l y  f o r  Y a h o o ,  th e  e x p e r t s  a d v is e d  t h e  c o u r t  t h a t  m u l t i - l e v e l  f i l t e r i n g  

s y s te m s  c o u ld  b e  u s e d  t o  b l o c k  th e  g r e a t  m a j o r i t y  o f  F r e n c h  v i s i t s  t o  t h e  Y a h o o  

In c  ( U S )  a u c t io n  s i te ,  a n d  o n  N o v e m b e r  2 0 th 2 0 0 0  th e  c o u r t  c o n f i r m e d  t h e  r u l i n g s  

m a d e  in  M a y . 25 T h a t  is ,  i t  o r d e r e d  t h a t  Y a h o o  I n c  ( U S )  ‘ t a k e  a l l  m e a s u r e s  l i k e l y  to  

d is s u a d e  a n d  m a k e  im p o s s ib le 26 a n y  c o n s u l t a t i o n  o n  Y a h o o . c o m  o f  th e  s e r v i c e  o f  

a u c t io n  s a le  o f  N a z i  o b je c t s  a n d  a n y  o t h e r  s i t e  o r  s e r v ic e  w h i c h  c o n s t i t u t e  a n  

a p o lo g y  f o r  N a z is m  o r  a  d is p u t e  o f  t h e  c r im e s  o f  N a z i s m . ’ 27 28

I t  w a s  a ls o  a r g u e d  o n  b e h a l f  o f  Y a h o o  I n c  ( U S )  t h a t  s u c h  a  r u l i n g  w o u l d  b e  

c o n t r a r y  t o  th e  1 st A m e n d m e n t  o f  th e  U S  C o n s t i t u t i o n ,  a n d  t h a t  Y a h o o  c o u ld  n o t  

t h e r e fo r e  c o m p ly  w i t h  i t .  T h e  F r e n c h  c o u r t  t r e a te d  t h is  as  n o n s e n s e .  F i r s t l y ,  th e  

F r e n c h  c o u r t  w a s  in te r e s te d  o n l y  i n  w h a t  p e o p le  d i d  i n  F r a n c e ,  a n d  n o t  i n  t h e  U S .  

S e c o n d ly ,  th e  c o u r t  p o in t e d  o u t  t h a t  i n  o t h e r  a re a s  Y a h o o  m a d e  s e le c t iv e  c h o ic e s  

a b o u t  w h a t  m a t e r ia l  t o  c a r r y  o r  r e fu s e  t o  c a r r y ;  i t  d o e s  n o t  s e e  i t s e l f  b o u n d  f o r  

in s ta n c e  t o  c a r r y  o n  i t s  a u c t io n  s i te s  l i v e  a n im a ls ,  h u m a n  o r g a n s  o r  d r u g s .  T h e r e  

w a s  n o  c o n s t i t u t i o n a l  ‘ g u a r a n te e  o f  f r e e d o m  o f  t h o u g h t  a n d  e x p r e s s io n ’ r e s t r i c t i n g  

Y a h o o  In c  ( U S )  f r o m  b lo c k in g  N a z i  m a t e r ia l . 29

H o w e v e r ,  a l t h o u g h  th e  d e c is io n  in  t h is  c a s e  a p p e a r e d  t o  h e r a ld  a  b r e a k t h r o u g h  i n  

n a t io n s  t a k in g  c o n t r o l  o f  t h e  in t e r n e t  i n  t h e i r  o w n  j u r i s d i c t i o n s ,  e n f o r c e m e n t  o f  th e  

o r d e r  a g a in s t  Y a h o o  I n c !  i n  t h e  U S A  w a s  s u b s e q u e n t ly  r e f u s e d  b y  a  c o u r t  i n  th e  

U S A . 30 T h u s  th e  F r e n c h  C o u r t ’ s c o n c e r n  t h a t  t h e  c o n t e n t  w a s  i n i m i c a l  t o  F r a n c e ’ s 

a n t i - n a z i  s ta n c e  w a s  i r r e le v a n t ,  a n d  th e  c o n t e n t  c o m p la in e d  o f ,  h o s te d  as  i t  w a s  i n  

th e  U S A ,  r e m a in e d  a c c e s s ib le  to  u s e rs  i n  F r a n c e .

25 LICRA e t U E JF  vs Yahoo! Inc a n d  Yahoo F ran ce, T ribunal de G rande Instance d e Paris 
(Superior Court o f  Paris), 2 0 /1 1 /2 0 0 0  < h ttp ://w w w .g ig a la w .co m /lib r a ry /fra n ce -y a h o o -2 0 0 0 -l 1- 
20.htm l>
"h Com pare the w ord ing  o f  the A ustralian  leg is la tio n , w h ich  requires ISP s o n ly  to; ‘take a ll 
r e a so n a b le  step s  to prevent end users from  a cc ess in g  the co n ten t.’ B r o a d c a s tin g  S e rv ic e s  
A m en dm en t (O n lin e  S erv ice s)  A c t 1 9 9 9  (Cth) s 4 0 ( l ) ( c ) .
27 LICRA e t U E JF  vs Yahoo! Inc a n d  Yahoo F ran ce, Tribunal de G rande Instance de Paris 
(Superior Court o f  Paris), 2 0 /1 1 /2 0 0 0  http ://w w w .g ig a la w .co m /lib ra r v /fra n ce -y a h o o -2 0 0 0 -l 1- 
20.htm l p i .
28 Ibid p i 5.

309 Ib id '
Yahoo! v. L a L ig u e  C o n tre  L e  R a c ism e  e t L A n tise m itism e , N o . C -0 0 -2 1 2 7 5 -J F  (N .D . C al. N o v . 

8 , 2001 ).
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B. In te rn a tio n a l A p p ro a c h e s .

I t  is  a p p a r e n t  t h a t  th e  a t t e m p ts  o f  i n d i v i d u a l  s ta te s  to  u s e  g e n e r a l  la w s  t o  r e g u la t e  

a c c e s s  t o  i n t e r n e t  c o n t e n t  a re  r a r e l y  e f f e c t i v e  i n  a c t u a l l y  p r e v e n t in g  a c c e s s  t o  th e  

c o n te n t .  T h e r e  h a v e  th u s  b e e n  s o m e  e n d e a v o u r s  a t  a n  i n t e r n a t io n a l  le v e l  t o  

a t t e m p t  to  c o n t r o l  o r  r e g u la t e  in t e r n e t  c o n te n t .  G iv e n  th e  g lo b a l  n a tu r e  o f  th e  

in t e r n e t ,  a n d  t h e  d e s ir e  o f  s o  m a n y  s ta te s  t o  c o n t r o l  i t s  c o n t e n t ,  i t  m a y  b e  t h o u g h t  

s u r p r is in g  t h a t  t h e r e  h a v e  n o t  b e e n  m o r e  s u c h  e n d e a v o u r s .  A  m a j o r  s t u m b l in g  

b lo c k  h a s  b e e n  th e  e x t r e m e  v a r i a t io n s  i n  w h a t  i n d i v i d u a l  c o u n t r ie s  w i s h  t o  h a v e  

r e g u la te d ,  a n d  w h y ,  a n d  h o w .

I t  w o u ld  b e  t r e m e n d o u s ly  d i f f i c u l t  t o  f i n d  e v e n  o n e  t y p e  o f  c o n t e n t  t h a t  a l l ,  o r  

e v e n  m o s t  n a t io n s  b e l ie v e d  s h o u ld  b e  c e n s o r e d ,  a n d  w o u l d  b e  w i l l i n g  t o  a c t i v e l y  

c e n s o r .  F o r  e x a m p le  F r a n c e  a n d  G e r m a n y  d o  n o t  w a n t  t h e i r  c i t i z e n s  t o  a c c e s s  h a te  

s p e e c h /  v i l i f i c a t i o n /  n a z is m ,  b u t  f r e e  s p e e c h  p r i n c i p l e s  i n  t h e  U S A  p r o t e c t  i t ;  

p r o b a b ly  n o - o n e  w a n ts  t h e i r  c i t i z e n s  t o  a c c e s s  c h i l d  p o r n o g r a p h y ,  b u t  o t h e r  

p o r n o g r a p h y  is  n o t  s o  c le a r ;  p r o - d e m o c r a t i c  m a t e r ia l  w o u l d  b e  a  p o s i t i v e  f o r  s o m e  

a n d  a  n e g a t iv e  f o r  o th e r s ,  l i k e w is e  a n t i - d e m o c r a t i c  m a t e r ia l ,  p r o - c o m m u n is t  

m a t e r ia l  a n d  s o  o n .  A s  L e s s ig  a n d  R e s n ic k  n o te :  ‘ W h a t  c o n s t i t u t e s  “ p o l i t i c a l  

s p e e c h ”  i n  t h e  U n i t e d  S ta te s  ( N a z i  s p e e c h )  is  b a n n e d  i n  G e r m a n y ;  w h a t  

c o n s t i t u t e s  “ o b s c e n e  s p e e c h ”  i n  T e n n e s s e e  is  p e r m i t t e d  i n  H o l l a n d ;  . .  . w h a t  is

T 1
h a r m f u l  t o  m in o r s  i n  B a v a r ia  is  D i s n e y  i n  N e w  Y o r k . ’

T h e  m o s t  ‘ i n t e r n a t i o n a l ’ m o v e  r e g a r d in g  in t e r n e t  c o n t e n t  r e g u la t i o n  is  t h e  

Convention on Cybercrime d r a f t e d  b y  t h e  C o u n c i l  o f  E u r o p e .  T h is  c o n v e n t io n  

c o v e r s  a  v a s t  a r r a y  o f  c o m p u t e r  r e la t e d  t o p ic s .  I n  r e l a t i o n  t o  c o n t e n t  c o n t r o l  i t  

r e q u i r e s  s ig n a t o r ie s  to  c r im in a l i s e  c e r t a in  b e h a v io u r ,  a n d  t o  s e t  u p  f r a m e w o r k s  f o r  

th e  p r o s e c u t io n  o f  r e le v a n t  o f f e n c e s .  W h i l e  t h i s  h a s  b e e n  b o t h  h a i l e d  ( a t  la s t  a  s te p  

t o w a r d  c o n t r o l l i n g  w h a t  h a p p e n s  o n  t h e  in t e r n e t )  a n d  d e c r ie d  ( l o s i n g  s o v e r e ig n t y  

a n d  i n d i v i d u a l i t y  t o  o t h e r  s ta te s  o r  th e  i n t e r n a t io n a l  c o m m u n i t y ) ,  i t  a p p e a r s  t h a t  31 32

31 L aw rence L e ss ig  and Paul R esn ick , (1 9 9 9 )  Zoning Speech on the Internet: A Legal and 
Technical Model M ich igan  Law  R ev ie w  98 (2 ) 3 9 5 -4 3 1 , 395 .
32 C on ven tion  on  C ybercrim e (N o . 185)
< h ttp ://con ven tion s.coe.in t/T reaty /E N /C ad reL isteT ra ites.h tm >  at 1 A u g u st 2 0 0 4 .
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t h is  t r e a t y  a ls o  w i l l  d o  l i t t l e  r e a l l y  t o  r e g u la t e  o n l i n e  c o n t e n t  e v e n  w i t h i n  s ig n a t o r y  

s ta te s . T h e  o n l y  s e c t io n  o f  t h e  c o n v e n t io n  w h i c h  d e a ls  w i t h  c o n t e n t  r e la t e d  

o f f e n c e s  d e a ls  o n l y  w i t h  c h i l d  p o r n o g r a p h y .  A r t i c l e  9  P a r a g r a p h  1 o f  T i t l e  3 ,  

‘ C o n t e n t - r e la t e d  o f f e n c e s , ’ r e q u i r e s  s ig n a t o r ie s  t o  e s t a b l is h  as  c r i m i n a l  o f f e n c e s :

a )  p r o d u c in g  c h i l d  p o r n o g r a p h y  f o r  th e  p u r p o s e  o f  i t s  d i s t r i b u t i o n  t h r o u g h  a 

c o m p u t e r  s y s te m ;

b )  o f f e r i n g  o r  m a k in g  a v a i la b le  c h i l d  p o r n o g r a p h y  t h r o u g h  a  c o m p u t e r  s y s te m ;

c )  d i s t r i b u t i n g  o r  t r a n s m i t t i n g  c h i l d  p o r n o g r a p h y  t h r o u g h  a  c o m p u t e r  s y s te m ;

d )  p r o c u r in g  c h i l d  p o r n o g r a p h y  t h r o u g h  a  c o m p u t e r  s y s te m  f o r  o n e s e l f  o r  f o r  

a n o th e r ;

e )  p o s s e s s in g  c h i l d  p o r n o g r a p h y  i n  a  c o m p u t e r  s y s te m  o r  o n  a  c o m p u t e r - d a t a  

s to ra g e  m e d iu m .

P a r a g r a p h  2  s ta te s  t h a t  f o r  t h is  p u r p o s e  ‘ c h i l d  p o r n o g r a p h y ’ in c lu d e s  p o r n o g r a p h ic  

m a t e r ia l  t h a t  d e p ic t s :

a )  a  m in o r  e n g a g e d  i n  s e x u a l l y  e x p l i c i t  c o n d u c t :

b )  a p e r s o n  a p p e a r in g  t o  b e  a  m i n o r  e n g a g e d  i n  s e x u a l l y  e x p l i c i t  c o n d u c t ;

c )  r e a l i s t i c  im a g e s  r e p r e s e n t in g  a  m in o r  e n g a g e d  i n  s e x u a l l y  e x p l i c i t  c o n d u c t .  

P a r a g ra p h  3 s ta te s  th a t  th e  t e r m  ‘ m i n o r ’ s h a l l  in c lu d e  a l l  p e r s o n s  u n d e r  1 8  y e a rs  o f  

a g e .

H o w e v e r ,  w h i l e  A r t i c l e  9  a p p e a rs  m in i m a l  a t  m o s t ,  s ig n a t o r ie s  h a v e  t h e  r i g h t  to  

a g re e  t o  e v e n  le s s ;  t h e y  m a y  r e q u i r e  a  l o w e r  a g e  l i m i t ,  t e r m in g  a  m i n o r  as  u n d e r  

1 6  r a th e r  t h a n  18  y e a rs ,  a n d  a ls o  n e e d  n o t  a p p ly ,  i n  w h o le  o r  i n  p a r t ,  p a r a g r a p h s  

1 (d )  a n d  1 ( e ) ,  a n d  2 ( b )  a n d  2 ( c ) .  T h e  m in im u m  r e q u i r e d  u n d e r  t h e  T r e a t y  is  

t h e r e f o r e :  s ig n a to r ie s  m u s t  e s ta b l is h  as c r i m i n a l  o f f e n c e s :

a )  p r o d u c in g  c h i l d  p o r n o g r a p h y  f o r  th e  p u r p o s e  o f  i t s  d i s t r i b u t i o n  t h r o u g h  a  

c o m p u t e r  s y s te m ;

b )  o f f e r i n g  o r  m a k in g  a v a i la b le  c h i l d  p o r n o g r a p h y  t h r o u g h  a  c o m p u t e r  s y s te m ;

c )  d i s t r i b u t i n g  o r  t r a n s m i t t i n g  c h i l d  p o r n o g r a p h y  t h r o u g h  a  c o m p u t e r  s y s te m ;

‘ c h i l d  p o r n o g r a p h y ’ in c lu d e s  p o r n o g r a p h ic  m a t e r ia l  t h a t  d e p ic t s :

a )  a  m in o r  u n d e r  1 6  y e a rs  e n g a g e d  i n  s e x u a l l y  e x p l i c i t  c o n d u c t .

195



N o t  o n l y  w a s  th e  o u t c o m e  m in im a l  i n  t e r m s  o f  w h a t  i t  p r o h ib i t e d  r e g a r d in g  

in t e r n e t  c o n te n t ,  b u t  t o  g e t  e v e n  t o  t h a t  s ta g e  t h e  C o n v e n t i o n  t o o k  o v e r  4 0  d r a f t s  

w i t h  i n p u t  f r o m  o v e r  3 0  c o u n t r ie s .  I t  w a s  o p e n e d  f o r  s ig n a t u r e  a n d  f i r s t  s ig n e d  o n  

2 3 rd N o v e m b e r  2 0 0 1 .  I t  c a m e  in t o  f o r c e  o n  1 J u l y  2 0 0 4 ,  h a v in g  r e c e iv e d  o n l y  s ix

r a t i f i c a t i o n s . 33

U n f o r t u n a t e l y ,  t h e  e f f e c t i v e n e s s  o f  t h e  Convention on Cybercrime, l i k e  m o s t  o t h e r  

a t te m p ts  t o  r e g u la te  i n t e r n e t  c o n t e n t ,  w i l l  f a l t e r  o n  t h e  is s u e  o f  j u r i s d i c t i o n .  W h i l e  

i n d i v i d u a l  s ig n a t o r y  s ta te s  a g re e  t o  a c t  t o  c r i m i n a l i z e  a n d  t o  p r o s e c u te  c e r t a in  

a c t io n s ,  c o n t e n t  p r o h ib i t e d  u n d e r  t h e  C o n v e n t i o n  w i l l  r e m a in  a v a i la b le  a n d  

a c c e s s ib le  f r o m  s e rv e r s  o u t s id e  th e  j u r i s d i c t i o n ,  u n le s s  m o s t  o f  t h e  w o r l d  ta k e s  u p  

th e  C o n v e n t io n .  W h i l e  m e m b e r  c o u n t r ie s  m a y  b e  a b le  t o  l i m i t  s o m e  a c ts  i n  

a c c o rd a n c e  w i t h  th e  c o n v e n t io n ,  a n d  p r o s e c u te  th o s e  h o s t in g ,  m a k i n g ,  s e l l i n g  o r  

d i s t r i b u t in g  c e r t a in  c o n t e n t  w i t h i n  t h e  j u r i s d i c t i o n ,  th e  c o n t e n t  i t s e l f  is  l i k e l y  s t i l l  

to  b e  a c c e s s ib le  w i t h i n  m e m b e r  c o u n t r ie s .

In  a d d i t io n  to  th e  Convention on Cybercrime, a  European Union Directive on 

Ecommerce w a s  is s u e d  i n  2 0 0 0 . 34 35 W h i l e  t h is  d i r e c t i v e  g e n e r a l l y  r e la te s  m o r e  to  

c o m m e r c ia l  c o m p u t e r  r e la t e d  a c t i v i t i e s  t h a n  t o  c o n t e n t  r e g u la t i o n ,  i t  i n c lu d e s  

r e q u i r e m e n ts  t h a t  E u r o p e a n  m e m b e r  s ta te s  s h o u ld  n o t  im p o s e  g e n e r a l  o b l i g a t io n s  

o n  IS P s  e i t h e r  t o  m o n i t o r  t h e  i n f o r m a t i o n  w h i c h  t h e y  t r a n s m i t  o r  s to r e ,  o r  t o

a c

a c t i v e l y  s e e k  i l l e g a l  a c t i v i t i e s  o n  t h e  n e t w o r k .  S ta te s  m a y  h o w e v e r  c o m p e l  IS P s  

to  i n f o r m  p u b l i c  a u t h o r i t ie s  a b o u t  i l l e g a l  d a ta  o r  i n f r i n g e m e n t s  r e p o r t e d  t o  t h e m ,  

a n d  IS P s  m a y  a ls o  b e  r e q u i r e d  t o  d i v u lg e  t o  p u b l i c  a u t h o r i t ie s  t h e  i d e n t i t i e s  o f  

s u b s c r ib e r s .36 U n d e r  th e  Directive, IS P s  c a n  b e  a s k e d  t o  t e r m in a t e  o r  p r e v e n t  a n  

i n f r i n g e m e n t  u n d e r  th e  l a w  o f  t h e i r  o w n  s ta te ,37 b u t  t h e y  w i l l  n o t  b e  h e ld  l i a b le  f o r

’3 Chart o f  signatures and ratifications to C o n v en tio n  o n  C ybercrim e  
< h ttp ://convention s.coe.in t/T reatv /E N /C adreL isteT ra ites.h tm >  1 A u g u st 2 0 0 4
34 T he D irectiv e  can  be found in  E n g lish  at < h ttp ://w w w .sp a m la w s .c o m /d o c s /2 0 0 0 -3 1 -e c .p d f> at 
30 June 2 0 0 4 .
35 A rticle 15.1.
36 A rticle 15 .2 . M ean ing  and e ffec ts  o f  the D irec tiv e  are a lso  d iscu sse d  in Frydm an and R orive, 
above n 32 , 52ff.
37 A rtic les 12 .3 , 13 .2 , 14.3.
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m a t e r ia l  w h e r e  t h e y  t a k e  o n l y  a  p a s s iv e  r o le ,  s o  l o n g  as  t h e y  a re  n o t  a w a r e  o f  t h e

38
m a t e r ia l  o r  a c t i v i t y  a n d  t h e y  r e m o v e  i t  u p o n  r e c e i v i n g  s u c h  k n o w le d g e .

T h e s e  in t e r n a t io n a l  i n i t i a t i v e s  w i l l  d o  l i t t l e  t o  r e s t r i c t  t h e  a v a i l a b i l i t y  o f  i n t e r n e t  

c o n te n t .  O t h e r  i n i t i a t i v e s  s u c h  as  h o t l in e s ,  c o d e s  o f  p r a c t i c e ,  c o n t e n t  la b e l in g ,  a n d  

c o m m u n i t y  e d u c a t io n ,  w h i l e  n o t  r e s t r i c t i n g  c o n t e n t ,  m a y  h e lp  u s e rs  t o  c o n t r o l  o r  

d e a l w i t h  in t e r n e t  c o n te n t  f o r  th e m s e lv e s ,  a n d  f o r  th o s e  i n  t h e i r  c a re .  A c t i v e  

p o l i c i n g  c a n  a ls o  h e lp  t o  d e a l w i t h  c o n t e n t  a t  i t s  s o u rc e .  S o m e  o f  th e s e  a re  

c u r r e n t l y  i n  p la c e  in  A u s t r a l i a  a n d  o v e rs e a s .  T h o s e  i n  A u s t r a l i a  h a v e  b e e n  

d is c u s s e d  a b o v e ,  a n d  i t  is  w o r t h  e x a m in in g  r e l e v a n t  o v e rs e a s  a c t i v i t i e s  a ls o .

C .  Codes of Practice

A l t h o u g h  le g is la t i o n  a im e d  a t  c o n t r o l l i n g  in t e r n e t  c o n t e n t  w a s  p r o p o s e d  i n  th e  

N e w  Z e a la n d  P a r l ia m e n t  i n  t h e  e a r ly  d a y s  o f  t h e  in t e r n e t ,  i t  w a s  n o t  p a s s e d  a n d  a  

v o lu n t a r y  C o d e  o f  P r a c t ic e  w a s  in s te a d  r e c o m m e n d e d .  I n d u s t r y  g r o u p s  a n d  

o th e r s ,  c o n c e r n e d  t h a t  t h e r e  m a y  b e  m o r e  a t t e m p ts  t o  le g is la t e  t o  c o n t r o l  t h e  

in t e r n e t , 38 39 40 g o t  t o g e t h e r  t o  la u n c h  w h a t  is  n o w  th e  I n t e r n e t  C o d e  o f  P r a c t ic e ,  a n d  

w h ic h  h a s  th e  e n d o r s e m e n t  o f  th e  N e w  Z e a la n d  G o v e r n m e n t . 41 W h i l e  g o o d  

c o m m e r c ia l  p r a c t ic e  a p p e a rs  t o  b e  a  p r i o r i t y ,  t h e  a im s  o f  t h e  C o d e  a ls o  in c lu d e  

p r o t e c t in g  r i g h t s  o f  a c c e s s  a n d  f r e e  s p e e c h ,  e n s u r in g  i n f o r m a t i o n  a n d  p r o c e d u r e s  

a re  i n  p la c e  t o  p r o t e c t  m in o r s  f r o m  a c c e s s in g  o b je c t io n a b le  m a t e r ia l  o v e r  th e  

in t e r n e t ,  a n d  e n s u r in g  i n f o r m a t i o n  a n d  p r o c e d u r e s  a re  i n  p la c e  s o  in t e r n e t  u s e rs  

k n o w  h o w  to  l i m i t  a c c e s s  t o  p r o t e c t  a  u s e r  f r o m  a c c e s s in g  i n a p p r o p r ia t e  o r  

o b je c t io n a b le  m a t e r ia l . 42 I t  is  w o r t h  n o t in g  t h a t  N Z  IS P s  a re  v o l u n t a r y  s u b s c r ib e r s

38 A rtic les 1 3 .1 (e ), 14 .1(b ).
39 E lectronic Frontiers A ustralia , ab ove n 7, 11: ‘N e w  Z ea la n d .’
40 Netsafe, The Internet Safety Group website, ‘Internet Infrastructure’ 
< h ttp ://w w w .netsafe.org.nz/in frastructure/in frastructure d efau lt.a sp >  at 1 A u g u st 2 0 0 4 .

^  Ib ld -
42 In tem etN Z , Internet Code of Practice, A rtic le  1 (1 9 9 9 )  
h ttp ://w w w .in tern etn z .n et.n z /ico p /ico p 9 9 th e-co d e .h tm l at 3 0  June 2 0 0 4 .
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to  th e  C o d e  o f  P r a c t ic e ,  a n d  i t  is  u p  t o  i n d i v i d u a l  IS P s  t o  d e c id e  h o w  t h e y  w i l l  g o  

a b o u t  e n s u r in g  s u c h  t h in g s .  I n t e m e t N Z  d o e s  n o t  p o l i c e  c o m p l i a n c e . 43

T h e  N Z  C o d e  o f  P r a c t ic e  p r o p o s e s  t h a t  in t e r n e t  c o n t e n t  b e  s u b je c t  t o  t h e  N Z  

Films, Videos and Publications Act 1 9 9 3 ,  a n d  i n  f a c t  a n n e x e s  r e l e v a n t  p a r t s  o f  

t h a t  A c t  to  th e  C o d e .44 T h e  C o d e  o f  P r a c t ic e  r e q u i r e s  m e m b e r s  o p e r a t in g  

c o m m e r c ia l  o r  p u b l i c  s i te s  t o  i n f o r m  c l ie n t s  o f  w h e t h e r  t h e y  ta k e  r e s p o n s ib i l i t y  f o r  

th e  s i t e s ’ c o n te n t ,  o r  w h e t h e r  t h e y  a re  o n l y  c a r r ie r s  o f  i n f o r m a t i o n .  T h e y  a re  a ls o  

r e q u i r e d  t o  w o r k  t o w a r d  s y s te m s  o f  c o n t e n t  r e c o g n i t i o n  a n d  t a g g in g  o f  c o n t e n t  

s u i t a b le  f o r  c h i l d r e n . 45 C o m m e r c ia l  a n d  p u b l i c  s i t e s  h o s t in g  a d u l t  s e r v ic e s  m u s t  

e n s u re  t h a t  t h e y  a re  c la s s i f ie d  i n  a c c o r d a n c e  w i t h  a  c o m m o n ly  u s e d  c la s s i f i c a t io n  

s y s te m  s u c h  t h a t  u s e rs  m a y  r e a s o n a b ly  b e  a b le  t o  e x c lu d e  u n w a n te d  m a t e r ia l ,  a n d  

th a t  w a r n in g s  as to  c o n t e n t  a re  g iv e n  o n  th e  h o m e  o r  t i t l e  p a g e ,  a n d /o r  t h a t  

s u b s c r ip t io n  to  s u c h  s i te s  e x c lu d e s  u n d e r - a g e d  s u b s c r ib e r s .  M e m b e r s  a re  a ls o  t o  

w o r k  t o w a r d  a n d  s u p p o r t  th e  a d o p t io n  o f  a  s y s te m  o f  c o n t e n t  i d e n t i f i c a t i o n  f o r  

a d u l t  s e r v ic e s .46 IS P s  a re  r e s p o n s ib le  f o r  i n f o r m i n g  ‘ p a r e n t s  a n d  o t h e r  r e s p o n s ib le  

p e rs o n s  o f  o p t io n s  a n d  p r e c a u t io n a r y  s te p s  t h e y  c a n  ta k e  t o  e n s u r e  t h a t  v u ln e r a b le  

g r o u p s  a re  p r o t e c t e d  a n d  t o  m o n i t o r  u s a g e . ’ 47 T h e y  m u s t  o f f e r  l i n k s  t o  m a t e r ia l  

h e lp in g  to  e d u c a te  u s e rs  a n d  g u a r d ia n s ,  i n c l u d in g  l i n k s  t o  s o f t w a r e  w h i c h  c a n  b e  

p u r c h a s e d  to  h e lp  p r o t e c t  m in o r s  f r o m  a c c e s s in g  o b je c t io n a b le  m a t e r ia l  o v e r  th e  

in t e r n e t . 48 A l l  o f  t h e  a b o v e  p r o v is i o n s  a re  g u id e l in e s  t o  g o v e r n  a n d  g u id e  th e  

p r a c t ic e  o f  IS P s  i n  N e w  Z e a la n d .  I n t e m e t N Z  is  n o t  a  r e g u la t o r y  b o d y  a n d  h a s  n o  

a b i l i t y  to  e n f o r c e  th e  C o d e  o f  P r a c t ic e .  I t  t r ie s  r a t h e r  t o  m o d i f y  t h e  b e h a v io u r  o f  

th e  in t e r n e t  in d u s t r y  t h r o u g h  e n c o u r a g e m e n t  a n d  le a d e r s h ip . 49

A g a in  w i t h o u t  g o v e r n m e n t  in t e r v e n t io n ,  th e  I n t e r n e t  S e r v ic e  P r o v id e r s  

A s s o c ia t io n  i n  th e  U n i t e d  K in g d o m  ( I S P A ,  U K )  h a s  a d o p te d  a  C o d e  o f  C o n d u c t

43 Em ail from  K eith  D a v id so n , P resident, Internet N Z , to author. 24  A u g u st 2 0 0 3 .
44 Intem etN Z , Internet Code of Practice, ab ove n 4 2 , A rtic le  3 .4 .
4:1 Ibid A rticle 3 .5 .1 . For exam p le the use o f  IC R A  labels.
4(3 Ibid A rtic le 3 .5 .2 .
47 Ibid A rtic le 4 .1a .
48 Ibid A rtic le 4 .1 b .
49 K eith  D a v id so n , ab ove n 4 3 .
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c o v e r in g  a  w id e  r a n g e  o f  m a t t e r s . 50 51 * A p p l i c a t i o n  o f  t h e  C o d e  is  u n i f o r m  a n d  

o b l i g a t o r y  to  a l l  m e m b e r s ,  w i t h o u t  m o d i f i c a t i o n  o r  e x c e p t io n ,  a l t h o u g h  e v e n  s t r i c t  

c o m p l ia n c e  w i t h  th e  C o d e  w i l l  n o t  g u a r a n te e  t h a t  m e m b e r s  a re  a c t in g  w i t h i n  th e  

la w .  A n  e a r ly  v e r s io n  o f  t h e  U K  C o d e  o f  P r a c t ic e  w a s  d is c u s s e d  a b o v e ,  b u t  th e  

C o d e  h a s  d e v e lo p e d  c o n s id e r a b ly  s in c e  t h a t  t im e .

T h e  I S P A  U K  C o d e  b e g in s  w i t h  t h r e e  c o r e  p r i n c ip l e s .  F i r s t l y ,  i t  e n c o u r a g e s  th e  

e m e r g e n c e  o f  t e c h n o lo g ie s  w h i c h  w i l l  g iv e  p a r e n ts  a n d  c o n s u m e r s  c h o ic e  

r e g a r d in g  th e  c o n te n t  t o  w h i c h  t h e y  w i s h  t o  ( o r  n o t  t o )  h a v e  a c c e s s .  S e c o n d ly  th e  

C o d e  s ta te s  t h a t  p r o v id e r s  o f  c o n t e n t  a re  r e s p o n s ib le  f o r  e n s u r in g  t h a t  t h e  c o n t e n t  

is  n o t  i l l e g a l ,  a n d  t h a t  i t  is  s u i t a b le  f o r  i t s  in t e n d e d  a u d ie n c e .  T h i r d l y ,  t h e  C o d e  

p r o v id e s  t h a t  a n y  c e n s o r s h ip  o r  f i l t e r i n g  s h o u ld  b e  c a r r ie d  o u t  b y  g o v e r n m e n t ,  a n d  

t h a t  IS P s  s h o u ld  n o t  b e  r e s p o n s ib le  f o r  d e t e r m in in g  l e g a l i t y  o r  s u i t a b i l i t y  o f  

c o n te n t ,  o r  f o r  f i l t e r i n g  o r  r e s t r i c t i n g  a c c e s s .  T h e  C o d e  s ta te s  s u p p o r t  h o w e v e r  f o r  

a n y  m e m b e r  w h o  ‘ p r o a c t i v e l y  l i m i t ( s )  t h e  a c c e s s ib i l i t y  o f  i l l e g a l  m a t e r ia l  v i a  i t s  

s e r v i c e . ’ 53 T h e  C o d e  a ls o  r e q u i r e s  m e m b e r s  t o  p r o v id e  i n f o r m a t i o n  t o  c u s to m e r s  

a b o u t  t o o ls  w h i c h  m a y  a s s is t  i n  f i l t e r i n g  u n w a n te d  c o n t e n t . 54 W h i l e  t h e  U K  I S P A  

ta k e s  n o  r e s p o n s ib i l i t y  f o r  c o n t e n t ,  i t  d o e s  c o - o p e r a te  w i t h  t h e  I n t e r n e t  W a t c h  

F o u n d a t io n  (s e e  b e lo w )  t o  r e m o v e  i l l e g a l  m a t e r ia l  ( s e e  b e lo w )  f r o m  w e b  s ite s  a n d  

n e w s  g r o u p s . 55 M e m b e r s  a g re e  t h a t  w h e r e  n o t i f i e d  b y  I W F  o f  i l l e g a l  c h i l d  

p o r n o g r a p h y ,  m e m b e r s  w i l l  r e m o v e  s u c h  m a t e r ia l  w h e r e e v e r  i t  is  t e c h n i c a l l y  

p o s s ib le  t o  d o  s o .56

T h e  c o - r e g u la t o r y  s y s te m  i n  p la c e  i n  S in g a p o r e  in v o l v e s  a  g r e a t  d e a l  m o r e  

g o v e r n m e n t  c o n t r o l  o f  t h e  in t e r n e t  in d u s t r y  a n d  c o n t e n t  p r o v id e r s  t h a n  d o  t h e  U K  

a n d  N Z  a p p ro a c h e s .  M a n y  c o m m e n t a to r s  n o te  t h a t  w h i l e  t h e  la w  r e g u la t i n g  

in t e r n e t  u s e  i n  S in g a p o r e  a p p e a rs  t o  b e  b a s e d  o n  s e l f - r e g u la t i o n ,  i n  r e a l i t y ,

50 U K , Internet S erv ice  P roviders A sso c ia tio n  (IS P A ) C ode o f  P ractice , can  b e  foun d  at
<http : //■w w w . isp a . org . u k /h tm l/in d ex 3 . htm l? fram e=http% 3 A //w w  w . isp a . org .u k /h tm l/abou t_ ispa /isp  
a_co d e.h tm l>  at 30  June 2 0 0 4 .
51 Ibid pream ble (a) & (f).
v  S ee ab ove Chapter Four: O verseas conten t control prior to the Online Services Act.

U K , Internet S erv ice  P roviders A sso c ia tio n  (IS P A ) ab ove n 4 5 , S tatem ent o f  P o licy .
54 Ibid 7 .2 , 7 .3 .
55 Ibid 5.1.
56 Ibid 5 .3 .
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p o l i t i c a l  f a c to r s  m a k e  t h e  in t e r n e t  c o n t e n t  c o n t r o l  r e g im e  e x t r e m e ly  h a r s h ,  

‘ d e m a n d in g  t o t a l  c o m p l ia n c e  a n d  s u b ju g a t io n  o f  i t s  c i t i z e n - s u b je c t s . ’ 57 58 T h u s  w h i l e  

th e  f o l l o w i n g  d is c u s s e s  o u t w a r d  m a n i f e s t a t io n s  o f  t h e  S in g a p o r e a n  s c h e m e ,  i t  

m u s t  b e  r e m e m b e r e d  t h a t  th e  p o l i t i c s  o f  t h e  s o c ie t y  w i t h i n  w h i c h  i t  o p e r a te s  m a y

58
m a k e  i t s  e f f e c ts  m o r e  s i g n i f i c a n t  t h a t  i t s  s p e c i f i c  r e q u i r e m e n t s  w o u l d  s u g g e s t .  

N o n e th e le s s ,  i t  is  in c lu d e d  h e re  a s  m a n y  a s p e c ts  o f  t h e  s c h e m e  c o in c id e  w i t h  th o s e  

f o u n d  i n  A u s t r a l i a  a n d  i n  a  n u m b e r  o f  o t h e r  c o u n t r ie s .

T h e  S in g a p o r e  I n d u s t r y  C o d e  o f  P r a c t ic e  is  p r o d u c e d  b y  t h e  M e d ia  D e v e lo p m e n t  

A u t h o r i t y ,  a n d  e n f o r c e d  b y  t h a t  A u t h o r i t y  a ls o . 59 N o n - c o m p l ia n c e  c a n  le a d  to  

f in e s ,  im p o s i t i o n  o f  l ic e n s e  c o n d i t i o n s  o r  e v e n  lo s s  o f  l i c e n s e . 60 A  c la s s  l ic e n s e  

s c h e m e  r e q u i r e s  r e g is t r a t i o n  o f  m a n y  p a r t i c ip a n t s  i n  t h e  in t e r n e t  i n d u s t r y ,  

i n c l u d in g  IS P s  a n d  I C H s ,  p o l i t i c a l  p a r t ie s  p r o v i d i n g  c o n t e n t  o n  t h e  in t e r n e t ,  a n d  

a n y o n e  e ls e  w i t h i n  S in g a p o r e  p r o p a g a t in g ,  p r o m o t i n g  o r  d is c u s s in g  p o l i t i c a l  o r  

r e l i g io u s  is s u e s  r e l a t i n g  t o  S in g a p o r e . 61 62 U n d e r  t h e  I n t e r n e t  C o d e  o f  P r a c t ic e  

‘ l i c e n s e e s ’ m u s t  u s e  t h e i r  b e s t  e f f o r t s  t o  e n s u re  t h a t  ‘ p r o h ib i t e d  m a t e r i a l ’ is  n o t  

b r o a d c a s t  v i a  th e  in t e r n e t  t o  u s e rs  i n  S in g a p o r e .  IS P s  a re  n o t  r e q u i r e d  a c t i v e l y  t o  

m o n i t o r  m a t e r ia l  t h e y  c a r r y , 63 n o r  a re  h o s ts  r e q u i r e d  t o  m o n i t o r  m a t e r ia l  t h e y  h o s t  

o v e r  w h i c h  t h e y  d o  n o t  h a v e  e d i t o r ia l  c o n t r o l , 64 * b u t  m u s t  b l o c k  o r  r e m o v e

57 T erence L ee, Internet U se  in  S ingapore: P o lit ic s  and P o lic y  Im p lica tion s, Media International 
Australia, N o  107 M a y  2 0 0 3  75 , 77.
58 S ee  Jam es G om ez , Internet Politics; Surveillance and Intimidation in Singapore (2 0 0 2 ),
T erence L ee, ab ove n  4 3 , T eren ce L ee, ‘Internet R eg u la tio n  in  S ingapore: A  P o lic y /in g  D isc o u r se ’ 
Media International Australia, N o  95 M a y  2 0 0 0  147, T eren ce  L ee, ‘T h e P o lit ic s  o f  Internet P o lic y  
and (A u to) R egu la tion  in  S in g a p o re’ Media International Australia, N o  101 N o v em b e r  200 1  33.
39 S ingap ore Internet C ode o f  Practice 1(1 )-(2 ).
http ://w  w w . m da. go  v . s g /m e d iu m /in te m e t /icod en p ractice .h tm l at 18 A u g u st 2 0 0 4 .
60 Ibid.
61 S in gap ore M edia  D ev e lo p m e n t A uthority: R eg istra tion  o f  Internet C lass L ice n c ees , 
h ttp ://w w w .m d a .g o v .sg /m ed iu m /in tem et/i_ reg ister .h tm l at 18 A u g u st 2 0 0 4 .
62 S in gap ore Internet C ode o f  P ractice, 2
h ttp ://w w w .m d a.g o v .sg /m ed iu m /in tern et/i co d en p ra ctice .h tm l at 18 A u g u st 2 0 0 4 .
63 M ed ia  D ev e lo p m en t A uthority  : Internet Industry G u id e lin es , 16,
h ttp ://w w w .m d a .g o v .sg /m ed iu m /in tem et/i gu id e lin es.h tm l at 18 A u g u st 2 0 0 4 . and see  A n il, S. 
‘R e -V is it in g  the S in gap ore Internet C ode o f  P ra c tice ,’ 2001  (2 ) Journal o f  In form ation , L aw  and
T ech n o lo g y , 3 .1 .
64 M ed ia  D ev e lo p m en t A uthority  : Internet Industry G u id elin es , 16.
h ttp ://w w w .m d a .g o v .sg /m ed iu m /in tern et/i gu id e lin es.h tm l at 18 A u g u st 2 0 0 4
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p r o h ib i t e d  m a t e r ia l  o f  w h i c h  t h e y  b e c o m e  a w a r e ,  o r  o f  w h i c h  t h e y  a re  n o t i f i e d  b y  

th e  M D A . 65

C o d e s  o f  P r a c t ic e  in  A u s t r a l i a  a re  s im i l a r  t o  a n d  d i f f e r e n t  f r o m  th e  a b o v e .  I n  

S in g a p o r e  th e  M D A  d r a f t e d  t h e  C o d e  o f  P r a c t ic e  f o r  i n d u s t r y ,  i n  N Z  a n d  th e  U K  

in d u s t r y  i t s e l f  d r a f t e d  th e  r e g u la t o r y  c o d e s .  T h e  A u s t r a l i a n  C o d e s  o f  P r a c t ic e  l i e  

s o m e w h e r e  in  b e tw e e n ;  t h e  c o d e s  w e r e  d r a f t e d  b y  th e  in d u s t r y ,  b u t  l e g is la t i o n  

d ir e c te d  w h a t  s h o u ld  a n d  s h o u ld  n o t  b e  in c lu d e d . 66 67 T h e  le g i s l a t i o n  a ls o  a l l o w e d  

f o r  th e  A B A  to  s e t  i n d u s t r y  s ta n d a r d s  i f  t h e  i n d u s t r y  i t s e l f  d i d  n o t  d o  s o  o r  i f  th e  

c o d e s  d r a f t e d  b y  th e  in d u s t r y  w e r e  in a p p r o p r ia t e .  R e g a r d in g  e n f o r c e m e n t ,  i n  N Z  

c o d e  c o m p l ia n c e  is  e n t i r e l y  v o lu n t a r y .  I n  t h e  U K  c o d e  c o m p l i a n c e  is  m a n d a t o r y  

f o r  m e m b e rs  o f  t h e  IS P  a s s o c ia t io n ,  b u t  m e m b e r s h ip  i t s e l f  is  n o t  m a n d a t o r y .  I n  

S in g a p o r e  c o d e  c o m p l ia n c e  is  m a n d a t o r y  a n d  l ic e n s e s  m a y  b e  r e v o k e d  f o r  n o n -  

c o m p l ia n c e .  I n  A u s t r a l i a  c o d e  c o m p l ia n c e  i t s e l f  is  n o t  m a n d a t o r y ,  b u t  i f  t h e  A B A  

b e c o m e s  a w a r e  o f  n o n - c o m p l ia n c e  i t  m a y  is s u e  a  n o t ic e  d i r e c t i n g  a n  i n d u s t r y  

p a r t i c ip a n t  to  c o m p ly  w i t h  th e  c o d e .68 F a i l u r e  t o  c o m p ly  w i t h  t h a t  d i r e c t i o n  w i l l  b e  

a  b re a c h  o f  t h e  Online Services Act a n d  m a y  le a d  t o  f in e s ,  o r  p r o h i b i t i o n  f r o m  

h o s t in g  o r  p r o v id i n g  in t e r n e t  s e r v ic e s . 69 I n  r e s p e c t  o f  C o d e s  o f  P r a c t ic e ,  a n d  a  s e l f  

o r  c o - r e g u la t o r y  a p p r o a c h ,  A u s t r a l i a  a p p e a r s  t o  b e  f a i r l y  w e l l  i n  l i n e  w i t h  a  

n u m b e r  o f  o t h e r  s i m i l a r  c o u n t r ie s .

D .  Hotlines, community education, and policing.

U n l i k e  m o s t  w e s t e r n  c o u n t r ie s ,  S in g a p o r e  h a s  c o n s id e r a b le  g o v e r n m e n t  

i n v o lv e m e n t  i n  a l l  a s p e c ts  o f  i n t e r n e t  c o n t e n t  c o n t r o l .  A s  t h e  G o v e r n m e n t  o f  

S in g a p o r e  h a s  b e e n  o u t s p o k e n  i n  i t s  e n c o u r a g e m e n t  a n d  p r o v i s i o n  o f  i n t e r n e t  

s e r v ic e s  i n  S in g a p o r e ,  i t  h a s  a ls o  b e e n  p r o a c t i v e  i n  e n s u r in g  t h e  a v a i l a b i l i t y  o f  

c o m m u n i t y  e d u c a t io n  a n d  a p p r o p r ia te  i n t e r n e t  s e r v ic e s .  I n  r e s p o n s e  t o  p a r e n t a l

66 Broadcasting Services Act 1992 (C th) sch ed u le  5 c l 6 0 -6 1 .
67 Ibid cl 6 8 -7 1 .
68 Ibid c l 66.
69 Ibid cl 7 9 -8 0 , 8 2 -8 5 .
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c o n c e rn s  a b o u t  c h i l d r e n ’ s a c c e s s  t o  in a p p r o p r ia t e  c o n t e n t ,  t h e  S D A  w o r k e d  w i t h  a  

n u m b e r  o f  m a j o r  S in g a p o r e a n  IS P s  t o  d e v e lo p  o p t io n a l  ‘ f a m i l y  f r i e n d l y ’ 

s u b s c r ip t io n  s e r v ic e s ,  w h i c h  f i l t e r  s e r v ic e s  a t  IS P  le v e l ,  a n d  a v o id  t h e  n e e d ,  f o r  

th o s e  w h o  w a n t  f i l t e r e d  s e r v ic e s ,  to  u s e  e n d - u s e r  f i l t e r i n g  t e c h n o lo g y .  F u r t h e r ,  

th e  M D A  o v e rs e e s  th e  v o lu n t a r y  P a r e n ta l  A d v i s o r y  G r o u p  f o r  t h e  in t e r n e t  ( P A G i ) ,  

w h ic h  h a s  b e e n  v e r y  a c t iv e  i n  th e  p r o v i s i o n  o f  i n f o r m a t i o n  a n d  e d u c a t io n  f o r  

in t e r n e t  u s e rs ,  p a r e n ts  a n d  s u p e r v is o r s . 71 72 W h i l e  t h e  S B A  h a s  o v e r s e e n  t h i s  w o r k ,  

P A G i  h a s  d r a w n  u p o n  a n d  g r o w n  o u t  o f  c o n s id e r a b le  c o m m u n i t y  in t e r e s t  a n d  

c o n c e r n  r e l a t i n g  t o  i n t e r n e t  c o n te n t .  T h e  M D A  h a s  r e c e n t l y  w o n  a w a r d s  f o r  i t s  

p r o m o t io n  o f  c h i l d  s a fe t y  o n l in e ,  a n d  f o r  e x c e l le n c e  i n  i n t e r n e t  a w a re n e s s .

I n  m a n y  o t h e r  c o u n t r ie s ,  h o t l in e s ,  c o m m u n i t y  e d u c a t io n  a n d  p o l i c i n g  g o  a lm o s t  

h a n d - in - h a n d .  B o d ie s  w h i c h  o p e r a te  h o t l in e s  to  r e c e iv e  c o m p la in t s  a ls o  g iv e  

a d v ic e  a n d  p r o v id e  c o m m u n i t y  e d u c a t io n ,  a n d  t h e y  t e n d  n o t  t o  b e  g o v e r n m e n t  

b o d ie s .  T h e s e  b o d ie s  t h e n  p a s s  r e le v a n t  i n f o r m a t i o n  t o  t h e  p o l i c e .

F o r  e x a m p le ,  r a t h e r  t h a n  a  g o v e r n m e n t - b a s e d  a p p r o a c h ,  N e w  Z e a la n d  h a s  b r o a d  

a n d  d iv e r s e  r e p r e s e n ta t io n  in  c y b e r  m a t te r s .  T h e  I n t e r n e t  S a f e t y  G r o u p  w a s  

f o u n d e d  i n  1 9 9 8  b y  a  g r o u p  c o m p r i s in g  a  r a p e  a n d  s e x u a l  a b u s e  p r e v e n t io n  

a g e n c y ,  a  s e c o n d a r y  s c h o o l ,  a  p o l i c e  s e x u a l  a b u s e  te a m ,  a n  I S P  a n d  a  s e x u a l  

o f f e n d e r  t r e a t m e n t  p r o g r a m . 73 F r o m  t h is  c l e a r l y  g r a s s r o o t s  b e g in n in g ,  th e  I n t e r n e t  

S a fe t y  G r o u p  h a s  e x p a n d e d  to  i n c lu d e  r e p r e s e n ta t iv e s  o f  t h e  D e p a r t m e n t  o f  

I n t e r n a l  A f f a i r s  ( c e n s o r s h ip ) ,  th e  D e p a r t m e n t  o f  C h i l d ,  Y o u t h ,  a n d  F a m i l y  

S e r v ic e s ,  th e  D e p a r t m e n t  o f  C o u r t s ,  th e  C u s t o m s  S e r v ic e ,  t h e  M i n i s t r y  o f  

E d u c a t io n ,  b u s in e s s e s ,  c o m m u n i t y  g r o u p s ,  e d u c a to r s ,  s tu d e n ts  a n d  p a r e n t s . 74

0 Singapore M edia  D ev e lo p m en t A uthority, Family Access Networks 
< h ttp ://w w w .m d a .g o v .sg /m ed iu m /in tem et/i_ fa m ily .h tm l>  at 3 0  June 2 0 0 4 .
' 1 S ingapore M edia  D ev e lo p m en t A uthority, Parents Advisory Group for the Internet 
< h ttp ://w w w .m d a .g o v .sg /co m m ittee s/i_ p a g i.h tm l>  at 30  June 2 0 0 4 .
72 S ingapore M edia  D ev e lo p m en t A uthority , Singapore receives world wide awards for promoting 
internet safety. M ed ia  R elea se  (1 0  M arch 2 0 0 4 )
h ttp ://a p p .m d a .g o v .sg /scr ip ts/M D A /n ew s r o o m /p re ss .a sp ? id = {D 1 6 A E 2 F 3 -E F F D -4 A 5 2 -8 7 6 C -  
0 0 4 F 2 9 7 14 5 D E  \ & typ e= d ate& conten t=  at 9  A ugust 2 0 0 4 .
7j L iz B utterfield , ‘N etS afe: T he N e w  Z ealand  M o d el for Internet (IC T ) S a fe ty  E d u ca tio n ’ (Paper  
presented  at N etS afe: G row ing  A ustralia  O nline C o n feren ce , Canberra, D e c  2 0 0 2 )  2.

2 0 2
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T h e  I n t e r n e t  S a fe t y  G r o u p  h a s  d e v e lo p e d  a n  in t e r n e t  s a f e t y  k i t  f o r  s c h o o ls ,  

d is t r i b u t e d  i n f o r m a t io n  r e g a r d in g  in t e r n e t  s a f e t y  a n d  e d u c a t io n  t o  e v e r y  N e w  

Z e a la n d  s c h o o l ,  a n d  d e v e lo p e d  a  w e b s i t e  i n c l u d in g  a l l  t h a t  i n f o r m a t i o n  a n d  m o r e .  

I t  h a s  b e e n  w o r k i n g  t o  d e v e lo p  le s s o n  p la n s  f o r  u s e  i n  s c h o o ls ,  a n d  a  s t u d y  i n  J u n e

2 0 0 1  f o u n d  8 2 %  o f  N e w  Z e a la n d  s c h o o ls  a d d r e s s in g  in a p p r o p r ia t e  u s e  o f  th e  

in t e r n e t . 75 * * T h e  I n t e r n e t  S a f e t y  G r o u p  h a s  a ls o  f o r m e d  a  p e r m a n e n t  a l l ia n c e  w i t h  

o v e r  1 4 0  p o l i c e  y o u t h  e d u c a to r s  a c ro s s  N Z .  T o  e n s u re  c o n t i n u i n g  e n g a g e m e n t  

f r o m  a l l  s e c to rs  o f  t h e  N e w  Z e a la n d  c o m m u n i t y  o n  t h e  is s u e  o f  i n t e r n e t  s a fe t y ,  i n

2 0 0 2  th e  G r o u p  r a n  a  n a t io n a l  s y m p o s iu m  w i t h  o v e r  1 0 0  p e o p le  i n v i t e d  f r o m  a  

w id e  s e le c t io n  o f  g o v e r n m e n t  d e p a r tm e n ts ,  c o m m u n i t y  g r o u p s  a n d  w o r k e r s ,  th e  

e d u c a t io n  s e c to r ,  r e s e a r c h e rs ,  a n d  la w  e n f o r c e m e n t .  I n  2 0 0 2  t h e  G r o u p  w o n  th e  

I n t e r n a t io n a l  L a w  E n f o r c e m e n t  C y b e r c r im e  A w a r d ,  f o r  i n n o v a t i o n  a n d  b e s t  

p r a c t ic e  p e r t a in in g  to  p r e v e n t io n ,  d e te c t io n ,  a n d  /  o r  r e s p o n s e  t o  c y b e r c n m e s .  

T h e r e  is  in t e r e s t  n o w  in  i n t r o d u c in g  th e  N Z  s c h o o ls  e d u c a t io n  s c h e m e  i n  b o t h  th e  

U K  a n d  U S A . 78

I n  th e  U S A  th e  N a t io n a l  C e n t e r  f o r  M i s s in g  a n d  E x p lo i t e d  C h i l d r e n  ( N C M E C )  

p r o v id e s  c o m m u n i t y  e d u c a t io n  r e g a r d in g  in t e r n e t  d a n g e r s .  T h e  C e n t r e  o f f e r s  

c o n s id e r a b le  t r a in in g  p r o g r a m s  f o r  le g a l ,  l a w  e n f o r c e m e n t ,  h e a l t h c a r e ,  a n d  

e d u c a t io n  p r o f e s s io n a ls ,  as  w e l l  as  f o r  c h i l d r e n  a n d  p a r e n ts .  T h e  t r a i n i n g  fo c u s e s  

o n  p r o t e c t io n  o f  c h i l d r e n  r a t h e r  t h a n  t h e  d a n g e r s  o f  t h e  in t e r n e t  p e r  s e , a n d  t o p ic s  

o f  c o u rs e s  r u n  b y  th e  C e n t r e  r a n g e  f r o m  s c h o o l  a n d  o n l i n e  s a f e t y  t o  t e c h n ic a l  

is s u e s  r e g a r d in g  r e s p o n s e s  t o  m is s in g  c h i l d  c a s e s . N C M E C  a ls o  r u n  a  w e b s i t e  

o f f e r i n g  in t e r a c t i v e  in t e r n e t  s a f e t y  t ip s  a n d  a c t i v i t i e s  f o r  c h i l d r e n ,  a n d  l i n k s  to

79
f u r t h e r  i n f o r m a t i o n  f o r  p a r e n ts  a n d  o t h e r  a d u l t s .

;3 Ibid 5.
" From  the S o c ie ty  o f  P o lic in g  o f  C yberspace. For m ore in form ation  about this b o d y  see  its w eb  

site: http://vvw vv.polcyb.org/ at 1 A u g u st 2 0 0 4 .
7/ L iz B u tterfield , ab ove n 7 3 , 12.
78 E m ail to the author from  L iz  B u tterfield , D irector, N Z  Internet S a fe ty  G roup, 28  July 2 0 0 4
79 N ation a l Centre for M iss in g  and E xp lo ited  C hildren, Annual Report 2003. 
< h ttp ://w w w .m issin g k id s .co m /en  U S /p u b lica tio n s /N C 9 2 p a rtl .p d f> at 1 A u g u st 2 0 0 4 .
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S im i l a r l y ,  t h e  n o n - p r o f i t  I n t e r n e t  E d u c a t io n  F o u n d a t io n  r u n s  e d u c a t io n a l  a n d

o n

i n f o r m a t i v e  w e b  s ite s  f o r  c h i l d r e n  a n d  a d u l t s  s u c h  as  ‘ G e t N e t W is e ’ w h i c h  o f f e r s  

in t e r n e t  s a fe t y  in f o r m a t io n ,  a n d  l i n k s  t o  m a n y  o t h e r  i n f o r m a t i o n  s o u rc e s .  T h e  

I n t e r n e t  E d u c a t io n  F o u n d a t io n  is  ‘ d e d ic a te d  t o  e d u c a t in g  t h e  p u b l i c  a n d  p o l i c y  

m a k e r s  a b o u t  th e  p o t e n t ia l  o f  a  d e c e n t r a l is e d  g lo b a l  I n t e r n e t  t o  p r o m o t e  

d e m o c r a c y ,  c o m m u n ic a t io n s  a n d  c o m m e r c e , ’ a n d  w h i l e  i t  is  f i n a n c i a l l y  g r e a t l y

s u p p o r te d  b y  t h e  in t e r n e t  i n d u s t r y ,  i t  a ls o  h a s  s i g n i f i c a n t  i n p u t  f r o m  n o n - in d u s t r y

81
g ro u p s .

I n  r e g a r d  t o  c o n t r o l  o f  o b s c e n e  c o n t e n t ,  o r g a n is a t io n s  s u c h  a s  ‘ M o r a l i t y  i n  M e d i a ’ 

r e c e iv e  c o m p la in t s  a b o u t  w h a t  is  b e l ie v e d  t o  b e  i l l e g a l  c o n t e n t ,  a n d  l o b b y  f o r  

p r o s e c u t io n  o f  in d iv id u a ls  a n d  b u s in e s s e s  a c t in g  i l l e g a l l y  i n  t h i s  r e g a r d .  M o r a l i t y  

i n  M e d ia  o f f e r s  a n  o n l i n e  h o t l i n e  f o r  r e p o r t i n g  o n  t h e i r  ‘ o b s c e n i t y c r im e s . o r g ’ 

w e b s i t e ,  a n d  r e p o r t s  a re  f o r w a r d e d  t o  S ta te  o r  D i s t r i c t  A t t o r n e y s  f o r  i n v e s t ig a t i o n  

a n d  p r o s e c u t io n .  M o r a l i t y  in  M e d ia  k e e p  a  w a t c h in g  b r i e f  o n  t h e  r e s u l t s  o f  th o s e  

re p o r ts .

T h e  ‘ C y b e r T ip l i n e , ’ r u n  b y  th e  p r i v a t e ,  n o n - p r o f i t  N a t i o n a l  C e n t r e  f o r  M is s in g  

a n d  E x p lo i t e d  C h i ld r e n ,  r e c e iv e s  r e p o r t s  r e l a t i n g  t o  c h i l d  p o r n o g r a p h y ,  o n l i n e  

e n t ic e m e n t  o f  c h i ld r e n ,  c h i l d  p r o s t i t u t i o n ,  c h i l d - s e x  t o u r i s m ,  c h i l d  s e x u a l  

m o le s t a t io n ,  a n d  u n s o l i c i t e d  o b s c e n e  m a t e r ia l  s e n t  t o  a  c h i l d .  T h e  N C M E C  ta k e  a n  

in te r e s t  in  a l l  c h i l d  a b u s e  is s u e s ,  n o t  j u s t  t h o s e  w h i c h  o c c u r  o n l in e .  A s  t h e  C e n t r e  

h a s  b e e n  r u n n in g  s in c e  1 9 8 4 ,  i t  h a s  a  g r e a t  d e a l  o f  e x p e r t is e  i n  c h i l d  p r o t e c t io n ,  

a n d  n o t  j u s t  i n  in t e r n e t  r e la t e d  m a t te r s .  T h e  N C M E C  m a k e s  a  v e r y  c le a r  

d i s t i n c t i o n  b e tw e e n  r e p o r t i n g  w h i c h  r e la te s  t o  d a n g e r  t o  c h i l d r e n ,  w h i c h  is  

a c c e p te d  b y  th e  C y b e r T ip l i n e ,  a n d  t h a t  w h i c h  a m o u n ts  r a t h e r  t o  c o m p la in t s  a b o u t  

o b s c e n i t y ,  w h i c h  th e  C y b e r T ip l i n e  w e b  s i te  s ta te s  s h o u ld  b e  r e p o r t e d  in s te a d  to  

o b s c e n i t y c r im e s . o r g ,  a n d  a  l i n k  to  t h a t  s i t e  is  p r o v id e d .  R e p o r t s  r e l a t i n g  t o  c h i l d  

a b u s e  o r  c h i l d  p o r n o g r a p h y  a re  a n a ly s e d  b y  N C M E C  a n d  t h e n  s u b m i t t e d  t o  l a w  

e n f o r c e m e n t  a g e n c ie s .

80 < h ttp ://w w w .g etn etw ise .o rg /a b o u t/>  at 3 0  June 2 0 0 4 .
81 < h ttp ://w w w .n eted .org />  at 30  June 2 0 0 4 .
s~ N ational C enter for M issin g  and E xp lo ited  C hildren, ab ove n 79.
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I n  th e  U n i t e d  K in g d o m  th e  I n t e r n e t  W a t c h  F o u n d a t io n  is  t h e  b o d y  t a k in g  m o s t  

r e s p o n s ib i l i t y  f o r  m o n i t o r i n g  c o n t e n t  o n  t h e  in t e r n e t .  T h e  I W F  w a s  i n i t i a l l y  a n  

in d u s t r y  d o m in a t e d  b o d y ,  b u t  is  n o w  d i r e c t e d  b y  a  B o a r d  m a d e  u p  o f  f o u r  p e o p le  

f r o m  th e  in d u s t r y ,  a n d  e ig h t  o th e r s  f r o m  o u t s id e  th e  in d u s t r y .  T h e  B o a r d  

C o n s t i t u t i o n  w a s  c h a n g e d  in  t h is  w a y  to  e n s u re  t h a t  t h e  I W F  w a s  s u f f i c i e n t l y  

in d e p e n d e n t  o f  i n d u s t r y  t o  m a k e  d e c is io n s  w h i c h  m a y  n o t  b e  t h o u g h t  t o  b e  i n  th e  

in d u s t r y ’ s in t e r e s t . 83 I t  o p e r a te s  a  h o t l i n e  w h i c h  r e c e iv e s  a n d  in v e s t ig a te s  

c o m p la in t s  r e g a r d in g  c h i l d  p o r n o g r a p h y  f r o m  a n y w h e r e  i n  t h e  w o r l d ,  a n d  a ls o  

r e c e iv e s  a n d  in v e s t ig a te s  c o m p la in t s  r e g a r d in g  o t h e r  m a t e r ia l  i l l e g a l  i n  t h e  U K ,  

s u c h  as o b s c e n e  c o n te n t  c o n t r a v e n in g  th e  U K  Obscene Publications Act 1 9 5 9 ,  a n d  

r a c is t  c o n te n t  c o n t r a v e n in g  th e  Public Order Act 1 9  8 6 . 84 85 T h e  h o t l i n e ,  w h i c h  

r e c e iv e s  a b o u t  4 0 0  c o m p la in t s  p e r  w e e k ,  s p e c i f i c a l l y  d is c o u r a g e s  c o m p la in t s  o n  

th e  b a s is  o f  i n d i v i d u a l  ta s te ,  s t a t in g  t h a t  I W F  is  ‘ c o n c e r n e d  w i t h  t h e  i n t e r p r e t a t io n  

o f  t h e  la w ,  n o t  p e r s o n a l  ta s te ,  d e c e n c y  o r  m o r a l i t y . ’ A s  t h e  h o t l i n e  c o - o p e r a te s  

w i t h  o t h e r  h o t l in e s  a r o u n d  th e  w o r l d  i t  is  w i l l i n g  t o  in v e s t ig a t e  c h i l d  p o r n o g r a p h y  

m a t te r s  f r o m  a n y w h e r e  i n  th e  w o r l d .  H o w e v e r ,  r e g a r d in g  o b s c e n e  a d u l t  c o n t e n t  

a n d  r a c is t  c o n te n t ,  th e  h o t l i n e  is  c o n c e r n e d  o n l y  w i t h  c o n t e n t  h o s te d  i n  t h e  U K ,  

w h ic h  c a n  t h e n  b e  r e m o v e d  o r  p r o s e c u te d  i n  th e  U K . 86

A s  w e l l  a s  r e c e i v i n g  c o m p l a i n t s  t h r o u g h  i t s  h o t l i n e  t h e  I W F  a c t i v e l y  m o n i t o r s  

s o m e  n e w s g r o u p s  k n o w n  t o  c a r r y  p r o b l e m a t i c  m a t e r i a l .  P o t e n t i a l l y  i l l e g a l  

m a t e r ia l  g a t h e r e d  b y  t h e  I W F  is  f o r w a r d e d  t o  U K  p o l i c e  ( w h e n  i t  a p p e a r s  a  

c r im e  h a s  o c c u r r e d  i n  t h e  U K )  o r  t o  t h e  N a t i o n a l  C r i m i n a l  I n t e l l i g e n c e  

A g e n c y . 87 T h e  I W F  a ls o  o p e r a t e s  a  ‘ n o t i c e  &  t a k e  d o w n  p r o c e d u r e ’ w h e r e b y  

i l l e g a l  m a t e r ia l  h o s te d  w i t h i n  th e  U K  is  n o t i f i e d  t o  U K  IS P s  w h o  t h e n  r e m o v e  th e  

o f f e n d in g  m a t e r ia l  f r o m  t h e i r  s e r v e r s .  W h e r e  t h e  i l l e g a l  m a t e r ia l  i n v o lv e s  c h i l d  

a b u s e , d is c u s s io n s  w i t h  p o l i c e  t a k e  p la c e  p r i o r  t o  n o t ic e s  b e in g  is s u e d ,  b o t h  t o  

c o n f i r m  t h a t  th e  c o n te n t  is  i l l e g a l ,  a n d  t o  g i v e  p o l i c e  a n  o p p o r t u n i t y  o f  i d e n t i f y i n g

3 A bout Internet W atch  Foundation  < h ttp ://w w w .iw f.o rg .u k /a b o u t/o v erv iew /in d ex .h tm l>  at 30  
June 2 0 04 .
84 Ibid.
85 Internet W atch Foundation  H otlin e, < h ttp ://w w w .iw f.o ru .u k /in d ex .h tm l>  at 9 A u g u st 2 0 0 4 ..
86 Ibid.
87 Ibid.
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o f f e n d e r s  b e f o r e  m a t e r ia l  is  r e m o v e d . 88 W h e r e  n e w s g r o u p  m a t e r ia l  is  i d e n t i f i e d  as 

i l l e g a l ,  t a k e d o w n  n o t ic e s  a re  g iv e n  as  a  m a t t e r  o f  c o u r s e ,  a n d  IS P s  c o - o p e r a te  

f u l l y  w i t h  I W F  in  t h is  r e g a r d .  S o m e  IS P s  h a v e  e v e n  s e t  u p  r o b o t s  t o  a u to m a te  th e  

p ro c e s s  o f  t a k e - d o w n  in  r e s p o n s e  t o  I W F  n o t ic e s .  I n  a d d i t i o n ,  th e  I W F  m a in t a in s  a  

l i s t  o f  n e w s g r o u p s  w h i c h  i t  r e c o m m e n d s  t h a t  n o  I S P  s h o u ld  c a r r y  d u e  t o  la r g e  

v o lu m e s  o f  i l l e g a l  c o n te n t ,  a n d  c o m p l ia n c e  b y  IS P s  w i t h  t h is  r e c o m m e n d a t io n  h a s  

b e e n  ‘ v i r t u a l l y  1 0 0 % . ’ 89

T h e  I n t e r n e t  W a t c h  F o u n d a t io n  h a s  t w o  m a jo r  f u n c t io n s  b e y o n d  i t s  h o t l in e .

F i r s t l y ,  i t  e n c o u r a g e s  a n d  p r o m o t e s  th e  d e v e lo p m e n t  a n d  u s e  o f  v o lu n t a r y  r a t i n g  

s y s te m s ,  t o  a l l o w  u s e rs  a s  f a r  a s  p o s s ib le  t o  s e le c t  o r  c o n t r o l  t h e  t y p e s  o f  m a t e r ia l  

t h e y  w is h  t o  a c c e s s  o r  r e s t r ic t .  F u r t h e r ,  t h e  I W F  ta k e s  a  c o m m u n i t y  e d u c a t io n  r o le ,  

f o r  t h e  p r o t e c t io n  o f  c h i l d r e n  a n d  th e  c o m m u n i t y  g e n e r a l l y ,  p r o v i d i n g  i n f o r m a t i o n  

r e g a r d in g  s a fe  u s e  o f  t h e  in t e r n e t .

P o l i c i n g  is  a ls o  a  m a j o r  f a c t o r  i n  th e  U K  a n d  N Z .  V ig o r o u s  a n d  p r o a c t i v e  

in v e s t ig a t i o n  a n d  p r o s e c u t io n  o f  u s e rs  o f  i l l e g a l  i n t e r n e t  m a t e r ia l  a re  a n o th e r  

c o m p o n e n t  o f  N Z ’ s in t e r n e t  r e g u la t io n .  B e c a u s e  c h i l d  p o r n o g r a p h y  c r e a te s  

d a n g e rs  f o r  c h i l d r e n  i n  t h e  m a k in g  o f  t h e  c o n te n t  i t s e l f ,  i n  c r e a t in g  a  m a r k e t  f o r  

t h is  m a t e r ia l ,  a n d  d u e  to  i t s  r o l e  i n  ‘ g r o o m in g ’ c h i l d r e n  f o r  s e x u a l  a b u s e ,90 th e  

C e n s o r s h ip  C o m p l ia n c e  U n i t  o f  th e  D e p a r t m e n t  o f  I n t e r n a l  A f f a i r s  fo c u s e s  

e s p e c ia l ly  o n  t h is  c o n te n t .  E v e n  w i t h o u t  in t e r n e t - s p e c i f i c  r e g u la t i o n ,  N e w  Z e a la n d  

p o l i c e  h a v e  id e n t i f i e d  o v e r  5 0 0  N e w  Z e a la n d e r s  in v o l v e d  w i t h  o b je c t io n a b le  

m a t e r ia l  o n  th e  in t e r n e t .  O n e  h u n d r e d  a n d  t h r e e  o f  th o s e  h a v e  b e e n  c h a r g e d  a n d  

c o n v ic t e d ,  w h i l e  2 5  c a s e s  a re  s t i l l  p e n d in g .  T h is  u n i t  i n  N e w  Z e a la n d  a ls o  

p r o v id e s  in f o r m a t i o n  to  a n d  r e c e iv e s  in f o r m a t i o n  f r o m  o v e rs e a s  in v e s t ig a t o r s  a n d  

e n fo r c e m e n t  a g e n c ie s .91 S i m i l a r l y  i n  t h e  U K ,  in v e s t ig a t i o n s  i n t o  u s e rs  o f  a  

p a r t i c u la r  p a e d o p h i le  p o r t a l  i n  th e  U S  h a v e  le d  s o  f a r  t o  3 5 3 7  a r r e s ts ,  1 6 7 9

88 Peter R obb ins, C h ie f  E x ecu tive , Internet W atch  F oundation , em ail to author 22  A u g u st 20 0 3
89 Ibid.
90 K eith  M anch  and D av id  W ilson , N Z  D epartm ent o f  Internal A ffa irs, Objectionable Material on 
the Internet: Developments in Enforcement (2 0 0 2 ).
91 Ibid, and see  a lso  Jon P eacock , N Z  D epartm ent o f  Internal A ffa irs, Objectionable Material on 
the Internet and the Department of Internal Affairs Response (undated).
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Q9
p r o s e c u t io n s  a n d  1 2 3 0  c o n v ic t io n s ,  a n d  1 0 2  c a s e s  i n  w h i c h  c h i l d r e n  w e r e  

r e m o v e d  f r o m  th e  u s e rs  /  m a k e r s  o f  c h i l d  p o r n o g r a p h y .  U n f o r t u n a t e l y  i n  

A u s t r a l ia  th e  i n f o r m a t io n  r e g a r d in g  in v e s t ig a t i o n  a n d  p r o s e c u t io n  o f  i n t e r n e t  

c r im e s  is  n o t  a v a i la b le . 92 93 94

E . Newer approaches.

F in a l l y ,  i t  is  w o r t h  l o o k in g  a t  r e c e n t  a p p r o a c h e s  t o  in t e r n e t  c o n t e n t  c o n t r o l  

in t r o d u c e d  i n  G e r m a n y  a n d  H o n g  K o n g .

I n  G e r m a n y  c o n t e n t  p r o v id e r s  a n d  th e  n a t io n a l  i n t e r n e t  i n d u s t r y  a s s o c ia t io n  h a v e  

b o th  b e e n  g iv e n  r e s p o n s ib i l i t i e s  r e c e n t l y  f o r  r e s t r i c t i n g  c o n t e n t  o n  t h e  in t e r n e t .  

W h e n  a G e r m a n  s tu d e n t  -  r e p o r t e d  t o  h a v e  b e e n  a n  e x c e s s iv e  p la y e r  o f  v id e o  

g a m e s  -  s h o t  a n d  k i l l e d  s e v e r a l  t e a c h e r s  a n d  f e l l o w  s tu d e n ts  t h e  G e r m a n  

G o v e r n m e n t  r e s p o n d e d  b y  a m e n d in g  a n d  in t r o d u c in g  le g i s l a t i o n  t o  r e f o r m  th e  

la w s  p r o t e c t in g  c h i l d r e n  a n d  y o u n g  p e o p le . 95 T h e  n e w  la w  a n d  a m e n d m e n ts ,  

w h ic h  c o m m e n c e d  in  A p r i l  2 0 0 3 ,  a re  c o n c e r n e d  w i t h  th e  a v a i l a b i l i t y  o f  c o n t e n t  

o v e r a l l ,  a n d  n o t  s im p ly  t h a t  a v a i la b le  v i a  th e  in t e r n e t .  H o w e v e r ,  a lo n g  w i t h  

c o n te n t  i n  o t h e r  m e d ia ,  i n t e r n e t  c o n t e n t  is  in t e n d e d  t o  b e  r e s t r i c t e d  b y  th e  

c h a n g e s .96

U n d e r  th e s e  la w s ,  c e r t a in  c o n t e n t  m u s t  b e  k e p t  a w a y  f r o m  c h i l d r e n  a n d  y o u n g  

p e rs o n s .  F i r s t l y ,  t h e  F e d e r a l  O f f i c e  f o r  C e r t i f y i n g  H a r m f u l  M e d ia  is  c o m p i l i n g  a

92 John L eydon , ‘ 102 kids sa ved  from  p a e d o s .’ The R eg is ter , 14 A pril 2 0 0 4  
< h ttp ://w w w .th ereg ister .co .u k /2 0 0 4 /0 4 /1 4 /o p era tio n  ore update/print.htm l>  at 3 A u g u st 2 0 0 4 .
93 Ibid.
94 R equests for su ch  in form ation  h ave b een  m ade to A ustralian  B ureau  o f  S ta tistics , C rim e  
Statistics section; A ustralian  H igh  T ech  C rim e Centre; and A ustra lian  F ed eral P o lic e , M ed ia  
Section .
95 J u g en d sch u tzg ese tz  (J u ven ile  P ro te c tio n  A c t) and J u g e n d m e d ie n sc h u tz -S ta a tsv e r tra g
(.A greem en t o f  the F e d e ra l G erm an  S ta te s  R e g a rd in g  the P ro te c tio n  o f  H um an  D ig n ity  a n d  
J u ven iles in R a d io  a n d  T e lev ised  M ed ia ), both d iscu ssed  in C hristoph  S affer lin g , M ark L iesch in g , 
'The P rotection  o f  Juven iles in G erm any -  A  report on  the N e w  L e g is la t io n ,’ G erm a n  L a w  
J o u rn a l V o l 4 N o  6 -  1 June 2 0 0 3  -  P ub lic L aw , ava ilab le  at 
http://w w w .germ anlaw iou rn al.com /curren t issu e .p h p ? id = 2 7 9  at 18 A u g u st 2 0 0 4 .
96 C hristoph S afferlin g , M ark L iesch in g , ‘T he P rotection  o f  J u ven iles in  G erm any -  A  report on  
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l i s t  o f  h a r m f u l  m e d ia ,  g e n e r a l l y  f r o m  c o m p la in t s  r e c e iv e d .  S e c o n d ly ,  c o n t e n t  

w h i c h  is  h a r m f u l  o r  t h r e a t e n in g  b o t h  i n  a n  o b v io u s  w a y  a n d  t o  a  h i g h  d e g re e  is  

p r o h ib i t e d  w h e t h e r  o r  n o t  i t  is  l i s t e d .  S u c h  c o n t e n t  c a n  b e  m a d e  a v a i la b le  o v e r  th e  

in t e r n e t  in  G e r m a n y  s o  lo n g  as th e  c o n t e n t  p r o v id e r  g u a r a n te e s  t h a t  c h i l d r e n  

c a n n o t  a c c e s s  i t ,  w h i c h  r e q u i r e s  th e  u s e  o f  a n  a g e  v e r i f i c a t i o n  s c h e m e .  S im p ly  

c l i c k i n g  a  m o u s e  t o  s ta te  a  u s e r  is  o v e r  1 8  is  n o t  s u f f i c i e n t  f o r  t h i s  p u r p o s e ;  t h e  

s c h e m e s  w h i c h  m a y  b e  u s e d  a re  s i m i l a r  t o  t h e  A u s t r a l i a n  r e s t r i c t e d  a c c e s s

97
s y s te m s .

L e s s  h a r m f u l  c o n t e n t  a ls o  r e q u i r e s  a c c e s s  r e s t r i c t io n s .  F o r  t h i s  c o n t e n t  i t  is  

n e c e s s a r y ,  a n d  s u f f i c i e n t ,  f o r  p r o v id e r s  t o  s e r i o u s ly  im p e d e  t h e  a c c e s s  o f  m in o r s  

v i a  a  ‘ Y o u t h  P r o t e c t io n  P r o g r a m ’ ( Y P P ) .  Y P P s  m u s t  b e  a c c e p te d  as  s u i t a b le  b y  

t h e  C o m m is s io n  f o r  Y o u t h  P r o t e c t io n  i n  th e  M e d ia ,  a n d  t h e  m a in  f o r m  o f  Y P P  

in v o lv e s  t h e  u s e  o f  c o n t e n t  s e le c t io n  s c h e m e s  a n d  la b e l in g  o f  c o n t e n t .  T o  q u a l i f y  

as a Y P P  th e  la b e l in g  m u s t  u s e  a r a t i n g  s y s te m  w h i c h  d i f f e r e n t ia t e s  c o n t e n t  

a c c o r d in g  t o  i t s  a p p r o p r ia te n e s s  f o r  s p e c i f i c  a g e  g r o u p s .  I n t e r e s t in g ly ,  f i l t e r s  b a s e d  

o n  s i te  o r  k e y w o r d  b l o c k i n g  d o  n o t  q u a l i f y  a s  Y o u t h  P r o t e c t io n  P r o g r a m s ,  as  ‘ t h e y  

d o  n o t  p o s e  a  s e r io u s  im p e d im e n t  to  e f f o r t s  b y  m in o r s  t o  a c c e s s  a n  I n t e r n e t - s i t e . ’ 97 98 99

T h e  G e r m a n  g o v e r n m e n t s  h a v e  d e v o lv e d  d e c is io n s  r e l a t i n g  t o  a g e  l im i t a t i o n s  to  

th e  r e le v a n t  i n d u s t r y  b o d ie s ,  a n d  d e c is io n s  o f  t h e s e  b o d ie s  h a v e  a  b i n d i n g  e f f e c t  i n  

t h is  r e g a r d .  T h u s  w h e r e  p r o v id e r s  c o n s u l t  t h e i r  i n d u s t r y  a s s o c ia t io n  f o r  e v a lu a t i o n  

o f  t h e  c o n t e n t  b e in g  p r o v id e d ,  a n d  a c t  i n  l i n e  w i t h  t h a t ,  t h e r e  w i l l  b e  n o  l i a b i l i t y  

e x c e p t  i n  a  c a s e  o f ‘ g r a v e  m is ju d g e m e n t . ’ 100

I n  r e s p o n s e  t o  th e s e  la w s ,  I C R A  r e p o r t s  a  s te a d y  in c r e a s e  i n  t h e  n u m b e r  o f  

G e r m a n  s i te s  u s in g  i t s  l a b e ls . 101 T h e  M a n a g in g  D i r e c t o r  o f  th e  G e r m a n  I n t e r n e t  

I n d u s t r y  A s s o c ia t i o n  s ta te d  t h a t  th e  A s s o c ia t i o n  is  ‘ s c e p t ic a l  o f  a  l o t  o f  p r o p o s a ls

97 Ibid. R estricted  a ccess  sy stem s are d iscu ssed  ab ove, C hapter T hree: M eth od s o f  Internet C ontent  
C ontrol, and C hapter Seven: P assage and P ro v isio n s o f  the O n lin e S erv ice s  A ct.
98 S u ch  as P latform  for Internet C ontent S e le c tio n  (P IC S ) and Internet C ontent R ating  A sso c ia tio n  
(IC R A ), d iscu ssed  ab o v e  in C hapter 3: M ethod s o f  internet con ten t control.
99

100
C hristoph  S affer lin g , M ark L iesch in g , ab ove n 96. 
Ibid.

101 Internet Content Rating Association, E co to be  ICRA re p r e se n ta tiv e  in G erm a n  sp e a k in g  
co u n tr ie s . (22 July 2003). http://www.icra.org/press/en__icradeutschland/ at 18 August 2004
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m a d e  f r o m  t im e  t o  t im e  t o  c r e a te  a  c h i l d  f r i e n d l y  I n t e r n e t  e n d in g  a t  G e r m a n  

b o r d e r s , ’ b u t  s u p p o r t s  t h e  c r e a t io n  o f  a  s a fe r  in t e r n e t  u s in g  m u l t i p l e  m e a s u r e s  s u c h

as t a c k l i n g  i l l e g a l  c o n t e n t  a t  i t s  s o u rc e ,  a n d  e m p o w e r in g  u s e rs  t o  r e g u la t e  a c c e s s

1 02from home computers.

L a b e l in g  o f  i n t e r n e t  c o n te n t  is  a ls o  b e in g  h e a v i l y  p r o m o t e d  i n  H o n g  K o n g ,  b u t  

u n l i k e  G e r m a n y  t h e r e  is  c u r r e n t l y  n o  le g is la t i v e  in c e n t i v e  i n v o lv e d .  T h e  

G o v e r n m e n t  o f  H o n g  K o n g  a n d  t h e  H o n g  K o n g  IS P  A s s o c ia t i o n  ( H K  IS P  A )  h a v e  

r e c e n t ly  la u n c h e d  a  j o i n t  i n i t i a t i v e  t o  e n c o u r a g e  t h e  v o l u n t a r y  la b e l i n g  o f  c o n t e n t  

u s in g  th e  I C R A  s y s te m .  T h e  p r o je c t  w i l l  i n c lu d e  th e  t r a n s la t i o n  a n d  c u s t o m iz a t io n  

o f  th e  I C R A  s c h e m e  f o r  C h in e s e  u s e r s . 102 103 I n  la u n c h in g  t h e  p r o je c t  i n  J u n e  2 0 0 3  

th e  P e r m a n e n t  S e c r e ta r y  f o r  C o m m e r c e ,  I n d u s t r y  a n d  T e c h n o lo g y  s ta te d  t h a t  ‘ th e  

s y s te m  c a n  o n  t h e  o n e  h a n d  p r o t e c t  y o u n g  p e o p le  a n d  c h i l d r e n  f r o m  b e in g  

e x p o s e d  t o  o f f e n s iv e  m a t e r ia ls ,  o n  t h e  o t h e r  h a n d  i t  c a n  a ls o  e n s u r e  t h a t  f r e e d o m  

o f  s p e e c h  a n d  f r e e  f l o w  o f  i n f o r m a t i o n  w i l l  n o t  b e  i n f r i n g e d . ’ 104 T h e  l a b e l in g  

i n i t i a t i v e  in  H o n g  K o n g  w i l l  b e  p a r t  o f  a  p r o g r a m  i n c lu d in g  c o m m u n i t y  e d u c a t io n  

a n d  th e  p r o v i s i o n  o f  a  h o t l in e .

I t  s h o u ld  b e  n o t e d  h o w e v e r  t h a t  C o d e s  o f  P r a c t ic e  i n  A u s t r a l i a ,  N e w  Z e a la n d  a n d  

th e  U n i t e d  K in g d o m  a l r e a d y  e n c o u r a g e  c o n t e n t  p r o v id e r s  t o  la b e l  c o n t e n t ,  b u t  

th e re  a p p e a rs  to  h a v e  b e e n  l i t t l e  u p ta k e  o f  la b e l in g  i n  th e s e  j u r i s d i c t i o n s .  I n  

G e r m a n y ,  w h e r e  t h e r e  is  l e g is la t i v e  b a c k in g  f o r  l a b e l in g ,  t h e  u p t a k e  h a s  b e e n  

g re a te r .  I t  w i l l  b e  in t e r e s t in g  to  s e e  w h e t h e r  o r  n o t  c o n t e n t  p r o v id e r s  i n  H o n g  

K o n g  w i l l  e m b r a c e  t h e  s y s te m .

102 Ibid, Harald Summa, Eco Managing Director.
103 See Hong Kong ISPA, ‘Objectives o f ICRS Project’ 
http://www.hkispa.org.Iik/webpage.htm at 24 August 2004.
104 Francis Ho, quoted in ‘Internet content rating system is launched in Hong K ong.’ Press release 
(10 June 2003). <http://www.info.gov.hk/gia/general/200306/10/0610207.htm >  at 24 August
2004.
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F. C on clu sion

T h e  a b o v e  d is c u s s io n  o f  c u r r e n t  o v e rs e a s  r e g im e s  f o r  d e a l in g  w i t h  i n t e r n e t  c o n t e n t  

le a d s  to  th e  c o n c lu s io n  t h a t  w h i l e  th e  A u s t r a l i a n  s c h e m e  f o r  i n t e r n e t  c o n t e n t  

r e g u la t io n  h a s  n o t  b e e n  r e p l i c a t e d ,  m a n y  a s p e c ts  o f  t h e  s c h e m e  c a n  b e  f o u n d  in  

v a r y i n g  f o r m s  in  o th e r  j u r i s d i c t i o n s .  N o  c o u n t r y  a p p e a r s  t o  h a v e  ‘ t h e  a n s w e r ’ t o  

in t e r n e t  c o n t e n t  r e g u la t io n ,  a n d  n o  s in g le  s c h e m e  s ta n d s  o u t  as  ‘ t h e  m o s t  

e f f e c t i v e . ’

I t  is  c le a r  t h a t  A u s t r a l i a  is  n o t  th e  le a d e r  i t  is  c la im e d  t o  b e .  B u t  e q u a l l y  i t  is  n o t  

t e r r i b l y  o u t  o f  s te p  w i t h  o t h e r  n a t io n s .  L i k e  S in g a p o r e ,  t h e  A u s t r a l i a n  G o v e r n m e n t  

is  m o r e  i n v o lv e d  in  c o n t e n t  r e g u la t io n  t h a n  a re  g o v e r n m e n t s  i n  m a n y  c o u n t r ie s ,  

b u t  i n  t h e  o p e r a t io n  o f  t h e  s c h e m e  i t  is  n o t  d i s s im i l a r  t o  m a n y  o t h e r  n a t io n s .  I n  

fa c t  th e  A u s t r a l i a n  s c h e m e  is  o u t  o f  s te p  i n  i t s  u n r e a l i s t i c  a im s  f a r  m o r e  t h a n  i n  i t s  

a c tu a l  r e q u i r e m e n ts .  N o n e th e le s s ,  i n  t h e  l i g h t  o f  t h e  a b o v e  i t  is  c le a r  t h a t  th e  

A u s t r a l i a n  s c h e m e ,  a n d  s p e c i f i c  a s p e c ts  o f  i t ,  c o u ld  b e  im p r o v e d  u p o n ,  a n d  

s u g g e s t io n s  f o r  s u c h  im p r o v e m e n t s  a re  e x a m in e d  i n  t h e  f o l l o w i n g  c h a p te r .
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C H A P T E R  F I F T E E N :  R E C O M M E N D A T I O N S

P r e v io u s  c h a p te r s  h a v e  d is c u s s e d  t h e  a im s  o f  t h e  Online Services Act a n d  th e

e x te n t  to  w h i c h  th e y  h a v e  b e e n  a c h ie v e d ,  th e  p r o b le m s  r e s u l t i n g  f r o m  th e  c u r r e n t  

A u s t r a l ia n  r e g im e ,  th e  c o n t in u i n g  d i le m m a s  o f  a c c e s s ib i l i t y  t o  in a p p r o p r ia t e  a n d  

i l l e g a l  c o n te n t ,  a n d  a  v a r i e t y  o f  m e t h o d s  u s e d  i n  o t h e r  p a r t s  o f  t h e  w o r l d  t o  

a d d re s s  in t e r n e t  c o n t e n t  c o n c e r n s .  I n  t h e  l i g h t  o f  a l l  o f  th e s e ,  t h i s  c h a p te r  l o o k s  a t  

w h e r e  th e  A u s t r a l i a n  s c h e m e  m ig h t  g o  i n  t h e  f u t u r e .

I f  th e  in t e r n e t  c o n t e n t  c o n t r o l  r e g im e  i n  A u s t r a l i a  is  t o  b e  im p r o v e d ,  a  f r e s h  lo o k  

a t w h a t  th e  G o v e r n m e n t  w is h e s  to  a c h ie v e  w o u l d  b e  t h e  f i r s t  s te p .  F r e e  f r o m  th e  

h u r r ie d  a n d  h u g e l y  c o n t e n t io u s  a tm o s p h e r e  s u r r o u n d in g  t h e  e n a c tm e n t  o f  th e  

Online Services Act, th e  G o v e r n m e n t  c o u ld  n o w  r e t h i n k  t h e  a re a  i n  t h e  l i g h t  o f

w h a t  h a s  a n d  h a s  n o t  b e e n  a c h ie v e d ,  a n d  w i t h  m o r e  u n d e r s t a n d in g  o f  h o w  in t e r n e t  

t e c h n o lo g y  h a s  d e v e lo p e d  a n d  is  l i k e l y  t o  d e v e lo p .  T h e r e  is  a n  o p p o r t u n i t y  f o r  t h e  

G o v e r n m e n t  to  d e f in e  m o r e  r e a l i s t i c  o b je c t i v e s ,  p r i o r i t i s e  c o m p e t in g  a im s ,  a n d  

d e v e lo p  a  w o r k a b le  a n d  e f f e c t i v e  r e g im e  i n  p u r s u i t  o f  th o s e  a im s .  H o w e v e r ,  

h a v in g  c la im e d  t h a t  th e  Online Services Act is  a  g r e a t  s u c c e s s ,  t h e  G o v e r n m e n t  is

m o r e  l i k e l y  to  t i n k e r  a t  t h e  e d g e s  t h a n  to  o v e r h a u l  t h e  r e g im e .  B u t  e v e n  t i n k e r i n g  

a t th e  e d g e s  m a y  g r e a t ly  im p r o v e  t h e  s c h e m e ,  s o  lo n g  a s  t h a t  t i n k e r i n g  is  

in t e l l i g e n t  a n d  w e l l  i n f o r m e d .

I t  h a s  b e c o m e  c le a r  o v e r  th e  p a s t  f o u r  y e a rs  t h a t  t h e  n e e d  t o  r e g u la t e  i n  a  m a n n e r  

t h a t  ‘ d o e s  n o t  im p o s e  u n n e c e s s a r y  f i n a n c ia l  a n d  a d m in is t r a t i v e  b u r d e n s  o n  I C H s  

a n d  IS P s ’ 1 is  i n  f a c t  a  p a r a m o u n t  c o n c e r n  o f  t h e  p r e s e n t  G o v e r n m e n t ,  a n d  n o t  

s im p l y  a  q u a l i f i c a t i o n  to  i t s  o t h e r  o b je c t i v e s .  G o v e r n m e n t  p o l i c y  a n d  c o n s e q u e n t  

i n d u s t r y  d e v e lo p m e n t  o v e r  t h is  p e r io d  h a v e  m a d e  i t  c le a r  t h a t  c o n t in u e d  a n d  

in c r e a s e d  t e c h n ic a l  a n d  e c o n o m ic  e f f i c i e n c y ,  a n d  in c r e a s e d  in t e r n e t  a c c e s s  a n d  

u s e , a re  m o s t  im p o r t a n t  a im s  i n  th e m s e lv e s .  T h u s ,  e v e n  i f  t h e  G o v e r n m e n t  w is h e d

m o r e  c lo s e ly  t o  r e g u la te  o r  r e s t r i c t  in t e r n e t  c o n t e n t ,  a c t i o n  c o n f l i c t i n g  w i t h  th e s e  

a im s  is  u n l i k e l y .  R a th e r ,  i t  is  p r o b a b le  t h a t  t h e  A u s t r a l i a n  G o v e r n m e n t  w i l l

1 B ro a d c a s tin g  S erv ice s  A c t 1992 (Cth) s 4(3).
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c o n t in u e  to  t r y  t o  r e g u la t e  in t e r n e t  c o n te n t  i n  a n  e n v i r o n m e n t  o f  b r o a d  p e n e t r a t io n

o f  in e x p e n s iv e  a n d  e f f i c i e n t  i n t e r n e t  s e r v ic e s .  B r o a d  p e n e t r a t io n  w i l l  in c lu d e

a c c e s s  f o r  p e o p le  f r o m  a l l  w a lk s  o f  l i f e ,  f r o m  y o u n g  c h i l d r e n  t o  a g e d  p e r s o n s ,  i n

th e  c i t y  a n d  th e  c o u n t r y ,  a n d  f r o m  h o m e s ,  s c h o o ls ,  o f f i c e s ,  l i b r a r ie s ,  c a fe s ,  a n d  

s o o n  in  f a c t  a n y w h e r e  a  m o b i l e  p h o n e  c a n  g o .  H o w  b e s t  t o  m a n a g e  in t e r n e t  

c o n te n t  i n  s u c h  a  s e t t in g ?

A s  h a s  b e e n  a r g u e d  s in c e  th e  b i r t h  o f  t h e  m a in s t r e a m  in t e r n e t ,  u n le s s  a l l  s e r v ic e s  

a re  r u n  t h r o u g h  m o n i t o r e d  o r  f i l t e r e d  s e rv e r s ,  a n d  p e r h a p s  n o t  e v e n  th e n ,  r e a l  

c o n t r o l  o v e r  in t e r n e t  c o n t e n t  o r i g i n a t i n g  o u t s id e  t h e  c o u n t r y  w i l l  n o t  b e  p o s s ib le .  

T h e  o n l y  c h a n c e  o f  a n y  s u c h  c o n t r o l  is  w id e s p r e a d  i n t e r n a t io n a l  a g r e e m e n t .  B u t  as 

d is c u s s e d  i n  t h e  p r e v io u s  c h a p te r ,  t h e r e  is  l i t t l e  c h a n c e  o f  a  s u f f i c i e n t  n u m b e r  o f  

s ta te s  a g r e e in g  o n  w h a t  c o n t e n t  o u g h t  t o  b e  r e s t r i c t e d ,  a n d  r e s t r i c t i n g  i t .  E v e n  i f  a  

s ig n i f i c a n t  n u m b e r  o f  s ta te s  d id  a g re e  t o  r e s t r i c t i n g  c o n t e n t ,  t h e i r  l i m i t e d  

j u r i s d i c t i o n  w o u ld  m e a n  t h a t  c o n t e n t  p r o d u c e d ,  h o s te d ,  o r  d i s t r i b u t e d  f r o m  o u t s id e  

th o s e  s ta te s  c o u ld  n o t  b e  m a d e  s u b je c t  t o  th e s e  c o n t r o ls .  T h u s  a n  a g r e e m e n t  

r e g a r d in g  c o n t e n t  c o n t r o l ,  e v e n  b e tw e e n  a  la r g e  n u m b e r s  o f  s ta te s ,  w o u l d  b e  

u s e le s s  w h i l e  o t h e r  s ta te s  w e r e  u n w i l l i n g  t o  c o m p ly ,  u n le s s  a l l  m a t e r ia l  c o m in g  

f r o m  n o n - c o m p ly in g  s ta te s  w a s  b lo c k e d  o r  m o n i t o r e d .  I f  t h e  s ta te s  i n  q u e s t io n  

w e r e  s m a l l  a n d  ‘ u n im p o r t a n t ’ in  th e  g lo b a l  s c h e m e ,  g o v e r n m e n t s  m a y b e  w i l l i n g  

to  p la c e  b lo c k s  a t  g a te w a y s  t o  e x c lu d e  a c c e s s  t o  c o n t e n t  f r o m  s u c h  s ta te s .  B u t  

w h a t  h a p p e n s  w h e r e  th e  U S A ,  f o r  e x a m p le ,  is  l i k e l y  t o  b e  n o n - c o m p l ia n t ?

T h e  in t e r p r e t a t io n  g iv e n  b y  c o u r t s  t o  th e  F i r s t  A m e n d m e n t  o f  t h e  U n i t e d  S ta te s ’ 

C o n s t i t u t i o n  w o u ld  e n s u re  t h a t  th e  U S A  w a s  n o t  p a r t y  t o  a n y  a g r e e m e n t  r e q u i r i n g  

e f f e c t i v e  c o n t e n t  r e s t r i c t io n s  e i t h e r  o n  c o n t e n t  p r o d u c e d ,  h o s te d  o r  d i s t r i b u t e d  in  

th e  U S A ,  o r  o n  c o n te n t  c o m i n g  in t o  th e  U S A  f r o m  o u t s id e .  G iv e n  t h a t  t h e  U S A  

p r o d u c e s  s u c h  a  s i g n i f i c a n t  p r o p o r t i o n  o f  i n t e r n e t  c o n t e n t ,  n o  c o u n t r y  e m b r a c in g  a  

s t r o n g  a n d  e c o n o m ic a l l y  e f f i c i e n t  in t e r n e t  w o u l d  e v e n  c o n t e m p la t e  b l o c k i n g  U S  

c o n te n t  c o m p le t e ly ,  a n d  i t s  s h e e r  q u a n t i t y  w o u l d  m a k e  i t s  e f f e c t i v e  f i l t e r i n g  o r  

m o n i t o r i n g  im p o s s ib le .  H o w e v e r ,  g iv e n  t h a t  o v e r  7 0 %  o f  t h e  c o n t e n t  n o t i f i e d  to
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f i l t e r  m a k e r s  c o m e s  f r o m  th e  U S A , 2 t h e r e  w o u ld  b e  l i t t l e  p o in t  e n t e r in g  

a g re e m e n ts  to  c o n t r o l  in t e r n e t  c o n t e n t  w h i l e  c o n t i n u i n g  t o  a l l o w  f r e e  e n t r y  to  

m a t e r ia l  o r i g i n a t i n g  o r  c o m in g  t h r o u g h  th e  U S A .

I t  a p p e a rs  t h e n  t h a t  i f  A u s t r a l i a  w is h e s  t o  h a v e  a n y  c o n t r o l  o v e r  i n t e r n e t  c o n te n t ,  

o r  a t le a s t  a n y  in p u t  i n t o  i t s  m a n a g e m e n t ,  i t  w i l l  n e e d  t o  a c t  f o r  i t s e l f  a n d  n o t  t o

r e l y  o n  a g r e e m e n ts  o r  c h a n g e s  a t  a n  in t e r n a t io n a l  le v e l .  T h e r e  a re  h o w e v e r  m a n y  

t h in g s  w h i c h  A u s t r a l i a  c o u ld  d o  f o r  i t s e l f  t o  im p r o v e  t h e  m a n a g e m e n t  o f  i n t e r n e t  

c o n te n t .  T h e s e  a re  d is c u s s e d  i n  m o r e  d e t a i l  b e lo w .  T h e y  i n c lu d e  a c t i v e  

in v e s t ig a t i o n  a n d  p r o s e c u t io n  o f  th o s e  p r o d u c in g ,  u s in g  a n d  d i s t r i b u t i n g  R e fu s e d  

C la s s i f i c a t io n  c o n te n t ;  r e l a x a t io n  o f  r e s t r i c t io n s  o n  X - r a t e d  c o n t e n t ;  r e m o v in g  

r e s t r ic t io n s  o n  R - r a t e d  c o n t e n t ;  r e m o v in g  th e  c o m p la in t s  s c h e m e  f r o m  th e  A B A  t o  

th e  p o l i c e  o r  th e  O F L C ;  c la s s i f y in g  c o n t e n t  a c c o r d in g  t o  i t s  n a tu r e ,  r a t h e r  t h a n  as 

f i l m  r e g a r d le s s  o f  i t s  n a tu r e ;  e n s u r in g  p r o v id e r s  o f  c o n t e n t  a re  in v o l v e d  i n  th e  

s c h e m e  a n d  as  s u c h  a re  n o t i f i e d  a n d  g i v e n  a p p e a l r i g h t s  w h e n  t h e i r  c o n t e n t  is  

q u e s t io n e d ;  r e s e a r c h in g  a n d  d e v e lo p in g  c o n t e n t  m a n a g e m e n t  t e c h n o lo g ie s ;  f u r t h e r  

p u r s u in g  th e  p o s s i b i l i t y  o f  c o n te n t  la b e l i n g ;  a n d ,  m o s t  im p o r t a n t l y  o f  a l l ,  

d e v e lo p in g  a  w id e - s p r e a d  a n d  e f f e c t i v e  c o m m u n i t y  e d u c a t io n  s c h e m e .  S p e c i f i c  

s u g g e s t io n s  f o r  c h a n g e  a re  d is c u s s e d  b e lo w .

A .  Specific Recommendations

1. The internet industry.

G iv e n  t h a t  s o m e  f o r m  o f  c o - r e g u la t i o n  o r  s e l f - r e g u la t i o n  is  t h e  n o r m  i n  o t h e r  

m e d ia  a n d  t e le c o m m u n ic a t i o n s  in d u s t r ie s  i n  A u s t r a l i a ,  i t  is  a p p r o p r ia te  t h a t  th e  

in t e r n e t  i n d u s t r y  a ls o  s h o u ld  b e  s u b je c t  t o  a  c o -  o r  s e l f - r e g u la t o r y  s c h e m e .  G iv e n  

th e  a b i l i t y  o f  th e  i n d u s t r y  t o  c r e a te  a n d  e x te n d  p u b l i c  k n o w le d g e  a n d  a c c e s s  t o  

i n f o r m a t io n ,  a n d  i t s  a b i l i t y  a ls o  to  c r e a te  h a r m  t h r o u g h  t h e  h o s t in g  a n d  c a r r ia g e  o f  

i l l e g a l  m a t e r ia l ,  i t  is  r e a s o n a b le  th a t  t h e  in d u s t r y  is  o v e r s e e n  t o  s o m e  e x t e n t  b y  a

2 71 out o f 94 items; Fourth Six  M onth  R e p o r t on C o -R e g u la to ry  S ch em e  f o r  In te rn e t C o n ten t 
R egu la tion , J u ly  to  D e c e m b e r  2 0 0 1  Tabled in Senate by the M inister for Communications, 
Technology and the Arts (August 2002) 17.
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g o v e r n m e n t a l  a u t h o r i t y .  T h e  A B A  is  th e  a p p r o p r ia te  a u t h o r i t y  t o  m a i n t a in  s u c h  

o v e r s ig h t .  T h e  g e n e r a l  s c h e m e  f o r  i n t e r n e t  i n d u s t r y  r e g u la t i o n  f i t s  w e l l  w i t h  th o s e

o f  s im i l a r  in d u s t r ie s ,  a n d  as d is c u s s e d  a b o v e  i n  C h a p t e r  S ix ,  is  t o  b e  p r e f e r r e d

o v e r  b o t h  n o  r e g u la t io n ,  a n d  s o le l y  g o v e r n m e n t  r e g u la t io n .  T h e  r e v i e w  o f  th e

Online Services Act f o u n d  th e  c o - r e g u la t o r y  f r a m e w o r k  t o  b e  w e l l - s u p p o r t e d .

I n d u s t r y  c o d e s  s h o u ld  b e  r e q u i r e d .  T h e y  s h o u ld  c o n t in u e  t o  d e a l  w i t h  m a t te r s  s u c h  

as th e  p r o v i s i o n  o f  i n f o r m a t i o n  to  s u b s c r ib e r s ,  s in c e  th e  i n d u s t r y  is  i n  a n  e x c e l le n t  

p o s i t io n  to  i d e n t i f y  a n d  g iv e  i n f o r m a t i o n  to ,  e s p e c ia l l y  n e w ,  in t e r n e t  u s e rs .  T h e  

i n f o r m a t io n  g iv e n  s h o u ld  p r e f e r a b l y  b e  r e a l i s t i c ,  a n d  p e r io d ic  r a t h e r  t h a n  o n e - o f f .  

C o d e s  s h o u ld  a ls o  c o n t in u e  to  r e q u i r e  IS P s  t o  e n s u re  t h e i r  s u b s c r ib e r s  a re  o v e r  

1 8 y e a rs  o ld ,  as  t h is  a t ta c h e s  r e s p o n s ib i l i t y  f o r  i n t e r n e t  u s e ,  a n d  f o r  y o u n g e r  u s e rs ,  

to  th e  a d u l t  w h o  s u b s c r ib e d .  T h is  r e q u i r e m e n t  s h o u ld  h o w e v e r  b e  r e la x e d  f o r  

i n s t i t u t i o n s  s u c h  as  u n iv e r s i t ie s  p r o v i d i n g  in t e r n e t  a c c e s s  t o ,  f o r  e x a m p le ,  

u n iv e r s i t y  s tu d e n ts  u n d e r  18  y e a rs ,  as  th e  a d m in is t r a t i v e  b u r d e n s  o f  s u c h  a  

r e q u i r e m e n t  a re  e n o r m o u s .3 4 C o d e s  o f  P r a c t ic e  s h o u ld  a ls o  d e a l  w i t h  h o w  IS P s  a n d  

I C H s  a re  r e q u i r e d  to  d e a l w i t h  r e q u e s ts  to  r e m o v e  c o n t e n t ,  o r  t o  b l o c k  i t  

( d is c u s s e d  f u r t h e r  b e lo w ) .  T h e  R e v ie w  o f  t h e  Online Services Act a ls o

r e c o m m e n d e d  p e r io d ic  r e v i e w  o f  th e  c o d e s  t o  e n s u re  t h a t  t h e y  c o n t in u e  t o  d e a l  

a p p r o p r ia t e ly  w i t h  t e c h n o lo g ic a l  a n d  m a r k e t  d e v e lo p m e n t s . 5

I f  th e  in d u s t r y  i t s e l f  is  t o  c o n t in u e  t o  b e  r e s p o n s ib le  f o r  t h e  d r a f t i n g  o f  C o d e s  o f  

P r a c t ic e ,  i t  is  e s s e n t ia l  t h a t  m o r e  o f  ‘ th e  i n d u s t r y ’ b e  i n v o lv e d .  M e m b e r s h ip  a n d  

th u s  p o l i c y  o f  th e  I I A  a re  c u r r e n t l y  h e a v i l y  s la n te d  t o w a r d  b i g  b u s in e s s ,  w h i c h  h a s  

b o t h  m a r g in a l i s e d  a n d  a l ie n a t e d  m a n y  i n  t h e  i n d u s t r y . 6 F u r t h e r ,  i t  m a k e s  r e s e a r c h

3 D C IT A , R e v ie w  o f  the o p era tio n  o f  S ch ed u le  5 to  th e  B ro a d c a s tin g  S e rv ic e s  A c t  1 9 9 2 ; R e p o r t  
(M ay 2004) 13.
4 See Australian Vice-Chancellor’s Committee, S u b m issio n  to  R e v ie w  o f  th e  o p e ra tio n  o f  S ch ed u le
5 to the B ro a d c a s tin g  S erv ice s  A c t 1992  (October 2002).
’ D C IT A . above n 3 45.
6 A request by the author to an ISP list asking about how the I IA  came to represent the internet 
industry in dealings with the government elicited the following responses: ‘They simply declared 
themselves as such and started lobbying the Govt. In  lieu o f anyone else, the Govt seems to have 
accepted them as the 'representative body'.’ ‘I  for one, welcome our new I IA  overlords, not.’ ‘It  
appears they have the Telstra's and Optus' and their ilk  as members, so therefore have such a large 
percentage o f the total number o f internet clients in Australia. Unfortunately the I IA  appears to 
reflect the wishes O N L Y  o f their big end o f town players, and that's understandable because they 
do not have many o f the medium and smaller ISP's as members. One would think it is because the
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d i f f i c u l t ;  a  n u m b e r  o f  r e q u e s ts  f o r  a s s is ta n c e  o r  i n f o r m a t i o n  f r o m  th e  a u t h o r  t o  th e  

I I A  h a v e  b e e n  e i t h e r  r e fu s e d  o r  e n t i r e l y  ig n o r e d .  I n t e r e s t in g ly ,  r e q u e s ts  f o r  s im i l a r  

i n f o r m a t io n  f r o m  th e  I I A ’ s c o u n te r p a r t s  i n  N Z  a n d  th e  U K  h a v e  e l i c i t e d  c o u r te o u s  

a n d  f u l l  r e s p o n s e s  w i t h i n  d a y s .  I f  w e  a re  to  s e e  th e  r e a l  p o t e n t ia l  b e n e f i t s  o f  c o -  o r  

s e l f - r e g u la t io n ,  th e  G o v e r n m e n t  a n d  th e  A B A  s h o u ld  t r y  t o  e n s u r e  t h a t  t h e  b o d y  

‘ r e p r e s e n ta t iv e  o f  th e  i n d u s t r y ’ 7 is  i n  fa c t  r e p r e s e n ta t iv e  o f  t h e  in d u s t r y .  P o s s ib ly ,  

th e re  is  a  n e e d  s im p l y  t o  a c c e p t  t h a t  th e re  is  n o t  o n e  t r u l y  r e p r e s e n ta t iv e  b o d y ,  a n d  

to  d e a l w i t h  a  n u m b e r  o f  r e p r e s e n ta t iv e s ,  p o s s ib ly  f r o m  v a r i o u s  s e c to r s  o f  th e  

in d u s t r y .  S m a l l  IS P s  f o r  e x a m p le  a re  in  m a n y  r e s p e c ts  a  q u i t e  d i f f e r e n t  

c o n s t i t u e n c y  f r o m  th e  g ia n t  t e lc o s .

W h i le  th e  in t e r n e t  in d u s t r y  s h o u ld  n o t  b e  m a k in g  decisions r e g a r d in g  c o n t e n t

c o n t r o l ,  i t  s h o u ld  p e rh a p s  b e  a s k e d  t o  e n g a g e  i n  r e a l  p o l i c y  m a k in g .

U n f o r t u n a t e ly ,  i n  a t t e m p t in g  t o  a v o id  r e g u la t io n  i n i t i a l l y ,  m u c h  o f  t h e  i n d u s t r y  

c la im e d  s im p l y  th a t  i t  w a s  im p o s s ib l e  t o  c e n s o r  o r  c o n t r o l  i n t e r n e t  c o n t e n t .  H a d  

th e re  b e e n  m o r e  e n g a g e m e n t  o f  i n d u s t r y  a n d  g o v e r n m e n t  i n  th e  le a d - u p  t o  th e  

Online Services Act a  b e t t e r  s c h e m e  m a y  h a v e  e n s u e d .  E v e n  n o w  i t  w o u l d  b e

u s e fu l  to  h a v e  p e o p le  i n  th e  i n d u s t r y  ( a n d  n o t  s im p l y  t h e  I I A  a s  r e p r e s e n ta t iv e ) ,  

e n g a g e  w i t h  p o l i c y  m a k e r s ,  c e n s o rs ,  e d u c a to r s ,  p o l i c e ,  p s y c h o lo g i s t s  a n d  c h i l d  

w e l f a r e  a u t h o r i t ie s  to  d is c u s s  a n d  f o r m u la t e  w o r k a b le  p o l i c y  f o r  i n t e r n e t  c o n te n t .

2. Receipt of complaints

I t  is  u n d o u b t e d ly  a  g o o d  t h in g  t o  o f f e r  th o s e  w o r r i e d  a b o u t  i n t e r n e t  c o n t e n t  a 

m e a n s  to  h a v e  t h e i r  c o m p la in t s  a n d  c o n c e r n s  h e a rd .  I t  m a y  h e lp  t o  a l l a y  fe a r s  

a b o u t  th e  in t e r n e t ,  e n c o u r a g e  in t e r n e t  u s e , a n d  p r e v e n t  t h e  n e e d  f o r  th e s e  c o n c e r n s  

to  b e  a d d re s s e d  b y  in d i v i d u a l  p o l i t i c ia n s .  I t  is  e n t i r e l y  in a p p r o p r ia t e  h o w e v e r  t h a t  

c o m p la in t s  a b o u t  c o n t e n t  s h o u ld  b e  r e c e iv a b le  o n l y  f r o m  A u s t r a l i a n  r e s id e n t s  o r

smaller ISP's can not get any benefit out o f being member, and the membership fees used to reflect 
their target membership, didn't influence many to join. As a small ISP, I  can not see any benefit to 
joining the I IA , as they do not cater for us small businesses. I f  there were to be Internet Industry 
Association that were there for us smaller end o f town, I  for one would be most interested in 
joining, but at this point o f time I w ill never ever jo in  the I IA  as it stands.’ A ll responses received 
by email 17/6/04 See also Kimberley Heitman, ’Vapours and M irro rs’ (M arch 2000) 6 (1) 
l 'CSW LJ F orum , In tern et C on ten t C o n tro l 6(1) 30.

As required by s 62(1) o f the B ro a d c a s tin g  S erv ices  A c t 1992 (Cth).
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b u s in e s s e s ,  a n d  t h a t  th e  c o m p la in a n t  m u s t  b e  i d e n t i f i e d .  W h e r e  c o n c e r n s  a re  

r a is e d  r e g a r d in g  h a r m f u l ,  d a n g e r o u s  a n d  i l l e g a l  c o n t e n t  i t  m u s t  s u r e ly  b e  e n t i r e l y

i r r e le v a n t  w h o  is  m a k in g  th e  c o m p la in t  o r  i n  w h a t  f o r m .  T h e  c o n c e r n s  s h o u ld  b e  

r e c e iv e d  a n d  a d d re s s e d  r e g a r d le s s .

F u r t h e r m o r e ,  i t  is  n o t  c le a r  t h a t  th e  A B A  is  t h e  a p p r o p r ia te  r e c i p i e n t  o f  s u c h  

c o m p la in t s ,  f o r  a  n u m b e r  o f  r e a s o n s .  T h e  A B A  h a s  s h o w n  i t s e l f  t o o  r e a d y  t o  b l u r  

i n f o r m a t io n  t o  s u p p o r t  g o v e r n m e n t  p o l i c y ,  a n d  t o o  r e t i c e n t  t o  v i e w  th e  s c h e m e  

c r i t i c a l l y .  T h e  A B A ’ s u s e  as  r e c i p i e n t  o f  c o m p la in t s  a ls o  u n n e c e s s a r i l y  a d d s  a n  

e x t r a  la y e r  t o  th e  r e g u la t o r y  s c h e m e .  T h e  O F L C  f o r  e x a m p le ,  w h i c h  is  r e s p o n s ib le

f o r  c la s s i f i c a t io n  o f  c o n t e n t  i n  a l l  o t h e r  m e d ia ,  w o u ld  b e  a  f a r  m o r e  a p p r o p r ia te  

b o d y  t o  d e a l  w i t h  t h is  t y p e  o f  c o m p la in t .  I t  h a s  th e  a b i l i t y  a c t u a l l y  t o  c la s s i f y  th e  

c o n te n t  s u b je c t  t o  c o m p la in t ,  a n d  t h u s  to  m a k e  r e a l  ( r a t h e r  t h a n  i n t e r im )  

d e t e r m in a t io n s  a b o u t  i t s  c la s s i f i c a t io n .  A l t e r n a t i v e l y ,  o r  a s  a  n e x t  s te p ,  w h e r e  

c o m p la in t s  r e la te  t o  i l l e g a l  o r  d a n g e r o u s  m a t e r ia l ,  p o l i c e  w o u l d  b e  m o r e  

a p p r o p r ia te  r e c ip ie n t s  o f  c o m p la in t s  t h a n  th e  A B A .  P o l i c e  a l r e a d y  h a v e  th e  

‘ C r im e - S t o p p e r s ’ h o t l i n e ,  t o  w h i c h  c o m p la in t s ,  a n o n y m o u s  o r  o t h e r w is e ,  c a n  b e  

a n d  c o m m o n ly  a re  m a d e .  A s  w i t h  i l l e g a l  c o n te n t  in  a n y  o t h e r  m e d iu m ,  th e  p o l i c e  

fo r c e  is  th e  a p p r o p r ia te  b o d y  t o  in v e s t ig a te  a n d  p r o s e c u te  i l l e g a l  i n t e r n e t  m a t e r ia l ,  

a n d  c e r t a in l y  th e  m o s t  a p p r o p r ia te  b o d y  w h e r e  r e a l  d a n g e r  is  c o n c e r n e d ,  f o r  

e x a m p le  c h i l d  p o r n o g r a p h y ,  a n d  t h e  s t a l k in g  o r  g r o o m in g  o f  c h i l d r e n .  W h i l e  th e r e  

m a y  b e  a d v a n ta g e s  i n  a l l  c o m p la in t s  o r  r e p o r t s  b e in g  a d d re s s e d  a t  le a s t  i n i t i a l l y  to  

o n e  c e n t r a l  r e c ip i e n t  -  f o r  e x a m p le  t o  e n s u re  u n i f o r m  t r e a t m e n t  o f  c o m p la in t s ,  t o

m a in t a in  s ta t is t ic s  a n d  t o  a l l o w  t r e n d s  t o  b e  i d e n t i f i e d  -  t h a t  r e c i p i e n t  c o u ld  w e l l  

b e  a  b o d y  o t h e r  th a n  th e  A B A .

T h e  A B A ’ s i n v o lv e m e n t  i n  r e c e iv i n g  a n d  i n v e s t ig a t i n g  c o m p la in t s  m a y  i n  f a c t  

c a u s e  p r o b le m s  f o r  th e  p o l i c e  a n d  m a k e  m e a n in g f u l  in v e s t ig a t i o n  m o r e  d i f f i c u l t .  

A B A  in v e s t ig a t i o n s  m a y  a le r t  c o n t e n t  p r o v id e r s  o f  r e g u la t o r y  in t e r e s t  p r i o r  t o  th e  

p o l i c e  b e c o m in g  in v o lv e d .  A l t h o u g h  t h e  l e g is la t i o n  p r o v id e s  f o r  t h e  A B A  t o  s ta y

See discussion above, Chapter 9.
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in v e s t ig a t i o n  o f  c o m p la in t s  w h e r e  t h e  p o l i c e  a re  a l r e a d y  in v e s t i g a t i n g , 9 A B A  

in v e s t ig a t io n s  a re  l i k e l y  t o  p r e c e d e ,  r a t h e r  t h a n  f o l l o w ,  p o l i c e  in v e s t ig a t i o n s .  T h is  

c o u ld  a ls o  b e  a  c o n c e r n  i f  a  b o d y  s u c h  as th e  O F L C  w e r e  th e  o r i g i n a l  r e c i p i e n t  o f  

c o m p la in t s .  I t  is  n o t e w o r t h y  t h a t  h o t l in e s  f o r  r e p o r t i n g  i l l e g a l  o r  i n a p p r o p r ia t e  

in te r n e t  c o n te n t ,  i n  th e  U K ,  th e  U S A ,  N e w  Z e a la n d ,  a n d  m a n y  E u r o p e a n  

c o u n t r ie s ,  a re  r u n  n o t  b y  g o v e r n m e n t  r e g u la t o r y  b o d ie s  b u t  b y  b o d ie s  s e t  u p  f o r  

th a t  o r  a  r e la t e d  p u r p o s e .  T h e  r e c e ip t  o f  c o m p la in t s  is  n o t  s e e n  a s  a  f u n c t i o n  o f  

r e g u la t o r y  a u t h o r i t ie s .  I n  e a c h  o f  t h o s e  c o u n t r ie s  h o t l i n e s  r e c e iv i n g  r e p o r t s  o f  

i l l e g a l  c o n t e n t  p a s s  i t  o n  t o  p o l i c i n g  o r  c e n s o r s h ip  b o d ie s ,  n o t  t o  t h e  in d u s t r y  

r e g u la t o r y  a u t h o r i t ie s .

A  b e n e f i t  h o w e v e r  o f  u s in g  a  g o v e r n m e n t  o r  q u a s i - g o v e r n m e n t  b o d y  a s  r e c ip i e n t  

o f  c o m p la in t s  is  t h a t  t h is  e n s u re s  f u n d i n g  f o r  t h is  a c t i v i t y .  W h i l e  f u n d i n g  o v e rs e a s

is  o f t e n  s o u r c e d  t h r o u g h  i n d u s t r y  g r o u p s ,  p r i v a t e  a n d  c o m m u n i t y  b o d ie s ,  a n d  

in d iv id u a ls ,  t h e  f u n d in g  is  o f t e n  u n c e r ta in .  T h is  w o u ld  n e e d  t o  b e  t a k e n  in t o  

a c c o u n t  i f  a n o th e r  b o d y  w e r e  n o m in a t e d  t o  ta k e  o v e r  t h i s  r o le .

T h e r e  h a s  b e e n  s o m e  d is c u s s io n  as  t o  w h e t h e r  t h e  in t e r n e t  i n d u s t r y  s h o u ld  i t s e l f  

b e  r e q u i r e d  t o  f u n d  m o r e  o f  t h e  v a r io u s  a s p e c ts  o f  t h e  r e g u la t o r y  s c h e m e . 10 T h e  

s u g g e s t io n  is  s t r o n g ly  c o n te s te d  b y  th e  I I A  w h i c h  c la im s  t h a t  ‘there is no reason 

to impose upon the industry any toughening of obligations, when most 

Australians online are served by ISPs doing all that is reasonable to support 

t h e  c u r r e n t  r e g i m e . ’ 11 H o w e v e r ,  le a v in g  th e  w h o le  c o s t  o f  c o m p la in t s  s c h e m e s  

a n d  h o t l in e s  to  g o v e r n m e n t  d e n ie s  in d u s t r y  r e s p o n s ib i l i t y ,  a n d  is  n o t  i n  l i n e  w i t h  a  

t r u l y  c o - r e g u la t o r y  s c h e m e .  R e q u i r i n g  a t  le a s t  s o m e  c o n t r i b u t i o n  f r o m  th e  in d u s t r y

9 Broadcasting Services Amendment (Online Services) B ill 1999, Second Reading Speech, Cth, 
P a rlia m en ta ry  D e b a te s , Senate, 21 April 1999, 3960 (Senator Ian Campbell, Parliamentary 
Secretary to Senator Alston, M inister for Communications, Information Technology and the Arts).
10 For example see Peter Chen, Centre for Public Policy, University o f Melbourne, S u b m issio n  to 
R ev iew  o f  the o p era tio n  o f  S ch ed u le  5 to  th e  B ro a d c a s tin g  S e rv ic e s  A c t 1 9 9 2  (October 2002) 7: 
‘while the industry has a role in the development and implementation o f the codes o f practice, it 
has escaped any direct financial responsibility for community education.’ 25; Young M edia  
Australia, S u b m issio n  to  R e v ie w  o f  th e  o p era tio n  o f  S ch ed u le  5 to  th e  B ro a d c a s tin g  S e rv ic e s  A c t  
1992  (Nov 2002) 7.
11 Emphasis in original. Internet Industry Association ( I IA ) ,  S u b m iss io n  to  R e v ie w  o f  the o p era tio n  
o f  S ch ed u le  5 to  the B ro a d c a s tin g  S erv ice s  A c t 1992  (Nov 2002) 6.
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w o u ld  b e  i n  k e e p in g  w i t h  th e  a im s  o f  c o - r e g u la t i o n . 12 W h i l e  i t  is  n o t  t h e  ‘ f a u l t ’ o f  

th e  in t e r n e t  in d u s t r y  t h a t  c o n te n t  m a y  b e  h a r m f u l ,  i t  is  t h e  c a s e  t h a t  s u p p ly  o f  

c o n te n t  o v e r  th e  in t e r n e t  t o  s u b s c r ib e r s  c r e a te s  p o s s ib i l i t i e s  f o r  h a r m  a n d  

a d d r e s s in g  t h is  r e q u ir e s  f u n d s .  I n d i v i d u a l  c o n t e n t  p r o v id e r s  a re  o f  c o u r s e  m o s t  

r e s p o n s ib le  f o r  th e  c o n t e n t  p r o v id e d ,  b u t  m a y  a ls o  b e  t h e  m o s t  d i f f i c u l t  t o  i d e n t i f y

a n d  b u r d e n  w i t h  c o s ts .  T h e  e a s e  w i t h  w h i c h  u s e rs  c a n  a ls o  b e  c o n t e n t  p r o v id e r s  -  

a n  im p o r t a n t  a t t r a c t io n  o f  t h e  in t e r n e t  -  w o u l d  m a k e  i t  e x t r e m e ly  d i f f i c u l t  t o  h o ld  

i n d i v i d u a l  c o n t e n t  p r o v id e r s  r e s p o n s ib le  f o r  m a k i n g  f i n a n c ia l  c o n t r i b u t io n s  to  

h o t l in e s  o r  m o n i t o r i n g  s c h e m e s .  IS P s  a n d  I C H s  o n  t h e  o t h e r  h a n d  a re  i n  a  g o o d  

p o s i t io n  f r o m  w h i c h  to  p a s s  o n  c o s ts  t o  c o n t e n t  p r o v id e r s .

I t  w o u ld  b e  im p o r t a n t  t o  e n s u re  a ls o  t h a t  t h e  a c t i v i t i e s  o f  a n y  b o d y  t a k in g  o n  t h is  

r o le  w e r e  s u b je c t  t o  s c r u t in y  a n d  t h a t  t h e  b o d y  c o u ld  b e  c a l le d  t o  a c c o u n t  o n  t h is  

t o p ic .  W h i l e  p u b l i c  b o d ie s  a re  g e n e r a l l y  m o r e  a m e n a b le  t o  t h i s  k i n d  o f  s c r u t in y ,  

t h is  h a s  n o t  b e e n  th e  c a s e  w i t h  th e  A B A ’ s a d m in is t r a t i o n  o f  t h e  c o m p la in t s  a n d  

in v e s t ig a t io n s  p r o c e s s .13 I n  fa c t ,  t h e  r e c e n t  a d d i t i o n  o f  a n  e x e m p t io n  t o  th e  

Freedom of Information Act, d e s ig n e d  s p e c i f i c a l l y  t o  p r e v e n t  s u c h  s c r u t in y ,  is  o n e

o f  th e  le a s t  s a t i s f a c t o r y  a s p e c ts  o f  t h e  G o v e r n m e n t ’ s h a n d l in g  o f  t h e  c o n t e n t

c o n t r o l  r e g im e .

3. Restricting access to content refused classification (RC)

I n  e v e r y  m e d iu m  s o m e  c o n t e n t  w i l l  b e  r e f u s e d  c la s s i f i c a t io n .  W h i l e  t h e r e  h a s  b e e n  

o c c a s io n a l  c o n t r o v e r s y  o v e r  r e fu s a ls  t o  c l a s s i f y  s p e c i f i c  f i l m s ,  b o o k s  a n d

p u b l i c a t io n s ,  th e  e x is te n c e  o f  s u c h  a  c a t e g o r y  h a s  n o t  i t s e l f  b e e n  a  s u b je c t  o f  

m a jo r  d is p u te .  W h i l e  t h is  p a p e r  d o e s  n o t  d e a l  w i t h  t h e  is s u e  o f  c e n s o r s h ip  p e r  se , 

i t  a s s u m e s  t h a t  th a t  c o n te n t  w h ic h  is  r e fu s e d  c l a s s i f i c a t i o n 14 is  a c c e p te d  i n  

A u s t r a l i a  to  b e  a  le g i t im a t e  s u b je c t  o f  c e n s o r s h ip .

12 Discussed above in Chapter 6.
13 Discussed above in Chapter 9.
14 Films or videos w ill be refused classification where they promote or provide instructions on 
paedophile activity, depict child sexual abuse or offensive depictions o f child or apparent child, 
include detailed instructions in matters o f crime, violence or illegal drugs, depict bestiality, or 
include detailed, exploitative or offensive depictions o f violence, cruelty, sexual violence, sexual
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I f  th e  f e d e r a l  g o v e r n m e n t  in  f a c t  w is h e s  to  c e n s o r  R C  m a t e r ia l  o n  t h e  in t e r n e t ,  

w h ic h  is  s u b je c t  t o  c e n s o r s h ip  i n  e v e r y  o t h e r  m e d iu m ,  t h e n  R C  m a t e r ia l  w h i c h  

c o m e s  t o  th e  a t t e n t io n  o f  t h e  A B A ,  t h e  p o l i c e ,  I C H s  o r  IS P s  s h o u ld  b e  r e m o v e d

f r o m  A u s t r a l i a n  s e r v e r s  a n d  p o s s ib l y  a ls o  b lo c k e d ,  a s  f a r  a s  p o s s ib le ,  b y  

A u s t r a l i a n  IS P s .  W h i l e  a  la r g e  p r o p o r t i o n  o f  p o t e n t ia l  R C  c o m m u n ic a t io n s  

o c c u r r in g  o n  th e  in t e r n e t  a re  l i k e l y  t o  b e  w e l l  d is g u is e d ,  a n d  i t s  r e c ip i e n t s  w e l l

ta rg e te d ,  th e  n a tu r e  o f  th e  m a t e r ia l  j u s t i f i e s  s e r io u s ,  r a t h e r  t h a n  s y m b o l i c ,  a t t e m p ts  

a t c e n s o r s h ip .  T h is  m o s t  e x t r e m e  m a t e r ia l  is  l i k e l y  t o  b e  le s s  p r e v a le n t  t h a n ,  f o r  

e x a m p le ,  X  o r  R - r a t e d  m a t e r ia l ,  a n d  t h u s  b lo c k in g  a n y  R C  m a t e r ia l  w o u l d  h a v e  a  

p r o p o r t i o n a l l y  g r e a te r  im p a c t  t h a n  b l o c k in g  o t h e r  c o n t e n t ,  a s  w e l l  a s  p la c in g  le s s  

b u r d e n  o n  th e  in d u s t r y .  W e l l - h id d e n ,  w e l l - t a r g e t e d  R C  m a t e r ia l  is  l i k e l y  t o  r e m a in

a c c e s s ib le ,  b u t  i t  m a y  b e  a r g u e d  t h a t  a t  le a s t  t h a t  w h i c h  c o m e s  t o  t h e  a t t e n t io n  o f  

th e  h o t l in e ,  th e  p o l i c e ,  o r  th e  in d u s t r y ,  o u g h t  t o  b e  b lo c k e d  t o  s to p  i t s  a v a i l a b i l i t y  

in  A u s t r a l ia .  W h i l e  th e  R e v ie w  in t o  t h e  Online Services Act d i d  n o t  r e c o m m e n d

a n y  b lo c k in g ,  i t  d i d  s ta te  t h a t  in d e x  f i l t e r i n g  w a s  n o w  s u f f i c i e n t l y  d e v e lo p e d  t o  

a l l o w  u p s t r e a m  b lo c k in g  b y  IP  o r  U R L  w i t h o u t  s i g n i f i c a n t  d e g r a d a t io n  o f  

n e t w o r k s . * 13 * 15 I t  c o u ld  b e  a r g u e d  t h a t  c o n t e n t  r e fu s e d  c l a s s i f i c a t io n  a n d  k n o w n  to  

a u t h o r i t ie s  s h o u ld  n o t  b e  a c c e s s ib le  w i t h i n  A u s t r a l i a  o n l in e ,  a n y  m o r e  t h a n  i n  a n y  

o th e r  m e d iu m .

N o  d o u b t  th e  in t e r n e t  in d u s t r y  w o u l d  s t r e n u o u s ly  r e s is t  a n y  r e q u i r e m e n t  t o  b l o c k  

a n y  c o n te n t ,  c i t i n g  c o s t  t o  in d u s t r y  a n d  t o  c o n s u m e r s ,  d e g r a d a t io n  o f  t h e  n e t w o r k ,  

a n d  m is p la c e m e n t  o f  r e s p o n s ib i l i t y  w h e n  th e  i n d u s t r y  d o e s  n o t  p r o v id e  th e  

c o n te n t ,  b u t  o n l y  c a r r ie s  a n d  h o s ts  i t .  L ib e r t a r ia n s  m a y  a ls o  a r g u e  t h a t  n o t h i n g  

s h o u ld  b e  b lo c k e d ,  th a t  a  l i t t l e  b l o c k in g  is  o n l y  ‘ t h e  t h i n  e n d  o f  t h e  w e d g e , ’ a n d  

th a t  i f  o n c e  th e  G o v e r n m e n t  s a w  th a t  i t  c o u ld  b lo c k ,  i t  w o u l d  b l o c k  m o r e  a n d  

m o r e .  F u r t h e r m o r e ,  i t  w o u ld  b e  a r g u e d  s t i l l  t o  b e  p o in t le s s ;  b l o c k i n g  c o n t e n t  a t  a  

p a r t i c u la r  IP  o r  U R L  w i l l  n o t  s to p  th e  s a m e  c o n t e n t  b e in g  a c c e s s e d  f r o m  a n o th e r

activity accompanied by offensive or abhorrent fetishes, abhorant or offensive incest or other 
fantasies. N a tio n a l C la ss ifica tio n  C o d e  (annexed).
13 D C IT A , above n 3 23. The Review acknowledged that this was disputed by the industry which
claims that any blocking would have a serious impact upon networks, particularly noticeable in
broadband connections, currently favoured for their speed o f access.
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s ite .  T h e s e  a r g u m e n ts  h e ld  s w a y  in  t h e  d r a f t i n g  o f  t h e  Online Services Act, a n d

th e re  is  n o t h in g  t o  s u g g e s t  t h a t  t h e y  w i l l  n o t  c o n t in u e  t o  d o  s o .

T h e r e  is  h o w e v e r  a n o th e r  w a y  o f  d e a l in g  w i t h  t h is  c o n t e n t .  P o l i c e  s h o u ld  b e  f a r  

m o r e  in v o l v e d  i n  i n v e s t ig a t i n g  c o m p la in t s ,  a n d  i n  p r o - a c t i v e l y  i n v e s t ig a t i n g  th e  

p r o d u c t io n ,  d is t r i b u t io n ,  a n d  /  o r  u s e  o f  t h is  c o n te n t .  T h e  d e v e lo p m e n t  o f  u n i f o r m

n a t io n a l  le g is la t i o n  w h i c h  w a s  p r o m is e d  as p a r t  o f  t h e  o r i g i n a l  s c h e m e  o f  c o n t e n t  

r e g u la t io n  b u t  w h i c h  h a s  n o t  y e t  o c c u r r e d ,  c o u ld  a s s is t  h e re .  S u c h  le g i s l a t i o n  is  

n o t  e n t i r e l y  n e c e s s a r y ,  a s  e a c h  s ta te  d o e s  a l r e a d y  h a v e  s o m e  l e g i s l a t i o n  w h i c h  

a l lo w s  p r o s e c u t io n  o f  o f f e n c e s  r e l a t i n g  t o  c o n te n t  w h i c h  is  o r  w o u l d  b e  r e f u s e d  

c la s s i f i c a t io n . 16 B u t  t h is  le g is la t i o n  is  v a r i e d  a n d  n o t  a lw a y s  c o m p a t ib le ,  a n d  th u s  

u n i f o r m  le g is la t i o n  s e e m s  b e n e f ic ia l .

I t  a p p e a rs  h o w e v e r  th a t  t h e  C o m m o n w e a l t h  is  n o w  t r y i n g  t o  o v e r c o m e  th e  

d e f ic ie n c ie s  i n  S ta te  a n d  T e r r i t o r y  l e g is la t i o n  b y  i n t r o d u c in g  i t s  o w n  l e g i s l a t i o n  i n

t h is  a re a . T h e  C r im e s  A m e n d m e n t  B i l l  c u r r e n t l y  b e f o r e  P a r l ia m e n t  s e e k s  t o  

in t r o d u c e  in t e r n e t - s p e c i f i c  c o n t e n t  o f f e n c e s  i n c lu d in g  u s in g  a  c a r r ia g e  s e r v ic e  f o r  

c h i ld  p o r n o g r a p h y ,  f o r  c h i l d  a b u s e ,  o r  f o r  p r o c u r in g  o r  g r o o m in g  a  c h i l d  f o r  

s e x u a l  a c t i v i t y . 17 T h e  l i m i t s  o f  C o m m o n w e a l t h  p o w e r  h e r e  a re  u n c le a r  h o w e v e r ,  

w h ic h  is  w h y  S ta te  a n d  T e r r i t o r y  le g is la t i o n  w a s  in t e n d e d  i n i t i a l l y  t o  d e a l  w i t h  

th e s e  c o n t e n t  o f f e n c e s . 18 S ta te  a n d  T e r r i t o r y  l e g is la t i v e  p o w e r  is  m o r e  c e r t a in  i n  

t h is  s p h e re ,  a n d  i t  m a y  b e  b e t t e r  a g a in  t o  s e e k  a g r e e m e n t  as  t o  t h e  o f f e n c e s  

c r e a te d ,  a n d  to  a t t e m p t  a g a in  t o  a c h ie v e  a  u n i f o r m  s c h e m e .  T h e  c o m b in a t io n  o f  

F e d e r a l a n d  S ta te  /  T e r r i t o r y  l e g is la t i o n  s h o u ld  i d e a l l y  p r o v id e  f o r  r e m o v a l  o f  R C  

c o n te n t  f r o m  A u s t r a l i a n  h o s ts  a n d  p r o s e c u t io n  o f  th o s e  w h o  k n o w i n g l y  m a k e ,  

p r o v id e ,  d is t r i b u t e ,  o r  c a r r y  R C  c o n te n t .

16 Discussed above in chapter 10.
17 Crimes Legislation Amendment (Telecommunications Offences and Other Measures) B ill 2004  
Second Reading Speech, Cth, P a rlia m e n ta ry  D e b a te s , Senate, 24 June 2004, 24395 (Senator Ian  
Campbell).
18 See discussion o f limits o f Commonwealth powers in Chapter 5: Censorship and freedom o f  
speech, and Chapter 10: State and territory legislative provisions..
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T h e  F e d e r a l  G o v e r n m e n t  m a y  b e  m o v i n g  f u r t h e r  t o w a r d  a  s t r i c t e r  a p p r o a c h  t o  R C

c o n te n t .  I n  a d d i t i o n  t o  th e  C r i m i n a l  C o d e  a m e n d m e n t s 19 d is c u s s e d  a b o v e ,  th e

e s ta b l is h m e n t  o f  a  n e w  ‘ n a t io n a l  o n l i n e  c h i l d  s e x u a l  a b u s e  u n i t ’ h a s  b e e n  m o o t e d

as a p o s s ib le  j o i n t  o p e r a t io n  o f  t h e  C u s to m s  D e p a r t m e n t  a n d  F e d e r a l  a n d  S ta te

p o l ic e  f o r c e s . 20 N o  s u c h  u n i t  h a s  y e t  b e e n  e s ta b l is h e d .  H o w e v e r ,  t h e  ‘ A u s t r a l i a n

H ig h  T e c h  C r im e  C e n t r e , ’ e s ta b l is h e d  i n  J u ly  2 0 0 3  t o  a l l o w  c o - o p e r a t i v e  w o r k  b y

fe d e r a l ,  s ta te ,  a n d  t e r r i t o r y  p o l i c e ,  s ta te s  o n  i t s  h o m e p a g e  t h a t  ‘ h i g h  t e c h ’ c r im e

in c lu d e s  ‘ t r a d i t i o n a l  c r im e s  w h i c h  a re  l a r g e ly  f a c i l i t a t e d  b y  t e c h n o lo g y .  E x a m p le s

in c lu d e  f r a u d ,  i l l i c i t  d r u g  t r a f f i c k i n g ,  c h i l d  s e x u a l  e x p lo i t a t i o n ,  t e r r o r i s m  a n d

m o n e y  l a u n d e r in g . ’ 21 22 I t  m a y  b e  t h a t  t h is  C e n t r e  w i l l  t a k e  o n  s o m e  o f  t h e  p o l i c i n g

* 22
w o r k  r e la te d  to  R C  m a t e r ia l  a c c e s s ib le  o n l in e  w i t h i n  A u s t r a l i a .

W h i le  R C  c o n t e n t  m a y  b e  d i f f i c u l t  t o  d e te c t  o n  t h e  in t e r n e t ,  i t s  d e t e c t io n  is  n o t  

im p o s s ib le .  I n  N e w  Z e a la n d  f o r  e x a m p le  a  p r o a c t i v e  c a m p a ig n  a im e d  a t  f i n d i n g  

a n d  p r o s e c u t in g  p r o d u c e r s ,  d is t r i b u t o r s ,  a n d  u s e rs  o f  t h i s  c o n t e n t  h a s  b e e n  h i g h l y  

s u c c e s s fu l .  B y  f o c u s in g  o n  c h i l d  p o r n o g r a p h y ,  b e c a u s e  i t  i n v o lv e s  a b u s e  o f  

c h i ld r e n ,  th e  C e n s o r s h ip  C o m p l ia n c e  U n i t  o f  th e  D e p a r t m e n t  o f  I n t e r n a l  A f f a i r s  

h a s  id e n t i f i e d  o v e r  5 0 0  N e w  Z e a la n d e r  in t e r n e t  u s e rs  i n v o l v e d  w i t h  i l l e g a l  c o n te n t  

o n  th e  in t e r n e t .  I t  h a s  s u c c e s s f u l l y  p r o s e c u te d  1 0 3  o f  t h e m ,  w h i l e  2 5  f u r t h e r

p r o s e c u t io n s  r e m a in  p e n d in g . 23 I t  is  v e r y  im p o r t a n t  t o  n o t e  t h a t  N Z  p o l i c e  a ls o  

w o r k  c lo s e ly  w i t h  t h e i r  c o u n te r p a r t s  o v e rs e a s  t o  e n s u r e  t h a t  in v e s t ig a t i o n s  d o  n o t  

c e a s e  s im p l y  w i t h  th e  p r o s e c u t io n  o f  N e w  Z e a la n d e r s ,  b u t  c o n t in u e  i n  a t t e m p ts  to  

t r a c k  d o w n  s o u rc e s  a n d  u s e rs  o f  t h e  c o n t e n t  o v e rs e a s .  S i m i l a r l y  i n  t h e  U K ,  

in v e s t ig a t io n s  in t o  u s e rs  o f  a  p a r t i c u la r  p a e d o p h i le  p o r t a l  i n  t h e  U S  h a v e  le d  s o  f a r

19 Senator Ian Campbell, above n 17.
Simon Hayes, ‘Online sex abuse police plan.’ A u stra lia n  IT, 21 July 2003 

< http://australianit.news.com.au/common/print>  (no longer available).
Homepage o f Australian H igh Tech Crime Centre < http://www.ahtcc.gov.au/>  at 22 July 2004.

22 It is unclear quite what this Centre w ill do. W hen the author requested information from  the 
A H TC C  the response was as follows: ‘I would suggest that content o f  the internet is in the realm  
of governance by the Australian Broadcasting Authority. Y ou  may wish to consult their 
website...’ Em ail to the author from A H T C C  Operations M onitoring Centre (unnamed) 21/7/04.
23 Keith Manch and David W ilson, O b je c tio n a b le  M a te r ia l on  th e  In te rn e t: D e v e lo p m e n ts  in 
E nforcem en t. (2 0 0 3 )

< http://www.netsafe.org.nz/downloads/conference/netsafepapers_manchwilson_objectionable.pdf
> at 1 July 2004.
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to  3 5 3 7  a r r e s ts ,  1 6 7 9  p r o s e c u t io n s  a n d  1 2 3 0  c o n v ic t i o n s , 24 * * a n d  1 0 2  c a s e s  i n  w h i c h

25
c h i ld r e n  w e r e  r e m o v e d  f r o m  th e  u s e rs  /  m a k e r s  o f  c h i l d  p o r n o g r a p h y .

I f  i t  is  a c c e p te d  t h a t  R C  m a t e r ia l ,  a n d  e s p e c ia l l y  m a t e r ia l  s u c h  a s  c h i l d -  

p o r n o g r a p h y ,  r e a l l y  f a l l s  w i t h i n  th e  d o m a in  o f  p o l i c e  i n v e s t ig a t i o n ,  i t  w o u l d  b e  

s e n s ib le  n o t  t o  l i m i t  in v e s t ig a t io n s  a n d  p r o s e c u t io n s  t o  ‘ i n t e r n e t  c o n t e n t ’ as  

d e f in e d  i n  th e  Online Services Act. P e e r  t o  p e e r  n e t w o r k s  f o r  e x a m p le ,  w h i l e  n o t

w e b -b a s e d ,  a re  in c r e a s in g ly  s ig n i f i c a n t  i n  a l l o w in g  d a ta  t r a n s f e r  o v e r  t h e  in t e r n e t ,  

a n d  p a r t i c u la r l y  th e  t r a n s f e r  o f  i l l e g a l  o r  h a r m f u l  c o n te n t .  D a t a  t r a n s f e r  v i a  p e e r  t o  

p e e r  n e t w o r k s  s h o u ld  b e  s u b je c t  t o  i n v e s t ig a t i o n  a n d  p o l i c i n g  s i m i l a r l y  t o  w e b -  

b a s e d  c o n te n t .

C h a t  r o o m s  a p p e a r  a ls o  t o  b e  a n  a re a  m o s t  i n  n e e d  o f  p r o - a c t i v e  p o l i c i n g  i f  

c h i ld r e n  a re  to  b e  p r o t e c t e d  a n d  R C  m a t e r ia l  f o u n d .  A  p r a c t i c a l  i n t e r n a t io n a l  

a p p ro a c h  in  t h is  s p h e re  h a s  r e c e n t ly  b e e n  a n n o u n c e d .  P o l i c e  i n  B r i t a i n ,  A u s t r a l i a ,  

C a n a d a  a n d  th e  U S A  a re  p la n n in g  j o i n t  p o l i c i n g  o f  i n t e r n e t  c h a t  r o o m s .

A l t h o u g h  i t  is  r e c o g n iz e d  as  im p o s s ib le  t o  p o l i c e  a l l  c h a t  r o o m s  a l l  o f  t h e  t im e ,  th e  

j o i n t  a p p r o a c h  in v o lv e s  p o l i c e  f r o m  th e  v a r io u s  c o u n t r ie s  v i s i t i n g  c h a t  r o o m s  a n d  

o v e r t l y  a n n o u n c in g  t h e i r  p re s e n c e .  T h e  a im  is  t o  d e te r  t h e  g r o o m in g  k n o w n  to

o c c u r  in  c h a t  r o o m s ,  a n d  to  m a k e  in t e r n e t  c h a t  u s e rs  f e e l  s a f e r  o n l in e .  T h e  j o i n t

p r o je c t  is  n o t  in t e n d e d  t o  ‘ c a t c h ’ c r im in a ls  b u t  t o  d e te r  t h e m  f r o m  u s in g  c h a t  

r o o m s  to  m a k e  c o n ta c ts  w i t h  c h i l d r e n . 27

E m a i l  a ls o  r e q u i r e s  i n c lu s io n  in  a n y  s c h e m e  o f  i n t e r n e t  c o n t e n t  c o n t r o l .  T h e  u s e  o f  

e m a i l  e i t h e r  i t s e l f  c o n t a in i n g  i l l e g a l  m a t e r ia l ,  o r  c a r r y in g  l i n k s  t o  i l l e g a l  m a t e r ia l ,  

s h o u ld  b e  s p e c i f i c a l l y  in c lu d e d  i n  l e g is la t io n ,  a n d  a g a in  s h o u ld  b e  s u b je c t  t o  p r o ­

a c t iv e  p o l i c e  in v e s t ig a t i o n .  I t  s h o u ld  n o t  b e  l e f t  t o  a n t i - s p a m  le g is la t i o n ,  b u t  

s h o u ld  b e  in c lu d e d  i n  a n y  le g is la t i o n  w h i c h  a im s  t o  p r o t e c t  c h i l d r e n  a g a in s t

24 John Leydon, ‘ 102 kids saved from paedos.’ The R eg is ter , 14 A p ril 2004  
<http://www.theregister.co.uk/2004/04/14/operation_ore_update/print.html>  at 3 August 2004.
J5 Ibid.
"b Jill Lawless, ‘Global hunt for pedophiles on net.’ A u stra lia n  IT, June 10 2004 
<http://australianit. news.com. au/articles/0,7204,9800027% 5el 5 3 18% 5e% 5enbv% 5el 5306,00.htm  
1> at 3 August 2004.
27 Ibid.
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e x p o s u r e  to  d a n g e r o u s ,  h a r m f u l  a n d  i l l e g a l  i n t e r n e t  c o n te n t .  D e c e p t iv e  la b e l in g

o f  s ite s  s o  as t o  in c r e a s e  th e  l i k e l i h o o d  o f  e x p o s u r e  t o  u n s u i t a b le  c o n t e n t ,  a n d

l in k s  f r o m  c h i l d r e n ’ s s i te s  t o  i l l e g a l  s i te s  o r  e v e n  t o  c o n t e n t  u n s u i t a b le  f o r  c h i l d r e n

s h o u ld  a ls o  b e  p r o h ib i t e d .  B r e a c h  o f  s u c h  p r o h ib i t i o n s  w o u l d  n e e d  h o w e v e r  t o  b e  

a c t i v e l y  p u r s u e d  a n d  p r o s e c u te d  i f  t h e y  w e r e  t o  m a k e  a n y  d i f f e r e n c e  a t  a l l .  A g a in ,  

j u r i s d i c t i o n  w o u ld  b e  l im i t e d  t o  A u s t r a l i a n  s i te s ,  b u t  c o - o p e r a t i v e  p o l i c i n g  w o u ld  

b e  w o r t h w h i l e .  I n  f a c t  d e c e p t iv e  la b e l in g  in  t h is  a re a  h a s  n o w  b e e n  s p e c i f i c a l l y  

ta r g e te d  b y  U S  le g is la t i o n . 28 29

I t  s h o u ld  a ls o  b e  n o te d  t h a t  i f  t h e  C r im i n a l  C o d e  a m e n d m e n ts  r e f e r r e d  t o  a b o v e  

a re  e n a c te d ,  t h e  o f f e n c e s  c r e a te d  t h e r e b y  w i l l  n o t  b e  l i m i t e d  t o  ‘ i n t e r n e t  c o n t e n t ’ 

as d e f in e d  b y  th e  Broadcasting Services Act. T h o s e  o f f e n c e s  r e la t e  r a t h e r  t o  th e

u s e  o f  a  c a r r ia g e  s e r v ic e  i n  a  p a r t i c u la r  w a y ,  f o r  a  p a r t i c u la r  p u r p o s e ,  o r  w i t h  a  

p a r t i c u la r  e f f e c t ,  r a t h e r  t h a n  r e l a t i n g  t o  ‘ in t e r n e t  c o n t e n t ’ p e r  se . T h is  w i l l  a l l o w  

p r o s e c u t io n  f o r  o f f e n c e s  n o t  c o v e r e d  b y  th e  l i m i t e d  d e f i n i t i o n s  i n  t h e  

Broadcasting Services Act.

4. Restricting access to X-rated content.

R e s t r i c t i o n  o f  X - r a t e d  c o n t e n t  is  f a r  m o r e  c o n t r o v e r s ia l ,  p a r t i c u l a r l y  a s  X - r a t e d  

c o n te n t  is  le g a l  i n  A u s t r a l i a ,  a n d  i n  f a c t  s u p p o r t s  a  t h r i v i n g  in d u s t r y .  T h is  is  a n  

e x a m p le  o f  c o n t e n t  o u t la w e d  b e c a u s e  o f  t h e  m e d iu m ;  t h a t  is ,  i l l e g a l  w h e n  c a r r ie d

o n  th e  in t e r n e t ,  b u t  n o t  i  l l e g a l  g e n e r a l ly .  I f  X - r a t e d  c o n t e n t  w e r e  p e r m i t t e d  w h e n

28 The author received an unsolicited email offering ‘hom y child pornography,’ which was then 
forwarded to the A B A , not as a formal complaint but ‘for its perusal.’ The A B A  responded in part: 
‘Please note that the ABA's powers under schedule 5 to the Broadcasting Services A ct 1992 (the 
Act) do not extend to investigating complaints regarding unsolicited email (S P A M ). The 
government body, the Australian Communications Authority (A C A ) is directly enforcing the 
Spam Act 2003, monitoring spamming activities, promoting public education and working  
internationally to combat Spam. The email address by which you may report Spam to the A C A  
is ... ’ The A B A  added that this particular content had previously been investigated and referred to 
police. Email to author from Libby Owens,
Assistant Analyst/Investigator, Content Assessment, A B A  16 July 2004.
^  P ro se c u to r ia l R em ed ie s  a n d  O th er  T ools to en d  the E x p lo ita tio n  o f  C h ild ren  T o d a y  A c t  2 0 0 3 . 
‘The provision relating to domain names makes it illegal to use a “misleading domain name” with  
the intent to deceive a person into viewing obscenity or to deceive a m inor into viewing “material 
that is harmful to minors” on the Internet. The law provides for fines and imprisonment for up to 
four years.’ Doug Isenberg ‘The wrong answer to child pom  on the N e t.’ c/netNews.Com  
< http://news.com .eom /2010-1071_3-1001105.html> at 1 July 2004.
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h o s te d  b e h in d  a  R e s t r i c te d  A c c e s s  S c h e m e  ( R A S ) ,  t h is  w o u l d  b e  m o r e  c lo s e ly  

c o m m e n s u r a te  w i t h  th e  s a m e  c o n t e n t  o f f l i n e .

A s  w e l l  as b e in g  m o r e  c o n t r o v e r s ia l  t h a n  a t te m p ts  t o  r e s t r i c t  R C  m a t e r ia l ,  

r e s t r i c t io n  o f  X - r a t e d  m a t e r ia l  is  a ls o  m o r e  d i f f i c u l t ,  a n d  le s s  l i k e l y  t o  h a v e  a n y  

im p a c t ,  d u e  t o  th e  q u a n t i t y  a n d  a v a i l a b i l i t y  o f  X - r a t e d  m a t e r ia l .  T h o s e  f a v o u r in g  a  

p r o h ib i t i o n  o n  X - r a t e d  c o n t e n t  c la im  t h a t  e v e n  i f  i t  d o e s  n o t  s to p  a c c e s s  t o  c o n te n t ,  

b a n n in g  i t  f r o m  A u s t r a l i a n  s e r v e r s  a t  le a s t  s e n d s  a  m e s s a g e .  B u t  w h a t  m e s s a g e  

d o e s  i t  s e n d ?  T o  th e  in d u s t r y  i t  s e n d s  a  m e s s a g e  t h a t  d i s t r i b u t o r s  o f  s u c h  m a t e r ia l  

s h o u ld  o p e r a te  f r o m  s e rv e rs  o u t s id e  A u s t r a l ia .  T t h a t  m e s s a g e  a p p e a r s  t o  h a v e  b e e n  

w e l l  a c c e p te d .30 31 T o  th o s e  w i t h i n  A u s t r a l i a  w i s h in g  to  a c c e s s  t h i s  m a t e r ia l  th e  

m e s s a g e  is  w h a t?  T h a t  X - r a t e d  c o n t e n t  f r o m  o v e rs e a s  is  t o  b e  p r e f e r r e d ?  T h a t  t h is  

c o n te n t  w i l l  n o t  b e  t o le r a t e d  o n  A u s t r a l i a n  s e r v e r s ,  a l t h o u g h  v i a  t h e  p o s t  th e  

c o n te n t  is  f in e ?  T h is  p a r t  o f  t h e  le g is la t i o n  w a s  p o o r l y  t h o u g h t  o u t .  I t  b a n s  f r o m  

A u s t r a l ia n  s e r v e r s  c o n t e n t  w h i c h  i t  is  le g a l  t o  o w n  i n  A u s t r a l i a .  I t  m o v e s  th e  

o n l in e  X - r a t e d  in d u s t r y  o f f s h o r e ,  w h i l e  d o in g  n o t h i n g  t o  r e s t r i c t  t h e  a c c e s s  o f  

A u s t r a l ia n  u s e rs  t o  X - r a t e d  c o n te n t .  I t  is  w a s t e f u l  t o  c o n t in u e  in v e s t ig a t i n g  X -  

r a te d  c o n te n t  f o r  r e m o v a l  f r o m  A u s t r a l i a n  s e rv e r s .  T h e  c o s t  c o u ld  b e  b e t t e r  s p e n t  

in v e s t ig a t i n g  a n d  p r o s e c u t in g  th o s e  r e s p o n s ib le  f o r  R C  c o n t e n t .  I n  a d d i t i o n ,  a n d  o f  

m o r e  c o n c e r n ,  th e  t o t a l  p r o h i b i t i o n  f r o m  A u s t r a l i a n  s e r v e r s  o f  X - r a t e d  as  w e l l  as 

R C  m a t e r ia l  b lu r s  th e  d i s t i n c t i o n  b e tw e e n  th e  t w o .

T h e  Online Services Act’s o b je c t i v e  o f  ‘ r e s t r i c t i n g  a c c e s s  t o  I n t e r n e t  c o n t e n t  l i k e l y  

to  c a u s e  o f f e n c e  to  a  r e a s o n a b le  a d u l t , ’ s h o u ld  b e  r e - e v a lu a t e d ,  r e - d r a f t e d ,  a n d  

m a d e  m o r e  s p e c i f i c .  P r o v is io n s  r e l a t i n g  t o  R C  c o n t e n t  s h o u ld  b e  v e r y  c l e a r l y  

d e l in e a te d  f r o m  th o s e ,  i f  a n y ,  r e l a t i n g  t o  X - r a t e d  c o n t e n t .  X - r a t e d  c o n t e n t ,  b e in g  

c o n te n t  t h a t  is  le g a l  w i t h i n  A u s t r a l i a ,  s h o u ld  b e  s u b je c t  n o t  t o  p r o h i b i t i o n  b u t  a t  

m o s t  to  r e s t r i c t i o n ,  as  f o r  o t h e r  A u s t r a l i a n  c o n t e n t  w h i c h  is  le g a l  y e t  r e s t r ic t e d .

30 Elizabeth Handsley &  Barbara Biggins, ‘The Sheriff Rides into Town: A  D ay o f  Rejoicing for 
Innocent Westerners.’ (M arch 2000) 6(1) U N S W L J F o ru m , {In te rn e t C o n ten t C o n tro l)  35.
31 Peter Chen, ‘Pornography, Protection, Prevarication: The Politics o f Internet Censorship,’
(March 2000) 6(1) U N SW LJ F orum , ( In te rn e t C on ten t C o n tro l) 18.
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5. R-Rated content

W h e r e  m ig h t  R - r a t e d  m a t e r ia l  s i t  i n  a l l  o f  t h is ?  R - r a t e d  m a t e r ia l  m a y  b e  d i f f i c u l t  

to  c la s s i f y ,  a n d  is  o f t e n  m a t e r ia l  w h i c h  is  n o t  ‘ o f f e n s i v e , ’ s i m p l y  ‘ u n s u i t a b le  f o r  a  

m in o r  to  s e e . ’ A s  s u c h ,  th e  in t e r n e t  is  f u l l  o f  m a t e r ia l  w h i c h  m a y  b e  c la s s i f i e d  R ,  

o r  a t t h e  m i l d e r  e n d  M A ,  o r  a t  t h e  s t r o n g e r  e n d  X .  ‘ R ’ is  a  h u g e  a n d  s o m e w h a t

u n c e r ta in  c a te g o r y .  U n d e r  th e  Online Services Act i t  is  i l l e g a l  t o  h o s t  R - r a t e d

m a t e r ia l  i n  A u s t r a l i a  u n le s s  i t  is  s u b je c t  t o  a  R e s t r i c t e d  A c c e s s  S c h e m e ,  b u t  i f  

h o s te d  o v e rs e a s  t h is  c o n te n t  w i l l  n o t  b e  s u b je c t  e v e n  t o  r e p o r t i n g  t o  f i l t e r  m a k e r s .  

I t  is  A u s t r a l ia n - h o s t e d  R - r a t e d  m a t e r ia l  o n l y  w i t h  w h i c h  t h e  Act is  c o n c e r n e d .

D u e  t o  t h e  p r e v a le n c e  o f  t h is  c o n t e n t  o n  t h e  in t e r n e t ,  t h e  d i f f i c u l t y  o f  c la s s i f y in g  

i t ,  i t s  ‘ l o w  im p a c t , ’ 32 * a n d  th e  f a c t  t h a t  n o  a t t e m p t  is  m a d e  t o  r e s t r i c t  i t s  a v a i l a b i l i t y  

f r o m  o v e rs e a s ,  th e  Online Services Act s h o u ld  n o t  a t t e m p t  t o  r e s t r i c t  t h i s  m a t e r ia l

in  A u s t r a l ia .  T h is  is  n o t  th e  ‘ t o o  h a r d ’ o p t io n ,  b u t  r a t h e r  a  r e a l i s t i c  o p t io n .  R - r a t e d  

c o n te n t  m a y  b e  u n s u i t a b le  f o r  c h i ld r e n ,  a n d  i t  m a y  a ls o  o f f e n d  o r  d i s t u r b  a d u l t s ,  

b u t  le a r n in g  t o  p r o t e c t  o n e s e l f  f r o m  t h is  c o n t e n t  a n d  t o  d e a l  w i t h  e x p o s u r e  is  

im p e r a t iv e ,  u n le s s  w e  a re  g o in g  t o  o p e r a te  a  ‘ c lo s e d ’ i n t e r n e t .  A s  a n y  in t e r n e t  u s e r  

is  a lm o s t  c e r t a in  to  c o m e  in t o  c o n t a c t  w i t h  R - r a t e d  m a t e r ia l  a t  s o m e  s ta g e ,  i t  

w o u ld  b e  f a r  p r e f e r a b le  to  c o n c e n t r a te  o n  a s s is t in g  p e o p le  t o  d e a l  w i t h  t h is  

c o n te n t ,  t h a n  t o  p r e te n d  t h a t  i t  c a n  b e  r e s t r ic t e d .  T h e  p o l i c y  o f  r e s t r i c t i n g  R - r a t e d  

c o n te n t  o n l y  w h e n  i t  is  A u s t r a l ia n - h o s t e d  is  p a r t i c u la r l y  i l l  c o n c e iv e d .

6. Research and Development

A u s t r a l i a  s h o u ld  a ls o  t a k e  a  m o r e  p r o - a c t i v e  r o l e  i n  t h e  d e v e lo p m e n t  o f  t o o ls  a n d  

m e th o d s  f o r  in t e r n e t  c o n te n t  c o n t r o l  b y  e n d  u s e rs .  W h i l e  t h e  A B A  h a s  c la im e d ,  

f o r  e x a m p le ,  t o  b e  h i g h l y  i n v o l v e d  w i t h  d e v e lo p m e n t s  s u c h  as  I C R A ,  t h e r e  is  

l i t t l e  r e a l  e v id e n c e  o f  t h is .  F u r t h e r ,  w h i l e  t h e  A B A  a n d  N e t A l e r t  h a v e  h a d  f u n d s  

f o r  c o m m is s io n in g  a n d  c o n d u c t in g  r e s e a r c h ,  a l l  o f  t h e  r e s e a r c h  h a s  b e e n  c u r r e n t  o r  

r e t r o s p e c t iv e ,  a s k in g  q u e s t io n s  s u c h  as th e  f o l l o w i n g .  D o  f i l t e r s  w o r k ?  H o w  d o

,2 See Senator Ian Campbell, above n 9 3960, for reference to why R-rated overseas content is not 
subject to interim take-down notices.
1 ’ Australian Broadcasting Authority, S u bm ission  to  R e v ie w  o f  the O p e ra tio n  o f  S ch ed u le  5 
B ro a d ca s tin g  S e rv ic e s  A c t 1992  (November 2002) 37.
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t h e y  w o r k ?  H o w  m a n y  p e o p le  a re  c o n n e c te d  t o  t h e  in t e r n e t ?  H o w  d o  f a m i l i e s  u s e  

th e  in t e r n e t ?  W e  h a v e  n o t  s e e n  th e s e  f u n d s  u s e d  f o r  r e s e a r c h  i n t o  o r  d e v e lo p m e n t  

o f  m o r e  e f f e c t i v e  f i l t e r i n g  s y s te m s ,  m o r e  A u s t r a l i a n  o r i e n t e d  f i l t e r i n g  s y s te m s ,

e a s ie r  t o  u s e  f i l t e r i n g  s y s te m s ,  la b e l in g  s y s te m s  s u i t e d  t o  a n  A u s t r a l i a n  

c la s s i f i c a t io n  s c h e m e ,  t h e  a p p l i c a t io n  o f  la b e ls  i n  th e  A u s t r a l i a n  e n v i r o n m e n t ,  o r  

m o s t  im p o r t a n t l y ,  r e s e a r c h  in t o  a n d  d e v e lo p m e n t  o f  r e a l l y  e f f e c t i v e  u s e r  

e d u c a t io n .  R a th e r  t h a n  c o n s t a n t ly  c l a im in g  s u c c e s s ,  s o m e  a c t io n  i n  t h i s  a re a , a n d  

e v a lu a t io n  o f  i t ,  w o u ld  b e  a  r e a l  im p r o v e m e n t .

T h e  id e a  o f  in t e r n e t  c o n t e n t  la b e l i n g  c o u ld  b e  p u r s u e d  f u r t h e r  i n  A u s t r a l i a .  T h e  

A B A ’ s 1 9 9 6  r e p o r t 34 e n c o u r a g e d  t h e  d e v e lo p m e n t  o f  l a b e l i n g  a s  a  u s e f u l  t o o l  f o r  

c o n te n t  m a n a g e m e n t ,  a n d  th e  A B A  c la im s  s t i l l  t o  b e  i n v o l v e d  i n  t h e  d e v e lo p m e n t  

o f  I C R A  la b e l in g . 35 T h e  I C H  C o d e  o f  P r a c t ic e  s ta te s  t h a t  ‘ I n t e r n e t  C o n t e n t  H o s t s

w i l l  e n c o u r a g e  C o n t e n t  P r o v id e r s  t o  u s e  a p p r o p r ia te  l a b e l l i n g  s y s t e m s . . . ’ 36 E v e n  

th e  r e v ie w  o f  th e  Online Services Act f o u n d  t h a t  t h e  A B A  a n d  t h e  I n t e r n e t

in d u s t r y  s h o u ld  p r o m o t e  th e  t a k e - u p  o f  l a b e l i n g . 37 A s  d is c u s s e d  a b o v e , 38 la b e l in g  

c a n  b e  d o n e  b y  a  c o n t e n t  p r o v id e r  o r  b y  a  t h i r d  p a r t y  ( s u c h  a s  O F L C  o r  s im i l a r )  

w h ic h  ra te s  c o n te n t  a c c o r d in g  to  d e f in e d  c a te g o r ie s ,  a n d  a t ta c h e s  la b e ls  t o  c o n te n t .  

F i l t e r s  t h e n  r e a d  th e  la b e ls ,  a n d  c a n  b e  s e t  u p  e i t h e r  t o  b l o c k  c o n t e n t  w i t h  c e r t a in  

la b e ls ,  o r  o n l y  to  a l l o w  c o n t e n t  w i t h  c e r t a in  la b e ls ,  o r  i n  f a c t  w i t h  a n y  la b e ls .  

L a b e l in g  c a n  b e  d o n e  b y  c la s s i f i c a t io n :  f o r  e x a m p le ,  c o n t e n t  c o u ld  b e  la b e le d  X ,  

R ,  M ,  P G ,  G ,  th u s  r e f l e c t i n g  a n  a c c e p te d  a n d  w e l l  u n d e r s t o o d  lo c a l  s y s te m .  

A l t e r n a t i v e l y  o r  a d d i t i o n a l l y  c o n t e n t  c o u ld  b e  la b e le d  b y  t o p ic ,  f o r  e x a m p le ,  s e x ,  

n e w s ,  h e a l t h ,  c u l t ,  e d u c a t io n ,  te e n a g e ,  e n t e r t a in m e n t ,  a d u l t ,  s p o r t  e tc .  C a te g o r ie s  

c o u ld  a ls o  b e  c o m b in e d  a n d  r a n k e d ,  f o r  e x a m p le  s e x  /  h e a l t h ;  v io le n c e 3  /  n e w s 3 ;  

o r  e v e n  e n t e r t a in m e n t  /  n e w s  /  M .

w Australian Broadcasting Authority, In ves tig a tio n  in to  th e  C o n ten t o f  O n lin e  S e n d e e s  (1996)
0 A ustralian  B roadcasting  A uthority, ab ove n 33. T here is no e v id e n c e  a v a ilab le  as to  the 
p revalence o f  lab eling  o f  A ustralian  sites.
36 Internet Industry A sso c ia tio n  ICH  C ontent C ode 7 .2 (a ).
37 D C IT A , R e v ie w  o f  the o p era tio n  o f  S ch ed u le  5 to  th e  B ro a d c a s tin g  S e rv ic e s  A c t 1 9 9 2 ; R e p o r t  
(M ay 2004) 48.
j8 Chapter 3.
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W h i le  s u c h  la b e l in g  s y s te m s  w e r e  w i d e l y  p r o m o t e d  d u r in g  t h e  1 9 9 0 s ,  t h e i r  u s e  

b e c a m e  r a t h e r  c o n t r o v e r s ia l ,  as  i t  w a s  r e c o g n iz e d  t h a t  th e  la b e l in g  o f  s i te s  t o  a l l o w

e a s y  u s e r  s e le c t io n  a l l o w s  a ls o  e a s y  g o v e r n m e n t  s e le c t io n ,  a n d  th u s  e n a b le s  

c e n s o r s h ip .39 H o w e v e r ,  as w i t h  o t h e r  in t e r n e t  c o n t e n t  r e s t r i c t io n s ,  t h e  U S A  w i l l  

n o t  m a n d a te  c o n te n t  la b e l in g ,  a n d  th u s  th e re  w i l l  a lw a y s  b e  a  s i g n i f i c a n t  q u a n t i t y  

o f  u n la b e l le d  c o n t e n t  o n  th e  in t e r n e t .  A s  th e  A u s t r a l i a n  G o v e r n m e n t  h a s  s h o w n  a n

u n w i l l i n g n e s s  t o  b l o c k  c o n t e n t  f r o m  o v e rs e a s ,  th e  d a n g e r  t o  A u s t r a l i a  o f  

c e n s o r s h ip  a r i s in g  f r o m  th e  l a b e l in g  o f  m a t e r ia l  is  m in im a l .  T h o s e  w i s h in g  t o  s to p  

a c c e s s  t o  c e r t a in  c o n t e n t  c o u ld  d o  s o  b y  f i l t e r i n g  t o  a l l o w  o n l y  la b e le d  c o n t e n t ,  b u t  

o th e r w is e  a c c e s s  w o u ld  s t i l l  b e  a v a i la b le  t o  th e  h u g e  w e a l t h  o f  m a t e r ia l  o n  th e

in te r n e t  w o r ld w id e .

T h e  A B A 40 a n d  th e  I I A 41 c l a im  t o  p r o m o t e  a n d  e n c o u r a g e  la b e l in g ,  b u t  i t  h a s  b e e n  

g iv e n  f a r  le s s  p r o m in e n c e  t h a n  o t h e r  f i l t e r i n g  t e c h n o lo g y  as a  m e a n s  o f  a l l o w i n g  

u s e rs  b e t t e r  c o n t r o l  o v e r  c o n t e n t  s e le c t io n .  P e r h a p s  s o m e  o f  t h e  m o n e y  c u r r e n t l y  

s p e n t  a d m in is t e r in g  th e  Online Services Act c o u ld  b e  s p e n t  o n  la b e l in g  o f

A u s t r a l ia n  s i te s  a c c o r d in g  t o  a n  A u s t r a l i a n  c la s s i f i c a t io n  s c h e m e .  A u s t r a l i a n  

p a re n ts ,  f o r  e x a m p le ,  c o u ld  u s e  f i l t e r s  t o  r e s t r i c t  v i e w in g  t o  la b e le d  s i te s  f o r  

y o u n g e r  c h i ld r e n ,  o r  w h i l e  t h e y  w e r e  u n a b le  t o  s u p e r v is e ,  w h i l e  s t i l l  a l l o w i n g  

a c c e s s  to  t h e  b r o a d e r  i n t e r n e t  f o r  o ld e r  c h i l d r e n  a n d  w h e n  t h e y  a re  a b le  t o  

s u p e rv is e .  W h i l e  th e  u s e  o n l y  o f  la b e le d  c o n te n t  w o u ld  g r e a t l y  r e s t r i c t  t h e  b r e a d th  

o f  w h a t  c o u ld  b e  v ie w e d ,  i t  w o u ld  a ls o  g iv e  p a r e n ts  p e a c e  o f  m i n d  d u r in g  th o s e

t im e s  t h e y  c o u ld  n o t  s u p e r v is e .  T h e r e  w o u ld  b e  n o  n e e d  f o r  a l l  o r  e v e n  m o s t  

in t e r n e t  c o n t e n t  t o  b e  la b e le d  b e f o r e  s u c h  la b e l in g  w o u ld  b e  u s e f u l .

jJ See for example L Lessig, T yran n y in th e In fra stru ctu re  (July 1997) W ired News. 
<http://www.wired.eom/wired/5.07/cyber_rights.html>  at 3 August 2004; Graham, Irene; 'The N e t 
L a b e llin g  D e lu s io n : S a v io u r  o r  D e v il?  ’ (undated), <http://libertus.net/liberty/label.html>  at 20 
June 2004; and see Bohorquez, FA, ‘The Price o f PICS: The Privatization o f  Internet Censorship.’ 
(1999) 43 N .Y .L . Sch. L. Rev. 523.
40 ‘The A B A  particularly encourages Australian Internet content developers to contribute to the 
take-up o f this scheme by appropriately labeling their content. ’ Australian Broadcasting Authority, 
above n 33 37.
41 Internet Industry Association IC H  Content Code 7: ‘Internet Content Hosts w ill encourage 
Content Providers to use appropriate labelling systems...’
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A p p r o x im a t e l y  1 0 0 ,0 0 0  s ite s  w o r l d - w id e  a re  t h o u g h t  t o  b e  la b e le d  a l r e a d y , 42 a n d  

t h is  c o u ld  b e  a d d e d  t o  b y  th e  la b e l in g  o f  A u s t r a l i a n  s i te s .

7. Protecting children from exposure to unsuitable internet content

A s  lo n g  as  th e  in t e r n e t  is  e a s i l y  a c c e s s ib le  a n d  i t s  u s e  is  e n c o u r a g e d ,  p r o t e c t in g  

c h i ld r e n  f r o m  e x p o s u r e  t o  u n s u i t a b le  in t e r n e t  c o n t e n t  w i l l  o n l y  b e  a c h ie v e d  

t h r o u g h  e d u c a t io n  a n d  s u p e r v is io n .  W e  h a v e  s e e n  o v e r  t h e  p a s t  f e w  y e a rs  t h a t  i f  

w e  a re  to  h a v e  a  f a i r l y  o p e n  in t e r n e t ,  w e  w i l l  b e  u n a b le  t o  c o n t r o l  a c c e s s  to  

u n s u i t a b le  c o n te n t .  W h i l e  th e  Online Services Act o r i g i n a l l y  e n v is a g e d  r e s t r i c t i o n

o f  c o n te n t  t o  p r o t e c t  c h i l d r e n  f r o m  e x p o s u r e ,  n o  s u c h  r e s t r i c t i o n s  h a v e  o c c u r r e d .

A s  a n  a l t e r n a t iv e ,  f i l t e r i n g  t e c h n o lo g y  w a s  s e e n  a s  t h e  a p p r o p r ia t e  w a y  t o  p r o t e c t  

c h i ld r e n ,  a n d  a s  s u c h  i t s  u s e  w a s  h e a v i l y  p u s h e d  b y  t h e  I I A ,  t h e  A B A  a n d  

N e t  A le r t .  F i l t e r  t e c h n o lo g y  m a y  h a v e  d e v e lo p e d  a  l i t t l e  o v e r  t h e  l i f e  o f  t h e  Act.

B u t  e v e n  w h e n  p r o p e r l y  i n s t a l le d  a n d  c o n f ig u r e d ,  f i l t e r s  d o  n o t  e f f e c t i v e l y  p r o t e c t  

c h i ld r e n  f r o m  e x p o s u r e  t o  u n s u i t a b le  c o n te n t ,  a n d ,  p o s s ib l y  as  a  r e s u l t ,  f e w  p e o p le  

in  A u s t r a l i a  u s e  c o n t e n t  f i l t e r s . 43

A l t h o u g h  w i t h o u t  c o n s ta n t  s u p e r v is io n  c h i l d r e n  c a n n o t  b e  p r o t e c t e d  f r o m  

e x p o s u r e  to  c o n te n t  u n s u i t a b le  f o r  t h e m ,  t h e y  m a y  n o n e th e le s s  b e  p r o t e c t e d  f r o m  

th e  d a n g e r  o r  d a m a g e  l i k e l y  t o  a r is e  as a  r e s u l t  o f  t h a t  e x p o s u r e .  I n  t h i s  r e g a r d  

e d u c a t io n  is  e x t r e m e ly  im p o r t a n t .  P r o v id in g  w e b  s i te s  c o n t a i n i n g  s a f e t y  

i n f o r m a t i o n  is  u s e f u l ,  b u t  n o w h e r e  n e a r  s u f f i c ie n t .  W h i l e  c h i l d r e n  m a y  b e  f a m i l i a r  

w i t h  s e a r c h in g  w e b  s ite s  f o r  i n f o r m a t i o n ,  t h e i r  p a r e n t s  a re  le s s  l i k e l y  t o  b e  f a m i l i a r  

w i t h  th e  in t e r n e t ,  a n d  le s s  l i k e l y  t o  s e e  i t  as  a  s o u r c e  o f  p r o t e c t i v e  in f o r m a t i o n .  I t  

is  im p e r a t i v e  t h e n  t h a t  i n f o r m a t i o n  is  p r o v id e d  t o  p a r e n t s  a n d  t h e  c o m m u n i t y  

t h r o u g h  b r o a d e r  m e a n s  t h a n  o n l i n e  s ite s .

42 A bou t 1 0 0 ,0 0 0  sites have applied  to IC R A  for labels s in ce  2 0 0 1 , but it is n ot clear h o w  m any  
actually  use them . E m ail to author from  L ynn E dw ards, IC R A , 1 IN o v em b er  2 0 0 3 .
4’ P ossib le  figures for filter uptake are d iscu ssed  above chapter 12, but no re liab le figures ex ist. 
L ow  uptake m ay b e due to d ifficu lty  in in stallation  and con figu ration , lack  o f  aw aren ess o f  the 
ex isten ce  o f  filters, or apathy. O n the other hand, it m ay be that users understand  that filters have  
m any prob lem s, w h ich  stud ies have sh o w n  to include b ias and in e ffe c tiv e n e ss .
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E d u c a t io n  r e g a r d in g  in t e r n e t  p r o t e c t io n  n e e d s  to  b e  a g e - a p p r o p r ia t e .  N o t  o n l y  

s h o u ld  e d u c a t io n  b e  a p p r o p r ia te  f o r  th e  a g e  a t  w h i c h  i t  is  a im e d ,  i t  is  n e c e s s a r y  

a ls o  t h a t  a d u l t s  a re  g iv e n  i n f o r m a t i o n  t o  h e lp  t h e m  a p p r o p r ia t e l y  p r o t e c t  v a r io u s  

a g e s  o f  c h i l d r e n  o r  y o u n g  a d u l t s  u n d e r  t h e i r  c a re .  I t  w o u l d  b e  r i d i c u lo u s  t o  t h i n k  

th a t  c o n s ta n t  s u p e r v is io n  o f  a  t e e n a g e r  u s in g  t h e  in t e r n e t  is  r e a l i s t i c ,  b u t  i t  m a y  b e  

th a t  e x p o s u r e  t o  s o m e  c o n t e n t  w o u ld  b e  m o r e  w o r r y i n g ,  d a m a g in g  o r  d a n g e r o u s  to  

a  te e n a g e r  t h a n  to  a  y o u n g e r  c h i l d .  I t  is  im p e r a t i v e  t h e r e f o r e  t h a t  e d u c a t io n  is  

u n d e r ta k e n  t o  e d u c a te  t h e  b r o a d  r a n g e  o f  p e o p le  u s in g  o r  s u p e r v is in g  in t e r n e t  u s e .

I n t e r n e t  s a f e t y  e d u c a t io n  n e e d s  a ls o  t o  b e  c o n s t a n t  o r  c o n t in u i n g ,  a n d  w h a t  is  

t a u g h t  s h o u ld  d e v e lo p  w i t h  a g e . F o r  e x a m p le ,  w h a t  a  c h i l d  is  t o l d  o n  s ig n in g  a  

s c h o o l o r  l i b r a r y  ‘ in t e r n e t  u s e  a g r e e m e n t ’ i n  y e a r  3 o f  s c h o o l  w i l l  n o t  b e  

a p p r o p r ia te  f o r  th e  s a m e  c h i l d  i n  y e a r  6 ,  y e a r  9  o r  y e a r  1 2 . F u r t h e r m o r e ,  s u c h  

a g re e m e n ts  o f t e n  r e la te  t o  th e  r e s p o n s ib i l i t i e s  o f  th e  c h i l d ,  w h o  p r o m is e s  n o t  t o  

u s e  th e  in t e r n e t  f o r  X ,  Y  a n d  Z ,  b u t  o f t e n  f a i l  a ls o  t o  g i v e  i n f o r m a t i o n  r e g a r d in g

w h y  th a t  m i g h t  b e  th e  c a s e . F o r  e x a m p le ,  in s t r u c t io n s  n e v e r  t o  g i v e  o u t  p e r s o n a l  

in f o r m a t io n ,  a d d re s s e s ,  p h o n e  n u m b e r s ,  p a r e n t s ’ n a m e s  e tc  m i g h t  b e  j u s t  t h a t  t o  

c h i ld r e n  - in s t r u c t io n s ,  b u t  n o t  e x p la n a t io n s .  T h e  m o r e  c h i l d r e n ,  y o u n g  p e o p le ,  

a n d  in  fa c t  a d u l t s  u n d e r s ta n d  th e  r e a s o n s  f o r  s u c h  i n s t r u c t io n s ,  t h e  s a fe r  t h e y  w i l l  

b e  in  t h e i r  in t e r n e t  u s e . O f t e n  t h o u g h ,  s c h o o ls  a n d  l i b r a r ie s  d o  n o t  f e e l  a  n e e d  t o  

g o  f u r t h e r  w i t h  in s t r u c t io n s  b e c a u s e  t h e y  a re  p r o v i d i n g  a  r e l a t i v e l y  s a fe  

e n v i r o n m e n t  f o r  in t e r n e t  u s e ;  r e a s o n a b ly  h i g h  le v e ls  o f  s u p e r v i s io n  o r  m o n i t o r in g ,  

c o u p le d  w i t h  h ig h  le v e l  c o n t e n t  f i l t e r i n g .  T h i s  is  a n  e n v i r o n m e n t  w h e r e  c h i l d r e n  

a re  le a s t  l i k e l y  to  c o n f r o n t  w o r r y i n g  in t e r n e t  c o n t e n t ,  b u t  o u t s id e  t h e  s c h o o l  o r  

l i b r a r y  t h e y  a re  f a r  le s s  l i k e l y  t o  h a v e  th e s e  le v e ls  o f  m o n i t o r i n g ,  s u p e r v is io n ,  a n d  

f i l t e r i n g .  I t  is  n e c e s s a r y  t h e n  t h a t  w h e n  t h e r e  i s  a n  o p p o r t u n i t y  t o  e d u c a te  

r e g a r d in g  in t e r n e t  s a fe ty ,  i t  is  n o t  a s s u m e d  t h a t  i n t e r n e t  u s e  w i l l  a lw a y s  o c c u r  i n  

t h is  r e l a t i v e l y  c o c o o n e d  e n v i r o n m e n t .

I n t e r n e t  e d u c a t io n  s h o u ld  p e rh a p s  b e  m o r e  r e a l i s t i c  a n d  le s s  e u p h e m is t ic .  

C o n s t a n t ly  t e l l i n g  c h i l d r e n  a n d  y o u n g  p e o p le  t o  c lo s e  a n y  s i t e  w h i c h  m a k e s  t h e m  

u n c o m f o r t a b le  m a y  n o t  b e  e n o u g h  t o  p r e p a r e  t h e m  f o r  t h e  c o n t e n t  t h e y  m a y  i n  fa c t  

se e . I t  m a y  b e  n e c e s s a r y  i n  o r d e r  to  e d u c a te  p r o p e r l y  t o  e x p la i n  d a n g e r s  m o r e
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f u l l y .  N a t u r a l l y ,  n o - o n e  w a n ts  t o  s c a re  c h i l d r e n  o r  y o u n g  p e o p le  o r  g i v e  t h e m  

e x a g g e r a te d  c o n c e r n s  o v e r  t h in g s  w h i c h  m a y  n e v e r  h a p p e n .  O n  t h e  o t h e r  h a n d ,  

s tu d ie s  s u g g e s t  t h a t  c h i l d r e n  a n d  y o u n g  p e o p le  w h o  u s e  t h e  in t e r n e t  a re  l i k e l y  a t  

o n e  t im e  o r  a n o th e r  t o  c o m e  a c ro s s  in t e r n e t  c o n t e n t  t h a t  w o r r ie s  o r  f r ig h t e n s

t h e m .44 I t  is  im p o r t a n t  a ls o  t h a t  a d u l t s  a re  t a u g h t  a p p r o p r ia te  r e s p o n s e s  t o  

c h i l d r e n ’ s c o n c e r n s .  A  s t u d y  i n  th e  U S  f o u n d  f o r  e x a m p le  t h a t  m a n y  c h i l d r e n  d id

n o t  r e p o r t  w o r r y i n g  c o n te n t  t h e y  c a m e  a c ro s s  o n  t h e  in t e r n e t  f o r  f e a r  t h a t  t h e y  

w o u ld  g e t  i n t o  t r o u b le ,  o r  h a v e  t h e i r  i n t e r n e t  u s e  r e s t r i c t e d . 45

I t  is  im p o r t a n t  a ls o  th a t  e d u c a t io n  o c c u r s  n o t  j u s t  i n  a n  i n d u s t r y  s e t t in g ,  b u t  i n  a n  

e d u c a t io n a l  s e t t in g .  A l t h o u g h  th e  in t e r n e t  in d u s t r y  C o d e  o f  P r a c t ic e  r e q u i r e s  IS P s  

to  p r o v id e  o r  l i n k  to  in t e r n e t  s a f e t y  i n f o r m a t i o n ,  a n d  t o  m a k e  a v a i la b le  i n t e r n e t  

f i l t e r s  o r  f i l t e r e d  s e r v ic e s ,  th e  in d u s t r y  c o u ld  n o t  r e a l l y  b e  s a id  t o  p r o v id e  

e d u c a t io n .  T h e  in d u s t r y  is  p r o b a b ly  n o t  t h e  b e s t  g r o u p  a n y h o w  t o  b e  c a r r y in g  o u t  

e d u c a t io n a l  f u n c t io n s .  I t  w o u ld  b e  f a r  b e t t e r  t o  u s e  e d u c a to r s ,  w i t h  e x p e r t is e  i n  

e d u c a t io n ,  a n d  w i t h  a n  u n d e r s t a n d in g  o f  a g e  a p p r o p r ia te  t e a c h in g  m e t h o d s  a n d  

c u r r ic u la .  T h is  is  th e  s a m e  w h e t h e r  d is c u s s in g  e d u c a t io n  o f  c h i l d r e n  o r  a d u l t s ,  as  

s im p ly  p r o v i d i n g  in f o r m a t i o n  is  o f t e n  n o t  s u f f i c i e n t  t o  e q u ip  p e o p le  w i t h  th e  s k i l l s

th e y  n e e d .

P r o t e c t in g  c h i l d r e n  f r o m  e x p o s u r e  t o  u n s u i t a b le  in t e r n e t  c o n t e n t  is  a  d i f f i c u l t  t a s k  

y e t  o n e  w o r t h  a t t e m p t in g .  H o w e v e r ,  w i t h o u t  o p e r a t in g  a  t i g h t l y  r e s t r i c t e d  in t e r n e t ,  

p r o t e c t io n  f r o m  e x p o s u r e  c a n  b e  m in im is e d  b u t  n o t  a v o id e d .  I t  is  im p o r t a n t  

t h e r e fo r e  t h a t  a c t io n  is  t a k e n  t o  h e lp  a d u l t s  t o  u n d e r s ta n d  th e  b e s t  w a y  t o  p r o t e c t  

c h i ld r e n ,  t o  h e lp  c h i l d r e n  u n d e r s ta n d  t h e  b e s t  w a y s  t o  p r o t e c t  t h e m s e lv e s ,  a n d  t o  

p r o v id e  a s s is ta n c e  f o r  th o s e  w h o  a re  e x p o s e d  t o  u n s u i t a b le  i n t e r n e t  c o n t e n t .  W h i l e

d e ta i l  o f  th e  la t t e r  is  b e y o n d  t h e  s c o p e  o f  t h is  p a p e r ,  i n t e r e s t in g  s u g g e s t io n s  h a v e  

b e e n  m a d e  f o r  e x a m p le  b y  th e  A u s t r a l i a  I n s t i t u t e ,  w h ic h  a d v o c a te s  p o r n o g r a p h y

44 See for exam p le A isb ett K, T he Internet at H o m e, A  report on  internet u se  in  the h o m e (2 0 0 1 )  
(In tem et@ H om e) < h ttp ://w w w .a b a .g o v .a u /in tem et/resea rch /h o m e>  at 2 4  June 2 0 0 4 .
and see  C liv e  H am ilton  & M ich a el F lood , A ustralia  Institute, Youth a n d  P o rn o g ra p h y  in 
A u stra lia ; E v id e n c e  on the ex ten t o f  e x p o su re  a n d  lik e ly  e ffec ts  (Feb  2 0 0 3 ).
45 W ired N e w s  S co u ts  su rv e y  n e t h arassm en t. (1 4  February 2 0 0 2 )  
< h ttp ://w w w .w ired .eom /n ew s/cu ltu re/Q , 1 2 8 4 ,5 0 4 1 3 ,0 0 .h tm l>  at 1 A u g u st 2 0 0 4 .
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e d u c a t io n  f o r  h ig h  s c h o o l  s tu d e n ts .46 T h e  a im  o f  s u c h  e d u c a t io n  w o u ld  b e  to  h e lp  

c h i ld r e n  a n d  y o u n g  p e o p le  u n d e r s ta n d  a n d  to  d e a l  w i t h  p o r n o g r a p h ic  m a t e r ia l  t h e y  

m a y  b e  e x p o s e d  to  o n  th e  in te r n e t .  W h i le  th e  A u s t r a l i a  I n s t i t u t e ’ s s u g g e s t io n  is  

n a r r o w ly  f r a m e d  t o  d e a l  w i t h  p o r n o g r a p h y ,  y o u n g  p e o p le  e q u a l l y  r e q u i r e  

e d u c a t io n  a b o u t ,  f o r  e x a m p le ,  v io le n c e ,  r a c i s m  a n d  f i n a n c ia l  s c a m s  l i k e l y  to  b e  

e n c o u n te r e d  o n  th e  in t e r n e t .  A n y o n e  lo o k in g  i n t o  t h e  p o s s ib i l i t i e s  o f  p o r n o g r a p h y  

e d u c a t io n  w o u ld  d o  w e l l  t o  b r o a d e n  th e  s c o p e  o f  s u c h  a n  e n q u i r y .

8. Classification.

T h e r e  h a s  n e v e r  b e e n  a n  e x p la n a t io n  as t o  w h y  in t e r n e t  c o n t e n t  m u s t  b e  c la s s i f ie d  

as f i l m .  T h is  r e q u i r e m e n t  s h o u ld  b e  c h a n g e d  s o  t h a t  i n t e r n e t  c o n t e n t  is  c la s s i f ie d  

in  th e  s a m e  w a y  as i t s  m o s t  a n a lo g o u s  o f f l i n e  c o u n te r p a r t .  W h i l e  t h e r e  h a v e  b e e n  

d is c u s s io n s  o f  w h e t h e r  a  n e w  c la s s i f i c a t io n  s c h e m e  f o r  ‘ o n l i n e  c o n t e n t ’ is  n e e d e d ,  

s im p ly  u s in g  th e  c lo s e s t  o f f l i n e  a n a lo g y  f o r  th e  s p e c i f i c  c o n t e n t  i n  q u e s t io n  is  

lo g ic a l ,  e a s y ,  a n d  f i t s  w i t h  g o v e r n m e n t  p r o m is e s  o f  c o m m e n s u r a t e  r e s t r i c t io n s .

B .  Conclusion.

A l l  o f  th e  a b o v e  w o u ld  g o  s o m e  w a y  t o w a r d  im p r o v i n g  t h e  A u s t r a l i a n  s c h e m e  f o r  

in t e r n e t  c o n t e n t  c o n t r o l .  H a p p i l y ,  m o s t  o f  th e s e  s u g g e s t io n s  c o u ld  a ls o  b e  

a c h ie v e d  t h r o u g h  t i n k e r i n g ;  c o n t in u i n g  t h e  p r e s e n t  s c h e m e  b u t  m a k i n g  c h a n g e s  

h e re  a n d  th e r e .  T h is  is  t h e  t y p e  o f  c h a n g e  m o s t  l i k e l y  t o  a p p e a l t o  a  G o v e r n m e n t  

w h ic h  h a s  r e p e a t e d ly  a s s e r te d  t h a t  i t s  s c h e m e  is  s u c c e s s fu l ,  e v e n  i n  t h e  fa c e  o f  

c le a r  f a i l u r e  t o  a c h ie v e  i t s  a im s .  A n  a l t e r n a t iv e  g o v e r n m e n t  is  a ls o  u n l i k e l y  to  

d is m a n t le  t h e  c u r r e n t  s c h e m e .  W h i l e  th e  A L P  c o m m o n ly  c r i t i c i z e s  t h e  s c h e m e ,47

46 C live  H am ilton  &  M ich a el F lood , A ustralia Institute, R e g u la tin g  Youth A c c e ss  to  P o rn o g ra p h y  
(M arch 2 0 0 3 )  11-15.
47 S ee for exam p le Senator K ate Lundy. ‘Internet R eg u la tio n  in A ustralia  -  an O p p osition  
P ersp ectiv e .’ (S p eech  m ade at N etA lert C onferen ce, Canberra, 4  D ecem b er  2 0 0 2 );  and Senator  
Kate L undy ‘T he B ro a d c a s tin g  S e rv ice s  A m en d m en t (O n lin e  S e rv ic e s )  A c t  is larg ely  sy m b o lic  and, 
1 think, a lazy  attem pt to m islead  A ustralians into b e lie v in g  that the co a lit io n  a ctu a lly  cared about 
and had m et the o b jective  o f  h elp in g  protect A ustralian  c itizen s , e sp e c ia lly  ch ildren , from  illeg a l 
and h ig h ly  o ffe n s iv e  m ateria l.’ ‘Internet C ontent -  parent ed u cation  is the k e y .’ ( Cth  Senate  
A djournm ent S p eech  19 M arch 2 0 0 4 ).
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e m p h a s iz in g  r a th e r  th e  b e n e f i t s  o f  c o m m u n i t y  e d u c a t io n  a n d  u s e r  e m p o w e r m e n t ,  

th e  S h a d o w  M i n i s t e r  f o r  C o m m u n ic a t io n s  h a s  n o t  s u g g e s te d  u n w in d in g  th e  

s c h e m e  o r  r e p e a l in g  t h e  Online Services Act* 49 T h u s  s u g g e s t io n s  a im e d  a t

im p r o v in g  th e  c u r r e n t  s c h e m e ,  r a t h e r  t h a n  o v e r h a u l in g  o r  r e p e a l in g  i t ,  a re  m o r e  

l i k e l y  to  in f l u e n c e  a n y  f u t u r e  g o v e r n m e n t  a c t io n  i n  t h is  s p h e re .

48

Senator K ate Lundy, ‘Internet C ontent -  parent ed u cation  is  the k e y .’ (Cth S en ate A djournm ent
S peech  19 M arch 2 0 0 4 ) and Senator K ate L undy, Internet User Education the key to protection 
from unwanted porn. M ed ia  release (3 M arch 2 0 0 4 ).
49 A t the tim e o f  w riting the A L P  has not yet re leased  its relevant p o lic y  for the forth com in g  
election .
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C H A P T E R  S I X T E E N :  C O N C L U S I O N

T h e  in t e r n e t  h a d  b e e n  a c c e s s ib le  f o r  a  n u m b e r  o f  y e a r s  b e f o r e  t h e  f e d e r a l  

G o v e r n m e n t  in t r o d u c e d  le g is la t i o n  a im e d  a t  c o n t r o l l i n g  i t s  c o n t e n t .  H o w e v e r ,  

w h i le  th e  in t e r n e t  h a d  e x is t e d  e a r l i e r ,  i t s  t a k e - u p  h a d  b e e n  c o n f in e d  p r i m a r i l y  t o  

r e s e a rc h ,  e d u c a t io n a l ,  a n d  b u s in e s s  u s e . B y  th e  la te  1 9 9 0 ’ s t h e  u s e  o f  t h e  in t e r n e t  

w a s  in c r e a s in g  e x p o n e n t ia l l y ,  n o t  o n l y  i n  t h e  a m o u n t  o f  t r a f f i c  t h e  n e t  w a s  

g e n e r a t in g ,  b u t  i n  th e  n u m b e r  o f  p e o p le  w h o  u s e d  i t ,  t h e  b r e a d t h  o f  b a c k g r o u n d  o f  

th o s e  u s e rs ,  a n d  th e  e a s e  o f  a c c e s s ib i l i t y  f r o m  h o m e s ,  l ib r a r ie s ,  s c h o o ls ,  in t e r n e t  

c a fe s  e tc .  T h e  in t e r n e t  h a d ,  v e r y  s u d d e n ly ,  b e c o m e  h u g e l y  m a in s t r e a m .  I t  w a s  i n  

th e s e  c i r c u m s ta n c e s  t h a t  th e  G o v e r n m e n t  a c te d  t o  r e g u la t e  in t e r n e t  c o n te n t .

D u r in g  th e  d r a f t i n g  a n d  e n a c tm e n t  o f  th e  Online Services Act t h e r e  w e r e

p r e d ic t io n s  o f  s e v e re  l i m i t s  o n  f r e e d o m  o f  s p e e c h ,  o f  r e q u i r e m e n t s  f o r  e x p e n s iv e  

in d u s t r y  a c t io n  a n d  in t e r v e n t io n ,  o f  r e s u l t in g  s lo w  a n d  i n e f f i c i e n t  i n t e r n e t  s e r v ic e s ,  

a n d  a  s t i f l i n g  o f  in d u s t r y  g r o w t h  a n d  d e v e lo p m e n t .  O n  t h e  o t h e r  h a n d  t h e r e  w e r e  

p r o m is e s  t h a t  c h i l d  in t e r n e t  u s e rs  w o u ld  b e  p r o t e c t e d  f r o m  i n a p p r o p r ia t e  m a t e r ia l ,  

t h a t  a c c e s s  t o  i l l e g a l  c o n t e n t  w o u ld  b e  r e s t r ic t e d ,  t h a t  c o m m u n i t y  e d u c a t io n  w o u ld  

b e  p r o v id e d  f o r  in t e r n e t  u s e rs ,  a n d  t h a t  a  u n i f o r m  n a t io n a l  s c h e m e  t o  d e a l  w i t h  

p r o d u c e r s ,  d i s t r i b u t o r s  a n d  u s e rs  o f  i l l e g a l  a n d /o r  h a r m f u l  i n t e r n e t  c o n t e n t  w o u ld  

e n s u e .

I t  is  n o w  c le a r  t h a t  th e  A u s t r a l i a n  r e g im e  f o r  in t e r n e t  c o n t e n t  c o n t r o l  h a s  n o t  

b r o u g h t  a b o u t  th e  fe a r e d ,  o r  p r o m is e d ,  c h a n g e s .  I t  d o e s  n o t  r e s t r i c t  a c c e s s  t o  

in t e r n e t  c o n t e n t  l i k e l y  t o  c a u s e  o f f e n c e  t o  a d u l t s ,  a n d  d o e s  n o t  p r o t e c t  c h i l d r e n  

f r o m  e x p o s u r e  t o  u n s u i t a b le  c o n t e n t . 1 I t  p r o v id e s  a  m e a n s  f o r  a d d r e s s in g  

c o m p la in t s  a b o u t  i n t e r n e t  c o n t e n t  b u t  d o e s  n o t  d e a l  w i t h  t h e  c o n t e n t  c o m p la in e d

o f  i n  a n y  s u b s t a n t iv e  w a y . 2 F u r t h e r m o r e ,  th e  A u s t r a l i a n  r e g im e  h a s  f a i l e d  t o

p r o v id e  a n  e f f e c t i v e  c o m m u n i t y  e d u c a t io n  s c h e m e  w h i c h  c o u ld  a s s is t  i n t e r n e t

1 S ee above Chapter T w elve: S ta tistics and percep tions and C hapter Thirteen: T h e stated  aim s -  
have they  b een  ach ieved ?
“ S ee above Chapter N ine: C om pla in ts reg im e and C hapter T hirteen: T h e stated  a im s -  h ave they
been ach ieved ?
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u s e rs  c o n t r o l  c o n t e n t  f o r  t h e m s e lv e s ,3 a n d  h a s  f a i l e d  t o  c r e a te  a  u n i f i e d  n a t io n a l  

s c h e m e  w h ic h  w o u ld  e n s u re  t h a t  in t e r n e t  c o n t e n t  p r o v id e r s ,  h o s ts ,  a n d  u s e rs  w e r e  

t r e a te d  i n  th e  s a m e  m a n n e r  e v e r y w h e r e  i n  A u s t r a l i a . 4 A s  s u c h ,  t h e  s c h e m e  c o u ld  

b e  s a id  t o  h a v e  f a i le d .

O n  th e  o t h e r  h a n d ,  th e  r e g im e  in t r o d u c e d  f o r  o n l i n e  s e r v ic e s  h a s  a ls o  n o t  h a d  th e  

n e g a t iv e  c o n s e q u e n c e s  e n v is a g e d  p r i o r  t o  i t s  e n a c tm e n t .  T h e r e  is  n o  e v id e n c e  t h a t  

i t  h a s  s t i f l e d  f r e e d o m  o f  s p e e c h ;  th o s e  c o n c e r n e d  a b o u t  s p e e c h  p r o h ib i t i o n s  a re  

l i k e l y  s im p l y  t o  h o s t  t h e i r  c o n t e n t  o u t s id e  A u s t r a l i a . 5 F u r t h e r ,  t h e r e  is  n o  e v id e n c e  

th a t  i n d u s t r y  d e v e lo p m e n t  h a s  b e e n  s t i f l e d  b y  t h e  in t e r n e t  c o n t e n t  c o n t r o l  r e g im e .  

T h e  p r o p o r t i o n  o f  A u s t r a l i a n s  u s in g  th e  in t e r n e t  c o n t in u e s  t o  g r o w , 6 t h e  n u m b e r  o f  

a c c e s s  l in e s  c o n t in u e s  t o  in c r e a s e ,7 a n d  th e  a m o u n t  o f  d a ta  d o w n lo a d e d  is  s t i l l  

e x p a n d in g . 8 T h e  r e g im e  a p p e a rs  in  f a c t  t o  h a v e  h a d  l i t t l e  r e a l  e f f e c t ,  p o s i t i v e  o r  

n e g a t iv e .

D e s p i t e  t h is ,  a n d  d e s p i te  a l le g a t io n s  o f  c y n ic i s m ,  a n d  o f  t h e  u s e  o f  m e r e l y  

s y m b o l i c  p o l i t i c s , 9 t h e r e  is  n o t h in g  t o  s u g g e s t  t h a t  p r o p o n e n t s  o f  t h e  Online 

Sendees Act r e a l l y  d i d  n o t  in t e n d  i t  t o  a c h ie v e  i t s  g o a ls .  I t s  g o a ls  f i t t e d  w e l l ,

g e n e r a l ly ,  w i t h  lo n g  t e n n  p o l i c y  o f  b o t h  L a b o r  a n d  L ib e r a l  G o v e r n m e n t s  

r e g a r d in g  c e n s o r s h ip  a n d  c la s s i f i c a t io n ,  a n d  i f  e f f e c t i v e ,  w o u l d  h a v e  b r o u g h t  

in t e r n e t  c o n t e n t  m o r e  in t o  l i n e  w i t h  th e  c o n t r o l  o f  c o n t e n t  i n  o t h e r  m e d ia . 10 

H o w e v e r ,  i t s  g o a ls  h a v e  p r o v e n  t o  b e  u n a c h ie v a b le  b y  t h e  m e t h o d s  c h o s e n .

See above Chapter E leven: C om m u nity  education  and C hapter T w elv e: S ta tistics and  
perceptions.
4 See above chapter 10: State and Territory leg is la tiv e  p rov ision s.
5 S ee above C hapter N ine: C om p la in ts regim e and C hapter T w elv e: S ta tistics  and p ercep tions.
6 N ua Internet -  h o w  m any on lin e?  5 .5  m illion , or 30 .5%  o f  A ustra lians w ere o n lin e  at M a y  1999, 
10.63 m illion , or 54 .38%  w ere o n lin e at February 2 0 0 2 , N u a  data draw n from  N e ilso n  N etR atin gs  
and A ustralian  B ureau o f  statistics, h ttp ://w w w .n u a .co m /su rv ey s/h o w  m an y  on lin e /a sia .h tm l at 8 
A ugu st 2 0 0 4 .
7 A ustralian  Bureau o f  S tatistics, Internet Activity Summary, Australia, 8 1 5 3 .0  D ata  to M arch
2004.
* Ibid.
9 S ee above C hapter One: Introduction  and Chapter Seven: P a ssa g e  and p ro v is io n s  o f  the Online
Services Act.
10 S ee ab ove C hapter Five: C en sorsh ip  and freedom  o f  sp eech .
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T h u s  in  te r m s  o f  in t e r n e t  c o n te n t  r e g u la t io n  A u s t r a l i a  c o u ld  n o t  b e  s e e n  as  a  w o r l d

le a d e r .  A s  t h is  th e s is  h a s  d is c u s s e d ,  n o  o t h e r  c o u n t r y  h a s  f o l l o w e d  A u s t r a l i a ’ s 

le a d ,  a n d  e v e n  w i t h i n  A u s t r a l i a  t h e  Online Services Act h a s  b e e n  q u i t e  in e f f e c t i v e .

T h e  A u s t r a l i a n  s c h e m e  c o u ld  c e r t a i n l y  n o t  b e  h e ld  u p  as  a  m o d e l  t o  w h i c h  o th e r s  

s h o u ld  a s p ire .

B u t  is  A u s t r a l i a  th e  v i l l a g e  i d i o t  o f  t h e  in t e r n e t  w o r ld ?  I n  i n t r o d u c in g  t h e  Online 

Services Act t h e  G o v e r n m e n t  c e r t a i n l y  a c te d  h a s t i l y ,  i n t r o d u c e d  l e g i s l a t i o n  w i t h

u n a c h ie v a b le  a im s ,  a n d  p u t  i t s e l f  i n  a  p o s i t i o n  o f  g r e a t  c o n f l i c t  w i t h  t h e  in t e r n e t  

in d u s t r y ,  c i v i l  l ib e r t a r ia n s ,  a n d  m a n y  in t e r n e t  u s e rs .  O n  t h e  o t h e r  h a n d ,  i t  d i d  t r y  to  

in t r o d u c e  a  r e g im e  w h i c h  w o u ld  a l l a y  c o n c e r n s  a b o u t  th e  a v a i l a b i l i t y  o f  i l l e g a l  

a n d  in a p p r o p r ia t e  c o n te n t .  U n f o r t u n a t e l y ,  w h a t  th e  G o v e r n m e n t  p r o m is e d  i t  c o u ld  

n o t  d e l iv e r .  W h i l e  th e  G o v e r n m e n t  t r ie d  t o  p u s h  th e  in t e r n e t  i n d u s t r y  t o  d e l i v e r ,  

th e  in d u s t r y  c o u ld  n o t  h a v e  d o n e  t h a t  w i t h o u t  u n d u e  f i n a n c ia l  a n d  a d m in is t r a t i v e  

b u r d e n s ,  a n d  p o s s ib l y  a ls o  c o n s id e r a b le  in f r i n g e m e n t  o n  f r e e d o m  o f  s p e e c h  o n  th e  

in te r n e t .

A u s t r a l ia  m a y  n o t  b e  q u i t e  s u c h  a n  i d i o t  h o w e v e r .  B y  e n a c t in g  th e  Online Services 

Act th e  G o v e r n m e n t  b o u g h t  t im e  f o r  th e  in t e r n e t  i n  A u s t r a l i a  t o  g r o w  a n d  d e v e lo p

w i t h  l i t t l e  r e s t r i c t i o n ,  a n d  t o  b e c o m e  m o r e  w i d e l y  u s e d  a n d  t h u s  w e l l  e n t r e n c h e d  

w i t h i n  t h e  A u s t r a l i a n  c o m m u n i t y .  I t  c r e a te d  t im e  a n d  s p a c e  t o  w o r k  o u t  w h a t  

r e a l l y  is  a n d  is  n o t  a c h ie v a b le ,  a n d  w h a t  is  a n d  is  n o t  d e s i r a b le ,  i n  a t t e m p t in g  t o  

c o n t r o l  a n d  a l l a y  c o n c e r n s  r e g a r d in g  in t e r n e t  c o n t e n t  i n  A u s t r a l i a .  I f  t h a t  t im e  a n d  

s p a c e  w e r e  t o  b e  u s e d  g e n u in e ly  t o  e v a lu a te  n o t  o n l y  th e  c u r r e n t  s c h e m e ,  b u t  t o  

in v e s t ig a te  m o r e  b r o a d ly  A u s t r a l i a n s ’ r e a l  n e e d s  i n  t e r m s  o f  i n t e r n e t  c o n t e n t  

c o n t r o l ,  t h e  Online Services Act c o u ld  b e  s a id  t o  h a v e  a c h ie v e d  s o m e t h in g

w o r t h w h i l e .

U n f o r t u n a t e l y  h o w e v e r ,  t h e r e  is  n o  in d ic a t io n  t h a t  t h i s  w i l l  o c c u r .  T h e  c u r r e n t  

r e g im e  f o r  in t e r n e t  c o n te n t  c o n t r o l  a p p e a rs  e n t r e n c h e d ,  a n d  d is c u s s io n  o f  t h e  

s c h e m e  a n d  i t s  a l t e r n a t iv e s  is  n o w  u n c o m m o n .  O n l y  f o u r  s i x - m o n t h l y  r e p o r t s  o n  

th e  s c h e m e  h a v e  b e e n  is s u e d  in  f o u r  a n d  a  h a l f  y e a r s ,  w h e r e a s  n in e  w o u l d  h a v e  

b e e n  e x p e c te d .  A  R e v ie w  r e q u i r e d  w i t h i n  t h r e e  y e a r s  o f  t h e  Act’s o p e r a t io n  w a s
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n o t  p r o d u c e d  u n t i l  n e a r l y  f o u r  a n d  a  h a l f  y e a rs  h a d  e la p s e d .  T h e  R e v ie w  s u p p o r te d  

th e  s c h e m e  g e n e r a l ly ,  s u g g e s t in g  m in o r  c h a n g e s  o n ly .  T h e  m a j o r  i n d u s t r y  p la y e r s  

s u p p o r t  t h e  c u r r e n t  s c h e m e ,  a n d  n e i t h e r  th e  G o v e r n m e n t  n o r  th e  O p p o s i t i o n  h a v e  

s ig n a le d  a n y  in t e n t i o n  t o  c h a n g e  i t .  T h e  R e v ie w  R e p o r t  h a s  n o t  b e e n  m e n t io n e d  

in  P a r l ia m e n t ,  d e s p i te  h a v in g  b e e n  t a b le d  t h r e e  m o n t h s  a g o .  I t  a p p e a r s  t h a t  

in t e r n e t  c o n t e n t  c o n t r o l  h a s  s im p l y  f a l l e n  b e lo w  th e  r a d a r  o f  b o t h  t h e  G o v e r n m e n t  

a n d  th e  O p p o s i t i o n  f o r  n o w .

C o n s e q u e n t ly ,  i t  is  u n l i k e l y  t h a t  a n y  s i g n i f i c a n t  c h a n g e  t o  t h e  s c h e m e  w i l l  o c c u r  i n

th e  n e a r  f u tu r e .  W i t h  th e  c u r r e n t  s c h e m e  in  p la c e  A u s t r a l i a  w i l l  n e v e r  b e c o m e  

w o r l d  le a d e r  i n  t h is  a re a ,  b u t  i f  i t  f a i l s  t o  d o  w h a t  i t  c a n  t o  im p r o v e  t h e  s c h e m e ,  as 

i t  lo o k s  l i k e l y  to  d o ,  i t  m a y  w e l l  s o o n  d e s e r v e  v i l l a g e  i d i o t  s ta tu s .
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P O S T  S C R IP T

T h e  A u s t r a l i a  I n s t i t u t e  h a s  r e c e n t ly  ‘ d e c la r e d ’ t h a t  t h e r e  is  n o  t e c h n i c a l  b a r r ie r  t o  

f i l t e r i n g  p o r n o g r a p h y  f r o m  th e  in t e r n e t  i n  A u s t r a l i a . 1 I t  b a s e s  i t s  c la im s  u p o n  th e  

R e p o r t  o f  t h e  R e v ie w  o f  th e  Online Services Act, t a b le d  i n  t h e  F e d e r a l  P a r l ia m e n t

in  M a y  2 0 0 4 . 2 3 A p p a r e n t l y  t h e  A u s t r a l i a n  L a b o r  P a r t y  ( A L P )  h a s  s h o w n  ‘ s t r o n g  

in t e r e s t ’ i n  a t t e m p t in g  t o  b l o c k  p o r n o g r a p h y  o n  th e  in t e r n e t  n o w  t h a t  i t  is  

t e c h n i c a l l y  fe a s ib le .

In  f a c t  t h e  R e v ie w  R e p o r t  d o e s  s ta te  t h a t  u p s t r e a m  in d e x  f i l t e r i n g  is  p o s s ib le ,  a n d  

w o u ld  n o t  c a u s e  s ig n i f i c a n t  t im e  d e la y s  o r  n e t w o r k  d e g r a d a t io n . 4 H o w e v e r ,  i t  d o e s  

n o t  r e c o m m e n d  u p s t r e a m  f i l t e r i n g , 5 n o t in g  t h a t  th e  t a s k  o f  c o m p i l i n g  a n  i n d e x  o f  

s ite s  f o r  u p s t r e a m  f i l t e r i n g  r e m a in s  p r o b le m a t ic , 6 a n d  t h a t  t h e  c o s ts  o f  t h e  u s e  o f  

s u c h  f i l t e r i n g  c o u ld  n o t  b e  j u s t i f i e d .

I l  is  w o r t h  n o t in g  t h a t  S e n a to r  L u n d y ,  th e  A L P ’ s S h a d o w  M i n i s t e r  f o r  

C o m m u n ic a t io n s ,  I n f o r m a t i o n  T e c h n o lo g y  a n d  th e  A r t s ,  w h o  is  f a m i l i a r  w i t h  th e  

c o n te n t  c o n t r o l  r e g im e ,  d o e s  n o t  f a v o u r  a  r e q u i r e m e n t  o f  u p s t r e a m  f i l t e r i n g .  I t  is  

l i k e l y  t h a t  o t h e r  A L P  p o l i t i c i a n s  c u r r e n t l y  e x p r e s s in g  a n  ‘ i n t e r e s t ’ i n  b l o c k i n g  

in t e r n e t  p o r n o g r a p h y  m ig h t  a ls o  b e  le s s  in te r e s te d  o n c e  t h e y  k n o w  w h a t  i t  e n t a i ls ,  

a n d  t h a t  i t  is  n o t  as  s im p le  as t h e  A u s t r a l i a  I n s t i t u t e  h a s  s u g g e s te d .  I t  w i l l  b e  

in t e r e s t in g  to  s e e  w h a t  th e  A L P  in c lu d e s  in  i t s  2 0 0 4  e le c t io n  p o l i c y  s ta te m e n ts .

1 Australia Institute ‘No te c h n o lo g ic a l b a rr ie rs  to ISP s f i l te r in g  p o rn . ’ P ress R e lea se  (23  A u gu st
2004).
~ D C IT A  R e v ie w  o f  the o p era tio n  o f  S ch edu le  5 to the B ro a d c a s tin g  S e rv ic e s  A c t 199 2 ; R e p o r t  
(M ay 2 0 0 4 )
3 E m m a-K ate S ym on s, ‘Labor b id  to b lock  net p o m ,’ The A u stra lia n , IT  S ectio n , (1 6  A u gu st  
2 004).
4 Ibid 17.
5 D C IT A , ab o v e  n 2, 23.
6 Ibid. N o te  a lso  d iscu ssio n  o f  this ab ove, Chapter 3: M ethods o f  internet co n ten t control.

237



SELECTED BIBLIOGRAPHY

B O O K S  A N D  A R T I C L E S

A b b a t e  J , Inventing the Internet ( L o n d o n :  M I T  P re s s ,  1 9 9 9 )

A ls t o n  S e n a to r  R ,  ‘ T h e  G o v e r n m e n t ’ s R e g u la t o r y  F r a m e w o r k  f o r  I n t e r n e t  

C o n t e n t ’ , ( M a r c h  2 0 0 0 )  6 ( 1 )  UNSWLJForum, {Internet Content Control) 4 .

A r a s a r a tn a m  N ,  ‘ B r a v e  N e w  ( O n l i n e )  W o r l d . ’ ( M a r c h  2 0 0 0 )  6 ( 1 )  UNSWLJ 
Forum, {Internet Content Control) 1 0 .

A r c i o n i  E ,  ‘ P o l i t i c s ,  P o l ic e  a n d  P r o p o r t i o n a l i t y ,  A n  O p p o r t u n i t y  t o  E x p lo r e  th e  

L a n g e  T e s t :  C o le m a n  v  P o w e r ’ ( 2 0 0 3 )  2 5  ( 3 )  Sydney Law Review 3 7 9 .

A y r e s  I  &  B r a i t h w a i t e  J , Responsive Regulation: Transcending the Deregulation 
Debate ( N e w  Y o r k :  O x f o r d  U n i v e r s i t y  P re s s ,  1 9 9 5 )

B a ld w in  R  &  C a v e  M ,  Understanding Regulation: Theory, Strategy and Practice 
( N e w  Y o r k :  O x f o r d  U n i v e r s i t y  P re s s ,  1 9 9 9 ) .

B e r n e r s - L e e  T ,  Weaving the Web ( N e w  Y o r k :  H a r p e r C o l l i n s ,  1 9 9 9 ) .

B o h o r q u e z ,  F A ,  ‘ T h e  P r ic e  o f  P IC S :  T h e  P r i v a t i z a t i o n  o f  I n t e r n e t  C e n s o r s h ip . ’

( 1 9 9 9 )  4 3  New York Law School Law Review 5 2 3 .

C a s im i r  J , A Boy and His Mouse: More Postcards from the Net ( S y d n e y :  A l l e n  &

U n w in ,  1 9 9 7 )

C h e n  P , ‘ P o r n o g r a p h y ,  P r o t e c t io n ,  P r e v a r ic a t io n :  T h e  P o l i t i c s  o f  I n t e r n e t  

C e n s o r s h ip , ’ ( M a r c h  2 0 0 0 )  6 ( 1 )  UNSWLJ Forum, {Internet Content Control) 1 8 .

C h e s te r m a n  M ,  Freedom of Speech in Australian Law, a Delicate Plant 
( A ld e r s h o t :  A s h g a te ,  2 0 0 0 ) .

C h in  G ,  ‘ T e c h n o lo g ic a l  C h a n g e  a n d  th e  A u s t r a l i a n  C o n s t i t u t i o n ’ ( 2 0 0 0 )  2 4  ( 3 )  

Melbourne University Law Review 6 0 9 .

C o le m a n  P , Obscenity, Blasphemy and Sedition; 100 Years of Censorship in 
Australia ( S y d n e y :  A n g u s  a n d  R o b e r t s o n  2 nd e d  1 9 7 4 ) .

C o r o n e o s  P , ‘ I n t e r n e t  C o n t e n t  C o n t r o l  i n  A u s t r a l i a :  A t t e m p t i n g  t h e  I m p o s s ib le ? ’ 

( M a r c h  2 0 0 0 )  6  ( 1 )  UNSWLJ Forum, Internet Content Control 2 8 .

C o r o n e o s  P , ‘ T h e  O p e r a t io n  o f  A u s t r a l i a ’ s I n t e r n e t  C o n t e n t  L e g i s l a t i o n . ’ ( 2 0 0 1 )  

1 01  Media International Australia 7 3 .

238



D u t t o n  G  &  H a r r i s  M  ( e d s ) ,  Australia’s Censorship Crisis ( M e lb o u r n e :  S u n

B o o k s ,  1 9 7 0 ) .

F i t z g e r a ld  B  &  F i t z g e r a ld  A ,  Cyberlaw: Cases and Materials on the Internet, 
Digital Intellectual Property and Electronic Commerce ( S y d n e y :  L e x i s - N e x i s

B u t t e r w o r t h s  2 0 0 2 ) .

G o m e z  J , Internet Politics; Surveillance and Intimidation in Singapore ( B a n g k o k :

T h in k  C e n t r e ,  2 0 0 2 ) .

G r a h a m  I ,  ‘ S h r o u d s  o f  S e c r e c y ;  T h e  O p e r a t io n  o f  t h e  O n l in e  s e r v ic e s  A c t . ’ ( 2 0 0 1 )  

101  Media International Australia 8 1 .

G r i f f i t h  G ,  Censorship: Law and Administration ( S y d n e y :  N e w  S o u t h  W a le s

P a r l ia m e n t a r y  L ib r a r y ,  1 9 9 3 ) .

H a f n e r  K  a n d  L y o n  M ,  Where Wizards Stay up Late: The Origins of the Internet 
( N e w  Y o r k :  S im o n  &  S c h u s te r ,  1 9 9 6 ) .

H a n d s le y  E  &  B ig g in s  B ,  ‘ T h e  S h e r i f f  R id e s  i n t o  T o w n :  A  D a y  o f  R e jo i c i n g  f o r  

I n n o c e n t  W e s t e r n e r s . ’ ( M a r c h  2 0 0 0 )  6 ( 1 )  UNSWLJForum, {Internet Content 
Control) 3 5 .

H a u b e n  M  &  H a u b e n  R ,  Netizens, On the History and Impact of Usenet and the 
Internet ( L o s  A la m i t o s :  I E E E  C o m p u t e r  S o c ie t y  P re s s ,  1 9 9 7 ) .

H e i t m a n  K ,  ‘ V a p o u r s  a n d  M i r r o r s ’ ( M a r c h  2 0 0 0 )  6 ( 1 )  UNSWLJ Forum, {Internet 
Content Control) 3 0 .

J o h n s o n  A ,  ‘ K e y  L e g a l  a n d  T e c h n ic a l  P r o b le m s  w i t h  t h e  B r o a d c a s t in g  S e r v ic e s  

A m e n d m e n t  ( O n l i n e  S e r v ic e s  B i l l ) ’ ( 1 9 9 9 )  ( u n p u b l i s h e d ) .

J o n e s  M ,  ‘ F r e e  S p e e c h  a n d  t h e  ‘ V i l l a g e  I d i o t . ”  ( M a r c h  2 0 0 0 )  6 ( 1 )  UNSWLJ 
Forum, {Internet Content Control) 4 3 .

K r o l  E ,  The Whole Internet: User’s Guide & Catalog ( U S A ,  O ’ R e i l l y  &

A s s o c ia te s ,  a c a d e m ic  e d  1 9 9 6 ) .

K r o l l  A ,  ‘ A n y  W h ic h  W a y  B u t  L o o s e :  N a t io n s  R e g u la t e  t h e  I n t e r n e t . ’ ( S u m m e r

1 9 9 6 )  4  Tulane Journal of Comparative and International Law 2 7 5 .

L e e  T ,  ‘ T h e  P o l i t i c s  o f  I n t e r n e t  P o l i c y  a n d  ( A u t o )  R e g u la t io n  i n  S in g a p o r e . ’

( 2 0 0 1 )  1 0 1  Media International Australia 3 3 .

L e e  T ,  ‘ I n t e r n e t  U s e  i n  S in g a p o r e :  P o l i t i c s  a n d  P o l i c y  I m p l i c a t i o n s . ’ ( 2 0 0 3 )  1 0 7  

Media International Australia 7 5 .

L e s s ig  L ,  ‘ R e a d in g  th e  C o n s t i t u t i o n  i n  C y b e r s p a c e . ’ ( 1 9 9 6 )  4 5 ( 3 )  Emory Law 
Journal 8 6 9 .

239



L e s s ig  L ,  Code and Other Laws of Cyberspace ( N e w  Y o r k :  B a s ic  B o o k s ,  1 9 9 9 )

L e s s ig  L  &  R e s n ic k  P , ‘ Z o n in g  S p e e c h  o n  t h e  I n t e r n e t :  A  L e g a l  a n d  T e c h n ic a l  

M o d e l ’ ( 1 9 9 9 )  9 8 ( 2 )  Michigan Law Review 3 9 5 .

M a r r  D ,  The High Price of Heaven ( S y d n e y :  A l l e n  &  U n w i n ,  1 9 9 9 ) .

O g u s  A  I ,  Regulation: Legal Form and Economic Theory ( O x f o r d  : C la r e n d o n

P re s s  ; N e w  Y o r k  : O x f o r d  U n i v e r s i t y  P re s s ,  1 9 9 4 ) .

P o s t  D  &  J o h n s o n  D ,  ‘ L a w  a n d  B o r d e r s  -  T h e  R is e  o f  L a w  i n  C y b e r s p a c e ’ ( 1 9 9 6 )  

4 8  Stanford Law Review 1 3 6 7 .

R e e d  K ,  ‘ F r o m  th e  G r e a t  F i r e w a l l  o f  C h in a  t o  t h e  B e r l i n  F i r e w a l l :  T h e  C o s t  o f  

C o n te n t  R e g u la t io n  o n  I n t e r n e t  C o m m e r c e . ’ ( F a l l  2 0 0 0 )  1 3  Transnational Lawyer 
4 5 1 .

R a n d a l l  N ,  The Soul of the Internet; Net Gods, Netizens, and the Wiring of the 
World ( B o s t o n :  I n t e r n a t io n a l  T h o m s o n  C o m p u t e r  P re s s ,  1 9 9 7 ) .

S c o t t  B ,  The Dawn of a New Dark Age -  Censorship and Amendments to the 
Broadcasting Services Act ( A p r i l  1 9 9 9 )  ( u n p u b l i s h e d ) .

S c o t t  B ,  ‘ S i l v e r  B u l le t s  a n d  G o ld e n  E g g e d  C h e e s e :  A  C o ld  L o o k  a t  I n t e r n e t  

C e n s o r s h ip ’ ( M a r c h  2 0 0 0 )  6 ( 1 )  UNSWLJForum, (Internet Content Control) 1 4 .

S m o l la  R ,  Free Speech in an Open Society ( N e w  Y o r k :  V in t a g e  B o o k s ,  1 9 9 2 ) .

W a lk e r  S , Media Law: Commentary and Materials ( S y d n e y :  L B C  I n f o r m a t i o n

S e r v ic e s ,  2 0 0 0 ) .

W i l c o x  M ,  An Australian Charter of Rights? ( S y d n e y :  L a w  B o o k  C o ,  1 9 9 3 ) .

T H E S E S

C h e n  P , Australia’s Online Censorship Regime: The Advocacy Coalition 
Framework and Governance Compared ( P h D  T h e s is ,  A N U ,  2 0 0 0 ) .

G l e f j e l l  S , Governing the Internet: Australian Regulation of Internet Content ( M A

T h e s is ,  U N S W ,  2 0 0 1 ) .

240



R E P O R T S  A N D  C O N S U L T A T I O N  P A P E R S

A is b e t t  K ,  The Internet at Home, A report on internet use in the home ( S y d n e y :

A B A ,  2 0 0 1 ) .

A u s t r a l ia n  B r o a d c a s t in g  A u t h o r i t y ,  Investigation into the Content of Online 
Services, Issues Paper ( S y d n e y :  A B A ,  1 9 9 5 ) .

A u s t r a l ia n  B r o a d c a s t in g  A u t h o r i t y ,  Investigation into the Content of Online 
Services, Report to the Minister for Communications & the Arts ( S y d n e y :  A B A ,

1 9 9 6 ) .

A u s t r a l ia n  B r o a d c a s t in g  A u t h o r i t y ,  The Internet and Some International 
Regulatory Issues Relating to Content: A Pilot Comparative Study Prepared for 
UNESCO ( S y d n e y :  A B A ,  1 9 9 7 ) .

A u s t r a l i a n  B r o a d c a s t in g  A u t h o r i t y ,  Annual Report 2001-2002 ( S y d n e y :  A B A ,

2002)

A u s t r a l i a n  B r o a d c a s t in g  A u t h o r i t y ,  Annual Report 2002-2003 ( S y d n e y :  A B A ,

2 0 0 3 ) .

A u s t r a l ia n  L a w  R e f o r m  C o m m is s io n ,  Censorship Procedure, R e p o r t  N o  5 5 ,

( C a n b e r r a :  A L R C ,  1 9 9 1 ) .

C o m p u t e r  B u l l e t i n  B o a r d  S y s te m s  T a s k  F o r c e ,  Regulation of Computer Bulletin 
Board Systems ( C a n b e r r a :  A G P S ,  1 9 9 5 ) .

D e p a r t m e n t  o f  C o m m u n ic a t io n s ,  I n f o r m a t io n  T e c h n o lo g y  a n d  t h e  A r t s ,  A review 
of the operation of Schedule 5 to the Broadcasting Services Act 1992, Issues 
Paper ( ( D C I T A ,  S e p te m b e r  2 0 0 2 ) .

D e p a r t m e n t  o f  C o m m u n ic a t io n s ,  I n f o r m a t io n  T e c h n o lo g y  a n d  t h e  A r t s ,  Report of 
the Review of the Operation of Schedule 5 to the Broadcasting Services Act 1992 
( C a n b e r r a :  D C I T A ,  M a y  2 0 0 4 ) .

E le c t r o n ic  F r o n t ie r s  A u s t r a l i a ,  Internet Censorship -  law and policy around the 
world. R e p o r t  c o m p i l e d  f o r  S t a n d in g  C o m m i t t e e  o n  S o c ia l  I s s u e s ,  N S W

P a r l ia m e n t  ( M a r c h  2 0 0 2 ) .

G r e e n f ie ld  P , M c R e a  P , R a n  S , Access Prevention Techniques for Internet 
Content Filtering ( C S I R O ,  D e c e m b e r  1 9 9 9 ) .

G r e e n f ie ld  P , R i c k w o o d  P , &  H u u  T ,  Effectiveness of Internet Software Filtering 
Products ( C S I R O ,  S e p t  2 0 0 1 ) .

H a m i l t o n  C  &  F lo o d  M ,  Regulating Youth Access to Pornography ( D is c u s s io n

P a p e r  5 3 ,  A u s t r a l i a  I n s t i t u t e ,  M a r c h  2 0 0 3 ) .  ( I n c lu d e s  s u m m a r y  o f  H a m i l t o n  C  &

241



F lo o d  M ,  Parents ’ Attitudes to Regulation of Internet Pornography ( A u s t r a l i a

I n s t i t u t e :  M a r c h  2 0 0 3 ) )

H a m i l t o n  C  &  F lo o d  M ,  Youth and Pornography in Australia; Evidence on the 
extent of exposure and likely effects ( D is c u s s io n  P a p e r  5 2 ,  A u s t r a l i a  I n s t i t u t e ,

F e b r u a r y  2 0 0 3 ) .

L in d s a y  D ,  U n i v e r s i t y  o f  M e lb o u r n e ,  C e n t r e  f o r  M e d ia ,  C o m m u n ic a t io n s  a n d  

I n f o r m a t io n  T e c h n o lo g y  L a w ,  Censoring the Internet: The Australian Approach 
to Regulating Internet Content. R e s e a r c h  P a p e r  N o  9  ( N o v  1 9 9 9 )

M c C r e a ,  S m a r t  &  A n d r e w s ,  Blocking Content on the Internet: A Technical 
Perspective ( C S I R O ,  J u n e  1 9 9 8 ) .

N e t A le r t  L im i t e d ,  Annual Reports 2001 /  2002 ( S e p t e m b e r  2 0 0 2 ) ,  2002/2003 
( S e p te m b e r  2 0 0 3 )  ( A v a i l a b le  a t  N e t  A l e r t  w e b s i t e ) .

O v u m ,  Internet Content Filtering: A Report to DCITA ( A v a i l a b l e  a t  D C I T A

w e b s i t e :  A p r i l  2 0 0 3 ) .

S e n a te  S e le c t  C o m m i t t e e  o n  C o m m u n i t y  S ta n d a r d s  R e le v a n t  t o  t h e  S u p p ly  o f

S e r v ic e s  U t i l i z i n g  E le c t r o n ic  T e c h n o lo g ie s ,  C t h ,  Report on Regulation of 
Computer On-Line Services P a r t  1 ( S e p t  1 9 9 5 ) ,  P a r t  2  ( N o v  1 9 9 5 ) ,  P a r t  3  ( J u n e

1 9 9 7 ) .

S e n a te  S e le c t  C o m m i t t e e  o n  I n f o r m a t i o n  T e c h n o lo g ie s ,  C t h ,  In the Public 
Interest: Monitoring Australia's Media ( A p r i l  2 0 0 0 ) .

Six Month Report on Co-Regulatory Scheme for Internet Content Regulation, 
January to June 2000 T a b le d  i n  S e n a te  b y  t h e  M i n i s t e r  f o r  C o m m u n ic a t io n s ,

T e c h n o lo g y  a n d  th e  A r t s  ( S e p t e m b e r  2 0 0 0 ) .

Six Month Report on Co-Regulatory Scheme for Internet Content Regulation, July 
to December 2000 T a b le d  i n  t h e  S e n a te  b y  t h e  M i n i s t e r  f o r  C o m m u n ic a t io n s ,

T e c h n o lo g y  a n d  t h e  A r t s  ( A p r i l  2 0 0 1 ) .

Six Month Report(s) on Co-Regulatory Scheme for Internet Content Regulation, 
January to June 2001 T a b le d  i n  S e n a te  b y  t h e  M i n i s t e r  f o r  C o m m u n ic a t io n s ,

T e c h n o lo g y  a n d  th e  A r t s  ( F e b r u a r y  2 0 0 2 )

Six Month Report on Co-Regulatory Scheme for Internet Content Regulation, July 
to December 2001 T a b le d  i n  S e n a te  b y  t h e  M i n i s t e r  f o r  C o m m u n ic a t io n s ,

T e c h n o lo g y  a n d  th e  A r t s  ( A u g u s t  2 0 0 2 ) .

S ta n d in g  C o m m i t t e e  o n  S o c ia l  I s s u e s ,  N S W  Safety Net? Inquiry into the 
Classification (Publications, Films and Computer Games) Enforcement 
Amendment Bill 2001. Final Report: On-line Matters ( S y d n e y :  N S W  P a r l ia m e n t ,

J u n e  2 0 0 2 ) .

242



INTERNET MATERIAL AND HOME PAGES

A u s t r a l ia n  B r o a d c a s t in g  A u t h o r i t y  ( A B A )

< h t t p : / / w w w . a b a . g o v . a u >  a t  2 4  A u g u s t  2 0 0 4 .

A A R n e t ,  A history of AARnet
< h t t p : / / w w w . a a m e t . e d u . a u / a b o u t / h i s t o r y . h t m l>  a t  2 7  A u g u s t  2 0 0 4 .

C e n s o r w a r e  P r o je c t ,  Cyber Patrol and Deja News, Censorwareproduct blocks an 
important research resource ( 1 9 9 8 )

< h t t p : / / c e n s o r w a r e . n e t / r e p o r t s / d e ja n e w s / >  a t  4  A u g u s t  2 0 0 4 .

C e n s o r w a r e  P r o je c t ,  Passing Porn, Banning the Bible 
< h t t p : / / c e n s o r w a r e . n e t / r e p o r t s / b e s s / >  a t  2 7  J u l y  2 0 0 4 .

C la r k e  R ,  Origins and Nature of the Internet in Australia ( 2 0 0 4 )  P r in c ip a l ,  X a m a x

C o n s u l t a n c y  P t y  L t d  C a n b e r r a

< h t t p : / / w w w . a n u . e d u . a u / p e o p l e / R o g e r . C la r k e / I I / O z I 0 4 . h t m l>  a t  1 6  J u n e  2 0 0 4 .

D e p a r t m e n t  o f  C o m m u n ic a t io n s ,  I n f o r m a t i o n  T e c h n o lo g y  a n d  t h e  A r t s  ( D C I T A )  

< h t t p : / / w w w . d c i t a . g o v . a u >  a t  2 7  A u g u s t  2 0 0 4

E le c t r o n ic  F r o n t ie r s  A u s t r a l i a  

< h t t p : / / w w w . e f a . o r g . a u >  a t  2 7  A u g u s t  2 0 0 4 .

E le c t r o n ic  F r o n t ie r s  A u s t r a l i a  Hoodwinking the Public: Australia’s Internet 
Censorship Regime ( N o v e m b e r  2 0 0 2 )

< h t t p : / / w w w . e f a . o r g . a u / P u b l i s h / b s a _ a n a ly s i s 2 0 0 2 . h t m l>  a t  2 5  J u n e  2 0 0 4 .

E le c t r o n ic  P r i v a c y  I n f o r m a t i o n  C e n t e r  ( E p ic )  

< h t t p : / / w w w . e p i c . o r g / r e p o r t s / f i l t e r _ r e p o r t . h t m l  >  a t  1 6  J u n e  2 0 0 4 .

G e t N e t W is e

< h t t p : / / w w w . g e t n e t w is e . o r g >  a t  2 0  J u n e  2 0 0 4 .

G r a h a m  I ,  Comments on IIA Approved Filters and CSIRO Filter Evaluation 
Report ( J a n  2 0 0 0 )

< h t t p : / / l i b e r t u s . n e t / l i b e r t y / r d o c s / a p p r f i l t e r s 0 0 0 1 . h t m l>  a t  2 7  J u l y  2 0 0 4 .

G r a h a m  I ,  The Net Labelling Delusion: Saviour or Devil? ’( u n d a t e d )

< h t t p : / / l i b e r t u s . n e t / l i b e r t y / l a b e l . h t m l>  a t  2 0  J u n e  2 0 0 4 .

H a s s e l t o n  B ,  Sites Blocked by Cyber Sentinel
< h t t p : / / p e a c e f i r e . o r g / c e n s o r w a r e / C y b e r _ S e n t in e l / c y b e r - s e n t in e l - b lo c k e d . h t m l>  a t  

2 0  J u n e  2 0 0 4 .

H a s e l t o n  B ,  SurfWatch error rate for first 1,000 .com domains ( 2 0 0 0 )

< h t t p : / / p e a c e f i r e . o r g / c e n s o r w a r e / S u r f W a t c h / f i r s t - 1 0 0 0 - c o m - d o m a in s . h t m l>  a t  2 0  

J u n e  2 0 0 4 .
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I n t e r n e t  C o n t e n t  R a t in g  A s s o c ia t io n  ( I C R A )

< h t t p : / / w w w . i c r a . o r g >  a t  2 4  A u g u s t  2 0 0 4 .

I n t e r n e t  H o t l i n e s  P r o v id e r s  o f  E u r o p e  ( I N H O P E )

< h t t p : / / w w w . i n h o p e . o r g / >  a t  2 1  J u n e  2 0 0 4 .

I n t e r n e t  I n d u s t r y  A s s o c ia t io n  ( I I A )

< h t t p : / / w w w . i i a . n e t . a u >  a t  2 4  A u g u s t  2 0 0 4 .

I n t e r n e t  I n d u s t r y  C o d e s  o f  P r a c t ic e  

< h t t p : / / w w w . i i a . n e t . a u / i n d e x 2 . h t m l>  a t  2 3  J u n e  2 0 0 4 .

I n t e m e t N Z

< h t t p : / / w w w . i n t e m e t n z . n e t . n z >  a t  3 0  J u n e  2 0 0 4 >

In t e r n e t  W a t c h  F o u n d a t io n  ( I W F )

< h t t p : / / w w w . i w f . o r g . u k >  a t  3 0  J u n e  2 0 0 4 .

J a n s s o n  E ,  &  S k a la  M ,  The Breaking of Cyber Patrol
< h t t p : / / w w w .s n a r k . f r e e s e r v e . c o . u k / c e n s o r w a r e / c p 4 b r e a k . h t m l>  a t  4  A u g u s t  2 0 0 4 .  

K r i s t u l a  D ,  The History of the Internet ( 1 9 9 7 )

< h t t p : / / w w w . d a v e s i t e . c o m / w e b s t a t io n / n e t - h i s t o r y . s h t m l>  a t  1 7  J u n e  2 0 0 4 .

L e in e r ,  C e r f ,  C la r k ,  K a h n ,  K le i n r o c k ,  L y n c h ,  P o s te l ,  R o b e r t s  &  W o l f f ,  A Brief 
Histoty of the Internet < h t t p : / / w w w . i s o c . o r g / i n t e m e t / h i s t o r y / b r i e f . s h t m l>  a t  2 6

J u ly  2 0 0 4

L e s s ig  L ,  Tyranny in the Infrastructure ( J u l y  1 9 9 7 )  W i r e d  N e w s .

< h t t p : / / w w w . w i r e d . e o m / w i r e d / 5 . 0 7 / c y b e r _ r i g h t s . h t m l>  a t  3  A u g u s t  2 0 0 4

M a n c h  K  a n d  W i l s o n  D ,  Objectionable Material on the Internet: Developments in
Enforcement ( 2 0 0 3 )

< h t t p : / / w w w .n e t s a f e . o r g . n z / d o w n lo a d s / c o n f e r e n c e / n e t s a f e p a p e r s _ m a n c h w i ls o n _ o

b je c t io n a b le . p d f  >  a t  1 J u l y  2 0 0 4 .

N a t io n a l  C e n t r e  f o r  M is s in g  a n d  E x p lo i t e d  C h i l d r e n  -  T h e  C y b e r  T i p l i n e

< h t t p : / / w w w . m is s in g k id s . c o m / c y b e r t i p / >  a t  2 1  J u n e  2 0 0 4 .

N e t A le r t

< h t t p : / / w w w . n e t a le r t . n e t . a u >  a t  2 4  A u g u s t  2 0 0 4 .

N e ts a fe ,  N Z  I n t e r n e t  S a f e t y  G r o u p

< h t t p : / / w w w . n e t s a f e . o r g . n z >  a t  1 A u g u s t  2 0 0 4 .

N u a  S u r v e y s ,  How Many Online?
( 2 0 0 2 ) < h t t p : / / w w w . n u a . c o m / s u r v e y s / h o w _ m a n y _ o n l in e / in d e x . h t m l>
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P la t f o r m  f o r  I n t e r n e t  C o n t e n t  S e le c t io n  ( P I C S )

< h t t p : / / w w w . w 3 . o r g / P I C S / >  a t  2 0  J u n e  2 0 0 4

S in g a p o r e  M e d ia  D e v e lo p m e n t  A u t h o r i t y  

< h t t p : / / w w w . m d a . g o v . s g >  a t  3 0  J u n e  2 0 0 4 .

U K  I n t e r n e t  S e r v ic e  P r o v id e r s  A s s o c ia t io n  

< h t t p : / / w w w . i s p a . o r g . u k >  a t  3 0  J u n e  2 0 0 4 .

R o b e r t  H o b b e s  Z a k o n ,  ‘Hobbes ’ Internet Timeline ( 1 9 9 3 - 2 0 0 4 ) ,  Z a k o n  G r o u p

L L C  < h t t p : / / w w w . z a k o n . o r g / r o b e r t / i n t e m e t / t im e l i n e >  a t  1 6  J u n e  2 0 0 4 .
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In ternet Content Regulation in A ustralia; Perceptions Thus Far.

Carolyn Penfold*

Introduction

D u r in g  th e  p a s s a g e  o f  t h e  Broadcasting Services Amendment (Online Services)

Act 1999 (Online Services Act) a n d  p r i o r  t o  i t s  s u b s t a n t iv e  p r o v is i o n s  c o m i n g  in t o

f o r c e  i n  J a n u a r y  2 0 0 0 ,  t h e r e  w a s  a g r e a t  d e a l  o f  c r i t i c i s m  o f  t h e  le g is la t i o n ,  

a n t i c ip a t i o n  o f  o n e r o u s  r e s p o n s ib i l i t i e s  b e in g  p la c e d  o n  t h e  in t e r n e t  in d u s t r y ,  a n d  

a n t ic ip a t i o n  o f  h u g e  c h a n g e s  t o  th e  in t e r n e t  i n  A u s t r a l i a .  I n d u s t r y  C o d e s  o f  

P r a c t ic e  ( C o d e s )  w e r e  r e g is te r e d  w i t h  th e  A u s t r a l i a n  B r o a d c a s t in g  A u t h o r i t y  

( A B A )  p r i o r  t o  th e  le g is la t i o n  t a k in g  e f f e c t ,  a n d  th e s e  C o d e s  a re  t o  b e  r e a d  i n  

c o n ju n c t i o n  w i t h  t h e  Online Services Act. D u e  p a r t l y  t o  a m e n d m e n ts  d u r i n g  th e

b i l l ’ s p a s s a g e ,  a n d  p a r t l y  t o  t h e  p r o v is i o n s  o f  t h e  C o d e s  o f  P r a c t ic e ,  t h e  c o n c e r n s  

i n i t i a l l y  v o ic e d  o v e r  th e  s c h e m e  d ie d  d o w n  t o  s o m e  e x te n t .

I n f o r m a t i o n  r e g a r d in g  th e  e f f e c ts  o f  th e  s c h e m e  c a n  b e  d i f f i c u l t  t o  a c c e s s .  T h e  

I n t e r n e t  I n d u s t r y  A s s o c ia t io n  ( I I A )  r e p o r t s  p e r i o d i c a l l y  t o  t h e  A B A  o n  c o m p l ia n c e

w i t h  C o d e s  o f  P r a c t i c e , * 1 a n d  th e  A B A  r e p o r t s  p e r i o d i c a l l y  o n  i t s  a c t i v i t i e s  u n d e r  

th e  s c h e m e .2 H o w e v e r ,  t h e  r e p o r t s  a v a i la b le  g iv e  l i t t l e  i n f o r m a t i o n  a b o u t  th e  

in d u s t r y ’ s p e r c e p t io n  o f  th e  s c h e m e ,  n o r  w h e t h e r  i n i t i a l  c o n c e r n s  h a v e  r e a l l y  b e e n  

a l la y e d .

Surveys

T o  g a th e r  m o r e  in f o r m a t i o n  r e g a r d in g  th e  e f f e c ts  o f  th e  Online Services 

Amendment, t w o s u r v e y s  w e r e  c o n d u c te d  i n  J u l y  a n d  A u g u s t  2 0 0 1 ,  1 8  m o n t h s  

a f t e r  th e  s c h e m e  f o r  o n l in e  c o n t e n t  r e g u la t io n  c a m e  in t o  o p e r a t io n .  T h i s  p a p e r  

lo o k s  f i r s t l y  t o  th e  q u a n t i t a t i v e  d a ta  g a th e r e d  i n  t h a t  s u r v e y ,  s u c h  a s : w h a t  

p r o p o r t i o n  o f  r e s p o n d e n ts  h a v e  c h a n g e d  p o l i c ie s  a s  a  r e s u l t  o f  t h e  l e g i s la t i o n  o r  

C o d e s ;  w h a t  p r o p o r t i o n  b e l ie v e  th e re  h a v e  b e e n  c h a n g e s  i n  t h e  in t e r n e t  c o n t e n t

* Lecturer, Faculty o f Law, &  Research Associate, Baker and Mackenzie Cyberspace Law  and
Policy Centre, University o f N ew  South Wales
1 The 1IA Reports to the A B A  in letter form. These Reports were requested from  both bodies by 
the author, but were not released.
'  A B A  Six Month Report on Co-Regulatory Scheme for Internet Content Regulation, January to 
June 2000, July to December 2000, January to June 2001; tabled by the M inister for
Communications, Information Technology and the Arts, September 2000, A pril 2001, February 
2002 respectively.
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a v a i la b le ;  a n d  c h a n g e s  in  th e  m e th o d s  o f  c o n t r o l l i n g  t h a t  c o n t e n t  a n d  s o  f o r t h .  T h e  

p a p e r  th e n  lo o k s  to  th e  q u a l i t a t i v e  d a ta  g a th e r e d  in  th e  s u r v e y ,  w h i c h  a l lo w s  

p e rh a p s  a  m o r e  s u b s ta n t iv e  in s ig h t  i n t o  p e r c e p t io n s  o f  t h e  e f f e c t s  o f  t h e  Online 

Services Act.

T h e  s u r v e y s  w e r e  n o t  in t e n d e d  t o  te s t  a n y  h y p o th e s is ,  a n d  t h i s  p a p e r  m a k e s  n o  

a t t e m p t  t o  e v a lu a te  th e  Online Services Act o n  th e  b a s is  o f  s u r v e y  r e s p o n s e s .

R a th e r ,  t h e  i n f o r m a t io n  c o l le c t e d  in  th e  s u r v e y s  is  in t e n d e d  o n l y  t o  t h r o w  f u r t h e r  

l i g h t  o n  e a r ly  r e s p o n s e s  to  th e  Online Services Act.

Survey M ethod

T h e  f i r s t  s u r v e y ,  a d d re s s e d  t o  in d u s t r y  p a r t i c ip a n t s ,  w a s  d i s t r i b u t e d  e le c t r o n i c a l l y  

to  m e m b e r s  o f  t h e  I n t e r n e t  I n d u s t r y  A s s o c ia t io n ,  a n d  t o  m e m b e r s  o f  t w o  

A u s t r a l ia n  IS P  e m a i l  l i s t s . 3 T h e  s e c o n d  s u r v e y  w a s  d i s t r i b u t e d  i n  h a r d  c o p y  t o  

th o s e  w h o  h a d  m a d e  s u b m is s io n s  t o  th e  1 9 9 9  e n q u i r y  i n t o  t h e  O n l in e  S e r v ic e s  B i l l  

u n d e r ta k e n  b y  th e  S e n a te  S e le c t  C o m m i t t e e  o n  I n f o r m a t i o n  T e c h n o lo g y .  I t  w a s  

a s s u m e d  th a t  th e  f o r m e r  g r o u p  w o u ld  b e  f a m i l i a r  w i t h  c h a n g e s  o n l i n e  a n d  w i t h i n  

th e  in d u s t r y ,  a n d  t h a t  t h e  la t t e r  g r o u p  w o u l d  h a v e  a n  in t e r e s t  i n  th o s e  c h a n g e s .

O n e  h u n d r e d  r e s p o n s e s  w e r e  r e c e iv e d  o v e r a l l ;  7 4  r e s p o n s e s  t o  t h e  e m a i l  s u r v e y ,  

a n d  2 6  t o  th e  h a r d  c o p y  s u r v e y .  R e s p o n d e n ts  to  th e  e m a i l  s u r v e y  i n c lu d e d  c o n t e n t  

p r o v id e r s ,  c o n t e n t  h o s ts ,  f i l t e r  m a k e r s ,  IS P s ,  a n d  u s e rs .

N o t  a l l  q u e s t io n s  w e r e  r e le v a n t  t o  a l l  r e s p o n d e n ts ,  a n d  th u s  n u m b e r s  o f  r e s p o n s e s  

v a r ie d  f r o m  q u e s t io n  t o  q u e s t io n .  F u r t h e r m o r e ,  i t  w a s  s o m e t im e s  d i f f i c u l t  t o  

c a te g o r is e  a  r e s p o n s e  as  a  y e s  o r  n o  a n s w e r  f o r  q u a n t i t a t i v e  p u r p o s e s .  W h e r e  

r e s p o n s e s  c o u ld  n o t  b e  r e l i a b l y  g r o u p e d  i n t o  y e s  /  n o  c a t e g o r ie s ,  t h e y  w e r e  n o t  

in c lu d e d  in  f ig u r e s  g iv e n ,  o r  w h e r e  a p p r o p r ia te  w e r e  s e p a r a t e ly  c a t e g o r is e d  as 

‘ p o s s ib l y , ’ ‘ m a y b e , ’ e tc .  I n  t h is  r e g a r d  th e  a u t h o r  h a s  t a k e n  e v e r y  c a re  p o s s ib le  t o  

e n s u re  t h a t  th e  f ig u r e s  g iv e n  a re  n o t  s k e w e d  b y  f o r c i n g  in a p p r o p r ia t e  

c a t e g o r is a t io n .

3 isp-australia@lists.isp-lists.com l i s t  a n d  aussie-isp@ aussie.net l i s t .
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Results

Changes to Practice or Policy in the Internet Industry

I n d u s t r y  r e s p o n d e n ts  w e r e  a s k e d  w h e t h e r  o r  n o t  t h e y  h a d  c h a n g e d  t h e i r  p r a c t ic e s  

o r  p o l i c ie s  as a r e s u l t  o f  t h e  Online Services Act o r  C o d e s .  S ix t e e n  h a d  m a d e

c h a n g e s  w h i l e  s e v e n te e n  h a d  n o t .  W h e n  a s k e d  h o w  im p o r t a n t  t h e  c h a n g e s  w e r e ,  

n in e  c la s s e d  t h e  c h a n g e s  as  t r i v i a l  o n ly ,  s i x  t h o u g h t  t h e y  w e r e  s ig n i f i c a n t ,  w h i l e  

e ig h t  s a w  th e  c h a n g e s  a s  i n  b e t w e e n  th e  t w o . 4

T h e  m o s t  c o m m o n ly  c i t e d  c h a n g e s  m a d e  t o  p o l i c i e s  a n d  p r a c t ic e s  w e r e  m o v i n g  

c o n te n t  o v e rs e a s ,  u s in g  a n o n y m o u s  p r o x y  s e r v e r s ,  a n d  e n s u r in g  c o m p l i a n c e  w i t h  

th e  Online Services Act a n d  C o d e s  ( s u c h  as  e n s u r in g  s u b s c r ib e r s  a re  o v e r  1 8  y e a rs

o f  a g e  o r  h a v in g  p a r e n ts  s ig n  a p p l i c a t io n  f o r m s ) .  A  n u m b e r  o f  r e s p o n d e n ts  p u t

i n f o r m a t io n  o n  t h e i r  o w n  w e b s i t e s  r e g a r d in g  t h e  Online Services Act a n d  C o d e s ,

o r  p r o v id e d  l i n k s  t o  s u c h  i n f o r m a t i o n  o n  o t h e r  s i te s .  F u r t h e r  c h a n g e s  in c lu d e d

s e l l in g  o r  a d v is in g  o n  f i l t e r  s o f t w a r e ,  a n d  i n  o n e  c a s e  e v e n  p r o d u c in g  a  n e w  f i l t e r .  

O th e r  a c t io n  in c lu d e d  r e s t r i c t i n g  w e b  c o n t e n t  i n  v a r i o u s  w a y s ,  s u c h  as  r e f u s in g  to  

h o s t  a n y t h in g  c o n t r o v e r s ia l  a n d  r e m o v in g  p u b l i c  s e r v ic e  w e b  h o s t in g .  A t  le a s t  o n e  

r e s p o n d e n t  w o u ld  h a v e  p r e f e r r e d  t o  c o n t in u e  h o s t in g  i n  A u s t r a l i a  r a t h e r  t h a n  

m o v in g  t o  a n  o f f s h o r e  c o n t e n t  h o s t .

R e s p o n d e n ts  w e r e  a s k e d  h o w  th e  c h a n g e s  t h e y  m a d e  t o  p r a c t i c e  a n d  p o l i c y  

im p a c te d  u p o n  t h e i r  o r g a n iz a t io n s ,  a n d  o n  t h e i r  s u b s c r ib e r s ,  v ie w e r s ,  a n d  

a u d ie n c e .  F o r  t h e i r  o r g a n iz a t io n s  s e v e n  r e s p o n d e n ts  v ie w e d  t h e  c h a n g e s  as  

p o s i t i v e ,  e le v e n  as n e g a t iv e ,  f i v e  as  n e i t h e r  p o s i t i v e  n o r  n e g a t iv e ,  a n d  t h r e e  as  in -  

b e tw e e n .

W h e r e  r e s p o n d e n ts  s a w  c h a n g e s  a s  n e g a t iv e  f o r  t h e i r  o r g a n iz a t io n s ,  t h e y  m a i n l y  

c i t e d  th e  h ig h e r  c o s t  a n d  lo s s  o f  c o n t r o l  ( f o r  e x a m p le  b e in g  f o r c e d  t o  c a r r y  

a d v e r t i s in g )  a s s o c ia te d  w i t h  o v e rs e a s  h o s t in g ,  w h i c h  t h e y  h a d  m o v e d  t o  a s  a  r e s u l t  

o f  t h e  n e w  le g is la t i o n  a n d  c o d e s .  O th e r s  s a w  th e  c h a n g e s  as  r e q u i r i n g  a d d i t i o n a l

w o r k ,  a n d  le a d in g  t o  m o r e  u n c e r t a in t y .  O n  t h e  p o s i t i v e  s id e ,  c h a n g e s  m a d e  as  a  

r e s u l t  o f  th e  C o d e s  w e r e  s e e n  t o  in c r e a s e  i n d u s t r y  c r e d i b i l i t y ,  a n d  t o  g iv e  

o r g a n iz a t io n s  a n  o p p o r t u n i t y  f o r  s e l f - p r o m o t io n .  O n l y  t w o  r e s p o n d e n ts  r e m a r k e d

s p e c i f i c a l l y  o n  c o n t e n t  is s u e s  i n  r e p l y  t o  t h is  q u e s t io n ;  b o t h  w e r e  c o n c e r n e d  a b o u t

4
Some o f those who made trivial changes may have answered that they had made no changes.
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a n y  c o n t e n t  r e s t r i c t io n s ,  b u t  o n e  a c c e p te d  t h a t  s o m e  in t e r n e t  c o n t e n t  d o e s  r e q u i r e  

r e s t r i c t io n .

S e v e n  r e s p o n d e n ts  s a w  th e  c h a n g e s  a s  p o s i t i v e  f o r  t h e i r  s u b s c r ib e r s ,  v ie w e r s  o r  

a u d ie n c e ,  f o u r t e e n  s a w  th e  c h a n g e s  a s  n e g a t iv e ,  a n d  s ix  a s  n e i t h e r  p o s i t i v e  n o r  

n e g a t iv e .

O n  th e  p o s i t i v e  s id e ,  c h a n g e s  t o  p o l i c y  a n d  p r a c t i c e  w e r e  s e e n  t o  im p r o v e  s e r v ic e  

to  c u s to m e r s ,  t o  r a is e  a w a re n e s s ,  t o  e n c o u r a g e  c o m p la in t s  i f  o t h e r s  w e r e  n o t  d o in g  

th e  r i g h t  t h in g ,  a n d  to  g iv e  u s e rs  m o r e  o p t io n s  i n  c o n t r o l l i n g  t h e i r  o w n  a c c e s s  to  

c o n te n t .  O n  th e  o t h e r  h a n d ,  th e  c h a n g e s  w e r e  s e e n  t o  r e s t r i c t  f r e e d o m  o f  th e  

in t e r n e t  a n d  f r e e d o m  o f  s p e e c h ,  f o r c e  s o m e  A u s t r a l i a n  c o n t e n t  -  e s p e c ia l l y  

p e r s o n a l  w e b s i t e s  -  t o  b e  r e m o v e d  a l t o g e t h e r ,  o r  m o v e d  o f f s h o r e  w h e n  A u s t r a l i a n  

h o s ts  r e fu s e d  t o  c a r r y  t h e  m a t e r ia l .  T h is  w a s  s e e n  a ls o  t o  w e a k e n  th e  A u s t r a l i a n  

in t e r n e t  in d u s t r y ,  a n d  t o  s e n d  A u s t r a l i a n  m o n e y  o f f s h o r e  u n n e c e s s a r i ly .  T h e r e  w a s  

a ls o  c o n c e r n  t h a t  o n l y  c o m m e r c ia l  f i l t e r s  h a d  b e e n  a p p r o v e d ,  a n d  t h a t  t h e r e  w a s  

n o  d is c lo s u r e  o f  w h i c h  s i te s  h a d  b e e n  b lo c k e d .  O n e  r e s p o n d e n t  a ls o  m e n t io n e d  th e  

p o t e n t ia l  f o r  in c r e a s e d  p o l i t i c a l  c o n t r o l  o f  i n t e r n e t  c o n t e n t .  F u r t h e r ,  s i g n i f i c a n t  

r e g u la t o r y  is s u e s  w e r e  s e e n  t o  a r is e  f o r  y o u n g  p e o p le  a n d  th o s e  p r o v i d i n g  s e r v ic e s  

to  t h e m ,  f o r  e x a m p le ,  s e v e n te e n  y e a r - o ld  u n i v e r s i t y  s tu d e n ts .

Changes to internet content available within Australia

R e s p o n d e n ts  w e r e  a s k e d  w h e t h e r  t h e y  b e l ie v e d  t h e r e  h a d  b e e n  a n y  c h a n g e s  i n  th e  

ty p e s  o f  i n t e r n e t  c o n t e n t  a v a i la b le  i n  A u s t r a l i a  o v e r  t h e  p a s t  1 8  m o n t h s ,  a n d  

w h e t h e r  o r  n o t  t h e y  t h o u g h t  t h i s  w a s  a  r e s u l t  o f  t h e  Online Services Act o r  C o d e s .

F i f t e e n  r e s p o n d e n ts  t h o u g h t  t h e r e  h a d  b e e n  c h a n g e s  t o  t h e  t y p e s  o f  c o n t e n t  

a v a i la b le ,  f o r t y - t w o  r e s p o n d e d  t h a t  t h e r e  h a d  n o t  b e e n  c h a n g e s ,  a n d  o n e  

r e s p o n d e n t  t h o u g h t  t h a t  t h e r e  m a y  p o s s ib l y  h a v e  b e e n  c h a n g e s .
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Perceived changes to internet content

O n ly  t h r e e  r e s p o n d e n ts  t h o u g h t  t h e  c h a n g e s  w e r e  a  r e s p o n s e  t o  t h e  O n l in e  

S e r v ic e s  A c t  o r  C o d e s ,  o n e  t h o u g h t  th o s e  p a r t l y  r e s p o n s ib le ,  a n d  s ix t e e n  t h o u g h t  

th e  Online Services Act a n d  C o d e s  w e r e  i r r e le v a n t  t o  c h a n g e s  i n  in t e r n e t  c o n te n t .

T h e  m o s t  c o m m o n ly  s ta te d  v i e w  w a s  t h a t  th e  s a m e  t y p e s  o f  m a t e r ia l  a re  s t i l l  

a v a i la b le ,  b u t  t h a t  t h e r e  is  m o r e  o f  i t ,  a n d  t h a t  m o r e  m a t e r ia l  m a y  n o w  b e  h o s te d  

o u ts id e  A u s t r a l i a .  A n  in c r e a s e  i n  t h e  u s e  o f  p e e r - t o - p e e r  t e c h n o lo g y  f o r

d i s t r i b u t in g  c o n t e n t  w a s  n o te d .  S o m e  r e s p o n d e n ts  t h o u g h t  t h e r e  m a y  h a v e  b e e n  a  

m i l d  “ c h i l l i n g  e f f e c t ” 5 o n  lo c a l  c o n t e n t  as  a  r e s u l t  o f  h o s t  c o n c e r n  a b o u t  p o t e n t ia l  

l i a b i l i t y  u n d e r  th e  Online Services Act, a n d  a d u l t  m a i l i n g  l i s t s  a n d  g r o u p s  w e r e

s e e n  to  b e  u n d e r  p r e s s u r e ,  b u t  as a r e s u l t  n o t  o f  t h e  Online Services Act b u t  o f

o v e rs e a s  C h r is t ia n  l o b b y  g r o u p s !  A  c o u p le  o f  r e s p o n d e n ts  m e n t io n e d  t h a t

o v e rs e a s  s ta n d a r d s  a n d  le g is la t i o n  w o u ld  h a v e  a  f a r  g r e a te r  im p a c t  o n  a v a i la b le

c o n te n t  t h a n  w o u ld  A u s t r a l i a n  le g is la t i o n  o r  c o d e s .  A  c o u p le  o f  r e s p o n d e n ts  

t h o u g h t  t h a t  t h e  q u a l i t y  o f  c o n te n t  a v a i la b le  h a d  im p r o v e d .  S o m e  t h o u g h t  t h e r e  

w e r e  in c r e a s e s  in  c o m m e r c ia l  c o n te n t ,  m o r e  in t e r a c t i v e  e - b u s in e s s  c o n t e n t ,  a n d  

m o r e  c h a r g in g  f o r  p r e v io u s l y  f r e e  m a t e r ia l .  T h e s e  c h a n g e s  w e r e  s e e n  t o  r e s u l t  

f r o m  g o o d  b u s in e s s  p la n n in g .  T h e r e  w a s  a ls o  s e e n  t o  b e  m o r e  a d u l t  m a t e r ia l  

a v a i la b le ,  w i t h  m o r e  a g g r e s s iv e  m a r k e t in g ,  b u t  le s s  ‘ m o u s e  t r a p p i n g ’ p o m . 6

5 ‘Ch illing ’ was a matter o f concern both in Australia prior to the passage o f the O n lin e  S e rv ic e s  
A c t , and in US opposition to the C h ildren  O nlin e P ro te c tio n  A ct. ‘C h illing ’ refers to a situation 
where speech or communications are not directly censored, but where less is said or communicated 
to ‘be on the safe side’ or to ensure one is keeping within the law.
6 ‘Mouse trapping’ causes a computer user to lose control over his or her mouse commands -  each 
click opens another w indow of, in this case, pornographic material, rather than the mouse 
responding to the user’s commands.
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External controls on access to internet content

R e s p o n d e n ts  w e r e  a s k e d  w h e t h e r  t h e r e  h a d  b e e n  a n y  c h a n g e  i n  t h e  a b i l i t y  o f  

A u s t r a l ia n  in t e r n e t  u s e rs  to  a c c e s s  in t e r n e t  m a t e r ia l ,  as  a  r e s u l t  o f  e x t e r n a l  c o n t r o ls  

( s u c h  as f i l t e r i n g  o r  p a s s w o r d  s y s te m s )  in t r o d u c e d  b y  IS P s ,  c o n t e n t  p r o v id e r s ,  

c o n te n t  h o s ts  e tc .  T h e y  w e r e  a ls o  a s k e d  w h e t h e r  t h e y  b e l i e v e d  a n y  s u c h  c h a n g e  t o  

b e  a  r e s u l t  o f  t h e  Online Services Act o r  C o d e s .  T w o  t h o u g h t  t h a t  t h e r e  h a d  b e e n

s u c h  c h a n g e s ,  w i t h  o n e  m e n t io n in g  a  c h a n g e  t o  a  s p e c i f i c  s i t e  w h i c h  n o w  r e q u i r e d  

m e m b e r s h ip  a n d  p a s s w o r d s .  F o u r  o th e r s  t h o u g h t  t h e r e  m a y  h a v e  b e e n  a  m i n i m a l  

c h a n g e  in  a c c e s s ib i l i t y ,  w h i l e  f i f t y - o n e ,  th e  v a s t  m a j o r i t y ,  t h o u g h t  t h e r e  w a s  n o  

c h a n g e  a t  a l l  i n  th e  a b i l i t y  o f  A u s t r a l i a n  u s e rs  t o  a c c e s s  in t e r n e t  m a t e r ia l .

F iv e  r e s p o n d e n ts  a t t r ib u t e d  a n y  c h a n g e  i n  c o n t e n t  t o  t h e  Online Services Act o r

C o d e s ,  t h r e e  m o r e  t h o u g h t  t h a t  th e  c h a n g e s  w e r e  p o s s ib l y  d u e  t o  t h e  Online 

Services Act o r  C o d e s ;  t w o  m e n t io n e d  t h e r e  m a y  b e  c h a n g e s  a s  a  r e s u l t  o f  m e d ia

h y s te r ia ,  a n d  o th e r s  m e n t io n e d  t i g h t e r  c o n t r o ls  a t  t o p  le v e l  u s e rs ,  f o r  e x a m p le  

c o r p o r a t io n s ,  t o  c o n t r o l  w o r k p la c e  a c c e s s  t o  s o m e  in t e r n e t  c o n t e n t .  O n e  

r e s p o n d e n t  t h o u g h t  IS P s  m a y  h a v e  in t r o d u c e d  f i l t e r i n g .

S o m e  r e s p o n d e n ts  s u g g e s te d  t h a t  w i t h  in t e r n e t  a c c e s s  b e in g  c h e a p e r  a n d  fa s te r ,  

m o r e  p e o p le  w e r e  c o n n e c te d  t o  t h e  in t e r n e t  f r o m  h o m e ,  a n d  s o  m a y  s u r f  f o r  

‘ p r o b le m a t i c ’ m a t e r ia l  f r o m  h o m e  i f  b l o c k in g  o c c u r r e d  a t  w o r k  o r  s c h o o l .  T h e  

Online Services Act a n d  C o d e s  m a y  h a v e  in c r e a s e d  a w a r e n e s s  o f  t h e  a v a i l a b i l i t y

o f  in t e r n e t  c o n t e n t ,  b u t  t h e i r  m o s t  c o m m o n ly  c i t e d  c o n s e q u e n c e  is  t o  m o v e  s ite s

o f f  s h o re .

External controls on access to content - 
perceived changes

change possible change no change
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User control of access to internet content

R e s p o n d e n ts  w e r e  a s k e d  w h e t h e r  t h e r e  h a d  b e e n  a n y  c h a n g e  i n  t h e  a b i l i t y  o f  

A u s t r a l ia n  in t e r n e t  u s e rs  to  c o n t r o l  o r  l i m i t  e x p o s u r e  t o  i n t e r n e t  c o n t e n t  f o r  

th e m s e lv e s  o r  f o r  th o s e  u n d e r  t h e i r  c a re .  E ig h t  r e s p o n d e n ts  t h o u g h t  t h e r e  h a d  b e e n  

s o m e  c h a n g e ,  n in e  t h o u g h t  t h e r e  m a y  h a v e  b e e n  s o m e  c h a n g e ,  e s p e c ia l l y  t h r o u g h  

in c r e a s e d  p u b l i c  a w a re n e s s  o f  f i l t e r i n g  p r o d u c t s ,  a n d  t h i r t y  s e v e n ,  o v e r  t w o - t h i r d s ,  

t h o u g h t  t h e r e  w a s  n o  c h a n g e  a t  a l l .

S e v e n  r e s p o n d e n ts  t h o u g h t  t h a t  a n y  c h a n g e s  w e r e  a  r e s u l t  o f  t h e  Online Services 

Act o r  C o d e s ,  t h r e e  p o s s ib l y  s o ,  a n d  f o u r t e e n  t h o u g h t  t h a t  th e  c h a n g e s  d id  n o t

r e s u l t  f r o m  th e  Online Services Act o r  C o d e s .

A  c o m m o n ly  m a d e  p o in t  w a s  t h a t  f i l t e r s  h a d  b e e n  a v a i la b le  a n d  h a d  b e e n  u s e d  b y

th o s e  w h o  w a n t e d  t h e m  lo n g  b e f o r e  th e  Online Services Act a n d  C o d e s  c a m e  in t o

e f f e c t .  O n e  r e s p o n d e n t  c la im e d  ‘ p a r e n ts  a re  n o t  a s  s t u p id  a s  g o v e r n m e n t s  t h in k .  

T h e r e  h a v e  a lw a y s  b e e n  s e n s ib le  w a y s  t o  u s e  th e  in t e r n e t . ’ S o m e  r e s p o n d e n ts  

t h o u g h t  t h a t  th e  u s e  o f  f i l t e r s  m a y  h a v e  in c r e a s e d ,  w i t h  in c r e a s e d  p u b l i c  

a w a re n e s s  o f  t h e m ,  a n d  o n e  r e s p o n d e n t  t h o u g h t  t h a t  f i l t e r  t e c h n o lo g y  h a d  

im p r o v e d .  O th e r s ,  h o w e v e r ,  b e l ie v e d  f i l t e r  t e c h n o lo g y  h a d  n o t  c h a n g e d ,  t h a t  

f i l t e r s  w e r e  g e n e r a l l y  i n e f f e c t i v e ,  a n d  o f t e n  i n c o r r e c t l y  i n s t a l le d .  A  n u m b e r  o f  

r e s p o n d e n ts  w e r e  c o n c e r n e d  t h a t  t h e  p r o m o t io n  o f  f i l t e r s  w o u l d  g i v e  p a r e n t s  a  

fa ls e  s e n s e  o f  s e c u r i t y ,  a n d  le a d  p a r e n ts  t o  a b d ic a te  r e s p o n s i b i l i t y  w h e n  i n  f a c t  

th e re  w a s  n o  s u b s t i t u t e  f o r  p a r e n t a l  s u p e r v is io n .  O n e  r e s p o n d e n t  t h o u g h t  th e  

Online Services Act a n d  C o d e s  s u p e r f lu o u s :  ‘ w e  d o n ’ t  n e e d  A c t s  o r  C o d e s  t o  t e l l

u s  to  k e e p  f i r e w o r k s  o r  m e d ic in e s  o u t  o f  th e  r e a c h  o f  u n s u p e r v is e d  c h i l d r e n .  I n  th e  

s a m e  w a y  w e  d o n ’ t  n e e d  a n  A c t  o r  C o d e s  t o  t e l l  u s  t h a t  a b o u t  t h e  i n t e r n e t . ’

User controls on access to content - 
perceived changes

A f \

change possible change no change
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General Comments

In  a d d i t io n  t o  a n s w e r in g  s p e c i f ic  q u e s t io n s  r e g a r d in g  in t e r n e t  c o n t e n t  r e g u la t io n ,  

b o th  g r o u p s  o f  r e s p o n d e n ts  m a d e  g e n e r a l  c o m m e n ts  r e g a r d in g  th e  c o n t e n t  

r e g u la t io n  s c h e m e .  S u b m i t t e r s  w e r e  r e s p o n d in g  t o  q u e s t io n s  a b o u t  t h e i r  i n i t i a l  

c o n c e r n s ,  w h e t h e r  th e s e  h a d  b e e n  a l la y e d  b y  th e  Online Services Act o r  C o d e s ,

a n d  a n y  c o n t in u i n g  c o n c e rn s .  I n d u s t r y  r e s p o n d e n ts  w e r e  r e p l y i n g  t o  t h e  m o r e  

g e n e r a l  ‘ A n y  o t h e r  c o m m e n t s ? ’ R e s p o n s e s  f r o m  b o t h  g r o u p s  o v e r la p p e d  

c o n s id e r a b ly ,  a n d  s o  h a v e  b e e n  c o l la t e d  t o g e th e r .

V e r y  f e w  r e s p o n d e n ts  a rg u e d  a g a in s t  c e n s o r s h ip  o r  c o n t e n t  r e g u la t i o n  per se. 

M a n y  e n d o r s e d  s o m e  t y p e  o f  r e g u la t io n  e i t h e r  o f  in t e r n e t  c o n t e n t ,  o f  t h e  in t e r n e t  

i n d u s t r y ,  o r  b o t h .  M a n y ,  h o w e v e r ,  c r i t i c i s e d  t h is  p a r t i c u la r  l e g i s l a t i o n  a n d  i t s  

a s s o c ia te d  C o d e s  o f  P r a c t ic e .

T h e r e  w a s  c r i t i c i s m  o f  th e  le g is la t i o n  as in e f f e c t i v e ,  a n d  t h i s  c a m e  p a r t i c u l a r l y  

f r o m  r e s p o n d e n ts  w h o  w is h e d  f o r  m o r e  f a r  r e a c h in g  r e g u la t io n .  T h e r e  w a s  

c o n c e r n ,  f o r  e x a m p le ,  t h a t  th e  e x c lu s io n  o f  e m a i l  a n d  c h a t  f r o m  th e  l e g is la t i o n  

m e a n t  t h a t  th e s e  m e a n s  c o u ld  s t i l l  b e  u s e d  f o r  d is s e m in a t in g  h a te  a n d  r a c i s t  

m a t e r ia l .  O th e r s  w e r e  c o n c e r n e d  t h a t  c o n t e n t  r e s t r i c t io n s  w e r e  i n e f f e c t i v e  f i r s t l y  

b e c a u s e  t h e y  d id  n o t  m a n d a te  th e  u s e  o f  f i l t e r s  o r  o t h e r  b l o c k i n g  t e c h n o lo g y  a t  a n y  

le v e l ,  a n d  s e c o n d ly  b e c a u s e  e n f o r c e m e n t  w a s  b a s e d  s o le l y  o n  c o m p la in t s .  S o m e  

r e s p o n d e n ts  s u g g e s te d  t h a t  a c t iv e  a n d  r a n d o m  m o n i t o r i n g  o f  i n t e r n e t  c o n t e n t

7
w o u ld  b e  f a r  m o r e  e f f e c t i v e  t h a n  th e  c u r r e n t  p a s s iv e  ‘ c o m p la in t s  r e c e iv e d ’ r o u te .  

P r o b le m s  a s s o c ia te d  w i t h  r e l y i n g  o n  c o m p la in t s  i n c lu d e d  a  l a c k  o f  k n o w le d g e  

a b o u t  h o w  t o  c o m p la in ,  t h e  i n a b i l i t y  o f  u s e rs  t o  d i s t i n g u is h  le g a l  f r o m  i l l e g a l  

m a t e r ia l  w h i c h  m a y  d is c o u r a g e  t h e m  f r o m  c o m p la in in g ,  a n d  l i m i t a t i o n s  o n  th e  

r e s o u r c e s  o f  t h o s e  c h a r g e d  w i t h  r e s p o n d in g  t o  c o m p la in t s .  O n e  r e s p o n d e n t  w h o  

t h o u g h t  m a n y  u s e rs  w e r e  n o t  m o t iv a t e d  to  c o m p la in ,  f e l t  r e s t r i c t i o n s  s h o u ld  n o t  

r e l y  o n  t h e  m o t i v a t i o n  o f  u s e rs ;  t h e r e  s h o u ld  b e  p r o a c t i v e  m o n i t o r i n g  a n d  b lo c k in g

b e c a u s e  t h e  r e s t r i c t io n s  a re  n o t  j u s t  t o  a v o id  o f f e n c e ,  b u t  t o  p r o t e c t  s o c ie t y .

B r o a d e r  b u t  r e la t e d  c o n c e r n s  in c lu d e d  q u e s t io n s  o f  w h e t h e r  c o n t e n t  t o  b e  7

7 The A B A  is empowered to investigate material o f its own volition, but ‘ it is not intended that this 
discretion w ill be used to monitor content actively.’ The complaints mechanism was always 
intended to be the ‘cornerstone o f the regulatory fram ework.’ Second Reading Speech, Senate,
21/4/1999 (O ffic ia l Hansard No 5 19/23 A pril 1999) p3959-60.
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r e s t r ic t e d  w a s  s u f f i c i e n t  a n d  a p p r o p r ia te  ( f o r  e x a m p le  s h o u ld  r a c i s m  b e  m o r e  

s u b je c t  t o  r e s t r a in t  t h a n  c u r r e n t l y ) ,  a n d  w h e t h e r  t h e  c la s s i f i c a t io n s  s c h e m e  w a s  

d is c r im in a t in g  e n o u g h  a n d  p r o v id e d  s u f f i c i e n t  i n f o r m a t i o n  a b o u t  c o n t e n t  

( c la s s i f i c a t io n s  s h o u ld  b e  u s e d  b e t t e r  t o  i n f o r m  p a r e n t s  a n d  c a r e r s  a n d  u s e rs  a b o u t  

th e  t y p e s  o f  m a t e r ia l  t h e y  m a y  s e e , a n d  w h a t  a g e s  v a r i o u s  t y p e s  o f  m a t e r ia l  w e r e  

s u i te d  t o ) .  W h i l e  s o m e  r e s p o n d e n ts  t h o u g h t  t h a t  m o r e  b l o c k i n g  s h o u ld  b e  

r e q u i r e d ,  o n e  t h o u g h t  t h a t  th e  le g is la t io n ,  a l t h o u g h  in e f f e c t i v e  i n  r e s t r i c t i n g  

c o n te n t ,  w a s  e f f e c t i v e  i n  s e n d in g  o u t  a  m e s s a g e  a b o u t  t h e  d a n g e r s  o f  t h e  in t e r n e t ,  

a n d  t h a t  t h e  e s ta b l is h m e n t  o f  N e t  A l e r t 8 t o  p r o m o t e  i n f o r m a t i o n  f o r  i n t e r n e t  u s e rs  

w a s  a ls o  a  p o s i t i v e  m o v e .

O t h e r  r e s p o n d e n ts  w e r e  m o r e  c r i t i c a l  o f  t h e  le g is la t i o n .  C o m m o n ly  e x p r e s s e d  

c r i t i c i s m s  in c lu d e d :

a ) th a t  th e  s c h e m e  in t r o d u c e d  c o u ld  n o t  m e e t  i t s  o b je c t i v e s ;

b )  t h a t  t h e  le g is la t i o n  c o u ld  b e  m o r e  h e a v i l y  e n f o r c e d  i n  t h e  f u t u r e ;

c )  t h a t  th e  p r o m o t io n  o f  f i l t e r s  c o u ld  g iv e  in t e r n e t  u s e rs  a  f a ls e  b e l i e f  i n  t h e i r  

e f f e c t i v e n e s s ;  a n d

d )  th a t  t h e  o p e r a t io n  o f  t h e  s c h e m e  w a s  s u r r o u n d e d  b y  s e c r e c y .

( a )  The scheme

S o m e  r e s p o n d e n ts  f e l t  t h a t  th e  s c h e m e  o v e r a l l  d e m o n s t r a t e d  a  la c k  o f  

u n d e r s t a n d in g  o f  t h e  t e c h n i c a l  is s u e s  o f  i n t e r n e t  c o n t e n t  r e g u la t i o n ,  a n d  a  f a i l u r e  

to  a c k n o w le d g e  th e  g lo b a l  n a tu r e  o f  t h e  in t e r n e t .  T h u s  t h e  Online Services Act 

m a d e  A u s t r a l i a  l o o k  r e a c t io n a r y ,  d is c o u r a g e d  in v e s t m e n t ,  e m b a r r a s s e d  th o s e  i n  

th e  in d u s t r y ,  a n d  in s u l t e d  th e  p u b l i c :  “ H o w  s t u p id  d o  p o l i t i c i a n s  t h i n k  w e  a re ?  O r  

d o n ’ t  t h e y  t h i n k  i t  m a t t e r s  w h a t  th e  p u b l i c  t h i n k ? ”  “ I t  h a s  d a m a g e d  A u s t r a l i a ’ s I T  

r e p u t a t io n ,  i t  h a s  f o r c e d  t r a f f i c  p o s i t i v e  s i t e s  O S ,  a n d  h a s n ’ t  im p r o v e d  t h e  s a f e t y  

o f  h o m e  s u r f e r s . ” 9 A  n u m b e r  o f  r e s p o n d e n ts  r e f e r r e d  t o  t h e  e a s e  w i t h  w h i c h

c o n te n t  c o u ld  b e  r e m o v e d  f r o m  A u s t r a l i a n  s e r v e r s  a n d  p la c e d  o n  o v e rs e a s

8 Net A lert is an independent body established to to conduct ‘national education and awareness 
campaigns to promote the safe use o f the internet as an educational and information tool, including 
by informing parents about filtering and other technologies and the Government's online content 
regime.’ For further information see the N etA lert site at http://www.netalert.net.au/
9 Quotations not otherwise referenced are taken directly from  survey responses.
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s e r v e r s ,10 k e e p in g  c o n te n t  as  r e a d i l y  a v a i la b le  t o  A u s t r a l i a n s  as  p r i o r  t o  t h e  Online 

Services Act. T h is  m a d e  th e  p r o v is i o n s  r e l a t i n g  t o  A u s t r a l i a n  h o s t e d  m a t e r ia l

r id i c u lo u s ,  b o t h  p r a c t i c a l l y  a n d  e c o n o m ic a l l y .  A s  f o r  t h e  n o t i f i c a t i o n  o f  i l l e g a l  a n d  

o f f e n s iv e  s i te s  t o  f i l t e r  m a k e r s ,  t h is  w a s  s e e n  a s  s u b s id is in g ,  t h r o u g h  A u s t r a l i a n

ta x e s ,  c o m m e r c ia l  o p e r a to r s  a n d  “ p a r t i c u la r  v e n d o r s ,  a t  t h e  e x p e n s e  o f  a  m o r e  

n u a n c e d  c o m m u n i t y  e d u c a t io n  p o l i c y . ”  E x p e r t  a d v ic e  f r o m  o v e rs e a s  a n d  f r o m  th e  

C S L R .O , a d v is in g  a g a in s t  s u c h  le g is la t io n ,  h a d  n o t  b e e n  l i s t e n e d  t o  b y  g o v e r n m e n t .

( b )  Possible future enforcement

M o s t  r e s p o n d e n ts  w e r e  p le a s e d  th a t  th re a ts  to  r e q u i r e  IS P s  t o  b l o c k  c o n t e n t  h a d  

n o t  e v e n tu a te d  in  th e  f i n a l  v e r s io n s  o f  t h e  Online Services Act a n d  C o d e s .

H o w e v e r ,  c o n s id e r a b le  c o n c e r n  r e m a in e d  t h a t  w h i l e  t h e  Online Services Act a n d

C o d e s  c u r r e n t l y  p la c e  m in im a l  r e s p o n s ib i l i t y  o n  t h e  in t e r n e t  i n d u s t r y ,  t h e  Online 

Services Act i n  f a c t  a l lo w s  f o r  th e  p la c in g  o f  f a r  m o r e  o n e r o u s  r e s p o n s ib i l i t i e s  o n

in d u s t r y ,  a n d  th u s  le a v e s  th e  in d u s t r y  l a r g e ly  u n b u r d e n e d  b u t  a ls o  u n c e r t a in  f o r  

th e  f u t u r e .  O n e  r e s p o n d e n t  d e s c r ib e d  t h is  as “ a  t i c k i n g  t im e  b o m b . ”

( c )  Promotion of filters

T h e r e  w a s  c o n s id e r a b le  c o n c e r n  t h a t  f i l t e r s  w e r e  b e in g  p r o m o t e d  a s  a  m e a n s  o f  

r e s t r i c t i n g  a c c e s s  t o  u n s u i t a b le  m a t e r ia l .  M a n y  r e s p o n d e n ts  n o t e d  t h a t  c h i l d r e n  d o  

n e e d  p r o t e c t io n  w h e n  u s in g  th e  in t e r n e t ,  b u t  th e  im p o r t a n c e  o f  f i l t e r s  i n  t h e  c u r r e n t  

s c h e m e  w a s  s e e n  t o  e n c o u r a g e  o r  d e v e lo p  a  fa ls e  s e n s e  o f  s e c u r i t y  i n  p a r e n ts  a n d  

c a re r s  w h o  m a y  b e  le d  to  b e l ie v e  t h a t  f i l t e r i n g  w a s  e f f e c t i v e  i n  c o n t r o l l i n g  a c c e s s .  

T h e  a p p r o v a l11 o f  f i l t e r s  o n  b a s e s  o t h e r  t h a n  e f f e c t i v e n e s s  “ b r i n g s  t h e  l e g is la t i o n  

in t o  d is r e p u t e . ”  O n e  r e s p o n d e n t  s u g g e s te d  p r o t e c t io n  o f  c h i l d r e n  s h o u ld  b e  d e a l t  

w i t h  as  a  t o p ic  i n  i t s e l f ,  n o t  c o n fu s e d  w i t h  ‘ i n t e r n e t  r e g u l a t i o n ’ w h i c h  fo c u s e s  o n  

th e  m e d iu m  r a t h e r  t h a n  th e  p r o t e c t io n .

F i l t e r  a p p l i c a t io n s  w e r e  s e e n  as b o t h  t o o  b r o a d  a n d  t o o  n a r r o w :  n o t  r e s t r i c t i n g  a l l  

c o n te n t  t h e y  s h o u ld  a n d  r e s t r i c t i n g  s o m e  c o n t e n t  t h e y  s h o u ld  n o t .  T h e r e  w a s

10 Some sites were moved overseas in anticipation o f the Amendment coming into force, others 
were moved in response to take-down notices issued by the A B A . See for example A B A  Six 
Month Report on Co-Regulatory Scheme for Internet Content Regulation, January to June 2000, 
p 16 note 3.
11 The Internet Industry Code o f Practice has been amended and now refers to ‘scheduled’ filters 
rather than ‘approved’ filters.
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c o n c e r n  m o s t  f i l t e r  p r o d u c t s  w e r e  A m e r i c a n ,  a n d  th u s  d e v e lo p e d  f o r  a  m o r e  

c o n s e r v a t iv e  m a r k e t .  T h e  b lu n tn e s s  o f  f i l t e r  t e c h n o lo g y  w o r r i e d  m a n y  r e s p o n d e n ts  

f u r t h e r ,  th e  i n a b i l i t y  o f  f i l t e r s  to  d i s t i n g u is h  h e a l t h  o r  e d u c a t io n a l  c o n t e n t  f r o m  

p o m  o r  a d u l t  c o n t e n t  m e a n t  a  g r e a t  d e a l  o f  u s e f u l  i n f o r m a t i o n  w a s  w r o n g l y  

b lo c k e d  i f  f i l t e r s  w e r e  u s e d .  T h is  w a s  s e e n  a s  a  p a r t i c u la r  c o n c e r n  f o r  is o la t e d  a n d  

m i n o r i t y  g r o u p s  a n d  in d iv id u a ls  w h o  m a y  r e l y  o n  t h e  in t e r n e t  f o r  i n f o r m a t i o n  a n d  

c o n ta c t .  S o m e  s u g g e s te d  m o r e  fo c u s  o n  r e s e a r c h in g  b e t t e r  f i l t e r  a p p l i c a t io n s  a n d  

p r o v i d i n g  in f o r m a t i o n  a b o u t  t h e m ,  to  a l l o w  m o r e  c h o ic e  t o  u s e rs .

( d )  Secrecy

S e c r e c y  s u r r o u n d in g  th e  o p e r a t io n  o f  t h e  s c h e m e  w a s  c r i t i c i s e d .  R e s p o n d e n ts  s a id  

t h a t  t h e  in t e r n e t  w a s  t h e  o n l y  m e d iu m  w h e r e  u s e rs  w h e r e  n o t  a l l o w e d  t o  k n o w  

w h a t  w a s  c e n s o re d .  F u r t h e r ,  r e p o r t i n g  o n  t h e  o p e r a t io n  o f  t h e  s c h e m e  w a s  n o t  

t r a n s p a r e n t .

F u r t h e r  r e s p o n s e s  in c lu d e d  c r i t i c i s m  o f  t h e  Online Services Act a s  p o l i t i c a l l y

m o t i v a t e d ,  e n a c te d  n o t  t o  s o lv e  p r o b le m s  o f  i n t e r n e t  c o n t e n t ,  b u t  t o  g a in  p o l i t i c a l  

f a v o u r  f r o m  r i g h t - w i n g  c o n s t i t u e n t s ,  p a r l i a m e n t a r ia n s ,  a n d  i n s t i t u t i o n s .  I t  w a s  th u s  

s e e n  b y  s o m e  as u n s u r p r is in g  t h a t  th e  s c h e m e  s h o u ld  n o t  w o r k  t o  a c h ie v e  i t s  s ta te d  

a im s .

T h e  A B A ’ s r e c o g n i t i o n  o f  t h e  I I A  as  a n  a p p r o p r ia te  b o d y  t o  r e p r e s e n t  th e  in t e r n e t  

i n d u s t r y  a n d  t o  d r a f t  C o d e s  o f  P r a c t ic e  w a s  c r i t i c i s e d  b y  s o m e  r e s p o n d e n ts ,  

p a r t i c u l a r l y  th o s e  w h o  f e l t  th e  I I A  h a d  f a i l e d  t o  t a k e  c o m p e t in g  v ie w s  in t o  a c c o u n t  

i n  n e g o t ia t i n g  p r i o r  t o  th e  le g is la t io n ,  a n d  i n  d r a f t i n g  t h e  C o d e s  o f  P r a c t ic e .

A  c o u p le  o f  r e s p o n d e n ts  t h o u g h t  a n y  c e n s o r s h ip  o f  t h e  in t e r n e t  w a s  u n n e c e s s a r y  

a n d  u n d e s i r a b le ,  w h i l e  o n e  n o te d  t h a t  r e s t r i c t i n g  a n y  m a t e r ia l  n o t  s e e n  u n i v e r s a l l y  

a s  p r o b le m a t i c  w a s  i t s e l f  p r o b le m a t ic  i n  a  c u l t u r a l l y  d iv e r s e  s o c ie t y .

O t h e r  c o n c e r n s  le s s  c o m m o n ly  n o t e d  in c lu d e d  t h e  in a p p r o p r ia t e n e s s  o f  f i l m  

c l a s s i f i c a t io n  g u id e l in e s  f o r  i n t e r n e t  c o n t e n t ,  a n d  t h e  in a p p r o p r ia t e n e s s  o f  th e  

b r o a d c a s t in g  m o d e l  o f  r e g u la t io n  f o r  t h e  in t e r n e t  w h i c h  is  in t e r a c t i v e  a n d  p r i v a t e .  

R e s p o n s e s  c o m m o n ly  e m p h a s is e d  t h e  n e e d  f o r  s e l f - r e s p o n s ib i l i t y  i n  t e r m s  o f  

i n t e r n e t  c o n te n t .  M a n y  r e s p o n d e n ts  t h o u g h t  i t  im p e r a t i v e  t h a t  c h i l d r e n  w e r e  

s u p e r v is e d  o n  th e  in t e r n e t ,  a n d  t h a t  th e  c o m m u n i t y  w a s  e d u c a te d  a b o u t  th e  

in t e r n e t .  M a n y  r e s p o n d e n ts  w e r e  c o n c e r n e d  t h a t  t h e  Online Services Act s u g g e s te d
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t h a t  ‘ t e c h n ic a l  s o lu t i o n s ’ w e r e  a v a i la b le  t o  t h e  ‘ p r o b l e m ’ o f  i n t e r n e t  c o n t e n t ,  b u t  

t h a t  t h is  w a s  n o t  r e a l l y  s o .  R e s p o n d e n ts  f e l t  t h a t  t h e  “ a t t e m p t  t o  w a v e  a  t e c h n ic a l  

w a n d  d o e s n ’ t  w o r k . ”

Conclusion

C o n f l i c t i n g  p e r c e p t io n s  o f  t h e  Online Services Act a n d  i t s  a s s o c ia te d  C o d e s  o f

P r a c t ic e  a re  a p p a r e n t  i n  t h e  r e s u l t s  o f  t h i s  s u r v e y .  H o w e v e r ,  b o t h  t h o s e  a r g u in g  

i n i t i a l l y  a g a in s t  t h e  le g is la t i o n ,  a n d  th o s e  a r g u in g  i n i t i a l l y  i n  i t s  f a v o u r ,  s e e m  to  

h a v e  h a d  t h e i r  c o n c e r n s  s o m e w h a t  a l la y e d  b y  t h e  a c t u a l  e f f e c t s  o f  t h e  Online 

Services Act a n d  C o d e s .  F o r  t h e  f o r m e r  g r o u p  th e  o u t c o m e s  h a v e  b e e n  le s s

d r a c o n ia n  t h a n  a n t ic ip a t e d ,  f o r  t h e  la t t e r  g r o u p  a n y  a t t e m p t  t o  r e g u la t e  i n t e r n e t  

c o n t e n t  is  a  s te p  i n  t h e  r i g h t  d i r e c t io n .

Q u a n t i t a t i v e  r e s p o n s e s  s u g g e s t  t h e  im p a c t  o f  t h e  l e g i s l a t i o n  a n d  C o d e s  o f  P r a c t ic e  

h a s  b e e n  m i n i m a l  o n ly .  L e s s  t h a n  h a l f  o f  t h e  in d u s t r y  r e s p o n d e n ts  h a v e  m a d e  

c h a n g e s  t o  t h e i r  p r a c t ic e s  o r  p o l i c ie s ,  a n d  m o s t  o f  th e  c h a n g e s  m a d e  h a v e  b e e n  

t r i v i a l  o n l y . 12 O v e r  s e v e n ty  p e r c e n t  o f  r e s p o n d e n ts  p e r c e iv e  n o  c h a n g e s  t o  th e  

c o n t e n t  a v a i la b le  o n  th e  in t e r n e t  in  A u s t r a l i a , 13 a n d  th e  v a s t  m a j o r i t y  s e e  n o  

c h a n g e s  t o  e x t e r n a l  c o n t r o l s  e x e r c is e d  o v e r  a n  in t e r n e t  u s e r ’ s a c c e s s  t o  c o n t e n t . 14 

O v e r  t w o - t h i r d s  o f  r e s p o n d e n ts  a ls o  s e e  n o  c h a n g e  i n  t h e  a b i l i t y  o f  u s e rs  t o  c o n t r o l  

c o n t e n t  f o r  t h e m s e lv e s . 15

V ie w e d  a g a in s t  t h e  b a c k d r o p  o f  t h e  Online Services Act a n d  C o d e s  o f  P r a c t ic e ,

n o n e  o f  th e s e  f i n d in g s  a re  u n e x p e c te d .  T h e  Online Services Act a n d  C o d e s  o f

P r a c t ic e  r e q u i r e  l i t t l e  o f  i n d u s t r y  m e m b e r s ,  a n d  i t  is  l i k e l y  t h a t  m o s t  c o u ld  

t h e r e f o r e  c o m p ly  w i t h o u t  s i g n i f i c a n t l y  c h a n g in g  p o l i c i e s  o r  p r a c t ic e s .  F u r t h e r ,  i t  is  

t o  b e  e x p e c te d  t h a n  n o  c h a n g e s  w o u l d  b e  f o u n d  t o  i n t e r n e t  c o n t e n t  g e n e r a l l y ,  

g i v e n  t h a t  o n l y  a  t i n y  p r o p o r t i o n  o f  in t e r n e t  c o n t e n t  is  A u s t r a l ia n - h o s t e d ,  a n d  o n l y  

a  t i n y  p r o p o r t i o n  o f  t h a t  c o n t e n t  w o u l d  b e  s u b je c t  t o  t h e  Online Services Act. 

F u r t h e r ,  r e m o v a l  o f  c o n t e n t  f r o m  A u s t r a l i a n  s e r v e r s  w o u l d  n o t  le a d  t o  r e m o v a l  o f

12 This mirrors the findings o f a study into the response o f the adult industry to the O n lin e  S e rv ice s  
A ct, where the most common response was to ‘do nothing,’ followed by ‘moved content offshore.’ 
Peter Chen, ‘A u s tra lia n  A d u lt In d u s try  C en so rsh ip  S u rv e y  20 02 ,’ Centre for Public Policy, 
University o f Melbourne.
13 42 o f 58.
14 51 o f 57.
15 37 o f 54.
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c o n te n t  f r o m  th e  in t e r n e t . 16 T h e  Online Services Act, w h e n  r e a d  i n  c o n ju n c t i o n

w i t h  c u r r e n t  C o d e s  o f  P r a c t ic e ,  r e q u i r e s  n o  e x t e r n a l  b l o c k i n g  o r  f i l t e r i n g  o f  

c o n te n t  a n d  s o  i t  is  to  b e  e x p e c te d  th a t  n o  a d d i t i o n a l  e x t e r n a l  c o n t r o ls  w o u l d  b e  

e x p e r ie n c e d .  F in a l l y ,  as  f i l t e r  p r o d u c t s  w e r e  e q u a l l y  a v a i l a b le  b e f o r e  a n d  a f t e r  th e  

e n a c tm e n t  o f  th e  le g is la t i o n  a n d  C o d e s  i t  is  t o  b e  e x p e c te d  t h a t  r e s p o n d e n ts  w o u ld  

n o t  n o t ic e  a  c h a n g e  i n  th e  a b i l i t y  o f  u s e rs  t o  c o n t r o l  c o n t e n t  f o r  t h e m s e lv e s .  

H o w e v e r ,  t h e  h ig h e r  p r o f i l e  g iv e n  t o  th o s e  p r o d u c t s  t h r o u g h  m e d ia  c o v e r a g e  o f  

th e  le g is la t io n ,  a n d  i n f o r m a t i o n  p u t  o u t  b y  N e t A le r t ,  t h e  A B A ,  a n d  b y  IS P s  t o  

s u b s c r ib e r s ,  m a y  h a v e  le d  t o  m o r e  a w a re n e s s  o f  c o n t e n t  f i l t e r i n g  a n d  b l o c k i n g  

d e v ic e s .  T h is  m a y  h a v e  le d  to  g r e a te r  u s a g e  o f  f i l t e r i n g  d e v ic e s ,  b u t  t h e r e  is  n o  

e v id e n c e  t h a t  t h is  is  th e  c a s e .

T h e  q u a l i t a t i v e  d a ta  g a th e r e d  i n  t h i s  s u r v e y  te n d s  t o  r e f l e c t  a r g u m e n ts  m a d e  p r i o r  

to  th e  le g is la t io n  a n d  C o d e s  c o m in g  in t o  fo r c e .  T h e r e  is  c o n t in u e d  c o n c e r n ,  f o r  

e x a m p le ,  t h a t  a l t h o u g h  th e  c u r r e n t  s c h e m e  i n  f a c t  h a s  m i n i m a l  im p a c t  o n  in d u s t r y ,  

a n d  o n  f r e e d o m  o f  s p e e c h ,  th e  c u r r e n t  l e g is la t i v e  f r a m e w o r k  c o u ld  e q u a l l y  b e  u s e d  

to  s u p p o r t  f a r  h a r s h e r  r e g u la t io n .  T h e r e  is  c o n t in u e d  c r i t i c i s m  o f  t h e  Online 

Services Act as  i r r a t i o n a l ,  p o l i t i c a l l y  m o t iv a t e d ,  a n d  a  w a s t e  o f  r e s o u r c e s .  O n  th e

o t h e r  s id e  t h e  c o n c e r n  is  t h a t  a l t h o u g h  th e  l e g is la t i o n  m a y  h e lp  r e s t r i c t  s o m e

‘ p r o b le m a t i c ’ in t e r n e t  c o n te n t ,  s t r i c t e r  e n f o r c e m e n t  o f  t h e  l e g is la t i v e  s c h e m e ,  

a lo n g  w i t h  p r o - a c t i v e  m o n i t o r i n g  o f  c o n te n t  w o u ld  b e  r e q u i r e d  f o r  t h e  s c h e m e  to  

a c h ie v e  i t s  s ta te d  a im s .

T h e  in t e n t i o n  o f  t h is  p a p e r  h a s  n o t  b e e n  t o  e v a lu a te  th e  A u s t r a l i a n  s c h e m e  f o r  

o n l in e  c o n t e n t  r e g u la t io n ,  b u t  r a t h e r  t o  d r a w  a t t e n t io n  t o  s o m e  o f  t h e  r e s u l t s  o f  t h e

r e g u la t o r y  s c h e m e ,  a n d  t o  h i g h l i g h t  th e  p e r c e p t io n s  o f  t h e  s c h e m e  h e ld  b y  

in d u s t r y  p la y e r s  a n d  o t h e r  in t e r e s te d  p a r t ie s .  W h i l e  th e  I I A  r e p o r t s  p e r i o d i c a l l y  o n  

C o d e  c o m p l ia n c e ,  a n d  th e  A B A  r e p o r t s  f r o m  t im e  t o  t im e  o n  t h e  e f f e c t s  o f  t h e  

s c h e m e ,  th e  I I A  r e p o r t  is  n o t  p u b l i c l y  a v a i la b le ,  a n d  t h e  A B A  r e p o r t s  a re  f o r m a l  

a n d  s t a t is t ic s - o r ie n t e d .  O t h e r  i n f o r m a t i o n  a b o u t  t h e  s c h e m e ,  s u c h  a s  t h e  r e s u l t s  o f  

a  s u r v e y  c o n d u c t e d  f o r  N e t A le r t  b y  th e  C o m m u n ic a t io n s  L a w  C e n t r e ,  h a v e  n o t  

b e e n  m a d e  a v a i la b le .  I n  s u c h  c ir c u m s ta n c e s ,  i t  is  im p o r t a n t  t o  e n s u r e  t h a t  a n y  

in f o r m a t i o n  c o l le c t e d  o n  th e  t o p ic  is  m a d e  a c c e s s ib le  t o  th o s e  w o r k i n g ,  

r e s e a r c h in g ,  o r  s im p l y  in te r e s te d  i n  th e  a re a . T h e  a u t h o r  w e lc o m e s  c o m m e n ts .

16 See above note 10.
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