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CHAPTER 1

INTRODUCTION

1.1 The Hypothesis

This thesis tests the hypothesis that:

To defend and promote its interests domestically regionally and internationally,

Australia, by virtue of its geography, extant capabilities, and commitment to the

international rules-based order, is obligated to invest in the long-term safety and

security of the orbital space environment.

The concept of obligation contains both practical and normative elements. The Shorter Oxford

English Dictionary, in its discussion of the word, speaks about “bounden” or “particular duty”

and also about a “moral tie . . . binding to some performance” (SOED, 1970). This thesis tests

the idea that Australia has self-interested, practical and moral reasons to invest in space

security.

1.2 Research Questions

The hypothesis is approached through five questions:

1.

Why is a safe and secure orbital space environment important for

humanity?

Is Australia capable of making a significant contribution to the security of

the space environment?

If so, should the security of orbital space become a public policy priority
for Australia that attracts funding and political attention beyond that

devoted in the past?

Does the growth of a domestic space industry provide sufficient and

compelling justification for the Australian Space Agency?

What are the implications for Australia’s commitment to space security of
recent initiatives by Australian departments and agencies including the

Australian Space Agency?

On 1 July 2018, the Australian Space Agency was established (Cash, 2018a). Does the agency’s

creation represent policy continuity or policy discontinuity? Was the agency set up to avoid



international criticism that Australia was one of the few developed countries in the world
without a space agency? Or, is it a reflection of other developments related to the profoundly
dual use of the orbital space environment? Is there a strategic impact of creating a space
agency after decades of strong resistance which has yet to be understood? What might be the
agency’s contribution to the promotion of Australia’s interests in space, especially as those
interests relate to the safety and security of the orbital space environment? Is Australia
merely interested in promoting selfish national interests in space, or does it have broader

obligations to contribute to global space security on behalf of all nations?

13 The Australian Space Story: Divergent Narratives

A dominant theme in the past public narrative about Australia’s approach to space appears to
have been one of disappointment and lost opportunity. Dougherty in Australia in Space
(Dougherty, 2017) exemplifies this view. She concluded her history of Australia’s space

journey with the following sentence:

“Will Australia continue to remain ‘lost in space’, or will the government respond to
the groundswell of support for a national space program, overseen by an Australian
Space Agency, and launch this country into a new and vital phase of space
engagement, enabling Australia to permanently become a spacefaring nation?” (ibid,

p. 177).

There are numerous precedents for Dougherty’s view. One of the more important is the
report of the 2008 Australian Senate inquiry into the Australia’s space science and industry
sector. The title of the Committee’s final report is, Lost in Space? Setting a new direction for

Australia’s space science and industry sector (Senate, 2008). The report concluded that:

“..the Australian space industry is fragmented, there is a lack of clarity in organisation,

confusion as to who does what and who is able to fund what...” (Senate, 2008, p. 65).

Whether the formation of the space agency has dispelled some of the disappointment remains
to be seen. That aside, there are bifurcated narratives that have arisen about Australia’s
involvement in space activities and the need (or not the need) for a space agency. The firstis a

national security narrative and the second concerns economic development.

1.3.1 The National Security Narrative

A very small number of writers, most prominently Professor Desmond Ball (deceased, 2016),
focussed their attention on the American satellite ground stations located in Australia, notably
the signals intelligence (Sigint) ground station at Pine Gap near Alice Springs in Central

Australia and the ballistic missile early warning ground station at Nurrungar, near Woomera in
2



South Australia that closed in 1999. In a series of monographs, Ball explained, as best he could
from the public record, the roles these facilities played in verifying nuclear arm control treaties
and in helping to balance the strategic interests of the West against the interests and
ambitions of the Soviet Union during the Cold War (Ball, 1980, 1987, 1988, 1992, 1998). The
principal benefit to Australia of the US Alliance, at the heart of which today is Pine Gap, is the

implied nuclear guarantee or extended deterrence provided by the United States (Lyon, 2019).

Since the Cold War, and in response to technological changes, Pine Gap would seem to have
acquired new roles providing direct targeting support to American and allied forces in theatres
of military operations, notably in the Middle East (Rosenberg, 2011; Fraser, 2014). These
capabilities have given cause for alarm (Fraser, 2014) and support (Beazley, 2016). Putting
disagreements to the side (they are addressed in later chapters), the salient point is that
satellite ground stations are a vital and substantial element in Australia’s alliance relationship
with the United States. Pine Gap remains fundamental to the security of the United States
(Beazley, quoted in Wicht, 2018) and the NASA ground station, at Tidbinbilla near Canberra, is
integral to US civil space activities as well (NASA, 2019). Known formally as the Canberra Deep
Space Communications Complex (CDSCC), this is not a classified facility. US export controls,
however, are stringently invoked to protect US-developed intellectual property, integral to the

facility’s operations, from falling into unauthorised hands (Biddington, 2017a).

These arrangements would seem to have provided successive governments in Australia with
sufficient comfort that deliberate investment in a publicly-funded national space program,
aimed at increasing self-reliance, has not been a security or civil national capability

development requirement.

1.3.2 The Economic Narrative

The economic narrative is based largely on comparisons. Before the Australian Space Agency
was established in 2018 the mere fact that one did not exist set Australia apart from all other
OECD nations and was advanced by some as justification enough, with no further analysis
needed, for an agency to be established (GAP, 2016, p. 26). Comparisons with other nations,
notably Canada, have been made in an to attempt to strengthen the argument that Australia
needed to establish a national space agency (GAP, 2017, p 10). Typically, high-level similarities
are pointed out. In the case of Australia and Canada, references are made to their large
landmasses, relatively small populations and their shared cultural and historical experiences.
Circumstances unique to Australia, and to Canada ,that might explain why different space

development pathways have been taken, are not addressed. Emphasis invariably is on



comparative economic performance as if this is the only valid way to measure involvement

with or commitment to space (Senate, 2008; SIAA, 2017).

Writing in 1990, Senator the Hon John Button, the Labor Minister responsible for civil space
matters, wrote a lengthy introduction to a document called Australian Space Industry
Development Strategy (DITAC, 1990). Somewhat paradoxically, given the document’s title, he
was unequivocal that the government would not give special treatment to space companies
and laid the blame for the poor state of the space sector squarely at the feet of industry. He
spoke of the government committing “certain resources” within an “agreed framework” to
make “optimum use” of the resources that government was prepared to make available to

assist with development of a space industry in Australia (ibid, p. 5).

In 2004, the document that served as the civil space policy for the Coalition Government led by

John Howard was also blunt:

“The market failures for the space sector are the same as for most other high-
technology industries. These are addressed by generic Government industry programs
and do not require a dedicated space program. The Australian Government does not

support a centrally-funded “space office” or space program...” (DITR, 2004, p.3).

Since the Cold War, technological change, notably the miniaturisation of electronics, has led to
what some writers are calling the “democratisation” of space (Baiocchi & Welser, 2015). As
the costs of entry to space have come down, more nations have sought to design, build, launch
and operate their own satellites. Some refer to this phenomenon as “Space 2.0” (Pyle, 2019).
There are research organisations and start-up companies in Australia that are part of this
movement. The principal stated role of the Australian Space Agency is to create an
environment in which these ventures have every chance of succeeding, thereby forming the

basis of a space industry in Australia (DIIS, 2018a).

1.4 In Space and On the Ground

Both narratives are complicated by the distinction between activities that occur in space and
those that occur on the ground. The UK Space Agency has termed these activities respectively
upstream and downstream activities (UK, 2010). Upstream activities include the design,
manufacture, launch and operation of satellites. Downstream activities include the processing
of data from satellites, insurance and financial services, and governance and policy roles (ibid).
The economic narrative contains something of a contradiction because it focuses on

encouraging Australian investment in upstream activities, whilst acknowledging that the most



promising areas for growth and new jobs is mostly in the downstream domain (GAP, 2017;

SIAA, 2017).

In the national security domain, Defence is heavily reliant on satellite communications
provided by satellites (Henry, 2017a). Defence, and the national security community more
broadly, processes data from satellites which are used to inform operations and planning
(AGO, 2018). The Defence Science and Technology Group (DST Group) and the RAAF have
invested in cubesat programs. One experiment seeks to further improve the performance of
the Jindalee Over the horizon Radar Network (JORN), by characterising the ionosphere from
above (DST Group, 2018a). The second is to assist with space debris measurement and
monitoring research to improve understanding of the threat that space debris presents to

future warfare in space and on the ground (Pittaway, 2018).

1.5 Changing Times

Since the end of the Cold War, China has emerged as a near-peer competitor to the United
States (Allison, 2017). China is Australia’s largest trading partner and the Australian
Government seeks to maintain close relations with Beijing just as it does, through the alliance
relationship, with Washington (DFAT, 2017a; Glenday, 2019). Australia is a middle power and
a strong advocate for the international rules-based order, which China and Russia are
challenging, for example in the South China Sea and the Crimea respectively, and in space as
well (DFAT, 2017b; Chatham House, 2015). There are concerns that space, long militarised,
will soon be weaponised and that already space has become the fourth domain of warfare (US
DoD, 2019). President Trump’s plan to create a space force as a separate branch of the US
armed forces may be an indicator of such a development (ABC, 2018a; Rehm, 2018, USSC,
2018b). How should Australia respond to these challenges? Are there reasons that compel or
oblige Australia to respond to these challenges? Are there initiatives that Australia might take,

that may help to dissuade the major powers from fielding, if not developing space weapons?

1.6 Dual Use Technologies: A Problem and a Way to an Answer?

Space is a profoundly dual use environment meaning that ground infrastructure, launch
systems, and satellites are often shared between military and civilian users (SWF, 2017). Elon
Musk’s commercial SpaceX, for example, conducts launches from Cape Canaveral, and the
United States Government contracts to SpaceX to launch government payloads (ABC, 2018b).
Core technologies, such as navigation and guidance systems, are common to both classified

and unclassified systems and activities (DoD, 2019a).



The implications of the dual use nature of many space technologies and of the orbital space
environment itself have been largely ignored by those who have contributed to the discussion
about the role that Australia should play in space. The 2017 SIAA White Paper, Advancing
Australia in Space, for example, has one reference only and that is contained in a quotation of
UK experience. A deliberate discussion about dual use technologies may serve to synthesise
the national security and economic narratives into a unified whole. This possibility is discussed

in Chapter Two and also in Chapter Eight.

1.7 Definitions and Assumptions

Two definitions and three assumptions describe the boundaries of this thesis.

1.7.1 Definitions:

Orbital Space

The volume of outer space of interest to this thesis extends from approximately 100km to
50,000km above the Earth’s surface and for the present purposes is called ‘orbital space’. This
is the realm in which satellites are operated by governments and commercial organisations for
four principal purposes — communications, timing and navigation, Earth observation, and
scientific discovery. Some reference is made to the further reaches of space that are the focus
of solar and planetary science and astronomy, but only in so far as they relate to Australian

space activities and aspirations more generally and to policy development.

The International Rules-Based Order

The phrase International Rules Based Order (IRBO) has acquired currency in recent years as a
shorthand way of describing the international political and financial system that emerged, with
American leadership, in the aftermath of World War 2. The IRBO embraces a range of
international organisations, including the United Nations and its subordinate agencies, the
World Bank, the International Monetary Fund (IMF) and the General Agreement on Tariffs and
Trade (GATT). The IRBO speaks to principles of non-interference by nations in each other’s

affairs, and to respect for international law (Haass, 2017).

The IRBO is said to be under threat. Russia and China argue that they had little to do with the
establishment of the core structures of the IRBO (Blackwill & Harris, 2016; Mearsheimer,
2018). It was imposed upon them and they are now challenging the legitimacy of some of the
institutions and arrangements that are covered by the IRBO. Even the United States, under
President Trump, is beginning to challenge aspects of the IRBO that the President now claims

are harmful to US interests at home and abroad.



Australia played a part in establishing the IRBO, and remains strongly supportive, as will be
seen in later chapters of this thesis. As a middle power, Australia seeks to exert international

influence within the international system, which for all its faults, emerged in the 1940s.

How the IRBO adapts to changing geo-political realities may have important implications for

the future of human activities in space.

1.7.2 Assumptions

The hypothesis looks to an indefinite future and, in this sense, is aspirational. However, the
options available to Australia and the decisions to be taken, look to a much closer horizon —a
decade or so from today. Three assumptions are made that are consistent with this shorter

timeframe.

1. The nation state will remain the fundamental building block of international

order for the foreseeable future.

A defining characteristic of nation states, and at the heart of the concept of sovereignty, is that
that states use force to maintain domestic law and order within their borders and to fight wars
against external adversaries (Crick, 1968). There are, however, limits that exist and that
formally restrict a State’s legal right to resort to force. Perhaps the most important is Article
2(4) of the United Nations Charter which expressly prohibits the threat or use of force and is a
fundamental precept of international law. The use of force is only lawfully permissible in

particular circumstances and is subject to specific limitations (Freeland, 2019a).

Physical borders remain but, as noted by Hathaway (2014), global supply chains and the
pervasive nature of the internet are challenging the traditional concept of national borders as
physical barriers to be crossed. The concept of sovereign prerogative was codified in 1648 in a
series of treaties known collectively as the Peace of Westphalia (Holsti 1967). These Treaties
signalled the end of the Thirty Years War in Europe (Tischer 2015). Richard Haass, a former
senior official in the US State Department, has proposed that sovereign prerogative is no
longer a sufficient concept to regulate relations between nation states that are now deeply
connected and inter-dependent. He has proposed the concept of ‘sovereign obligation’ as a

behavioural option for nation states.

“Sovereign obligation [in contrast to Cold War containment and classical geopolitical
competition] is designed for a world in which sometime rivals are sometime partners
and in which collective efforts are required to meet common challenges” (Haass, 2017,

p. 289).



The treaties and other instruments that regulate human activity in space assign important
responsibilities to nation states. The international legal regime of orbital space is discussed in
the body of the thesis on the basis that nation states will remain the principal arbitrators of

war and peace and global economic and social organisation for the foreseeable future.

2. Individuals, nations, and global processes (especially the international economy) will

become increasingly dependent on assured and secure access to space-based utilities.

This assumption is, in some respects, an extension of the first but with an emphasis on
processes rather than institutional structures or frameworks. A corollary of increased
dependence is increased vulnerability. Ajey Lele, an Indian Scholar based at the Institute for

Defence Studies and Analyses (IDSA) in New Delhi, summed up the situation thus:

“Satellite technologies have become endemic [sic] for human survival in every aspect
of life from education to military. Naturally, keeping the space assets secure has
become a major necessity for the states. Any damage to such assets would lead to

excruciating consequences” (Lele, 2012, p. xvii).

In July 2017, an Expert Reference Group (ERG) was established by the Australian Government
to provide advice about civil space matters. The Final Report of the ERG was passed to the

government in March 2018. It echoed Lele’s comment above and added an optimistic twist.

“Every day, space provides essential data for everyday activities, from banking and
internet access to simply knowing where you are. Space also provides critical data that
supports emergency management, planning, and weather forecasting, and inspires
young people to engage in science, technology, engineering, and mathematics (STEM)
domains that are crucial to underpinning Australia’s position as one of the most

educated and entrepreneurial nations in the world” (DIIS, 20184, p. 6).

The space environment is fragile and relatively easily disturbed yet global society is
increasingly dependent on assured and secure access to data from and to services provided by
satellites. The initiatives and activities that Australia might take to mitigate the risks

associated with the vulnerabilities that stem from dependence are examined in the body of

this thesis.
3. Space launch will be dominated by conventional launch vehicles (rockets) for the
foreseeable future.

No breakthrough or substitute technologies to conventional rockets are on the immediate

horizon for the launch of most satellites. Looking to the intermediate future, beyond 2030,



new concepts might emerge. Today, some smaller satellites are launched from aircraft, but
they are the exception and not the norm. The Pegasus system is one example of an aircraft
launching capability (Orbital Sciences Corporation, 2016) and Virgin Orbit is developing a two-
stage rocket, to be launched from an aircraft, designed to place small satellites into orbit
(Virgin Orbit, 2019). Exotic technologies, such as space elevators, are being discussed, but are
nowhere near the technology development stage (ISEC, 2018). The costs of launching
satellites has reduced, perhaps by a factor of 20 in the past decade, in part because of
competition from companies including, SpaceX and Blue Origin (Jones, 2018). The only known
method of launching large payloads into space (those measured in tonnes rather than
kilograms) for the foreseeable future will be by using conventional rockets. The international
law of space, which is discussed in Chapter Two, assigns important responsibilities to nation
states with respect to launch activities, particularly as they relate to questions of licensing and
liability in the event of launch failure and subsequent injury and damage to property.
Launching objects into space is difficult, opportunities are limited, although becoming more
frequent, and they are carefully regulated by nation states. As space launches become more
frequent, air traffic control agencies and space launch companies will need to synchronise

activities around launch facilities and declared safety zones (Davenport et al., 2018).

Operational activities in space, in terms of investment, are dominated by the private sector.
The evidence suggests that private investment is accelerating as new and emerging
technologies become established in the space domain (Morris & Cox (eds), 2010; Davenport,
2018). Policy and regulatory responsibilities, for the foreseeable future, however, will rest
with nation states. Their domestic laws and processes on the one hand, and the legitimacy
they accord to international institutions on the other, can be expected to influence how the
space environment evolves politically, legally and normatively, and the extent to which the
space environment will remain safe and secure or one that is increasingly problematic and

dangerous.

What Australia can, might and should do to ensure that human activities in space are
necessarily and sufficiently safe and secure, within defined levels of acceptable risk, is explored
in the chapters to follow. Australia has choices and opportunities in the commercial, civil and
national security domains. A deliberate focus by all involved on the dual use nature of the
space environment, the technologies placed into space and the processing technologies on the

ground, might be a place to start.



1.8 Thesis Outline

Beyond this Introduction (Chapter One), the thesis has eight further chapters.

Chapter 2 addresses the first research question and provides the rationale for this thesis.
It asks why a safe and secure orbital space environment is important to humanity by
defining the elements of the environment that require protection from what threats
and by questioning why a safe and secure orbital space environment matters to
Australia and to the international community more broadly. The chapter describes the
size of the space economy, places Australia within that economy, and notes the
dependencies and associated vulnerabilities that nations have on assured and secure

access to the services and data provided by satellites in orbital space.

Chapter 3 addresses the second research question. This is a discussion about the role
and influence of a middle power in the high stakes world of peace and war in space.
Set against China’s emergence as a near peer competitor to the United States, the
chapter asks whether any contribution that Australia may make to the security of

orbital space is likely to be substantive or marginal?

Chapter 4 addresses the second and third research questions. The chapter examines the
enduring attributes that are fundamental to any contribution that Australia may make
to the future security and safety of the orbital space environment. Five attributes are
discussed: (1) physical factors, (2) liberal democratic form of government, (3)
traditional ties and the US alliance, (4) good international citizen, and (5) opportunity

costs.

Chapter 5 addresses the third research question in relation to public policy and spending
priorities. The impact of political ideology and economic policy on Australia’s
approach to space from the 1970s until the end of 2007 is emphasised. The Chapter
examines the evidence for later comparisons about policy continuity and discontinuity

in Australia’s space journey.

Chapter 6 addresses the third research question in relation to public policy spending
priorities in the context of the period from 2007 to 2018 when Australian policy
makers were awakened to the importance and potentials of space both within and
beyond the defence and national security realm. The evidence indicates ideology gave
way to pragmatism and an element of opportunism as well. The decade opened with
a Senate inquiry and ended with a space agency. Evidence for policy continuity and

discontinuity is presented. Two themes were evident throughout the decade: the

10



need for the space environment to be secure and advocacy for a space industry sector
within the Australian economy. By the end of the decade, deliberate progress was

made on the former and, also, more by accident than design, on the latter.

Chapter 7 addresses the fourth research question, which asks whether a domestic space
industry is a necessary element of Australia’s commitment to space security or a
compelling reason for the formation of a space agency. Evidence is presented that at
least some of the data about the size and shape of the Australian space economy, and

on which the space agency has been justified, is not defensible.

Chapter 8 addresses the fifth research question and evaluates the implications for
Australia’s commitment to space security of recent initiatives by Australian

departments and agencies including the new space agency.

Chapter 9 reviews the evidence presented in Chapters Two to Eight and, based on this
material, looks to the future. The Chapter suggests that Australia is not only likely to
become a more active and influential contributor to space security in the future but
that it is obligated to do so to serve narrow self-interests as well as the broader

interests of international society.
1.9 Sources

1.9.1 Literature

There is a vast international literature about space, much originating in the United States. By
any measure, the United States is the world’s predominant space power, a position it has
occupied from the earliest days of the Cold War. The United States Government identifies
‘leadership and freedom of action in space’ as essential to the sovereign integrity of the nation
(USG, 2017 p. 31). The US has invested considerably more than all other nations combined in
military, civil and commercial space capabilities, including Russia and China. One estimate is
that more than one of every two dollars spent on space activity today is spent in the United

States (OECD 2014).

In contrast to American and International experience, comparatively little has been written
about space in Australia from policy, national development, and national security perspectives.
There are government reports, reports from consultants, a handful of PhD and Master’s
theses, and a small number of monographs and journal articles. Finally, there is material, of

variable quality, which appears in the daily press and other media.

11



1.9.2 Personal Records and Notes from Interviews and Meetings

In the course of researching and writing this thesis many conversations have been held that
are relevant to the research. Some of these conversations were arranged specifically to
support the research. Others were initiated, for reasons as diverse as business, education and
advocacy. The documentary record for these interactions is held in diary notes, emails and

meeting minutes.

12



CHAPTER 2
THE IMPORTANCE OF A SAFE AND SECURE SPACE ENVIRONMENT

The purpose of this chapter is to test the hypothesis that Australia is obligated to invest in the
long-term security of the space environment through an investigation of the question, “Why is
a safe and secure orbital space environment important for humanity?” This question speaks to
the level of priority, political attention and funding that future governments, including the

Australian Government, might invest in space security.
This Chapter has three major sections
1. What needs to be kept safe and secure?
2. What are the threats?
3. Why does a safe and secure orbital space environment matter?

Later Chapters address the attributes that Australia can bring to the table, to contribute to the

safety and security of the orbital space environment in its own economic and security interests

as well as the interests of others.

2.1 What needs to be kept safe and secure: Orbits, Satellites, Spectrum and
Politics

This section discusses the orbital space environment, considered as a physical and human

construct. Four elements are addressed: orbital space, satellites, spectrum, and politics (the

regulatory regime). Each element faces threats, which are addressed in the second section of

this Chapter.

2.1.1 Orbital Space

In terms of the vastness of outer space and even the solar system, orbital space is nearby.
Satellites in LEO occupy orbits between 500 and 2,000km above Earth — distances that people
routinely travel on Earth for work, leisure and family reasons. Satellites operating in
geostationary orbits are only 36,000km away, which is less than the Earth’s circumference at

the Equator (just over 40,000km).

A schematic of satellite orbits follows together with a brief description of the types of

satellites that operate in specific orbits.

13



Figure 2.1. Schematic of Common Satellite Orbits.

Apogee: < 50 000 km

HEO

GEO: ~36 000 km,
fixed lat./long.

Perigee: ~500 k

Diagram reproduced from SSA White paper published by Computational
Physics Inc. http://www.cpi.com/capabilities/ssa.html.

Satellites are typically in four types of orbit around Earth.

e  Low Earth Orbits (LEO) extend from approximately 500-2,000km above Earth. Many
Earth observation satellites operate in LEO and most LEO satellites operate in highly-
inclined orbits, which means that their orbits cross the polar regions on each orbit.
LEO satellites orbit Earth every 90 minutes or so. One of the more useful highly-
inclined orbits is the sun-synchronous orbit. Satellites in sun-synchronous orbits pass
over the same part of Earth at the same time of the day allowing for ready
comparison of what has been observed at a point on the Earth’s surface from one
day to the next. Weather satellites and reconnaissance satellites operating in the
visual spectra are examples of satellites that exploit the advantages of such orbits

(Poole, no date).

e  Medium Earth Orbits (MEO) extend from approximately 8,000-20,000km above
Earth. Many satellites that belong to global navigation systems, such as the US
Global Positioning System (GPS) and a significant element of the Chinese Beidou

system operate in MEO orbits (CSNO, 2013, p. 1).

e Highly Elliptical Orbits (HEO) have a perigee of approximately 500km, usually above
Antarctica and an apogee of approximately 50,000km above the northern
hemisphere. These orbits are also known as Molnya orbits, named after a series of

satellites, first launched into these orbits by the USSR during the Cold War. HEO
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orbits permit satellites to dwell above places and targets of interest, especially in
higher latitudes, for more extended periods than is possible for satellites operating in
LEO and MEO. The functions performed by HEO satellites include intelligence

gathering, augmentation for global navigation and communications (Poole, no date).

e Geostationary or Geosynchronous Orbit (GEO) is an imaginary ring around Earth,
36,000km above the Equator. Satellites in GEO appear to be stationary from the
perspective of an observer on Earth. They occupy an orbital slot, which appears as a
fixed latitude and longitude relative to Earth. There is a finite number of orbital slots
and competition for them is intense, especially for those from which satellites can
serve the large populations of Europe, Asia and the Americas. Many communications
satellites, including those owned by commercial operators, are in GEO. Satellites in
GEO also perform a range of vital Earth observation functions including intelligence
gathering, ballistic missile early warning, treaty monitoring and compliance, and

weather and climate monitoring (Poole, no date; Howell, no date).

The number of operational satellites in all orbits has grown progressively from one — Sputnik,

in LEO in October 1957 - to approaching 2,100 today (See Table 2.1).

2.1.2 Satellites

Table 2.1 below, published by the US-based Union of Concerned Scientists provides a high-
level summary of the satellites in orbit, their origin and whether they serve mainly military,
civil or commercial purposes. 43% of the satellites in orbit today are owned and operated by

the US Government or by companies based in the United States.

Table 2.1. Operational Satellites.

Satellite Quick Facts (includes launches through 31 March 2019)

Total number of operating satellites: 2062

United States: 901 | Russia: 153 | China: 299 | Other: 709
Numbers in different orbits

Low Earth Orbit: Medium Earth Orbit: | Elliptical or Geostationary
1,338 125 Molnya Orbit: 45 Orbit: 554
Total Number of U.S. satellites: 901

Civil: 38 | Commercial: 523 | Government: 164 | Military: 176

Source: Union of Concerned Scientists: https://www.ucsusa.org/nuclear-weapons/space-
weapons/satellite-database#.XGINVS1L1Bw. (add up left to right). Accessed 20 May 2019.

The number of satellites in orbit today is expected to multiply by at least one order of

magnitude within the next five to ten years as several proposed mega constellations projects,
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of mainly Low Earth Orbit satellites, are implemented. These are discussed later in the
Chapter. The anticipated rapid increase in the number of satellites has important implications
for space security and the governance of human activities in space (Moltz, 2014). The growth
trend is already apparent. In just 12 months between 30 April 2018 and 31 March 2019, the
number of satellites increased from 1,886 to 2,062 (UCS, 2019).

Satellites share orbital space with many other objects. Some, such as comets, asteroids and
meteoroids, are naturally occurring, others, are the detritus of human activities that has

accumulated since the launch of Sputnik in October 1957.

Regardless of the number of satellites in orbit, all must be able to communicate with Earth,

which is the subject of the next section.

2.1.3 Spectrum
Satellites must be able to communicate to Earth reliably and regularly to provide the services
for which they have been designed. The principal communications method is via wireless

communications (Richharia, 1999).

The electromagnetic spectrum (EMS) is a finite resource and a challenge for humanity is to use
the EMS as effectively and efficiently as possible (ACMA, 2016a). Rapid developments in
technology do allow much higher use of the EMS to be made today than in the past; however,
the proliferation of wireless devices is placing increasing pressure on many frequency bands

including those most valued by satellite operators (NAS, 2017).

Australia’s national spectrum regulator is the Australian Communications and Media Authority
(ACMA). ACMA, as do similar organisations around the world, has a technical and complex
task in allocating spectrum is such a way that the competing needs of commercial and public
good users of spectrum are balanced. Satellites require access to spectrum globally, so there is
a need for international spectrum allocation and coordination agreements as well (ACMA,
2016b). This is achieved through the World Radio Conference, which is held every three to
four years (ITU, 2019).

Since the earliest days of telecommunications, the need for international cooperation,
coordination and regulation was foreseen. To this end, in 1865 the International
Telecommunication Union (ITU) was established. The ITU is the world’s first multi-national
organisation. Since 1947 it has been a specialised agency of the United Nations. Among its
many responsibilities, the ITU has the task of allocating spectrum for global users, including for
satellite operators. The “About ITU” page of the ITU’s website states the organisation’s mission

succinctly.
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“We allocate global radio spectrum and satellite orbits, develop the technical
standards that ensure networks and technologies seamlessly interconnect, and strive
to improve access to ICTs [information and communications technologies] to

underserved communities worldwide” (ITU, no date).

As noted already, and discussed later in the Chapter, several companies have announced plans
to launch very large constellations of satellites into LEO for remote sensing and
communications purposes. These satellites need to communicate with the ground and with
each other. Spectrum access requirements are considerable, and the ITU, as well as national
regulators, are being pressured to relax constraints on the needed spectrum to permit the

constellations to proceed (Selding, 2016).

Radio Frequency Interference (RFI) is a concern for all who seek access to the radio spectrum
for any purpose (Hellbourg, 2015; Wyatt, 2018). Radio astronomers and others with interests
in space-based remote sensing are concerned to keep free from interference frequencies that
have been termed, aptly and elegantly, the “fingerprints of nature” by Dr Sue Barrel, a former
senior official in the Australian Bureau of Meteorology (BoM). The proliferation of wireless
devices connected to the internet is adding pressure both to the frequencies that matter to
science as well as to some of the frequencies that have been allocated to satellite operators
over many years by the ITU. The C Band (3.4 - 7.25 GHz) is one frequency band under much
pressure (ACMA, 2017). The phenomenon known as the Internet of Things (loT) is causing
companies that serve the loT marketplace to seek access to more and more of the C Band

spectrum (Meola, 2018).

The ITU devotes considerable attention to reducing the likelihood of radio interference. It
distinguishes between intentional and unintentional interference and has well-established
reporting mechanisms (ITU, 2017). Where interference does occur, however, the ITU can do
little more than ‘name and shame’ the perpetrator(s) in the hope that such publicity will cause

the offender(s) to take corrective action and to ‘cease and desist’ (Biddington, 2016a).

Research into optical and quantum communications in various parts of the world, including
Australia, aims to reduce the dependence of satellites on the radio frequency element of the
electromagnetic spectrum. For the next decade, or so, however, the radio part of the
electromagnetic spectrum is likely to remain the dominant medium for satellite

communications.
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2.1.4 Politics (the regulatory regime)

Expectations about how human activity in outer space should be conducted and for what
purposes are established in a series of UN treaties, resolutions and supporting documents.
The most important document, to use its common name, is the Outer Space Treaty (OST) of
1967. Formally, the treaty’s title is the Treaty on Principles Governing the Activities of States in
the Exploration and Use of Outer Space, including the Moon and Other Celestial Bodies
(UNOOSA, 2019a). Australian officials participated in establishing and later implementing this

regime. Further details are provided in sections that follow.

The OST provides the basic framework for international space law and includes the following
principles:

“... the exploration and use of outer space shall be carried out for the benefit and in
the interests of all countries and shall be the province of all mankind;

- outer space shall be free for exploration and use by all States;

- outer space is not subject to national appropriation by claim of sovereignty, by
means of use or occupation, or by any other means;

- States shall not place nuclear weapons or other weapons of mass destruction in
orbit or on celestial bodies or station them in outer space in any other manner;

- the Moon and other celestial bodies shall be used exclusively for peaceful purposes;
- astronauts shall be regarded as the envoys of mankind;

- States shall be responsible for national space activities whether carried out by
governmental or non-governmental entities;

- States shall be liable for damage caused by their space objects; and

- States shall avoid harmful contamination of space and celestial bodies” (ibid).

Except for forbidding the placement of certain classes of weapons in space the OST is silent
about the military uses of space. Professor Freeland, however, argues that quite a number of
the provisions of the Outer Space Treaty, as well as its preamble, have a limiting effect on the
legality of certain military uses of outer space. Whilst it is true there is no other direct
reference to ‘military uses’ as such, reading the Treaty in accordance with the customary
international law principles in Article 31(1) of the Vienna Convention on the Law of Treaties,
including a consideration of its object and purpose, would reinforce this view. On this issue,
which goes to the heart of the regime that has been established, he maintains that it is
important to read the Outer Space Treaty in totality rather than focusing on one provision only

(Freeland, 2018).
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The OST is a document that expresses noble and ideal sentiments about human activities in
space. Yet, from the earliest days of human activity in space, military objectives have been

paramount (McDougall, 1985; Dolman, 2002).

The OST, like all other international legislative instruments, only holds to the extent that states

agree to be bound by its clauses. Corbett, for example, describes international law as:

“...the complex of rules, principles, standards and procedures more or less observed by

governments in their business with one another” (Corbett, in Sills (ed), 1968).

Professor of Strategy at the US Air Force Air Command and Staff College, Everett Dolman is

uncompromising. He has written with respect to the international legal regime of space that:

“The rhetoric of harmony and cooperation that attends most popular accounts of
humanity’s entry into outer space simply belies the historical record. . . expansion into
near-Earth space came ... as an integral component of an overall strategy applied by
wary superstates attempting to secure their political survival. . . They established an
international regime that ensured none of them could obtain an unanticipated
advantage in space domination — for if any one nation did, the face of international

politics might be changed for ever” (Dolman, 2002, p. 87).

In 2008, Moltz used the phrase “strategic restraint” to characterise the behaviour of the major

spacefaring nations in the first 50 years of human activity in space (Moltz, 2008).

Professor Steven Freeland, Australia’s foremost expert on international space law, notes that
the principles of the OST remain necessary but now asks whether they are sufficient to
encourage and permit orderly human conduct in space (Freeland, 2018; Blake & Freeland,
2017). Freeland makes the point that space is not lawless and that well-articulated and well-
understood norms of behaviour exert considerable influence on the behaviour of spacefaring

nations (ibid).

The basic principles of the OST have held for more than 50 years, whether through fear
(Dolman) or because of commitment to norms (Freeland), or some combination of both.
There is evidence, however, discussed in a later section of this Chapter, that the restraint that

has mostly worked may be starting to wear thin, especially in respect to weaponisation.

If the current regulatory regime for outer space is at risk of failing, a question to ask is what

might take its place and is there a role for middle powers?
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2.2  What are the Threats?

This section of Chapter Two considers three threats to the orbital space environment: space
weather, space debris and the potential for space to become weaponised. All three have the
potential to adversely affect the access to the data and services provided by satellites with
consequential adverse, potentially crippling, impacts on the national and global economies and

on many facets of life. These threats are discussed in more detail below.

2.2.1 Space Weather

The sun continuously emits streams of charged particles. The sun’s surface is dynamic and
unusually large perturbations, known as solar storms or, more formally, coronal mass ejections
(CME), release massive quantities of energy. The level of activity rises and falls on an eleven-
year cycle. Space weather is the effect that these streams of charged particles have on Earth,
and the other planets, as these particles travel through the solar system (NASA, 2011). Earthis
protected against much of this radiation by the magnetosphere that deflects the charged

particle streams around the planet (ibid).

The US National Ocean and Atmospheric Administration (NOAA) has an excellent website that
describes space weather phenomena (NOAA, no date). NOAA also offers a space weather
prediction and forecast service. Like weather on Earth, so in space, there are continuous
processes with relatively minor perturbations, and there are also events that can have dire
consequences on Earth. A large CME that releases energy directly towards Earth has the
potential to wreak havoc because it would create power surges in electrical, electronic and

computing equipment.

In 1859, the so-called Carrington Event was recorded as a significant solar storm (Bell &
Phillips, 2008; Cain, 2017). A 2003 paper reports the result of ice core analysis which reveals
this event as the most massive solar storm recorded on Earth in the past 500 years (Townsend
et al., 2003). Damage to telegraphic equipment was recorded around the world. In 2008, the
US National Research Council released a report that estimated, if a solar storm of similar
magnitude were to strike Earth today, the recovery cost of such an event would be “US$1

trillion to USS2 trillion during the first year alone” (NRC, 2008, p. 4).

2.2.2 Australian Responses to the Threat of Space Weather
Australia has a long history in observing and forecasting space weather. The lonospheric
Prediction Service (IPS) is the lead agency and located within the Bureau of Meteorology

(BoM). Accurate ionospheric prediction is essential to high- frequency radio communications,
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to astronomers and to the operation of Australia’s advanced regional surveillance system, the

Jindalee Over the horizon Radar Network (JORN).

In 2010, the Australian Academy of Science (AAS) released a decadal plan for space science
that proposed three flagship research programs. One of these, called Sundiver, was a concept
study for an Australian satellite that would conduct ground-breaking solar research (AAS, 2010,
pp. 90-92). The project remains unfunded. An AAS document that effectively updates and
replaces the 2010 document makes more muted reference to solar science. The 2017
document is called A vision for space science and technology in Australia: Securing and

advancing Australia’s interests through space research (AAS, 2017).

In December 2011, Ms Cloe Munro, an energy and climate change expert, delivered a report to
Senator the Hon Don Farrell, the Parliamentary Secretary for Sustainability and Urban Water.
The Report had a lengthy title: Review of the Bureau of Meteorology’s capacity to respond to
future extreme weather and natural disaster events and to provide seasonal forecasting
services (Munro, 2011). One of the Terms of Reference of this review was to make
recommendations about opportunities to reinvest or re-prioritise existing Bureau resources
(ibid, p. 81). One re-prioritisation option proposed by Munro was to, “Cease or reduce the
lonospheric Prediction Service or offer it as a commercial service”, which would save about
AUS3 million annually (ibid, p. 13). In reaching this conclusion Munro noted, “There does not
appear to be any general public value in this service, analogous to weather information” (ibid,

p. 72).

Munro chose to measure the impact of the IPS on a first order figure, the number of customers
it served. A more considered analysis might have revealed the contribution that the IPS makes
to the safety and security of satellite systems, and data from those systems, that make vital
inputs to the very matters she was employed to study — extreme weather, natural disasters

and seasonal weather forecasting.

The government did not accept Munro’s recommendation, pointing out in its formal response

to her review that:

“The IPS is recognised as the leading space weather service in the southern
hemisphere. It provides space weather services that are essential for undertaking
activities in defence and national security, emergency services, remote rural mobile
communications, navigation, high-frequency radio and satellite communications and
electricity transmission, as well as activities in the aviation, resource exploration and
maritime industries” (BoM, 2013).
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Instead, a more specific review of just the lonospheric Prediction Service (IPS) was held (ibid).
This review was conducted by two space weather experts; Professor Paul Cannon from the
University of Birmingham in the UK and Dr Terry Onsager from NOAA in the US. Their report, a
Review of the Bureau of Meteorology’s Space Weather Service, was published in September
2014. In contrast to Munro’s recommendation, this review came to a quite different

conclusion.

“The review has demonstrated that Australia needs a space weather services capability
to support government, industry and the military. The military requirement is
overwhelming on its own and security issues preclude shifting this capability offshore.
Support to the electricity industry during major and extreme storms is another
national security issue — with potentially severe economic repercussions. Moreover,
we believe that remediation of space weather effects on the new technologies
associated with precision positioning (i.e. Global Navigation Satellite Systems, GNSS) is
sufficiently important that it too requires a sovereign capability” (Cannon & Onsager,

2014, p. iii).

Cannon and Onsager called for increased investment in the IPS to “improve the understanding
of the criticality of space weather services” across the Australian government (ibid, p. iv). They

note:

“The general consensus is that an Earth directed solar superstorm is inevitable, a

matter not of ‘if’ but ‘when’ ” (ibid, p. 13).

The BoM and the USAF jointly operate a solar observatory at Learmonth in Western Australia
(BoM, 2018a). The results from this observatory contribute to a global monitoring effort of the
sun that provides early warning of solar activities, including CMEs, potentially harmful to
satellites and Earth. Cannon & Onsager also note that several satellites that monitor space
weather, including SOHO and STEREO, downlink data through the CSIRO Deep Space Tracking
Network (Cannon & Onsager, 2014, p. 16).

The IPS remains in existence.

2.2.3 Space Debris

Space debris is principally a problem in LEO (ESA, 2018a). Nearly two of every three satellites
are in LEO (Table 2.1) and most debris is in these orbits as well. The proposed mega-satellite
constellations, discussed later in this Chapter, will operate in LEO, adding to the risks of
collisions and the complexity faced by space traffic management organisations (NASA, 2018a;

Grush, 2018). Modelling by the European Space Agency (ESA) suggests that an early start to
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debris removal, of large objects especially, would deliver significant benefits in the LEO

environment (ESA, 2017).

Satellites and other space objects in LEO will eventually fall towards Earth under the influence
of weak but persistent forces, notably orbital drag. For some objects, this may take hundreds
of years. Most objects burn up as they enter Earth’s atmosphere. Only the largest survive to
impact the Earth’s surface; such as Skylab and Mir, the American and Russian space stations,
that preceded the International Space Station (ISS). Skylab broke up over south-western

Western Australia in 1979 (O’Toole, 1979).

Satellites need energy to perform their designed functions. Most satellites have solar panels to
generate electricity and batteries from which stored power can be drawn when the satellite is
out of sight of the sun. Many satellites also carry fuel to power small thrusters that allow for
station keeping, attitude control and collision avoidance (Intelsat, no date). Fuel, therefore, is
often the factor that determines the useful life of a satellite (Teresciukas, no date). A corollary
is that controlling agencies use fuel sparingly to prolong the lives of satellites to the extent
possible. This is especially the case for larger, expensive satellites such as the many

commercial communications satellites located in GEO.

The last reserves of fuel for GEO satellites are used to place them into a so-called graveyard
orbit, further from Earth than the GEO ring, where they will remain forever as large and
expensive pieces of space debris (Lewin, 2017). The final fuel reserves for satellites in MEO,
HEO and LEO orbits are used increasingly to propel them into orbits that allow them to fall into

the Earth’s gravity relatively quickly (Henry, 2017b). Most burn up in the Earth’s atmosphere.

Proliferation of Space Debris In 1978, Donald Kessler, a NASA scientist, published a paper
with Burton G. Cour-Palais in the Journal of Geophysical Research with the title Collision
Frequency of Artificial Satellites: The Creation of a Debris Belt (Kessler & Cour-Palais, 1978).
The paper had a limited and cautious objective to demonstrate that at some point in the
future collisions in low Earth orbits (LEO) between objects of human origin were more likely to
occur than collisions between naturally occurring objects. Kessler’s paper has acquired
broader meaning over time and the Kessler syndrome, or Kessler effect, are terms now applied
to the broader idea that collisions between space objects (of mainly human origin) could lead

to a runaway chain reaction.

The figure on the following page provides some quantitative dimensions to the space debris

problem in LEO.
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Figure 2.2. Space Debris: A Visual Summary.

How Much Junk is Currently up There? @/
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(tracked by the U.S. Space Surveillance Network, SSN)

| Marble size or larger (21 cm): ~500,000

Dot or larger (21 mm): >100,000,000
(a grain of salt)

- Due to high impact speeds in space (~10 km/s in LEO), even sub-millimeter
debris pose a realistic threat to human spaceflight and robotic missions
» 7 km/sec = 25,200 km/hr; 10 km/sec = 36,000 km/hr
> 1-cm Al sphere @ 10 km/s = 200 kg safe @ 90 mph
> 5-mm Al sphere @ 7 km/sec could penetrate a 2.54 cm thick Al wall

- Total mass: ~6300 tons LEO-to-GEO (~2700 tons in LEOQ)

From: https://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20150019428.pdf.
Accessed 6 Jan 2018.

The United States Air Force (USAF) operates the Space Surveillance Network (SSN), which is
the world’s most complete and comprehensive system for tracking satellites and for
monitoring and characterising space debris (Kennewell & Vo, 2011). The position of objects in
orbit around Earth is expressed in a format, developed in the 1960s, called the two-line
element (TLE) set. TLEs are published for many space objects by the United States
Government via the internet (NORAD, 2018). Typically, data from United States classified
missions are excluded. When the forecast locations of space objects indicate the possibility of
two objects passing close to each other, a conjunction is said to exist. Satellite operators must
then decide whether to expend precious fuel to move their satellite out of harm’s way or
whether to do nothing and hope that the objects, although passing close to each other, will
not collide (Lindstrom & Muhlematter, 2017). Present sensors lack the fidelity to predict
collisions with certainty. They can only indicate that a collision might occur leaving the

satellite operator to determine how to respond on a case-by-case basis.

Figure 2.2 indicates that the SSN routinely tracks in the order of 23,000 space objects larger

than 10cm in LEO. The objects tracked include active satellites, some of which can be
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manoeuvred, and space debris that is uncontrolled. A relatively small number of these
objects, such as spent rocket casings, are quite large. The vast majority are small. Given that
these objects are travelling at around 17,000km/hour the kinetic effect of collisions, even
between small objects, can cause catastrophic damage and the creation of even more debris —

the cascading or chain reaction effect first discussed by Kessler.

The diagram on the next page shows the disposition around the world of the ground-based
sensors that provide data to the SSN. Some are dedicated sensors; others contribute on an

intermittent basis.

Only three of the ground-based sensors are south of the Equator: a radar on Ascension Island
in the mid-Atlantic Ocean (7°56’S, 14°22’W), an optical telescope on Diego Garcia
(7°19S,72°24’E) in the Indian Ocean and a space surveillance radar at North West Cape
(22°13S,113°57°E) on the western extremity of the Australian continent (DoD, 2016a; May,
2017). A space surveillance telescope is presently being installed at North West Cape and is
due to begin operations in 2021 and not 2018 as indicated on Figure 2.3 on the following page
(May, 2017). This small number of sensors means that many objects, as they traverse the
southern hemisphere, are not continuously tracked, leaving perturbations in their orbits and

the possible causes for these changes unnoticed and unrecorded.
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Figure 2.3. The USAF Space Surveillance Network: Ground Sites.
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Diagram courtesy of Dr Peter Hayes, used in a briefing to COPUQS, February 2017.

Other nations, including Russia, China and Europe have, or are, developing systems similar to
the SSN. Commercial operators have criticised the USAF for sometimes being tardy in

providing alerts about conjunctions involving commercial spacecraft (Biddington, 2010a). To
help mitigate this problem, in 2009 commercial operators established a not-for-profit entity,

the Space Data Association (SDA) to:

“..to support the controlled, reliable and efficient sharing of data critical to the safety
and integrity of the space environment and the radio frequency (RF) spectrum” (SDA,

no date).

Many major commercial satellite communications companies, including the Australian
company Optus, are members of the SDA together with several commercial imagery providers

and space agencies (SDA, no date).

Collisions and Their Environmental Impact In January 2007, the Chinese conducted an

anti-satellite or ASAT test in which an aging weather satellite, Fengyun 1C, was destroyed with
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a kinetic weapon fired from the ground. The test created a debris field of unprecedented size
and brought international condemnation, including from Australia (O’Malley, 2007, Hagt,
2007). Debris from the collision has had a significant impact on the low Earth orbit
environment and some of the debris is expected to remain in orbit for hundreds of years

(Kelso, 2007; SWF, 2010a).

A year later, in February 2008, the United States shot down one of its satellites, an intelligence
gathering satellite, that had not reached its intended orbit. The operation was carried out in
such a way that the debris cloud was minimised with most pieces quickly falling towards Earth

and burning up in the upper atmosphere (NBC News, 2008).

In 2009, a defunct Russian satellite, Kosmos 2251, collided with an operational Iridium
communications satellite above Siberia. Iridium is a United States company with headquarters

in McLean, Virginia. The collision created another large debris field (SWF, 2010b).

More recently, in March 2019, India conducted a successful ASAT test in which a defunct
Indian satellite was destroyed by a missile fired from the ground. The Indian Government has
been quick to point out that the debris created by this event will quickly fall towards Earth and

not exacerbate the debris problem in LEO (Kuper, 2019).

The graph on the following page, prepared by NASA, shows how space debris has proliferated
since the early 1960s and shows the substantial increase in the number of debris objects

created by the 2007 and 2009 events described above.
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Figure 2.4. The growth of the Catalogued Populations of Space Objects.
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From: https://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20150019428.pdf. Accessed 6 Jan 2018.

Near Earth Objects (NEO) NEOs are natural phenomena, such as comets and asteroids,
the trajectories of which potentially intersect with the Earth’s orbit around the sun. Although
the probability of any of these objects colliding with Earth is remote, it is possible and has
occurred in the past. A large asteroid struck the Earth 66 million years ago near the Yucatan
Peninsula in Mexico. The impact led to global climate change, the extinction of the dinosaurs
and other fundamental changes to the Earth’s environment (Hand, 2016). NASA and other
organisations are paying more attention to NEO and the possibility of a catastrophic collision
between a large NEO and Earth in the future. NASA has an office dedicated to the study of
NEO (NASA, 2018b).

2.2.4 Australian Responses to the Threat of Space Debris

Australia’s response to the threat of space debris has been mainly framed within the context
of the Australia/US alliance. Each year Australia and the United States hold talks that discuss
the state of the alliance. These talks, known as AUSMIN, are attended by the Australian

Ministers for Defence and for Foreign Affairs and Trade and their US counterparts, the
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Secretaries of Defence and State respectively. The communique issued at the end of AUSMIN

2010, under the heading “21%* Century Security Challenges”, referred to emerging threats in

space and cyberspace. The communique noted:
“Australia and the United States shared a deep concern about the increasingly
interdependent, congested, and contested nature of outer space and acknowledged
that preventing behaviours that could result in mishaps, misperceptions or mistrust
was a high priority. Australia welcomed the US decision, reflected in the June 2010
US National Space Policy, to consider space arms control measures that are
equitable, verifiable and in its and its allies' national interests. Australia intends to
work with the United States to progress their shared goal of enhanced space
security, with a particular focus on transparency and confidence-building measures”

(DFAT, 2010a).

Two further documents relevant to space security were agreed at AUSMIN 2010.

. A Space Situational Awareness Partnership Statement of Principles (DFAT,
2010b), to “...enable further close cooperation on space surveillance to the
benefit of both countries,” was signed.

° A Joint Statement on Space Security (DFAT, 2010c), which “...highlight[ed] their
shared views and resolve to cooperate with like-minded countries to ensure

free and safe access to space,” was endorsed.

The Partnership Agreement foreshadowed that joint SSA facilities may be constructed at some
future point, possibly at the Naval Communications Station Harold E Holt at Exmouth,

Western Australia (DFAT, 2010b).

A parallel in principle agreement was signed between Australia and the United States to
boost civil space cooperation as well. No specific projects were mentioned, nor were funds

allocated (Carr, 2010).

The communique issued at the end of AUSMIN 2011 said little of substance about space.
However, the AUSMIN 2012 communique announced several commitments. Under the

heading “Advance global security” Australia and the United States agreed to:

o “Continue to build on our 2010 Joint Statement on Space Security, in particular
by working closely on pursuing transparency and confidence- building
measures, such as negotiating an International Code of Conduct for Outer
Space Activities aimed at promoting responsible behaviour and strengthening

stability in space; [and to]
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Encourage greater regional engagement in space security issues, such as
through the Australia/Vietnam initiative, co-sponsored by the United States, to

hold an ASEAN Regional Forum Space Security Workshop” (DFAT, 2012a).

The two nations agreed to strengthen bilateral cooperation in space through the

establishment of jointly operated SSA facilities that would feed data into the USAF Space

Surveillance Network. They agreed to:

“Relocate a US C-Band space surveillance radar to Western Australia in 2014, where

it will track space assets and debris, contribute to the safety and security of space-

based systems on which we rely and increase coverage of space objects in the

southern hemisphere; [and]

Complement the C-Band space surveillance radar capability by working towards the

relocation of an advanced US space surveillance telescope to Australia and explore

ways to better leverage Australian space surveillance capabilities for combined

benefit, as next steps under the Space Situational Awareness Partnership signed in

2010” (DFAT, 2012a).

Beyond Alliance commitments, numerous civil SSA initiatives, involving both public and private

investments are under development in various parts of Australia. These include:

Commercial tracking and orbital characterisation of space objects, including
debris, using ground-based lasers. The company involved, Electro-Optic Systems
has a long heritage in these activities (EOS, 2018b).

A Space Environment Research Centre (SERC), established under the long-
running Cooperative Research Program of the Australian Government. The
ultimate purpose of SERC is to demonstrate that pressure from a ground-based
laser can be used to modify the orbit of a piece of space debris to prevent a
collision (SERC, 2019).

Construction at UNSW Canberra of a series of small satellites of different shapes
to quantify and compare the effects of orbital drag on these structures (UNSW
Canberra, 2018).

Commercial development of a capability designed initially to track meteoroids
with such precision as they fall to Earth that the material that reaches Earth
(meteorites) can be found and recovered. Initially called the Desert Fireball

Network and led from Curtin University in Western Australia, the potential of
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the system for SSA purposes was realised when tracking meteoroids had been
demonstrated (Defence Connect, 2018a).!

° Commercial development of a system that will allow certain radio telescopes,
the first being the Mileura Widefield Array (MWA), to use passive radar
techniques to track space objects, including debris. Radio astronomers, also
based at Curtin University, realised that spurious signals being received by the
MWA were from radio stations in Perth being reflected off orbiting space

objects. (Tingay et al., 2013; News.com, 2018).

These initiatives all started from the bottom up. EOS, sensing the changing political mood as
reflected in the AUSMIN announcements discussed above, initiated the CRC bid that led to the
formation of SERC in 2014. UNSW Canberra, which is the academic provider to the Australian
Defence Force Academy (ADFA), saw an opportunity to introduce Australia’s future military
leaders to space in all aspects — technology, science, policy, regulation and warfighting. The
two projects from Curtin University did not set out deliberately to contribute to SSA
capabilities. The dual use potential of both the tracking network and the radio telescope only

became apparent later (Biddington, 2017b).

The initiatives were developed in isolation from each other and reflect the skills and interests
of their inventors. There was no national plan, or dedicated SSA development and investment

program to motivate or guide investment priorities.

2.2.5 Space Weaponisation

There is an important distinction between ‘militarisation’ and ‘weaponisation’ of human
activities in space (Mowthorpe, 2004). Militarisation speaks to defence forces using satellites
to more effectively conduct operations in the terrestrial warfighting domains - the sea, the
land, the air and in cyberspace. Intelligence gathering and the use of satellites for navigation
and communications are obvious examples. Weaponisation speaks to the space domain as a
battleground where future military campaigns are conducted and where future wars may be
won and lost. In such scenarios, the principal actors are taken to be nation states (Dolman,

2002; Sach, 2015).

! The Desert Fireball Network was designed to detect meteoroids as they fall towards Earth and that
are within the field of view of an array of fixed sensors deployed across large areas of the Australian
Outback.
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Since the 1950s, the principal spacefaring nations have launched many satellites to support the
terrestrial activities of their armed forces. These satellites are not considered by the
international community to violate the principles of the Outer Space Treaty and its supporting
documents (Grego & Wright, 2010). Using figures already quoted (Table 2.1 above), almost
one in five of all satellites attributed to the United States serve military purposes. This number
does not include commercial satellites that are used by the military under contractual
arrangements for communications and other purposes. Professor Joan Johnson Freese, a
space policy expert at the US Naval War College, was quoted in November 2018 as saying that
around 95% of all satellites are ‘dual use’, meaning that they serve military and civilian

purposes alike (Bartels, 2018).

In April 2018, the Secure World Foundation published a report with the title Global
Counterspace Capabilities: An Open Source Assessment (SWF, 2018). The report defined
counterspace systems as those that can be used to deceive, disrupt, deny, degrade or
destroy satellites. Counterspace weapons may achieve their objective by kinetic,
electronic, directed energy or cyber means. They may be held on the ground and only
launched into space when needed, or they may be placed into orbits close to their
potential or intended targets. Ground-based, direct ascent space weapons have been
developed and demonstrated by the United States, Russia, China and India. Known as anti-
satellite or ASAT weapons, these devices have the potential to cause considerable harm to the
space environment as occurred with the Chinese ASAT test against the decommissioned

Fengyun 1C communications satellite, noted above.

Any activity in space that involves one satellite operating close to another has military
potential. Many so-called proximity operations are both necessary and benign. An obvious
example is the routine transportation of astronauts to and from the ISS and the re-provisioning
and sustainment of the Station as well. Other activities are not so innocent. A US-based
company, AGlI, operates an unclassified commercial SSA network and a commercial space
operations centre (ComSpOC), where the sensor data are fused, analysed and displayed and
from where alerts can be provided to satellite operators whose satellites might be at risk of
collision with another space object (AGI, 2017). At its booth in the trade exhibition at the
annual Space Symposium in Colorado Springs in March 2017, AGl demonstrated how, some
months earlier, it tracked a Chinese intelligence-gathering satellite in close proximity to an
Optus commercial communications satellite, and also how it tracked a Russian intelligence
gathering satellite manoeuvring close to an American intelligence-gathering satellite.
Seemingly, great care was taken by Chinese and Russian authorities to avoid having their
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satellites collide with the satellites about which they seemed to want to know more

(Biddington, 2017c).

Had there been a collision, causing damage and possibly destruction, how would ground-based
authorities know with certainty whether the action was due to a malfunction (concerning but
forgivable), or deliberate (potentially an act of war)? The policy and practical dilemmas
revolve around the determination of intent. In the space environment, comprehending intent

is difficult and, in some situations, may be impossible to discern with any level of confidence.

A further example of proximity operations that has been discussed in the public domain
concerns another Chinese satellite, Shijian 17, or SJ-17. Launched in 2016, this satellite has
been observed conducting proximity operations with some Chinese satellites that are in GEO
orbits (Spaceflight 101, 2016; Clark C, 2018). The references indicate that SJ-17 is an
experimental satellite that appeared to be involved in SSA activities, using Chinese satellites as

its targets of interest.

In March 2018, President Trump announced his Administration’s America First National Space
Strategy. A Fact Sheet issued by the White House explains that the core of the President’s

strategy is “Peace through strength” (White House, 2018a). The Fact Sheet, also notes:

“President Trump’s National Space Strategy recognizes that our competitors and

adversaries have turned space into a warfighting domain.

While the United States would prefer that the space domain remain free of conflict,

we will prepare to meet and overcome any challenges that arise.

Under the President’s new strategy, the United States will seek to deter, counter, and
defeat threats in the space domain that are hostile to the national interests of the

United States and our allies” (ibid).

In June 2018, President Trump, ordered that a Space Force be created as a separate branch of
the US armed forces (White House, 2018b). Only Congress can create a new branch of the
military but planning to create a separate Space Force is under way (Greshko, 2018). The
proposal has received a mixed reception, with opponents and those to be convinced citing
mission uncertainty, cost and legal issues as important concerns. (Livingston, 2018; Greshko,

2018).

The statement quoted above from the White House asserts that space already is a warfighting
domain. However, the thresholds that have been crossed to sustain this assertion, have not

been made public.
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2.2.6 Australian Responses to the Threat of Space Weaponisation

The position of the Australian Government regarding space security has been constant for
some years and is expressed through Defence White Papers, and the Defence Integrated
Investment Plan (DIIP). From a space capability perspective, these documents focus on Space
Situational Awareness (DoD 2016b). There is no indication in the most recent Defence or
foreign policy white papers that Australia is seeking to acquire offensive systems that could be

used to damage or destroy satellites (DoD, 2016b; DFAT, 2017b).

A major objective of the Space Environment Research Centre (SERC), based in Canberra, is to
alter the attitude of a piece of debris relative to Earth through photonic pressure from a
ground-based laser. This is described as a demonstration of a collision avoidance system, not a

space weapons program (SERC, 2018a).

The missiles and guidance and control systems developed for Ballistic Missile Defence (BMD)
may be adapted to become direct ascent Anti-Satellite (ASAT) weapons (SWF, 2018, p. 3.8).

The 2019 US Missile Defense Review notes that, in addition to trilateral meetings with Japan:

“The United States and Australia meet annually to discuss bilateral missile defense
cooperation. New areas of focus include joint examination of the challenges posed by

advanced missile threats” (US DoD, 2019, p.xvi)

A complicating factor, for all nations, when addressing questions of space security is that the
space environment is inherently ‘dual use’ as are many satellites. This topic is addressed in the

next section.

2.2.7 Dual Use Technologies

Historian Walter McDougall’s definitive account of the political history of the early decades of
the space age makes abundantly clear that, since the 1950s, governments have recognised
that space is a dual use environment. This means that satellites may serve military and
broader national security interests as well as civil and commercial interests (McDougall, 1985).
Initially the classified and unclassified elements of space activity were carefully and
deliberately separated. The former was protected by rigorous security regulations and
practices. Export controls, copyright and intellectual property protection laws and practices
protected the latter. The major space-faring nations had the capability and capacity in their
industrial base to design, build, test and launch satellites and space probes for national

security, civil and commercial purposes.

Dual use technologies present challenges for large and small nations alike, especially when the

export of these technologies is being contemplated (Johnson-Freese, 2007).
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In the past decade or so, the distinction between satellites used for exclusively defence and
national security purposes and those used for civil and commercial purposes has blurred. The
United States military, for example, in the wars it has fought in the Middle East since 1991, has
made increasing use of commercial communications satellites and imagery from commercial
imaging satellites as well (Lee & Steele, 2014). High-resolution commercial imaging satellites
now offer sub-metre resolution accuracy and timeliness once reserved for satellites operated

by a small number of intelligence agencies around the world (Monmonier, 2002; Faust, 2014).

The US Global Positioning System (GPS), initially designed for exclusive military use, has since 1
May 2000, been readily available at a high level of accuracy to all who possess a GPS receiver.
On that day President Clinton signed an order to turn off the Selective Availability (SA)
capability of the system. This decision permitted GPS to become a virtual global utility that
supports myriad civil and commercial applications where timing and location matter, across all
nations (USG, 2018a). Some nations and groups of nations, to reduce their dependence on
GPS, have invested in their own GPS-like Global Navigation Satellite Systems (GNSS). These
nations include Russia (the GLONASS system), China (Beidou), the European Union (Galileo),
Japan (Quasi-Zenith Satellite System -QZSS), and India (IRNSS).

One example of an operational dual use imaging system with which Australian land
management agencies and researchers have some experience, is the Cosmo-Skymed Synthetic
Aperture Radar (SAR) satellite system operated by the Italian Government. The Italian
Government uses information from this system for national security and for civil purposes
(Stanglini & Mocci, 2008). A difficulty arises in the tasking and priority setting process. The
Italian defence and security community seeks to preserve a level of confidentiality around its
specific tasking requirements and priorities. Civil agencies also have requirements, some of
which can occur at short notice, especially when imagery is needed of natural disasters such as
earthquakes, fires and floods. In the case of Cosmo-Skymed, the military and national security

community is the final arbiter.

The requirements setting and tasking system for Cosmo-Skymed is shown in the diagram on

the following page.
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Figure 2.5. Cosmo-Skymed Remote Sensing Satellite System: Tasking and Data flows (simplified
from Stanglini & Mocci, p. 67).
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2.2.8 Australia and Dual Use Technologies

Since Sputnik, the Australian Government has funded the construction and launch of four
small scientific satellites. The most recent of these, called M1, was funded by the Royal
Australian Air Force (RAAF) and built by the Space Centre at the University of New South Wales
in Canberra (Gunter, 2019a; Spacewatch, 2019). This satellite was launched in December 2018
and seems to have failed. The penultimate satellite to be launched, called Buccaneer, was
launched in November 2017 for the Defence Science and Technology Group within the

Department of Defence (Seidel, 2017).

The Commonwealth, through two wholly-owned business enterprises - Aussat and the NBN
Company (NBNCo) - has also funded the purchase of advanced communications satellites.
Aussat was established in 1979 and sold as a going concern to a commercial enterprise, Optus,
in December 1991 (EOAS, 2010). The NBN Skymuster satellites, built by Space Systems Loral,
substantially contribute to the government’s aim to make broadband connectivity available to
all Australians, including those living in remote and regional locations, at affordable prices

(NBNCo, 2018).
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In the late 1990s, the Department of Defence co-funded a hybrid commercial and military
satellite with Optus, the company that purchased Aussat. Defence and Optus shared the cost
of the satellite, which is operated by Optus (Optus, 2013; Optus, 2019). Defence, however,
controls a communications payload on the satellite independently of Optus. Defence
determines the traffic that will be passed on the Defence payload, the relative priority to be
accorded to traffic, the encryption standard and the configuration of the transponders (Hill,

2003).

In 2007, the Australian Government arranged with the United States to pay for the
construction and launch of a sixth satellite in the USAF’s Wideband Global System (WGS). The
WGS is a capable and secure SATCOM system with coverage of most of the Earth’s surface
(Davies, 2015). Effectively, by paying for one satellite, Defence has achieved access to the
entire constellation. An objection to this arrangement is that Australia lacks sovereign control
over the WGS. In a force majeure event, the US may take all the bandwidth available in the
WGS constellation for its purposes, leaving Australia without the means to pass vital
information to its forces via WGS. As with the Optus case so with WGS, successive Australian
governments have negotiated high-level assured access and quality of services agreements. In

the case of WGS, the Australian and US governments at AUSMIN 2008:

“...signed a Statement of Principles establishing a military satellite communications
partnership. Both governments committed to taking forward the partnership in a
manner which benefits the defence capabilities of the Australian Defence Forces and

the U.S. military” (AUSMIN, 2008).

In 2012, showing further flexibility, Defence arranged to place an Ultra High Frequency (UHF)
communications as a hosted payload on a commercial satellite, Intelsat 22. This satellite is in
GEO at 72°East, and the UHF payload provides reliable UHF communications to the Australian

Defence Force across the Indian Ocean and littoral states (Aerospace Technology, 2018).

For remote sensing, Australia has been content to rely on data from satellites that are owned
and operated by other nations and by commercial entities. There is evidence that this

approach is changing, including in the Defence realm, discussed in Chapter Six.

2.3 Why does a safe and secure orbital space environment matter?
Numerous reasons exist for nations to invest in the safety and security of orbital space. The

Australian Government’s 2017 State of Space Report (DIIS, 2018c) noted:
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“Australia is increasingly reliant on space-enabled services, in particular those that use
satellite information in applications that protect and advance national interests. Key

benefits derived from Australia’s use of space applications include:

¢ Improved Productivity: space capabilities such as satellite imagery and high
accuracy positioning deliver information that brings about greater efficiencies and

encourages innovation.

e  Better Environmental Management: satellite information enables effective
environmental management across Australia’s extensive and often inaccessible

land and ocean territory.

e ASafe and Secure Australia: space capabilities are important inputs to national

security, law enforcement and to the safety of all Australians during disasters.

e A Smarter Workforce: space capabilities help transform existing industries and

build new ones that provide quality jobs.

o  Equity of Access to Information and Services: satellite communications enable
high-speed, universal access to TV broadcasting, internet and telephone services.”

(ibid, p. 11)

These points and some others related to them are discussed in four sections that follow with

the headings:

) The space economy

° Treaty verification and monitoring

° Monitoring the space and Earth environments
. Industry transformation: Space 2.0.

2.3.1 The Space Economy

Satellites, in concert with the internet, have been essential to globalisation and the creation of
global supply chains (Linton et al., 2017). The US Global Positioning System (GPS) system, and
similar systems operated by other nations provide precision navigation and timing services
across the planet. Producers and sellers, manufacturers and buyers can track materials and

goods as they cross the world from their sources to markets.

From the late 1940s until the 1980s, space activity was the preserve of a very few nation
states. During the Cold War, the United States and the USSR were pre-eminent. More

recently China has become a third member of this exclusive group, and now spends more on
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space activity than does Russia (OECD 2014; Bryce 2017a). There is a second group of
influential but lesser players including Europe (including France), France (on its own account),
India and Japan. A third group, which either possesses space capabilities or is developing
them, includes Brazil, Canada, Germany, Iran, Israel, Italy, New Zealand, Pakistan, South and

North Korea, Taiwan and the United Kingdom. All other nations follow (OECD, 2014; Harding,

2013; Harvey et. al., 2010; Morris & Cox (eds), 2010).

The World Bank estimates that the overall size of the global economy to be in the order of
US80.7 trillion dollars (World Bank, 2018). The space component is US$334.5 billion (Bryce,
2017a), a tiny proportion of the overall figure; in the order of 0.4%.

The space economy is expected to continue to grow and to treble by 2040 to be worth US$1.1
trillion (Bryce, 2017a). The figure below is adapted, for purposes of clarity only, from the Bryce

study (ibid, p. 1). It summarises the state of the global space industry in 2016.

Figure 2.6. The Global Space Industry at a Glance.
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The points from Figure 2.6, relevant to Australia’s place in space, are summarised below.

. Private investment and activity accounts for 76% (US$260.5B) of the total space
economy with investment by governments accounting for just 24% (US$82.9B)

of the total.

) Of the 195 nations in the world, eleven account for 96% of the total expenditure
by governments in space activities. These include the United States, China,
Russia, India, Japan, South Korea, Canada and the nations of Europe (primarily
France, Germany, Italy and the United Kingdom). The governments of the

remaining nations, including Australia, account for the remaining 4%.

° The US Government accounts for more than 50% of the investment made by
governments in their space activities and more than 50% of the US

Government’s investment in space is for defence and national security activities.

° The ‘downstream’ elements of the space economy are much larger than the

‘upstream’ elements.
° Launch activities account for just 1.6% (US$5.5B) of the global space economy.

° Launch services and commercial human spaceflight together amount to just

1.9% (USS$6.6B) of the global space economy.

° A final point is the relatively small investment on human space flight and space

exploration —in sum, somewhere between 2% and 3% of the total.

Data published in a series of reports published by the Organisation for Economic Co-operation

and Development (OECD) reinforce these points.

OECD Reports Since 2004, the OECD has published a series of reports that chart the
course of the global space industry and make predictions about its future. The first two
reports, published in 2004, looked forward to 2030 and foreshadowed how human use of
space would change in the intervening quarter of a century (OECD, 2004a; OECD, 2004b). The
OECD published editions of the Space Economy at a Glance in 2007, 2010 and 2014.

In 2012 a report with the title, OECD Handbook on Measuring the Space Economy, was
published. The report discussed the challenges involved in making accurate measurements

and predictions about the size of the space economy.

The 2014 edition of The Space Economy at a Glance, revised and updated information

provided in earlier reports. Table 2.2 below is reproduced from the 2014 OECD Report and
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indicates the money that national governments spent on space activities in 2013 in Purchasing

Power Parity terms?. The figures differ from those quoted in the Bryce study, above, however,

the ratios, even when expressed in PPP terms, remain about the same. Peeters has cautioned

that the OECD figures are based upon official figures, not upon the real budgets and that
conversion to PPP can lead to further distortion (Biddington, 2019a). Allowing for these
caveats, the table shows the enormous disparity in expenditure on space activities between

the three major powers, larger powers, and some middle powers.

Table 2.2.

Space budgets in PPP (Purchasing Power Parity) for selected countries.

Space budget in USD
millions PPP 2013

Nation

USA

China
Russia

India

Japan
France
Germany
Italy

South Korea
Canada
United Kingdom
Spain

Brazil
Belgium
Indonesia
Switzerland
Sweden
Netherlands
Turkey
Norway
Israel
Poland
South Africa
Austria
Finland
Denmark
Portugal
Greece
Czech Republic
Ireland
Australia
Luxembourg
Hungary

USSm
39,332.2
10,774.6
8,691.6
4,267.7
3,421.8
2,430.8

1,626.6
1,223.3

411.5

395.9

338.9

302.9

259.2

244.8

142.0

133.0

122.0

110.5

104.3

89.6
89.3
80.7
76.4
73.0
53.9
38.2
32.2
30.3
25.4
25.3
24.9
17.0
8.9

2To quote Hall (2019), “One popular macroeconomic analysis metric to compare economic productivity
and standards of living between countries is purchasing power parity (PPP). PPP is an economic theory

that compares different countries' currencies through a "basket of goods" approach.

According to this concept, two currencies are in equilibrium—known as the currencies being at par—
when a basket of goods is priced the same in both countries, taking into account the exchange rates”.
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Mexico 8.5

Estonia 5.4
Slovakia 4.8
Slovenia 2.9

The table indicates the dominant position of the United States, followed by China and Russia.
India, Japan and Europe as a whole, are in the next tier. A summary of points from this table

that are relevant to Australia’s place in space follows. In 2013, in PPP terms:

° The United States Government was, by far, the largest spender on space

activities of all national governments.

° The ten nations that spent most on space, accounted for all but a few per cent

of the global space expenditures of national governments.

° The 11* highest spending nation, the United Kingdom, accounted for less than

1% of the money spent by governments on space activities in 2013.

° Middle-ranking and small powers (South Korea and those listed below South
Korea in the table) accounted for around 4% of total investment by governments

in space activities.

° Australia spent more than one order of magnitude less money on space than

does the United Kingdom.

The locations of capital cities of the top ten spending nations are north of the Tropic of Cancer®
and all major launch facilities, including the Space Centre at Kourou in French Guiana, are
north of the Equator. A reasonable inference is that space investment and space activity is

overwhelmingly concentrated in the Northern hemisphere.

A question that follows is whether nations located south of the Tropic of Cancer have any
realistic possibility of exerting influence in the space economy, except as buyers and users of
services and data provided by others. Can nations located in the southern hemisphere
contribute usefully to the global space enterprise? Might location attract investment and form

the basis of new industries?

The 2016 OECD report, Space and Innovation, explores the role of innovation as it relates to
the space sector. Many innovative technologies were spawned in the space sector from the

1950s to the 1990s. This innovation fell away towards the end of the 20" Century, as

3 Washington, Beijing, Moscow, New Delhi, Tokyo, Paris, Berlin, Rome, Seoul, Ottawa.
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entrepreneurs and innovators focussed on computing technologies. The report, however,
provides evidence of a resurgence in innovation in the space sector, especially in applications
development, as commercial investment in space projects displaces government spending

(OECD, 2016).

Is there an emerging nexus between location and innovation upon which Australia and other

nations in the southern hemisphere may be able to capitalise?

Measuring the Space Economy: Challenges with Data and Definitions The 2012
edition of the OECD Handbook on Measuring the Space Economy, discusses the challenges
involved in making accurate measurements and predictions about the size of the space
economy and warned that methodologies may vary over time and may be subject to
numerous constraints (OECD, 2012). This report acknowledged the difficulty of determining
the boundary of the space economy. Which aspects of economic activity should be counted as
belonging to the space economy and which aspects should be excluded is not always self-
evident and can be open to interpretation? The OECD was concerned to avoid the situation
where economic contributions were counted twice. The OECD’s definition of the space
economy is as follows:
“The space economy is the full range of activities and use of resources that create and
provide value and benefits to human beings in the course of exploring, understanding,
managing and utilising space. Hence, it includes all public and private actors involved
in developing, providing and using space-enabled products and services, ranging from
research and development, the manufacture and use of space infrastructure (ground
stations, launch vehicles and satellites) to space-enabled applications (navigation
equipment, satellite phones, meteorological services, etc.) and the scientific
knowledge generated by such activities. It follows that the space economy goes well
beyond the space sector itself, since it also comprises the increasingly persuasive and
continually changing impacts (both quantitative and qualitative) of space-derived

products, services and knowledge on economy and society” (OECD, 2012, p.20).

Upstream and Downstream Space Activities In the past decade, the United
Kingdom has made deliberate efforts to establish a self-sustaining space industry. An
important document in this journey is a report, The Size and Health of the UK Space Industry,
published by the UK Space Agency in 2010. This report made an important distinction
between ‘upstream’ and ‘downstream’ activities. The types of companies and the products

and services they deliver are divided into those that directly support activities in space and
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those that provide ground services are enabled or made possible by data and services

provided by satellites, as illustrated overleaf.

Figure 2.7. Differentiating Upstream and Downstream Space Activities.

UPSTREAM s / DOWNSTREAM

e =
Space prime/ ,//
system integrator = T
i Satellite communication
service providers
Subsystem Component
supplier supplier Satellite broadcast
service providers
Ground segment i ! Satellite navigation
. > i service providers
prime |
T T EO value adding
Subsystems Component
supplier supplier T
User equipment
Satellite : suppliers
erators i
Research and i
consultancy —I— i Insurance and finance
Earth station !
operators

Source: The Size and Health of the UK Space Industry UK Space Agency: 2010, p2.

Dr Henry Hertzfeld is the Director of the Space Policy Institute in the Elliot School of

International Affairs at George Washington University. He is an economist who specialises in

the economics of the global space sector. In an article published in 2013, he wrote:

“Space is a small economic sector, accounting for less than half of 1% of the estimated

gross domestic product (GDP) of the world and approximately 1% of the U.S. GDP, the

largest single nation investing in space activities” (Hertzfeld, 2013, p. 23).

The small size of the sector is one of several reasons cited by Hertzfeld for the “very poor

quality” of economic data that exists about the global space sector. Space activities are not

captured under a single industry classification. Rather these activities are,

“...spread among many sectors (e.g., transportation, instruments, communications

equipment, navigation equipment, software, and business services)” (Hertzfeld, 2013,

p. 23).
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The OECD figures quoted above (Table 2.2) indicate that Australia’s share of the global space
economy represents 0.33% of the total. Other figures, presented in Chapter Seven, indicate
that Australia’s share might be closer to 1%. The numbers are less than convincing and are

discussed in more detail in Chapter Seven.

2.3.2 Treaty Monitoring and Verification

Military activities dominated the early days of human activities in space and continue to be
vitally important (Dolman, 2002). The world’s first intercontinental missile was the German V2
terror weapon, 3,500 of which were fired from the Continent towards the United Kingdom in
the latter months of World War 2 (Neufeld, 2013). Although these weapons had no direct
impact on the outcome of the war, the Saturn 5 rocket of the Apollo era and Soviet launch
vehicles can trace their lineage to the V2 missile. As World War 2 drew to a close the United
Kingdom determined to develop long range weapons of its own to deter the Soviet Union.
Australia was a willing partner and the Woomera test range was established in 1947 to enable

the United Kingdom to pursue its ambitions (Hasluck, 1970; Morton, 1989)

During the first decade or so of Cold War, the United States and the Soviet Union sought to
understand the development of each other’s nuclear forces. In July 1955, President
Eisenhower proposed the so-called Open Skies initiative at a summit meeting in Geneva with
his Soviet counterpart, Premier Bulganin. This policy envisioned US aircraft overflying Soviet
sovereign territory and Soviet aircraft overflying US sovereign territory to permit each nation,
through an agreed and transparent process, to gain a verified understanding of each other’s
developing nuclear capabilities. Eisenhower was looking to avoid strategic surprise and to
reduce the prospect of a nuclear war by accident or miscalculation. Although Bulganin seemed
responsive to the suggestion, Khrushchev who was present at the summit and seemingly the
Russian with real authority, rejected the proposal out of hand. According to a first-hand
account by American presidential adviser, Walt Rostow, Khrushchev told Rostow “...that the

idea was nothing more than a bald espionage plot against the U.S.S.R” (Rostow, 1982, p. 8).

Nevertheless, the United States used the extremely high-flying U-2 reconnaissance aircraft to
conduct a series of overflights of the Soviet Union between 1956 and 1960. These came to an
abrupt end when one such aircraft, piloted by Gary Francis Powers, was shot down near

Sverdlovsk (today's Yekaterinburg) on 1 May 1960 (Richelson, 2001).

These were precursor activities to a series of space reconnaissance programs that originated in
the late 1950s and came to fruition in the 1960s. The first American satellite reconnaissance

program, codenamed Corona, became operational in 1960 (Richelson, 2001). Corona was an
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imagery intelligence gathering system. Space-based signals intelligence and missile early-
warning programs, focused initially on Soviet nuclear capabilities, followed. As noted earlier,
ground stations located in Australia, at Pine Gap, near Alice Springs and at Nurrungar, near

Woomera, were vital to the treaty monitoring and verification capabilities of the United States.

The importance of the ground stations to the development of Australia’s space activities are

discussed in more detail in Chapter Four.

2.3.3 Monitoring the Space and Earth Environments
A third reason for Australia to take an active role in securing the space environment
relates to the vantage point that space offers for monitoring the Earth and space

environments.

The Space Environment As already noted, space is a harsh environment that is
easily disturbed. It presents considerable technical challenges to those who design,
build and operate spacecraft. Environmental risks are magnified by political and
strategic competition between the major spacefaring nations and by the fundamental
dependencies that all satellites have on access to radio spectrum to communicate with
control stations on Earth (Hitchens, 2004).

Noted already, and discussed in more detail in later chapters, the Australia continent
offers a vantage point for ground-based or downstream activities that are directly

relevant to monitoring the orbital space environment.

Observing Earth The Committee on Earth Observation Satellites (CEQS) in conjunction
with the European Space Agency (ESA) publishes annually the Earth Observation Handbook
(CEQS, 2018). This is a comprehensive annual survey of the Earth observation satellites in
operation, their technical characteristics, the tasks they perform and the principal users of

their data. Case studies, that vary from year to year are also included.

To summarise the Earth Observation Handbook, many nations operate Earth observation
satellites. Some of these are optimised to collect information about natural phenomena and
others seek to collect information about human activities. Some collect data about the
atmosphere that aims to improve the timing and accuracy of weather forecasts. Others
monitor soil moisture to predict crop growth and yields, and changes to vegetation and
forests. Others monitor the oceans, measuring water temperatures, circulating currents,

pollution and the health of estuaries and coral reefs. Finally, there is a group of satellites that
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provide data about natural disasters — floods, forest fires, earthquakes and the impacts of large

storms. Myriad users benefit directly and indirectly from the data collected by satellites.

Australia operates no Earth observation satellites of its own. Australian Government agencies
receive data from numerous satellites and government to government sharing arrangements
or through commercial arrangements. Late in 2018, CSIRO began to receive data from a UK

satellite, NovaSAR-1, in which CSIRO has purchased a 10% stake (CSIRO, 2018a).

Australia is responsible through sovereign jurisdiction or obligations under international
treaties for approximately 15% of the surface area of Earth. Data from satellites makes an
essential contribution to the discharge of these responsibilities (GA, 2011). The Australian
Bureau of Meteorology (BoM) processes weather data the results of which are fed into global
weather and climate models thereby increasing their fidelity and predictive accuracy (AMOS,
2017). These contributions deliver economic and social benefits nationally and internationally

and are discussed in more details in Chapter Six.

24 Dual Use Technologies

Dual use technologies and advanced manufacturing have two important consequences for the
global space economy and for regulation, cooperation and competition in space. Tables and
charts that segment the space economy into component parts to which dollar figures are
attached (e.g. Figure 2.8 above), do not capture vital co-dependencies and inter-relationships

between the segments.

First, is the ‘dual use’ nature of many space-based technologies and the economic
consequences of the interdependence between military and non-military systems. Two

examples follow.

° The Global Positioning System (GPS), owned by the US Government, is operated
by the USAF. GPS is the best known and most widely used Global Navigation
Satellite Systems (GNSS) in existence. As already noted, GPS is effectively a
global public utility paid for by the US taxpayer. Other GNSS systems are
operated or being developed by Russia, China, Europe, Japan and India (the

latter two with regional and not global coverage).

° The US military, since the first Gulf War in 1991, has become increasingly reliant
on commercial satellite systems to support its warfighting activities, notably in

Afghanistan and the Middle East.
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If the US Government did not provide the GPS space segment, the substantially larger non-
government ground segment may not exist. Conversely, the US Government has met
increasing demands for bandwidth and has strengthened the resilience of satellite
communications in and out of theatres of military operations by undertaking commercial

contracts with satellite communications companies.

Second, is the disruption to the status quo, notably in the launch services and satellite

manufacturing sections of the industry, because of advanced manufacturing techniques,

including 3-D printing and the invention of new materials. Launch providers are proliferating,

and launch costs are coming down. Satellites are also becoming smaller, yet more capable and

less expensive. Important parts of the global space industry are in transition presenting both

risks and opportunities for countries, including Australia, that are seeking to capitalise on these

developments.

According to the Washington-based Satellite Industry Association, in 2017, 59 nations
operated satellites representing well over 300 billion dollars of direct investment (SIA, 2017).
Satellites have become, in effect, critical global infrastructure on which the international,

national and regional economies and societies depend.

2.5 Industry Transformation: Space 2.0

Space is no longer the preserve of a handful of superpowers and rich nations. More countries

are choosing to invest in space systems and there are numerous commercial entrants as well

(Bryce, 2017b; Harding, 2013). Space is being ‘democratised’.

Figure 2.8. Number of Satellites Launched and Countries Launching Them (from Wicht, 2018).
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Note: spike in launches in 1998 due to several commercial satellite “constellations’
(series of related satellites) being launched. Sources: Center for Strategic and
International Studies, “Escalation and Deterrence in the Second Space Age”, 2017;
space-track.org; Timeline of First Artificial Satellites By Country, wikipedia.org,
https://en.wikipedia.org/wiki/Timeline of first artificial satellites by country
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A consequence of more satellites and more stakeholders is a more complex operating

environment in space and a more complex policy landscape on Earth.

Risks and costs associated with launching satellites are reducing and technological change,
notably the miniaturisation of electronics, the invention of new, strong materials such as
carbon fibre and advanced manufacturing techniques, means that small satellites are quite

capable of performing operationally useful tasks at prices that new entrants can afford.

Space 2.0 is a phrase that the space community borrowed from the internet to imply
transformational change (Fort, 2009). Old space (Space 1.0) is characterised by government-
funded space programs working through well-resourced space agencies supported by large
companies. There were billion-dollar projects, huge launch vehicles, and very big, highly
sophisticated satellites. New space (Space 2.0) is characterised by private investors building
smaller systems made possible by the changes in technology noted above (Farwell, 2017). The
business models of the new entrants are characterised by entrepreneurship and agility. New
companies, such as SpaceX and Blue Origin have entered the market and old companies, of

which Boeing and Lockheed are examples, are re-inventing themselves (Alleven, 2017).

Nations that are now seeking to become space capable are middle ranking and even quite
small (Harding, 2013). Australia is one of these. These nations are seeking to own and operate

satellites for a mix of reasons including to:

° Develop local industry and strengthen the technology base of the national
economy.

° Gain a share of a rapidly developing global market

° Reduce the sovereign risk they perceive by being dependent on data and

services from satellites that are owned and operated by other nations.

° Demonstrate commitment to education and research, especially in the areas of
Science, Technology, Engineering and Mathematics (STEM), to both domestic

and international audiences.

° Gain prestige both domestically and internationally that flows from being a

spacefaring nation.

The values stated in the Charter of the Australian Space Agency are similar to the first four of
the five points above (DIIS, 2018c). Prestige is not being sought. However, the space programs
of some other nations, do contain prestige elements. The Chinese human spaceflight program

and the United Arab Emirates’ mission to Mars are examples (CSIS, 2018; UAE, 2015).
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Euroconsult is a Paris-based consulting firm that specialises in the analysis of space markets. In
July 2016, it released a report, Trends and Prospects for Emerging Space Programs.
Euroconsult predicted that by 2025 the number of countries with emerging space programs
will almost double from 24 to 47. The number of large satellites launched is also expected to

almost double and the value of these investments to more than double (Euroconsult, 2016a).

In a separate report, Prospects for the Small Satellite Market, also released in 2016,
Euroconsult predicted that more than 3,600 small satellites (with a mass of up to 500kg) will
be launched in the decade 2016-2025 with a value of US$22 billion (Euroconsult, 2016b). This
forecast of rapid acceleration in the numbers of satellites of all sizes and in the numbers of
operators and nations involved in the coming decade all point to an industry on the cusp of
fundamental change. Networking technologies, miniaturisation of components, advanced
manufacturing techniques such as 3-D printing, and the emergence of global supply chains are
combining to create opportunities for new entrants into many parts of the space marketplace.
How nation-states and the international regulatory system will respond to the challenges that

these new entrants present is an open question.

Large and small companies are joining in. Several have announced plans to launch
constellations of hundreds and even thousands of satellites into LEO to provide internet on
demand to all corners of the earth and to provide Earth observation data that are updated
continuously. These constellations present challenges from both spectrum allocation and

space traffic management perspectives.

2.5.1 Mega-Constellations

As noted earlier in this Chapter, presently almost 2,100 operational satellites are in various
orbits around Earth. Several companies have announced that they intend to increase this
number substantially by launching mega-constellations into LEO. In two cases the companies
involved are planning to develop constellations each of more 4,000 satellites. In total, within
the next five to ten years, there may be in the order of 12,000 new satellites in various low
Earth orbits if these constellations are built and become operational. This figure is three to
four times larger than that quoted above from Euroconsult. It is also much less than some
other estimates that suggest that 20,000 or more satellites might be in orbit by 2025 (Scoles,
2017; Messier, 2019). The variances point to the fluidity of the market and its unknowns. The
table on the following page, from the European Space Agency, provides some additional

details.
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Table 2.3. Announced Mega-Constellations.

Announced constellations

Constellation 0 ?eWeb @_pafl,vc SPACEX w

720 2960 4000+ 4600
1200 km 1200 km 1100 km 1400 km
150kg > 100kg — 390kg < 200kg
ESA UNCLASSIFIED - For Official Use B. Bastida Virgili | 21/03/2017 | Slide 3
S e I EE S S Sl = EEE M European Space Agency

Source: Slide drawn from a presentation by M Bastida Virgili to a meeting of the Space Security
Committee of the International Astronautical Federation, Paris, March 2017.

If these constellations become operational, the implications for space traffic control and
collision avoidance are profound as are the forecast demands on the radio spectrum.
Considerable research is being undertaken to use light as a communications medium between
satellites and Earth (Son & Mao, 2017). If this succeeds, some of the current and anticipated

pressure on radio spectrum may ease.

2.5.2 Cubesats and Nanosats
Very small satellites have captured the attention and imagination of governments, policy-
makers, technologists, entrepreneurs and research organisations across the world. Cubesats

are now being designed and built in many countries, including Australia.

The standard dimension for a single unit (1U) cubesat is 10cm x 10cm x 10cm. These individual
modules can be joined together to make 3U (30cm x 10cm x 10cm) satellites or even 6U
satellites (30cm x 20cm x 10cm). The 1U designs have limited operational utility (Bugryniec,
2016). However, they are useful for testing satellite components and software in the harsh
space environment and as educational and training devices as well. The 3U and 6U systems
have sufficient space to house sensors that have operational utility. Some are launched by
conventional means, being ejected directly into orbit from launch vehicles. Others are being
transported to the International Space Station (ISS) as cargo and ejected into space from that

platform (NASA, 2017).
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In April 2017, three Australian-built cubesats were launched to the ISS for later deployment
into LEO to perform various experiments. Three universities, the University of Adelaide, the
University of New South Wales and the University of Sydney, each built a satellite (Dempster,
2017; Harris, 2017).

Planet (formerly Planet Labs) is a company based in San Francisco, California. It is presently
deploying a constellation of 160 small (5kg class) satellites into LEO (Safyan, 2015). Known as
Doves, these satellites will constantly image Earth at a resolution of 3-5 metres. The first
‘flock’, comprising 28 Dove satellites was launched from the ISS in 2014. Further ‘“flocks’ were
launched in March and June 2016. One of the founders of Planet Labs is an Australian, Dr Chris

Boshuizen (Wall, 2014).

Planet’s business model is to continuously replenish and upgrade the entire constellation
(Safyan, 2015). A small percentage of the satellites (5%) are expected to fail on launch. The
Dove satellites do not have propulsion systems. Because these satellites are in a relatively low
orbit (less than 600km), by altering their attitude relative to the direction of flight, atmospheric

drag can be used to slow them down (Foster et al., 2015).

In summary, the technologies, operating concepts and private sector funding sources that
form the basis of Space 2.0 offer possibilities and potentials that could not be envisaged with
the hand-crafted, government funded large satellites that were characteristic of the Space 1.0
era. Space 2.0 satellite systems may disrupt some established Space 1.0 markets and
businesses. However large satellites, performing long-duration missions, are not likely to be
replaced for functions that are critical to the interests of nation-states such as treaty
monitoring and verification, some intelligence gathering missions and communications and
navigation and timing. From an Australian space industry development perspective, the
opportunity for Space 2.0 capabilities may lie, above all, in creating new markets and in
providing products and services to new customers with new requirements that complement

the services of the larger legacy systems (Davis, 2018).

The World Economic Forum has a project called ‘Mapping Global Transformations’. It

describes the importance of the space domain and its potential in the following way:

“Space is more relevant to our daily lives than ever before. It offers the potential for a
future economy, enhanced social and cultural development, international peace and
security, and natural resources. The orbits around Earth provide critical satellite
infrastructure for communications, networking, imaging, weather monitoring, and
navigation - and related commercial and defence-related opportunities promise to
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launch a new space race. Greater collaboration in the global commons of space can

help to ensure a peaceful future for humankind” (WEF, no date).

2.6 Chapter Summary

This Chapter sought to derive an evidence-based answer the question “Why is a safe and
secure orbital space environment important for humanity?” The first section of the Chapter
identified four elements of the orbital space system that need to be safe and secure: orbital
space itself, the satellites in orbit around Earth, radio spectrum needed for satellite
communications, and the regime that regulates human endeavours in space. The second
section of the Chapter identified a series of threats to the orbital space system that need to be
countered or mitigated if a safe and secure environment is to be established and maintained.
The third section was a discussion of a series of human activities that are dependent on secure
and assured access to service provided by satellites in orbital space which demonstrated that
many human activities on Earth depend on access to the data and services of satellites. Critical
infrastructure and national economies have fundamental dependencies and the global space

economy itself is growing rapidly, creating new job opportunities.

The research question speaks to the level of priority, political attention and funding that future

governments, including the Australian Government, might invest in space security.

Based on the evidence presented, a case exists for governments in Australia and elsewhere to
invest more political attention and to allocate more funds to space security than has been the
case in the past. Although three nations, the United State, Russia and China, are dominant in
national security, defence and commercial aspects of space activity, smaller nations, including
Australia have vital national security and economic interests in ensuring that the satellites
which provide data on which so much of modern society depends, may operate safely in an
environment that is assured as secure (Morris & Cox (eds), 2012; Harvey et. al., 2010). This

points to the question of obligation.

Threats and hazards need identification, risks quantified, and decisions made to ensure that
access to space is secure and assured for space-faring nations as well as for those many others
who use the satellite-based services provided by others. This can only be achieved through
international cooperation. The changing geo-strategic dynamics of the world, especially the
rise of China and the growth in the economic and strategic importance of the Indo-Pacific
region, are already affecting the behaviour of nations in space. Just where a middle power,
such as Australia, might fit into this emerging world order and how it might assist in making

the space environment safer and more secure for all users is the subject of the next Chapter.
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CHAPTER 3

MIDDLE POWERS AS SPACE ACTORS IN AN ERA OF GEO-STRATEGIC
CHANGE

This Chapter addresses the second research question of the thesis which asks:

Is Australia capable of making a significant contribution to the security of the space

environment?

The lens through which the question is addressed in this Chapter is that of Australia’s status in
the international community as a middle power. The research question is explored from three

perspectives. These are:

° Distinguishing features of middle powers from other nations within the

pantheon of nation states.

° The influence that middle powers have in international politics generally and in

the space domain specifically.

° Contributions that Australia may make to space security that derive from its

status as a middle power above other factors.

Both Australian Labor and Coalition governments have used the phrase ‘middle power’ to
establish Australia’s place in the hierarchy of nations (Cotton & Ravenhill (eds), 2011, p. 2).
Australia considers itself to be a middle power. Such status, whether self-assigned or assigned

by others implies a degree of influence, with associated responsibilities and obligations.
The Chapter has three sections, one devoted to each of the perspectives listed above.

3.1 The Middle Power Concept

The purpose of this section is to test whether the phrase ‘middle power’ has theoretical as well
as descriptive value. If the phrase has more than descriptive value it may allow for
generalisations to be made about a group of states, of which Australia is one, regarding their

general and even specific approaches to the governance of outer space.

In 1984, Carsten Holbraad published Middle Powers in International Politics, the basic research

for which was completed at the Australian National University in Canberra (Holbraad, 1984).

Holbraad defined middle powers as:
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“...states that are weaker than the great powers in the system but significantly

stronger than the minor powers and small states with which they normally interact”
(ibid, p. 4).

He also noted that middle powers tend to play prominent roles in their own regions where

their “immediate interests usually lie” (ibid, 1984, p. 4).
Cotton & Ravenhill, also note that the middle power concept:

“...refers principally to aspects other than size, but most definitions refer, in one way

or another to capability or ‘capacity’” (Cotton & Ravenhill (eds), 2011, p. 2).

When considering ‘capacity’, a place to start is the relative sizes of national economies. OECD
figures were quoted in Chapter Two. Figure 3.1 below, published by the Lowy Institute,
conveys similar information just for the G20 group of nations. In 2017, Australia was ranked
the 13" wealthiest nation within the G20 which comprises the world’s 19 wealthiest nations

plus the European Union considered as an aggregated whole.

Figure 3.1. Relative Sizes of the G20 economies (USS bns).

G20 GDP Comparison (Source: Lowy Index
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Note: The EU is a member of the G-20, however, it is excluded from this chart
because it is not a nation state but an accumulation of states.
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Drawing on data gathered in 2010 and published in 2012 about the relative sizes of economies,
Gilley and O’Neil (2014) used a cluster analysis approach to devise the following hierarchy of

states.

Figure 3.2. A Hierarchy of States: Middle Powers.

Japan, India, Germany
Russia, Brazil, UK,

France

Italy, Mexico, South Korea, Spain,

Canada, Indonesia, Turkey, Iran,
Australia, Poland, Netherlands, Argentina,
Saudi Arabia, Thailand

South Africa, Egypt, Pakistan, Columbia,

Malaysia, followed by all other states

From: Gilley B. and O’Neil A (eds). 2014, p 5.

This approach revealed 14 nations, in the third tier from the top in Figure 3.2, that could be
considered as candidate middle powers. Considerable overlap with the nations in the bottom
half of the G-20 ranking table (Figure 3.1 above) is noted. Russia sits just above Australia in the
G-20 ranking yet is accorded considerably greater overall global standing than the size of its
economy, taken as a single data point, might suggest is warranted. Russia’s vast geography
and nuclear status add dimensions to its power that compensate for its relatively weak

economy and elevates it to high status.

3.1.1 What Middle Powers are Not
Following from the comment about Russia, middle powers lack three attributes that are the

preserve of the major powers. Middle powers:

° Are not permanent members of the UN Security Council. The permanent
members are China, France, the Russian Federation, the United States and the

United Kingdom. All possess nuclear weapons.
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° Do not possess nuclear weapons. Four nations, not members of the Security
Council, do possess nuclear weapons. They are India, Israel, Pakistan and North
Korea. They have developed these weapons as deterrents against threats they
consider to be existential: India — Pakistan, Israel - the Arab World, Pakistan -
India, and North Korea - the United States. The paradox of nuclear weapons is
that their value as instruments of national power is in the deterrent effect of

their non-use (Morgenthau, 1973).

° Are not capable of initiating major wars. The armed forces of middle powers,
although generally well-trained and equipped, are relatively small (SIPRI, 2018).
These forces may conduct operations that contribute to regional stability and
they may become involved with international peacekeeping and peacemaking
activities that have been sanctioned by the international community, usually
through the mechanisms of the United Nations. They do not have the capability

or capacity to initiate and sustain major war.

The major powers, especially the United States, China and Russia, as discussed in Chapter Two,
are heavily invested in all facets of space activity to advance their economies, to strengthen

their security and self-reliance and for purposes of research.
Middle powers are significantly less invested in space than the major powers.

3.1.2 What Middle Power Are
Beyond the question of capacity, mentioned above, is a question of behaviour. Do middle

powers display similar behaviours on the world stage?
Research Fellow Eduard Jordaan has observed that:

“All middle powers display foreign policy behaviour that stabilises and legitimises the

global order, typically through multilateral and cooperative initiatives” (Jordaan, 2003).

Outer space has fallen within the ambit of the United Nations as a domain of human activity
since the late 1950s. The General Assembly of the United Nations passed its first resolution
concerning the peaceful uses of outer space in December 1958 (Resolution 1348 (XIIl)) at
which an ad hoc committee was established to advise the General Assembly on how best the
United Nations might assist with promoting human access to and use of space for peaceful

purposes. Australia was represented on the ad hoc committee (UNOOSA, 2019b).

The role of middle powers in the space domain is varied and is discussed below through two

sets of relationships. One is an informal linkage of states known as MIKTA — Mexico,
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Indonesia, South Korea, Turkey and Australia (DFAT, 2018a). The other is an assessment of the

approach to space taken by Canada.

3.1.3 MIKTA

In 2013, the foreign ministers of a disparate grouping of the five nations comprising MIKTA,
including Australia, agreed to meet regularly to discuss matters of common interest as middle
powers. At first glance, this is an unlikely grouping of nations, given their different places in
the world, histories, cultures, religious affiliations and domestic circumstances. However, on a

series of indicators, they do share some similarities and equivalence as the Figure below
suggests.

Figure 3.3. Details of the Global Competitive Index of MIKTA Countries (2015-2016)
(reproduced from Flake & Wang, 2017, Figure 8).

Institutions

Figure 8: Detais of the GCI
of MIKTA countries (2015-2016)

== Australia \(\(\O
Korea

= Maexico

== Indonesia

== Turkey

= MIKTA

x
o 3
8 .-
& | 3
-— Q
° 85
-~ o
?) =
-
P S2
- .
Q
~

Labour market
EMficjency

Saurce: The Globaol Compettivenass Report 20152014, Word Economic Farum |2015)

The stated purpose of MIKTA is:
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“...to bridge divides in the multilateral system and build consensus on complex and
challenging issues, drawing on the diverse perspectives of its members and their

shared interest in an effective, rules-based global order.

Since [2013] our exchanges have grown to encompass collaboration between
academics, diplomats, journalists, parliamentarians, and experts in areas ranging
from trade to international security, gender equality, governance and sustainable

development” (DFAT, 2018a).

The MIKTA Vision statement, adopted in 2013 by the participating states, states in part:
“We have both the will and the capability to contribute to protecting public goods and
strengthening global governance. Working together, MIKTA can play a constructive

role in the international agenda and exert greater influence” (MIKTA, 2013).

Ministers of the MIKTA nations have met regularly since MIKTA was created and other

meetings and workshops have been held under MIKTA auspices as well (MIKTA, 2019).

A 2016 review of MIKTA, published by the Perth USAsia Centre, concluded that:
“...these five nations have the capacity, will, and intent to influence global issues
beyond their immediate regions — something which an uncertain world will certainly

welcome” (Flake & Wang, 2017).

This desire to influence global issues stands in contrast to Holbraad’s finding, noted above,
that middle powers tend to look to exert influence in their immediate region. In an
increasingly connected world, the distinction between at least some regional and global issues

appears to be more theoretical than practical.

There is no evidence from a review of the MIKTA website that space security has been
discussed, although informal conversations about the suitability of this topic for MIKTA
consideration, were held in 2016 and 2017. The topic was not considered suitable because,
according to Mexico’s Ambassador to Australia at the time, MIKTA was a “work in progress”
and no member wanted to set back MIKTA’s development by pushing into areas that might
prove to be controversial too soon. By inference, space was considered to be potentially

controversial or divisive, at least by some MIKTA members (Biddington, 2017d).

As indicated in Chapter Two, determining what is and is not included in assessments of the
amounts of money that countries allocate to space activities is difficult. In 2016, Mr Steve
Bochinger, from Euroconsult, briefed a United Nations conference about the global space

economy. Euroconsult is a company that specialises in space industry analysis (Euroconsult,
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2019). Mr Bochinger presented one chart which listed the expenditure by governments on
civil space programs in 2014. The amounts for the MIKTA nations, with Canada also included
as a reference point, have been extracted from the Euroconsult data and are shown in the

table below.

Table 3.1. Expenditure by Selected Nations on Civil Space Programs in 2014.

Country uUsSm
Mexico 125
Indonesia 59
South Korea 459
Turkey 58
Australia 297
Canada 325

Source: Euroconsult, 2016. reproduced at
http://www.unoosa.org/documents/pdf/copuos/stsc/2016/symp-01E.pdf.

Euroconsult did not explain the methodology adopted in reaching these figures.
Brief comments on the space activities of the MIKTA nations follow.

Mexico. In his 2013 monograph, Space Policy in Developing Countries, Robert Harding
characterised Mexico as a third-tier space actor, the third tier being the lowest level in
Harding’s schema. Harding summed up the evolution of Mexico’s space activities as “not
smooth” (Harding, 2013, p. 155). He noted that Mexico established a space agency in 2010
with an initial operating budget of US$800,000 (ibid, p. 156). Since 2010, the space agency’s
budget has grown modestly and, in 2018 was in the order of US$6 million (Pesce, 2017).

The Mexican Space Agency hosted the 67 International Astronautical Congress in 2017. The
Agency places considerable emphasis on skills development and in using space as a vector for

STEM education (Volkov 2017).

Indonesia. Harding (2013) characterises Indonesia as a third-tier space actor. He notes that
Indonesia established a space agency in 1964 and has used satellites since the mid-1970s to
provide reliable communications to many of the 17,000 islands in the archipelago. He also
points out that the space agency (LAPAN is the anglicised acronym) maintains close ties to the
Indonesian military. LAPAN operates several small remote sensing satellites to assist with

disaster monitoring across the archipelago. LAPAN’s budget has been in the order of US$20
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million in the past. The Agency is reported to have asked for USS$61 million in 2018 (Goh,
2017a).

South Korea (the ‘K’ in MIKTA). Of the five MIKTA nations, South Korea has the most highly
developed and comprehensive space program. Harvey et al., in their monograph Emerging
Space Powers (2010), devote a chapter to space developments in South Korea. Moltz, in his
2011 monograph, Asia’s Space Race, does the same. Moltz states that South Korea’s civilian
space budget in 2009 was US$256 million which he described as a “potential limiting factor” to

growth (Moltz, 2011, p. 148). Moltz concludes his chapter on South Korea with this passage:

“...Seoul will be forced to “run faster” than its Asian competitors in space. For this
reason, those elements of South Korea’s space strategy aimed at integration,
cooperation and efforts to prevent the emergence of aggressive foreign military
activities seem most likely to serve its interests as a newly capably “middle” space

power within Asia” (ibid, p. 157).

Turkey. Turkey has been involved in space activities since the late 1960s. Presently, Turkey
operates some communications and Earth observation satellites and has ambitious plans to
develop the ability to design and build its own satellites (Gurcan 2016). Yilmaz (2016), in an
article in the Open Journal of Political Science, details Turkey’s space journey. Yilmaz notes the
ambition of Turkey to become more self-sufficient in space technologies and for a space
agency to be established. He also acknowledges tension between civil and military space
interests (Yilmaz, 2016). Gurcan also mentions civil/military disagreement in the context of his

discussion about the need for a Turkish space agency (TUA):

“Yet the bill has been delayed, once again because of major problems in determining
how the military and civilians will share authority and responsibility. Arguments on the
functions, relations with universities and the defense industry, and the budget might
also help explain why Turkey has not been able to set up its TUA for 26 years” (Gurcan,

2016).

Gurcan, quoting Euroconsult, noted that Turkey spent US$67 million on civil space activities in

2013.

Australia. Figures presented in Table 3.1 above indicate that, of the five MIKTA nations,
Australia spends more on civil space than do Mexico, Indonesia and Turkey and less than does
South Korea. Australia’s circumstances are detailed in later Chapters. In the present context,
one obvious difference between Australia and the other MIKTA nations is Australia’s alliance

with the United States which, as noted in Chapter Two, has a vital space element.
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All five MIKTA nations have mostly cordial relationships with the US and deal with the USon a
range of issues, including, at times, thorny security issues. The existential threat that North
Korea presents to South Korea is one example, another is the question of Kurdish autonomy on
the border between Syria and Turkey and a third is the “Wall” that President Trump seeks to
build along the Mexican/US border. Of the MIKTA nations, only Australia has a deep

intelligence sharing relationship with the US.

In summary, the funds allocated by MIKTA nations for civil space activities are modest,
especially in Mexico, Indonesia and Turkey. The focus of space investment of the MIKTA
nations is on capabilities that are designed to strengthen economic security and broader

national security, including satellite communications, remote sensing and education.

3.1.4 Australia and Canada

Reports and commentaries that have advocated for Australia to become a more active
participant in the global space economy have made comparisons with the experience of
Canada. A recent example is from a report produced in 2017 by a Sydney-based group called

the GAP Space Taskforce:

“Canada, a nation of comparable size, population and technological sophistication,
generates CAS5.3 billion in annual space revenue, of which CA$1.6 billion come from
exports — thanks, in part, to its associate membership of ESA. Overall, the space sector
contributes CA$2.7 billion to Canada’s GDP and supports over 24,000 jobs in the

greater national economy” (GAP, 2017, p. 10).

The figures quoted by GAP above are drawn from the 2015 Euroconsult report that is the basis
for Table 3.1 above (Euroconsult for CSA, 2015).

Another example is from a report prepared by Mr Gabriele Lania who was seconded to the
space section of DefenceSA in Adelaide in 2016. His report, An International Comparison of

Space History, Policy and Industrial Capability, concluded:

“Perhaps the most suitable reference model for Australia is the Canadian one.
Canada’s geographic features are similar to Australia: a vast country with scattered

population” (Lania, 2016).

The comparisons stop at this first order level of analysis and imply that Australia could and
possibly should emulate Canada’s experience because of the high-level similarities between

the two nations. The question that has not been asked is why these similarities have not
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translated into similar space sector development trajectories, but, instead, have been so

different.

The Canadian Space Agency (CSA) was established on 1 March 1989 (CSA, 2018a). Australia’s
agency only stood up in 2018. Canada is an associate member of ESA, which is said to allow
Canada access to space technologies that are not available to Australia (Biddington, 2019b).
Australia, as is discussed in Chapter Six, has been invited to join ESA as an associate member
and has respectfully declined these invitations (Dougherty, 2017). Canada has participated in
upstream elements of US human spaceflight programs, the robotic arm, known as the
Canadarm, on the Space Shuttle is a celebrated example (CSA, 2018b), and Canada has
supplied a steady flow of astronauts to the International Space Station (CSA, 2018c). Two
Australian-born men have flown in space; both became US citizens to do so (Burgess, 1999).
Canada has some well-established space companies (Euroconsult for CSA, 2015). Australia
does not. Canada has built and operates a suite of capable satellites, notably RadarSat 1 (now
inactive) and Radarsat 2 (CSA, 2014). Australia, although it has access to RadarSat data, has no

comparable industry capability.

Canada’s location to the immediate north of the United States helps to explain the different
space sector development pathways taken by Canada and Australia. Two points seem

especially pertinent.

° During the Cold War, Canada’s very existence was tied to that of the US and vice
versa. The North American Air Defence Command (NORAD) is a combined
American/Canadian organisation that was formed in 1957 with antecedents that
developed in World War 2 (NORAD, 2013). As its name suggests, NORAD was
integral to the defence of continental North America, embracing both Canada
and the United States. Sensors in northern and central Canada provided early
warning in the event of Soviet air and missile attacks against the United States
and Canada from the earliest days of the Cold War (ibid). The growth of the
Canadian space sector indicates that defence and civilian activities were
interleaved (CSA, 2018a). This stands in contrast to Australia’s experience where
military and civil space activities were bifurcated as will be discussed below in
Chapters Four and Five. In summary, the fundamentals of Canada’s threat
environment, including threats from space, and its security responses have been

quite different to those faced by Australia.
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° The space industry sectors of the US and Canadian economies are closely
integrated (Euroconsult for CSA, 2015). A Canadian developed sensor was
launched from the US in 1960 and Canadian components were on the Apollo
moon lander. There is a long-standing history of cross-border space industry
cooperation. Proximity would seem to have worked to the advantage of

Canadian companies (CSA, 2018a). There is no equivalent Australian experience.

Those who encourage Australia to emulate Canada’s commitment to space activities do so on
the basis of similarities, including geographical similarities. Overlooked is that the different
space development trajectories of the two nations may also be explained by geography and its
intersection with Cold War politics. Canada’s proximity to the United States led to a common
nuclear defence and to an integrated space economy. Australia’s location led to ground
stations being hosted that were vital to the nuclear defence of the United States and to civil
space activities, including the Apollo Program, that was of immense symbolic importance in
the Cold War. The equipment installed in the ground stations located in Australia was
designed and built in the United States and flown in to Australia. There was no incentive or

imperative for a local industry to develop.

Synchronised or collective approaches by middle powers, including Australia, on international
issues of importance, in principle, can amplify or add weight and legitimacy to the arguments

they might put. One Canadian study, however:

“...tentatively concluded that the collective influence of the middle powers . .. had not
been commensurate with either their capabilities and their stakes [because] they have

rarely acted in concert . . .in pursuit of shared goals” (Wood, 1987).

Summarising this section, middle powers do have shared characteristics in terms of their size
and influence. With respect to space activity, they behave in similar ways through a general
commitment to uphold the international rules-based order whilst also pursuing their individual
sovereign interests. This does not necessarily differentiate them from many other states that
are both larger and smaller. Evidence of concerted space diplomacy, by Australia and other

middle powers, working together, is limited.

3.2  The Influence of Middle Powers

The purpose of this Section is to determine whether the status of being a middle power
bestows any benefit or authority on nations to which the middle power moniker is applied. Do
middle powers have access to sources and processes of influence not available to larger
powers on the one hand and to smaller and weaker powers on the other?
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The first part of this section asks whether the actual status of being a middle power confers
influence, in general terms, in the international system. The second part considers whether
middle power status confers particular or special influence in international discussions about

space security.

3.2.1 Middle Power Status in General

Hedley Bull was a highly regarded Australian international relations scholar. One of his most
influential works is The Anarchical Society: A Study of Order in World Politics (Bull, 1977). The
title is paradoxical. How can any set of relationships be simultaneously anarchical and orderly?
Bull looked beyond treaties, laws and regulations that can be difficult if not impossible to
enforce in the international domain to norms and unwritten rules by which nations choose to
abide. Middle powers help to reinforce and uphold norms in the knowledge that a stable
system generally serves their selfish interests better than does a system that is unstable and

contentious (ibid).

Gilley and O’Neil hypothesised that middle powers display three behavioural dimensions

outlined in the table below.

Table 3.2. Three hypothesised behavioural dimensions of middle powers.

e  Peaceinitiatives
Security e  Conflict mediation roles
e  Counterhegemonic
System e  Pro-multipolarity
e Uniting for consensus
e International institutions and processes
Rules e  Rules-building and adherence
e Regional institutions

From Gilley & O’Neil (eds), 2014, p. 13, Figure 1.2)

The behaviours listed in the table imply support for the institutional framework and informal
arrangements and understandings that emerged after World War 2. Middle powers serve to
ease the friction at those points where the tectonic plates of the great powers intersect (Gilley

& O’Neil (eds), 2014).

More formally, roles that middle powers can, and do, play in international affairs include:
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e Acting as conduits and even informal mediators between the major powers, drawing

on extensive diplomatic experience to remain impartial and fair-minded.

e Bringing a moral or ethical dimension to bear on the realpolitik considerations of the
major powers by pointing out how struggle between the great powers, unless
mitigated and mediated, may hurt the innocent bystanders - the small and middle

powers (Gilley & O’Neil (eds), 2014).

3.2.2 Does Concerted Action Work?

Australia and Canada emerged from World War 2 on the side of the victors. Both nations took
an active role in the San Francisco conference that settled the Charter and organisational
details of the United Nations and its related institutions. Both countries argued for special
recognition and involvement in the international security fabric that eventually emerged
because of the blood and treasure they had invested in helping to win the war and make the
peace. (Chapnick, 2005) The great powers of the day ignored these arguments and neither

country succeeded in being granted any favoured status (ibid).

At the San Francisco conference Australia earned the reputation as the leader of the middle
powers and Dr Evatt, Australia’s chief negotiator, was singled out for praise as the “great

champion of the smaller nations” (ibid, p. 143).

Another example of medium (and small) powers acting in concert to achieve a desired
common result comes from the Third United Nations Law of the Sea Conference (UNCLOS) that
met over a period of nine years from 1973-1982. The Law of the Sea Convention (LOSC) was
concluded successfully in 1982 and came into force in 1994. The question in UNCLOS was how
to account for the interests of the landlocked and geographically disadvantaged states; the

LLGDS as they became known.

Rothwell & Stephens (2010), in their detailed commentary on the LOSC state that the “specific
interests” of LLGDS “received serious and detailed consideration,” because they were “able to
form a negotiating bloc” that advanced their “collective interests” in the three UNCLOS
committees. Further:
“The Group of LLGDS numbered 55 states, over a third of the participating states, and
therefore wielded considerable influence because under the UNCLOS Rules of

Procedure such a ‘blocking third’ could veto proposed rules” (ibid, p. 190).

Rothwell & Stephens also noted that:
“The Group of LLGDS at UNCLOS Il was remarkable in so far as it brought together a

diversity of developed and developing states such as Switzerland and Nepal, all of
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which had limited or no access to the sea but otherwise shared little in common”.
(ibid, p. 190).
Rothwell & Stephens concluded that the LLGDS enjoyed “few hard and fast guarantees under
the LOSC” (ibid, p. 190). In summary, the cooperative behaviour of the LLGDSs helped their

cause but was not decisive.

These examples suggest that when middle (and small) powers work together, they can achieve
outcomes not likely to have been achieved had they acted alone. However, even when acting
in concert, middle powers lack the capacity to change the basic architecture or structure of the
system. They can, however, improve these structures in ways that are accepted as helpful and
legitimate. Middle and small powers in 1948 in San Francisco achieved improvements to the
UN Charter. In UNCLOS lll, a similar result was achieved with an entire section, dealing

specifically with the interests of the LLGDS, being added to the LOSC (ibid, p. 190).

3.3 Middle Power Levers and Space

This section is a discussion about the approach that middle powers take to space policy
development and space investment decisions. Can general principles or modes of behaviour
be discerned that are common to middle powers in regard to space? Do middle powers act in
concert, within the international community, to make the space environment more secure in
the interests of all humanity? Or, are their endeavours dedicated to the achievement of more
narrowly defined national objectives? These questions are discussed in this section. Firstis a
discussion about divergent, perhaps irreconcilable views of the legal standing of outer space

and what nations lawfully may and may not do in outer space.

3.3.1 Spacepower and the Global Commons.

The exercise of political power in outer space, as in every other domain of human activity, has
two faces like the Roman god, Janus (Duverger, 1966). One face points to the achievement of
self-interested ends through cooperative and collaborative activities. Shared objectives,
negotiation, discussion and compromise characterise these activities. Altruism need not be a
driver although others may derive benefit as a corollary or consequence of such activities. The
second face points to competition, conflict and the more or less naked threat of force by an
actor to enforce compliance by others (ibid). James Oberg in Space Power Theory, published in

1999, in a discussion about space warfare, drew the distinction thus:

“At its core, the notion of weapons in space pits military pragmatists against idealistic
futurists . . . It is a conflict between those that espouse the immutable nature of

human beings against those that believe they are slowly, but definitely and
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irreversibly, moving toward an era of greater cooperation and unity: it is the idealists

versus the realists . . .” (Oberg 1999, pp. 146-7).

Joan Johnson-Freese is a professor at the US Naval War College, Newport Rhode Island. She

has published extensively about US space policy. In her 2017 monograph Space Warfare in the
21 Century: Arming the Heavens, Johnson-Freese argued that a more nuanced spectrum than
the dichotomy presented by Oberg has emerged. Writing from a US perspective, she identifies

four schools of thought along a continuum:

° US reliance on space for both military and civilian purposes is so great that space

dominance is essential. Space represents the ultimate high ground.

° Weaponisation is simply inevitable and the United States would be remiss not to
prepare.

° Space is important militarily but there should be limits to militarisation.

° Finally, there is the space sanctuary school that argues for space to be accorded

an international status like that of Antarctica (Johnson-Freese, 2017, p. 57).

Writing 15 years earlier, Everett Dolman, a professor at the US Air Force Air War College in
Maxwell, Alabama, published Astropolitik: Classical Geopolitics in the Space Age (Dolman,
2002). Dolman explains that he chose the title Astropolitik to be provocative, to focus on the
geography of space and its importance to the ambitions of nations, notably the great powers.
In drawing attention to the realpolitik of space he expressly acknowledged the dangers
inherent in any “geopolitical-based Realpolitik strategies of dominance” (Dolman, 2002, p. 3).
The ultimate purpose of Astropolitik would seem to be to demonstrate that American
dominance in space is in the interests of all humanity and, ultimately, is a force for good.
Dolman proposes a three-step strategy that would have the US shatter the present
international treaty regime for outer space and would assert US primacy in LEO through

military means. Space would:

“...transition to an Astropolitik regime and ensure that the United States remains at

the forefront of spacepower for the foreseeable future” (Dolman, 2002, p. 158)

Dolman insists that, at every turn, human endeavours in space have been driven by

competition and competitive behaviour and not by a desire for cooperation.

About the Outer Space Treaty (OST), the key principles of which were outlined in Chapter Two

above, Dolman writes:
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“The highly touted international cooperation that produced the 1967 Outer Space
Treaty was not in truth evidence of a newly emerging universalism; rather it was a
reaffirmation of Cold War realism and national rivalry, a slick diplomatic manoeuvre
that both bought time for the United States and checked Soviet expansion” (Dolman,

2002, p. 8).

The Latin phrase res communis (common heritage of humankind) provides some guidance but
its meaning is contested and has been subject to interpretation and re-interpretation over

time (Dolman, 2002). This point is developed below in context of the Moon Treaty.

A further difficulty with any commons is the disjunction that can occur between rational self-
interest and the common good. The former speaks to the maximisation of individual benefit
and the latter to environmental and societal sustainably; the optimisation of benefit to a broad
community over time. Garret Hardin captured the essence of this argument in his classic
paper, The Tragedy of the Commons (Hardin, 1968). Critics of Hardin, such as Beryl Crowe,
argued that technology would solve the scarcity problem that lies at the heart of Hardin’s

argument (Crowe, 1969).

3.3.2 Space Treaties, Regulations and Norms

The international legal framework for outer space was established in the 1960s. There are five
treaties and a series of additional principles, resolutions and other instruments that have been
endorsed by the United Nations.

Of the five treaties, the first, commonly known as the Outer Space Treaty (OST), is the most
important. As noted in Chapter Two the OST enshrines a set of principles to which States that

have signed the treaty agree to adhere when conducting activities in outer space.

The core principle in the OST is that human activity in outer space is restricted to peaceful
purposes for the benefit of all humanity. As noted already, precisely what this principle

means, when the question of application arises, is not always clear.

The Treaties are:

. The Treaty on Principles Governing the Activities of States in the Exploration and
Use of Outer Space, including the Moon and Other Celestial Bodies [the ‘Outer
Space Treaty’, adopted by the General Assembly in its resolution 2222 (XXI)],
opened for signature on 27 January 1967, came into force on 10 October 1967,

107 ratifications and 23 signatures (as of 1 January 2018);
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o The Agreement on the Rescue of Astronauts, the Return of Astronauts and the
Return of Objects Launched into Outer Space [the "Rescue Agreement", adopted
by the General Assembly in its resolution 2345 (XXIl)], opened for signature on
22 April 1968, came into force on 3 December 1968, 96 ratifications, 23

signatures, and 2 acceptance of rights and obligations (as of 1 January 2018);

o The Convention on International Liability for Damage Caused by Space Objects
[the "Liability Convention", adopted by the General Assembly in its resolution
2777 (XXVI)], opened for signature on 29 March 1972, came into force on 1
September 1972, 95 ratifications, 19 signatures, and 3 acceptances of rights and

obligations (as of 1 January 2018);

o The Convention on Registration of Objects Launched into Outer Space [the
"Registration Convention", adopted by the General Assembly in its resolution
3235 (XXIX)], opened for signature on 14 January 1975, came into force on 15
September 1976, 67 ratifications, 3 signatures, and 3 acceptances of rights and

obligations (as of 1 January 2018);

o The Agreement Governing the Activities of States on the Moon and Other
Celestial Bodies (the "Moon Agreement", adopted by the General Assembly in its
resolution 34/68), opened for signature on 18 December 1979, came into force

on 11 July 1984, 18 ratifications and 4 signatures (as of 1 January 2018).

The texts of the treaties and further details are available on the UNOOSA website (UNOOSA,
2019a).

The fifth agreement, known commonly as the Moon Treaty, has not attracted the broad
support of the four earlier treaties. It has not been ratified, by any of the major space powers.
Australia, Mexico and Turkey are three of the 18 nations to have ratified the Treaty (UNOOSA,
2019c¢).

According to Dolman, the Moon Treaty re-interprets the definition of res communis from
meaning ‘equal access’ to meaning ‘equal benefit’ (Dolman, 2002, pp. 100-101). A US Senate
Committee considered the treaty and noted a series of issues including that it may discourage
commercial investment in space by creating uncertainty around the meaning and application
of the ‘common heritage’ principle (USG, 1980, pp. 78-80). Did the ‘equal benefit’ definition of
res communis mean that profits from mining the Moon and other celestial bodies, for example,

should be shared amongst all people and nations and not confined just to those entrepreneurs
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and pioneers who took the risks and made the capital investments? The question is

unresolved.

The Moon Agreement came into force in 1979, more than a decade after the Outer Space
Treaty in 1967. Freeland has noted that many new countries had come into being in this
period because of decolonisation and that numerous developing nations were demanding
their share of bounty of the commons, whether in space or in the oceans and irrespective of
how or by whom these commons would be developed (Freeland, 2019). In the 40 years that
have passed since the Moon Agreement was signed the Soviet Union has collapsed, China has
emerged as a near peer competitor to the United States and there have been enormous
advances in computing and other technologies relevant to space exploration and space
development. Freeland’s view is that humanity has the wit to create a scheme that would
distribute benefits generated by mining or related activities on the Moon equitably (Freeland,
2019). The legal question to be addressed is the principle of non-appropriation which is stated

in Article 2 of the Outer Space Treaty:

“Outer space, including the Moon and other celestial bodies is not subject to national
appropriation by any claim of sovereignty, by means of use or occupation, or by any

other means” (UNOQOSA, 2019a).

Article 11 of the Moon agreement repeats the principle of non-appropriation, with specific

reference to the Moon, word for word (UNOOSA, 2019a).

There is provision in the Moon Agreement for a conference to Review the efficacy of the
Agreement. Australia acceded to the Moon Agreement on 7 July 1986 (CPD, H of R, 1986),
although literature explaining the decision has not been found. Freeland’s has expressed the
view that Australia, being one of the larger powers to have ratified the Moon Agreement,
would be well-placed to play a prominent role in such an activity (Freeland, 2019; Listener,

2011).

3.3.3 Stalled Initiatives

Within the United Nations, responsibility for space matters is split between two of the main
committees of the UN General Assembly (UNGA). The First Committee (Disarmament and
International Security) considers space security matters and is advised by the Conference on
Disarmament (CD), based in Geneva. The Fourth Committee (Special Political and
Decolonisation), considers the humanitarian aspects of space and is advised by the Committee

on the Peaceful Uses of Outer Space (COPUQS) (UN, 2019). The First Committee and the CD
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are concerned with disarmament and with preventing warfare and the proliferation of
weapons, including in space. The Fourth Committee and COPUQS are concerned to ensure
that space remains open and accessible to all of humanity under rules and norms that are

universally accepted and adhered to.

The international community continues to struggle to reconcile the dichotomy that exists
between realist and liberal perceptions of human behaviour in space. Within the UN, in 1985,
an ad hoc committee of the Conference on Disarmament (CD) was established to consider how
to prevent an arms race in outer space (PAROS). The ad hoc committee made little progress
and has not met since 1994 (NTI, 2017). In 2008, Russia and China proposed a new space
treaty to complement the Outer Space Treaty that, they claimed, was designed to prevent the
placement of weapons in outer space. The draft, called a Treaty on the Prevention of the
Placement of Weapons in Outer Space, the Threat or Use of Force against Outer Space Objects
(PPWT), was rejected by the United States. The basic objection was that the treaty was not
capable of being verified. The CD operates on the principle of consensus and the United States
has simply blocked negotiations and refused to allow the draft treaty to proceed, assessing
that to do so would compromise its ability to defend and advance its vital interests in outer

space (Huntley, 2009 p. 147).

Russia and China reintroduced the PPWT into the CD in 2014 to provide a legally binding form
of regulation that stood in contrast to the non-binding International Code of Conduct (ICoC) in
space, discussions around which had gathered momentum in the previous years (Beard, 2016).
The ICoC was initially proposed to the international community by the European Union (EU) in
2008 (SWF, 2014a). It gathered support and its work was paralleled by a Group of Government
Experts (GGE) on Transparency and Confidence Building Measures (TCBM) that was
established under UN auspices in 2011 (SWF, 2014b). The GGE provided its report to the
Secretary General of the UN in July 2013 (UNOOSA, 2013). This report made a series of
recommendations that summed to encouraging all states to adhere to the treaties and other
instruments already in place and to be more explicit in disclosing their space activities to the
international community (UNOQOSA, 2013, pp. 21-22). The GGE also recommended that a joint
session on TCBM in space be held between the First and Fourth Committees on the UNGA.
The first joint session, which was unprecedented, was held in 2015 and a second was held in

2017 (UN, 2018).

The ICoC made progress until 2015 when, at the United Nations in New York, Russia and China,
with the support of some smaller states, including Brazil, India and South Africa, as well as

nations from the Non-Aligned Movement (NAM), essentially killed the initiative (Listener,
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2015; Meyer, 2015; Krepon, 2015). Australian officials participated in the ICoC discussions and
expressed private disappointment at the 2015 outcome noting how the spirit of cooperation
between the United States, Russia and China that had characterised earlier meetings had

soured. (Biddington, 2015).

Listner and Rajagopalan have suggested that the principal reason for Russia and China

introducing a revised draft of the PPWT in 2014 was to:

“...to breathe life into the Conference of Disarmament, preserve their soft-power
advantage among third-world nations in the UN, and to take the spotlight off the ICoC
and the effort to utilize transparency and confidence-building measures in the Group
of Government Experts to address outer space security issues” (Listner & Rajagopalan,
2014).
The effect of these diplomatic manoeuvrings is that both the ICoC and the PPWT would seem
to be dead in the water at a time when the orbital space environment especially, would seem
to be coming under increasing pressure as more states launch more satellites, leading to
increased political and physical risks (the prospect of collisions and radio frequency

interference).

3.3.4 Other Agreements, ‘Soft Law’ and Norms

In addition to the five main treaties there are 11 further instruments that the United Nations
considers relate to the regulation of outer space (UNOOSA 2019a). One of the most important
relates to the International Telecommunication Union (ITU) which, as was referred to in
Chapter Two, allocates radio spectrum to satellite operators across the world. Through this
mechanism, the ITU, de facto, allocates the location of satellites in orbital space, especially
slots above the Equator that satellites occupy in GEO. This is a highly technical activity as

indicated by the complexity of the space services area of the ITU website (ITU, 2018).

Beyond these instruments are further guidelines, resolutions and protocols some that relate
specifically to outer space and some that have more general application but include or
embrace space activities. The Guidelines that have been adopted by the UNGA to minimise
the rate of growth of space debris are an example of the former (UNOOSA, 2019a). Three

examples of the latter are:

° The Wassenaar Arrangement is an export control regime that seeks to,
“promote ‘greater responsibility’ among its members in exports of weapons and

dual use goods and to prevent ‘destabilizing accumulations’ (ACA, 2017a).
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° The Missile Technology Control Regime (MTCR) is an export control regime that
“aims to limit the spread of ballistic missiles and other unmanned delivery
systems that could be used for chemical, biological, and nuclear attacks” (ACA,

2017b).

° The International Code of Conduct Against Ballistic Missile Proliferation (ICOC)
is also known as the Hague Code of Conduct (HCOC). This has been described
as a “political initiative aimed at globally curbing ballistic missile proliferation”

(ACA, 2002).

Australia is a signatory to these agreements. With respect to ballistic missiles, the position of
the Australian Government, summarised on the website of the Department of Foreign Affairs

and Trade, is clear:

“The development and proliferation of cruise and ballistic missiles, in particular long-
range missiles, is of great concern to Australia and many other countries. Missiles
with a range of 300km or greater, capable of carrying a load weighing 500kg or more,
are suitable vehicles for the delivery of weapons of mass destruction (nuclear,
biological or chemical weapons). Missile development and proliferation destabilises
regional security, particularly in areas of tension, with flow-on effects for global

security” (DFAT, 2019a).

The development by China and North Korea of long-range missiles in the context of broader
geostrategic developments, has caused concern in Australia, leading some commentators to
call for Australia to develop a missile defence capability (Benson, 2017). These concerns are

discussed in the next section of this Chapter.

Nation states agree to be bound by the international agreements they make to the extent that
it suits their interests; interests that may vary over time and in response to changing domestic
and international circumstances. The legal regime provides a foundation or context for the

creation of behavioural norms by which state and non-state actors abide.

Why nation states seem mostly to abide by the international agreements to which they are
party is an active conversation among international lawyers. A comprehensive discussion is in
a paper written in the Yale University Law School in 1997 by Harold Koh. Koh argued that the
answer lay in the nature of the concept of obedience which contains moral, normative and
legal elements (Koh, 1997). This conclusion speaks to the concept of legitimacy and a positive

desire to obey rather than the idea of obeying for fear of the consequences of not obeying.
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Another paper, written by Downs and Jones (2002), maintains that reputational concerns are

the principal mechanism that leads to high levels of compliance with treaties.

Leaving aside the question of motivation and the shortcomings of the treaties the major space
powers have broadly adhered to the normative framework and legal regime that was
established in the 1960s and 1970s to guide, if not regulate, human activities in outer space
(Lele, 2017). This comment applies equally to some of the ‘soft law instruments, such as the
Wassenaar Arrangements, which elicit high levels of compliance. Some commentators argue
that the elements of some of these instruments have gained such wide acceptance that they

have obtained customary law status.

In 2015, the UN Institute for Disarmament Research (UNIDIR) published a study with the title
The Realities of Middle Power Space Reliance (UNIDIR, 2015). The key part of the study was an
analysis of the Strengths, Weaknesses, Opportunities and Threats (SWOT) that middle powers
possess or face in determining their dependence on data and services from space and their
approaches to space security. The results of the SWOT analysis in the UNIDIR report are

summarised, in general terms, in the figure reproduced on the following page.

The results indicate that there is no single attribute that middle powers bring to space
utilisation and space governance; rather they bring a cluster of attributes, not all positive, that

need to be balanced and assessed on a nation by nation basis.
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Figure 3.4. A Middle Powers SWOT Analysis (from UNIDIR, 2015, p. 8).
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The UNIDIR report concluded that:

“Space Middle Powers can play a critical role in shaping future global direction on
space security. Our research highlighted the importance of understanding what level
of resilience is needed and how to work towards that through national and
international policy mechanisms. For middle power States specifically, with their high
degree of space reliance, such an understanding of the true picture of national equities
in space and how current international space security processes, and other political

developments, may affect them is critical” (UNIDIR, 2015, p.31).

Teresa Hitchins is a globally-respected voice in arms control, space security and space policy.
In 2017, she addressed a conference in Canada on global space governance from the
perspective of what middle powers might do to promote the cause of space security. Her
suggestions followed from the report of the Global Governance Experts (UNOOSA, 2013) and
are consistent with the UNIDIR report. They included:

° To establish contacts and focal points in government and industry that would

provide reports to the UN General Assembly and to COPUQOS;

° To characterise and socialise the application of international law applicable to

military uses of space. She cited a collaborative arrangement between McGill
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University and the University of Adelaide to develop a manual of international

law applicable to military uses of outer space.

. To call a preparatory meeting, ahead of a larger gathering planned for 1-4

October 2017 (Hitchins, 2017).

She concluded that there was a vacuum in leadership on space governance which she asserted
could be filled by middle powers, citing Australia, Canada, Germany and the United Kingdom as

being in a position to take on such a task (Hitchins, 2017).

The discussion above indicates that medium power status and overall capability may confer
standing in international discussions about space security. Just how much remains an open

question.

34 Australia’s Contribution to Space Security as a Middle Power
The third section in this Chapter asks whether any contribution that Australia may make to
space security derives from its status as a middle power, or whether such influence as it may

have, is conferred by other factors?

Australia played an active role in establishing the international legal order for space. From
1962-1995, the first thirty-three years of its existence, an Australian chaired the Science and
Technology Committee of COPUQS — Professor David Martyn from 1962 to 1970 (Home, 2000),
was succeeded by Professor John Carver from 1970 to 1995 (Crompton et al., 2011).

Australian involvement in COPUOS and other intergovernmental space forums fell away in the
1990s but revived early in the current century. Australia was represented in the ICoC
negotiations and is now routinely represented in the major meetings of COPUOS (DFAT,

2018b).

Australia’s involvement in space security and space governance occurs within the context of
broader foreign and defence policy aims and ambitions. These are designed to address the
sum of Australia’s relationships with near neighbours, the wider region and the world (DFAT,

2017b; DoD, 2016b).

Of special contemporary concern to Australian policymakers are rapidly changing global power

relationships, notably between China, Russia and the United States.

Hugh White is a professor of strategic studies at ANU and a prominent strategic thinker. He
was previously a senior Defence official and was the principal author of Australia’s 2001
Defence White Paper. In 2010, he wrote an extended essay, called Power Shift: Australia’s
Future Between Washington and Beijing (White, 2010). The essay was controversial because it
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guestioned the fundamental tenet of Australia’s foreign, defence and security policies —
Australia’s close alliance with the United States. White asked whether Australia’s long-term
security interests would continue to be best served by the alliance. He argued that American
influence in the Asia Pacific region would inevitably wane as Chinese power and influence
increased. The questions for White were whether the power shift could be achieved
peacefully and what were the consequences of the power shift for Australia.

White argued that five alternatives were open to Australia as the security competition in Asia

became more intense. Australia could:

“...remain allied to America, seek another great and powerful friend, opt for armed
neutrality, build a regional alliance with our Southeast Asian neighbours, or do nothing

and hope for the best” (White, 2010, p. 60).

White is not the first or only scholar to ask questions about how Australia might best secure its
long-term interests in a rapidly changing region and world as China becomes more powerful

and assertive. Coral Bell, for example, wrote in 2005 that:

“Spectacular as China’s economic successes have been, they aren’t the only reason for
a widespread assumption that it’s the natural (almost inevitable) hegemon of East

Asia. The US may go away sometime; China won’t” (Bell, 2005, p. 35).

In the latter part of 2017, White published a second extended essay, Without America:
Australia in the New Asia (White, 2017). Whereas in 2010 White argued that the United States
had choices and options, in his 2017 essay he argued that the game was effectively over, and
that the US had relinquished its dominant position in the Pacific and is now in retreat. In
White’s view the rapidly changing power balance in the Pacific adds to the urgency for
Australia to determine a path in the region and the world that acknowledges that the United
States is less committed to its Asia Pacific alliances than ever before, leaving Australia with no

option but to pursue more independent foreign, defence and security policies.

White made no specific reference to space in either essay. However, as noted in Chapter Two
and expanded upon in later chapters, space security sits at the heart of Australia’s alliance

relationship with the United States.

In contrast to White’s position, that of the Australian Government, as indicated in formal
documents, including the Defence White Paper of 2016 and the Foreign Policy White Paper of
2017, has been to reiterate the strength and importance of the US Alliance. The Defence

White Paper (DWP) states:
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“A strong and deep alliance is at the core of Australia’s security and defence planning.
The United States will remain the pre-eminent global military power and will continue

to be Australia’s most important strategic partner” (DoD, 2016b, p. 15).
The 2016 Foreign Policy White Paper was equally unequivocal:

“Our alliance with the United States is central to Australia’s approach to the Indo—
Pacific. Without strong US political, economic and security engagement, power is likely
to shift more quickly in the region and it will be more difficult for Australia to achieve
the levels of security and stability we seek. To support our objectives in the region, the

Government will broaden and deepen our alliance cooperation” (DFAT, 2017b, p. 4).

These same documents stress the importance of Australia’s trading relationship with China
and of Australia’s commitment to the international rules-based order. They are clear that
Australia welcomes a strong and prosperous China as a member of the community of nations
that plays by the established rules and not by the implied or direct use of force as has been

seen in recent years in the East and South China Seas.

Australia is heavily invested in ensuring that the United States and China do not fall into war as
a consequence of the conflict that arises, axiomatically, between the status quo power and a
rising power. This concept is encapsulated in the phrase “Thucydide’s Trap” which refers to
the wars between Athens, the status quo power and Sparta the rising power in the 5" Century
BCE. How the United States and China work together in space may well determine whether
they avoid Thucydides’s Trap (Allison, 2017). To quote James Steinberg and Michael O’Hanlon
in their 2014 monograph Strategic Reassurance and Resolve: U.S.-China Relations in the

Twenty-First Century:

“One of the greatest dangers to long-term stability in U.S.-China relations is the
growing threat of conflict involving space. Each side is increasingly dependent on
space-based assets, both as part of its national security and for economic activities.
Yet [they are] tempting military targets at the outset of a conflict” (Steinberg &
O’Hanlon, p. 167).

What opportunities exist for Australia, as a middle power, to strengthen the space security
regime in its selfish interest as well as the broader interests of other nations and humanity
more generally? The answer is approached by referring to the SWOT analysis discussed in the
previous section and shown at Figure 3.4. It is used as a model. The points under each
guadrant of the model are discussed regarding Australia’s specific circumstances in the Table

that follows.
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Table 3.3. Middle Powers SWOT Analysis with Respect to Australia.

From the Model Australian Experience References
Strengths Established diplomatic presence Acknowledged as a leader of and Chapnick,
advocate for middle powers in the | 2005.
formation of the UN
Ranked 6th in diplomatic influence | Lowy, 2018a.
in the region behind China, the
USA, Japan, India and Russia
Pre-existing relationships within Historically close security Ball, 1980.
space-faring nations relationship with the USA of which
space is a vital element — host
ground stations
Hosts ground stations for NASA, Dougherty,
ESA, assists JAXA (eg. Hyabusa 2017.
return)
Weaknesses Being addressed by:
Increased space reliance on foreign Considered an acceptable risk for DITR, 2004.
providers many years in communications
and remote sensing
(Note: that all nations depend on
GNSS provided by the US, Russia,
China, Europe, Japan and India)
Increased space collaboration and Hosts SSA sensors that contribute Beazley,
implications for national security to USAF SSN 2016.
Recent agreements with French, Andrews,
UK and Canadian space agencies 2018a.
Recent agreements with European | Andrews,
companies 2018b.
Pursuing national security objectives Shared satellite with Optus, hosted | See Chapter
with commercial space services payload on Intelsat 22, purchased 4.
satellite #6 to compete USAF WGS
Constellation
Opportunities Being pursued by:
National-level agency in space Australian Space Agency created Cash, 2018a,
activities on 1July 2018 b andc.
Collaborating and pooling resources Evidence especially between See Chapter
relevant government agencies — 8.
GA, BoM and CSIRO and DST
Group and universities
Ability of others to provide space- Nascent space industry sector in GAP, 2017.
based services Australia has emerged in past
decade
Threats Being addressed by:
Prioritising objectives in the space Opportunity costs have militated See Chapter
domain vis-a-vis other domestic against government in a civil 4.

priorities

program in the past — no evidence
of change

Senate, 2008.
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Difficulty of coordination of national Problem in the past, the space
direction on space matters agency has been established
specifically to address this
problem

Aligning national security with
commercial space sector These two sectors remain DIIS, 2018d.
bifurcated. The Agency Charter
suggests that government is aware
of the problem DFAT, 2018c.
Insufficient engagement in space
security processes Australia represented on the
Group of Government Experts due
to report to the UN Secretary
General in 2019

The UNIDIR report observes that:
“...the Australian Satellite Utilisation Policy has made two key policy-related decisions
which codify the way in which the government will determine external partners and

partnerships:

J Maintain a system of export controls that, consistent with Australia’s
international trade and counter-proliferation obligations, facilitates trade in
space-related goods and services while regulating trade that raises national

security sensitivities.

J Maintain foreign investment regulatory frameworks that ensure investment in
space-related infrastructure is consistent with Australia’s national security

interests.

In these two decisions, Australia has tethered the pursuit of external partners to

national security and existing policy realities” (UNIDIR, 2015, pp 28-29).

Export controls are designed to limit access to markets. The observation also indicates that

Australia’s principal interests in space relate to security.

3.5 Chapter Summary

The middle power concept appears nebulous. It appears to have descriptive value, as a simple
way of describing a group of states that are neither global powers nor small and of limited
global influence. There appear to be no clear-cut definitions about what constitutes a middle
power and what does not. Most, if not all, are members of the G-20 group of nations — falling
in the bottom half of that group in terms of the sizes of their economies. All middle powers

have a stake in the international rules-based order which brings with it an obligation to work
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to take reasonable steps to uphold that order for purposes of national self-interest. The
mechanisms that states use to balance their interests one to the other, such as the UN and its
agencies are used by middle powers to achieve influence. The informal association of states
known as MIKTA, of which Australia is a member, indicates that the middle power moniker
applies to states of diverse histories, cultures and geographies. Canada is a middle power that
is often compared to Australia because of the large size and small populations in both
countries. The space journeys of these two nations are quite different in terms of their
outcomes. Both have been influenced by their security relationship with the United States
leading to different outcomes. Canada, next door, and Australia, an ocean away, have
contributed to the security of the United States in quite different ways but consistent with

their own desire for alliance with the United States.

Australia’s contribution to space security as a middle power, as distinct from contributions it
may have made as a result of its alliance relationship with the United States, generally accords
with the experience and expectations outlined in the model developed in the UNIDIR report

published in 2015 and discussed above.

The rise of China represents a fundamental change in Australia’s geostrategic circumstances.
China is challenging the authority of the international rules-based order in the South China Sea
(Swaine, 2013; Lowy, 2018b), and is building close relationships with several nations in the SW
Pacific, which is a direct challenge to Australia’s long-established primacy in the region
(Murray, 2018). Within Australia, there is mounting evidence of the Chinese Government,
directly and by proxy, interfering in Australia’s internal affairs, including by suborning
politicians, stealing intellectual property and other information through cyber means and

influencing the media (Hamilton, 2018).

How Australia will negotiate these changes, including in the space domain remains to be seen.
Whether the middle power levers of diplomacy and strategic weight will be sufficient to make
a difference that fulfils international obligations and promotes peaceful activities in space is
open to question. The space policies and activities that middle powers pursue may have more
to do with factors other than their middle power status. A series of enduring drivers have

shaped Australia’s approach to space. These are discussed in the next Chapter.
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CHAPTER 4
DRIVERS OR DETERMINANTS OF AUSTRALIA’S APPROACH TO SPACE

Chapter Four addresses the question of enduring factors possessed by Australia that speak to
its capability to make a significant contribution to the security of the space environment. The
Chapter tests the hypothesis that Australia is obligated to invest in the long-term security of

the space environment importantly because of Australia’s location and geography. This is the
first of five drivers discussed in this Chapter. The remaining four elements speak to questions

of political choice.

Obligation has both national and international elements. The chapter provides a critical
assessment of those attributes possessed by Australia that form the basis for the nation to play
a useful and potentially unique role in the future security and safety of the orbital space

environment.

Five drivers in Australia’s approach to space characterise its obligation. These are (1) physical
factors; (2) a liberal democratic form of government; (3) traditional ties and the US alliance; (4)

good international citizen; and (5) opportunity costs.

Since the 1940s space activities have been at the heart of Australia’s most important alliance
relationships. In the late 1940s, Woomera was established to permit the United Kingdom to
develop missiles that could be used in a future war with the USSR. From the 1960s, the United
States has been permitted to locate ground stations that remain vital to America’s national
security interests on Australian soil. Many details of the importance, nature and extent of
these space relationships have been and remain shrouded in secrecy. However, they lie close

to the heart of Australian foreign, security and defence policies.

4.1 Driver 1: Physical Factors
Australia is a large landmass located between 10° and 43° South latitude and 112° and 153°

East longitude. Some relevant figures are:

° Land area: 7.69 million square kilometres (sixth largest nation-state in land area
after Russia, Canada, the United States, China and Brazil, and the only nation to

inhabit an entire continent with no shared land borders);

. Dimensions: the continental landmass is roughly 3,700 km from north to south
and roughly 4,000 km from east to west (similar in dimensions and area to that

of the continental United States);
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° The continent is low, relatively featureless and geologically stable with a mean
elevation of just over 200m, and its highest point being Mount Kosciuszko, at

2,228 metres;
° Population: 25 million, with 89% living in urban areas (ABS, 2018).

° The Australian Government has sovereign responsibility or obligations under
international law for approximately 15% of the Earth’s surface, including broad
security and search and rescue responsibilities for much of the Indian and

Southern Oceans.

In summary, the continent is large, flat and, except for the major capital cities, sparsely

populated.

There are two sets of physical factors, (1) Australia’s remote location relative to other
landmasses and (2) relative ‘quietness’ across the radio part of the electromagnetic spectrum

for much of Australia’s landmass outside of cities.

4.1.1 Location

The Australian continent hosts ground stations, telescopes and other sensors that are critical
to the activities of satellite operators, astronomers and space scientists. The Space Industry
Innovation Council (SIIC) that was established in 2009 to advise government about future
directions for space activities in Australia, in a planning document, referred to Australia as the

“Big Ear”.
Australia has three advantages that its location confers on space activities:

Equidistant from North America and Europe  Satellite ground stations located in Australia
are networked with others located in North America and Europe to provide for continuous
communications with space probes as they move away from Earth on their journeys to the
moon, planets and beyond. As the Earth rotates about its axis, at least one ground station has
sight of the probes, which allows tasking signals to be sent to the probe and data from the
probes to reach Earth. Other ground stations support satellites in Earth orbits that provide
continuous global coverage for a variety of purposes, including communications,
environmental mapping and monitoring, intelligence gathering, treaty monitoring and

verification and weather prediction.

Arthur C. Clark, in a seminal paper published in Wireless News in October 1945, was the first to
outline the principle. He demonstrated that three satellites located an equal distance apart in

GEO orbits could broadcast signals across the entire Earth (Figure 4.1).
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Figure 4.1. The Principle of Three Satellites Providing Global Radio Coverage. From Clarke
(1945).
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Fig 3. Three satelite stations would ensure complete coverage of the globe

A corollary is that ground stations distributed more or less equidistantly in longitude on the
surface of the Earth, each with the field of view of one of the three satellites described by
Clarke, could both control the satellites and receive data from them. Taking advantage of
equidistance from North America and Europe, the United States and European nations have
made substantial investments in ground infrastructure in Australia to support a wide range of
their civil, research and national security activities in space. Examples, several of which have

been mentioned in earlier Chapters, include:

° The Canberra Deep Space Communications Complex (CDSCC) located at
Tidbinbilla south of Canberra. This station is operated for NASA by CSIRO
(CDSCC, 2017).

) The Deep Space Antenna, near the town of New Norcia, 140km north of Perth,
in Western Australia. This station is operated by the European Space Agency

(ESA, 2018b).

° The Joint Defence Facility Pine Gap (JDFPG), jointly operated by the
Governments of the United States and Australia in support of surveillance,

treaty monitoring and intelligence gathering activities (Killalea, 2016).

° The Australian Defence Satellite Communications Station (ADSCS), located at
Kojarena, east of Geraldton in Western Australia, is a satellite receiving station.
It also hosts terminals that are part of the Multi-Use Operational Support

(MUOQS) system operated by the United States Navy (USN) (Tanter, 2014).
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Other important ground stations that serve both domestic and international users include a
large ground station near Alice Springs, operated by the Australian Government’s geological
survey organisation, Geoscience Australia. This ground station receives signals from several
foreign-owned and operated satellites including Landsat 7, Landsat 8, NOAA, TERRA, and
AQUA (GA, 2016). Data flows from the ground station to international organisations, as well as
to Australian users. The Australian Bureau of Meteorology (BoM) operates a range of ground
stations that also receive data from satellites owned and operated by other nations. The most
important BoM ground station is at Crib Point in Victoria (BoM, 2018b). The data received at
this facility are used in Australia for weather prediction and are also processed and fed into

global weather and climate models to improve forecasts in many other parts of the world.

Some commercial satellite communications companies also maintain ground stations in
various parts of Australia. Optus has a control centre in Sydney from which it operates its own
communications satellites, as well as some others under contract, including the two satellites
that are part of the national broadband network (Optus, no date). A Swedish company, SSC,
operates two ground stations in Western Australia, one at Dongara and the other, at
Yatharagga in the Mingenew Shire (SSC, 2018). In 2011, via a commercial contract, SSC
supported the launch and provided Telemetry, Tracking and Control (TT&C) services to the
Shenzou 8 satellite (Stewart 2011). The Shenzou 8 is China’s human-rated space capsule and,
in one media report, the stated purpose of Shenzou 8 was to test “rendezvous and docking

methods with the Tiangong-1 space module” (Stewart, 2011).

Proximity to Asia There are three aspects to this element of the location driver. The first
relates to language and security strategy; the second is a specific Australian response to its

security needs; and the third looks to opportunity.

Language: The Indo-Pacific In parallel to China’s rise, the language of regional security has
changed from references to the Asia Pacific region to references to the Indo-Pacific region.
The 2009 Defence White Paper referenced “Asia Pacific” in its title: Force 2030: Defending
Australia in the Asia Pacific Century. In his forward to the 2013 Defence White Paper the
Minister for Defence, the Hon Stephen Smith, wrote of: “the ongoing economic strategic and
military shift to the Indo-Pacific” (DoD, 2013, p. ix). This change in language is not confined to
Australia but also reflects in statements by the leaders of the United States, Japan and India

(Singh, 2017).

The Chinese Foreign Minister, Wang Yi, has expressed displeasure with the term “Indo-Pacific”,

calling it “an attention-grabbing idea that will dissipate like ocean foam” (Medcalf, 2017).
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However, as China has moved to assert de facto control of the South China Sea and as it has
become more dependent on oil supplies from the Middle East, one response from other
affected nations has been to adopt a term that embraces a broader region of security concern.
China has a vital interest in ensuring that the sea lines of communication (SLOC), between

energy and raw materials providers and China are safe and secure.

Australian Security The Royal Australian Air Force produces a chart called the Air Staff
Planning Chart. This chart has a series of concentric range rings centred on Darwin and uses
an azimuthal equidistant map projection that minimises the distortions caused by more
familiar projections, such as the Mercator projection, across the area covered. The chart
shows with great clarity that much of the archipelago to Australia’s north, as well as the
strategic straits (Malacca, Lombok and Sunda) and the South China Sea, are as close or closer

to Darwin than is Canberra and the populated south-east of the Australian continent (Fig. 4.2).

Figure 4.2. RAAF Air Staff Planning Chart.

These relationships of distance and place are significant for the defence of Australia. In 1985
Professor Paul Dibb was commissioned by the government of the day to prepare a report,
from first principles, on the defence of Australia. He determined, on the basis of geography
and history, that any invading force would need to come from, or through, the island chain to
Australia’s north. On this basis, he recommended a force structure that would be able to

defend the sea-air gap to the immediate north and north-west of the continent (Dibb, 1986).
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This included continued investment in the Jindalee Over-the-horizon Radar Network (JORN)
that had been designed and built by the Australian Defence Science and Technology
Organisation (DSTO). JORN is a long-distance surveillance system that works in the high
frequency (HF) band of the radio spectrum (DST Group, 2018b). It allows operators to plot
aircraft and shipping movements across the region to Australia’s north. The technology is built
on deep understanding of the structure and dynamic nature of the ionosphere gained in the
1940s and 1950s. This research made a fundamental contribution to developments and
investments in radio astronomy in Australia in the 1950s and 1960s, and later to Over-the-

Horizon Radar (OTHR) research and development (Fraser, 2016; Wilkinson et al., 2018).

The capability of JORN has increased enormously in the decades since Dibb recommended its
continued development and provides an example of the relationship between knowledge of
space weather (of which knowledge of the ionosphere is a subset) and the dual use
applications to which this research has been applied — radio communications and radio
astronomy on the one hand, and surveillance for national security purposes on the other.
Indirect evidence in support of this statement is the membership of the National Committee
on Space and Radio Science, the members of which include serving and former members of
the DST Group, as well as representatives from academia, industry, and key government

agencies (NCSRS, 2018).

Opportunity  In 2015-16, 60% of Australia’s exports travelled through the Indonesian
archipelago to markets in China, South Korea and Japan (DFAT, 2016, p. 34). The security of
the sea lines of communication, notably through the Malacca, Sunda and Lombok Straits and
the South China Sea, are vital to the region and Australia (DFAT, 2017b, p. 30). Looking to the
future, the growth markets for advanced technology products, including space products and
services, will be in the nations to Australia’s north. As these nations become progressively
dependent on access to space-based services, a not unreasonable inference is that they are
likely to take an increased interest in the safety and security of the orbital space environment -

an area in which Australia is developing capability and experience.

Australia’s space engagement with the region is mostly confined to bilateral cooperative
arrangements between specialist agencies of the Australian Government - notably CSIRO, GA
and BoM - and regional space agencies. Space cooperation with Japan is especially strong,

diverse and long-standing:

. The Himawari 8 satellite provides vital data to Australia for near real time

weather prediction and modelling (BoM, 2018c);
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° The Quazi-Zenith Satellite System (QZSS) provides navigation and timing services

to Australia (Zaminpardaz et al., 2018);

° Hyabusa 2, landed on the asteroid Ryugu early in 2019 and is due to return to
Earth at Woomera in 2020 (New Scientist, 2019; JAXA 2018). This follows the
return to Woomera of Hyabusa 1 from the asteroid Itokawa in 2010 (Howell

2018);

. A Japanese research agency, NICT, is a member of the Space Environment
Research Centre (SERC), which is a Canberra-based Cooperative Research Centre
that is investigating ways to understand and mitigate the risks to satellites in

LEO presented by space debris (SERC 2018b); and

° The Japanese Government gifted the launch to Australia of the federation
satellite (FedSat) in recognition of the centenary of the founding of the

Commonwealth of Australia in 1901 (UniSA, 2007).

There are two space cooperation organisations in the region, APSCO and APRSAF. APSCO,
standing for the Asia Pacific Space Cooperation Organisation, is underwritten by China and is
not an agency with which Australian governments have become involved (APSCO, 2018).
APRSAF, standing for the Asia Pacific Regional Space Agencies Forum, is largely underwritten
by Japan (APRSAF, 2018). APRSAF meets in plenary annually and Australia has hosted the
forum twice — in Canberra in 2004 and Melbourne in 2010. Australia is involved in several
multi-lateral environmental projects that are sponsored through APRSAF. One, which is

ongoing, is the Sentinel Asia disaster monitoring project (ESA, 2018c).
Opportunities exist to strength space cooperation with regional neighbours to mutual benefit.

Launch Sites  On 29 November 1967, a small Australian-built satellite, known as WRESAT
(standing for the Weapons Research Establishment SATellite) was launched from Woomera
into a low Earth orbit by an American Redstone rocket (DST Group, no date).

The following points about the WRESAT project are relevant:

° The WRESAT project was opportunistic and not part of a plan by Australia to
establish a space program of its own. The booklet prepared by the Department
of Supply to acknowledge the launch described the project as a “good example
of international space research cooperation” (Department of Supply, 1967). In
1966 the United States brought to Woomera 10 Redstone rockets as its
contribution to the tripartite (United States, United Kingdom, Australia) Sparta

research program. Sparta aimed to study the re-entry phenomena of vehicles,
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notably nuclear warheads, that had been in space and were returning to Earth.
The Sparta program progressed so well that by the end of 1966, it was evident

that there would be at least one spare rocket. The US Government agreed that
this could be used to launch an Australian-built satellite, providing the launch

occurred before the end of 1967 (Mackellar, no date).

° A hastily assembled team from WRE and the University of Adelaide devised a
series of experiments that aimed to increase understanding of the influence of
the upper atmosphere on climate and weather. Appropriate sensors were
designed, manufactured, tested and integrated into the satellite within the
allotted timeframe. WRESAT was launched and useful data were gained. This

was a significant achievement.

° WRESAT was launched towards the north. The spent first stage fell to Earth in
the Simpson Desert and the second stage fell into the Gulf of Carpentaria.
Whether governments today would allow spent rocket stages to fall back to

Earth on Australian territory, no matter how remote, is an open question.

° WRESAT was fundamentally an unplanned and unintended civil experiment that

was a serendipitous supplement to a military space program.

A second satellite, Prospero, which was designed and built in the UK, was launched from

Woomera in 1971 (AMSAT-UK, 2011).

Woomera was a good location from which to launch sub-orbital missiles that could be
recovered for later testing and analysis. However, it is not an ideal location from which to
launch satellites into orbit, being well south of the Equator and with NE and SE launch
corridors presenting safety risks because spent launch vehicles may fall on mines and towns in
these corridors. There are better sites elsewhere in Australia and in other parts of the world,

as well.

Since 1967, there have been several attempts to develop commercial launch sites in Australia,
including at Woomera, on Cape York, near Darwin, near Rockhampton, and on Christmas
Island (Dougherty, 2017). All have failed for want of investment based on defensible business
cases. Recently, an Australian company, Equatorial Launch Australia (ELA), has announced
plans to establish a commercial launch facility near Nhulunbuy in the Northern Territory (ELA,
2018). Whether the venture succeeds remains to be seen. However, this, together with the

failed past attempts, does point to the attractiveness, in principle at least, of northern
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Australia as a location from which to launch satellites, notably into low inclination orbits to

cover the Earth’s equatorial regions.

At least three other companies are known to be planning to conduct launch activities from
Australia. Gilmour Space Technologies, based in Queensland, is planning to launch sounding
rockets to 150 miles in 2019 and to place payloads into Low Earth Orbit in 2020 (Gilmour
Space, 2018). Black Sky Aerospace, also based in Queensland, advertises a range of sounding
rockets and access to several launch facilities (BSA, 2018). Southern Launch, based in
Adelaide, South Australia, plans to launch small satellites from a site near Port Lincoln in South

Australia into polar orbits (Southern Launch, no date).

Dolman has devised the chart below and selected what he calls optimum launch points for
satellites across the world. He designates just one Australian site, Cape York in far north
Queensland. The ELA site near Nhulunbuy in the Northern Territory would seem to mostly

satisfy the optimality criteria that lie behind the sites selected by Dolman.

Figure 4.3. Selected Optimum Launch Points: from Dolman (2003).
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Dolman calls the points on this diagram “optimum launch points” because they allow for:
° Due east launches (the lowest inclination possible from any given launch site,

which equals the latitude of the launch site);
° Due north launches (into highly inclined and polar orbits);

° Launches into other orbital inclinations (the range of inclinations is represented

by the hypotenuse on the various triangles on the diagram); and
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° Spent boosters to fall to Earth safely, away from populated areas. Although
Papua New Guinea (PNG) may well have argued against satellite launches into
highly inclined orbits from Cape York because of the possibility of injury or
property damage (however remote) from first stage boosters or other launch
debris falling onto PNG territory. The ELA launch site is located west from Cape
York and proposes launch trajectories that avoid overflight of Indonesian and

PNG territory.

The launch corridors that were proposed in 1987 for the Cape York spaceport that did not
proceed are shown in the diagram below. Note that satellites destined for the most highly
inclined, sun-synchronous orbits were to b